
SOLUTION BRIEF: 
ENHANCING NGFW SECURITY WITH 
AUTOMATED MALWARE ANALYSIS 

Overview of SonicWall Capture ATP

To protect customers against the increasing dangers of zero-day 
threats, SonicWall Capture Advanced Threat Protection Service 
— a cloud-based service available with SonicWall firewalls — 
detects and can block advanced threats at the gateway until 
verdict. This service is the only advanced threat-detection 
offering that combines multi-layer sandboxing, including full 
system emulation and virtualization techniques, to analyze 
suspicious code behavior. 

Advantages of SonicWall’s Multi-Layered Sandbox Approach

Because of the increased focus on developing evasion tactics 
for malware, it is important to apply a multi-discipline approach 
to analyzing suspicious code, especially to find ransomware. 
SonicWall’s award-winning multi-engine sandbox platform 
efficiently discovers what code wants to do from the application, 
to the OS, to the software that resides on the hardware. 

This approach includes VMRay’s agentless hypervisor level 
analysis technology, which executes suspicious code, analyzes 
behavior and provides comprehensive visibility to malicious 
activity, while resisting evasion tactics and maximizing zero-day 
threat detection.

Overview of VMRay’s agentless hypervisor approach

VMRay brings an agentless hypervisor-based approach to 
dynamic malware analysis. The hypervisor is the underlying 
computing platform that creates, runs, and manages virtual 
machines on the underlying hardware. Most sandboxing 
solutions use a hypervisor as a launch pad for either the 
emulators or virtual machines that are hooked and monitored.

VMRay takes a different approach to sandbox analysis by 
monitoring the activity of the target machine entirely from the 
outside, using Virtual Machine Introspection (VMI). VMRay 
combines virtualization extensions with an innovative monitoring 
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concept called Intermodular Transition 
Monitoring (ITM) to deliver agentless 
monitoring of VMs running native OS 
without emulation or hooking. VMRay 
runs as part of the hypervisor on top of 
the host OS which in turn is running on 
bare metal.

Because VMs in the sandbox aren’t 
instrumented, threats execute as they 
would in the wild, and the analysis 
is invisible, even to evasive strains 
of malware.

Benefits of an Agentless Hypervisor-
based Approach

VMRay’s agentless hypervisor-based 
approach provides four key benefits to 
SonicWall’s Capture Service:

1. Resistance to Evasive Malware

2. Detailed Analysis Results

3. Extraction of IOCs

4. Real-time, High-volume Detection

Resistance to Evasive Malware

Malware often incorporates advanced 
techniques to evade the analysis 
environment. When a file sees evidence 
that dynamic analysis is occurring, it 
mimics harmless files that are typically 
ignored by threat detection systems. 

Traditional sandboxing approaches that 
signal their own presence — for example by 
instrumenting underlying VMs to intercept 
malicious function calls — make the analysis 
environment visible. This can trigger an 
action by malware to conceal itself. 

Because VMRay Analyzer is monitoring 
outside of the target machine it is 
virtually impossible for malware to detect 
and evade. 

Detailed Analysis Results

VMRay Analyzer’s hypervisor-based 
monitoring approach provides total 
visibility into the behavior of the sample 
under analysis and enables monitoring 
only for parts of the system related to 
the analysis. No side-effects of benign 
applications are ever monitored, saving 
analysts time and reducing the number of 
false positives.

VMRay always intercepts at the highest 
semantic level possible. No semantic 
information is lost. Another important 
point is that it logs no unnecessary data 
(i.e., no sub-function calls or recursive 
function calls). This gives VMRay its 
superior performance and results in 
information density without the noise.

Extraction of IOCs

VMRay analyzes and captures all network 
communication, looking for malicious 
intent. During analysis VMRay Analyzer 
extracts important threat information 
including: IP addresses, Contacted 
Domains, Modified Registry Keys, and 
Dropped Files through detailed logs 
and industry standard STIX/CybOX and 
JSON reports.

SonicWall takes all newly analyzed 
threat data to create definitions to 
block additional attacks. SonicWall 
Capture Labs collects new malware, IP 
addresses and host data to block follow-
on attacks. SonicWall then pushes these 
new definitions to SonicWall firewalls 
and email security solutions with active 
security subscriptions in under 48 hours. 

Real-Time, High-Volume Detection

Wrapped around VMRay Analyzer’s 
dynamic analysis engine is a built-in 
reputation engine which is able to 
detect known malicious and benign files 
in milliseconds. The reputation engine 
database is regularly updated with feeds 
from threat intelligence sources, enabling 
it to perform an extremely large number 
of reputation lookups and analyses. 

Complementing VMRay’s reputation 
engine is a built-in set of YARA rulesets 
to identify malware behavior. The YARA 
rulesets identify malware behavior 
corresponding to a known exploit using 
a known vulnerability. A match on the 
CVE ruleset, for example, would identify 
malware trying to exploit a vulnerability 
in the targeted application (for example, 
a vulnerability in a particular application 
like Word within a specific version of 
MS Office). 

To learn more about Capture ATP, visit 
our website or read our datasheet.

The SonicWall Capture reporting page displays daily at a glance results. Colored bars on the 
report indicate days where malware was discovered. Administrators have the ability to click on 
individual daily results and apply filters to quickly see malicious files with results.

https://www.sonicwall.com/en-us/products/firewalls/security-services/capture-advanced-threat-protection
https://www.sonicwall.com/en-us/products/firewalls/security-services/capture-advanced-threat-protection
https://www.sonicwall.com/SonicWall.com/files/ec/ec2a9db0-ed58-43b1-ab24-99df40408476.pdf
http://www.vmray.com
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SonicWall is a trademark or registered trademark of SonicWall 
Inc. and/or its affiliates in the U.S.A. and/or other countries. All 
other trademarks and registered trademarks are property of 
their respective owners.

The information in this document is provided in connection 
with SonicWall Inc. and/or its affiliates’ products. No license, 
express or implied, by estoppel or otherwise, to any intellectual 
property right is granted by this document or in connection with 
the sale of SonicWall products. EXCEPT AS SET FORTH IN THE 
TERMS AND CONDITIONS AS SPECIFIED IN THE LICENSE 
AGREEMENT FOR THIS PRODUCT, SONICWALL AND/OR 
ITS AFFILIATES ASSUME NO LIABILITY WHATSOEVER 
AND DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY 
WARRANTY RELATING TO ITS PRODUCTS INCLUDING, 
BUT NOT LIMITED TO, THE IMPLIED WARRANTY OF 

MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, 
OR NON- INFRINGEMENT. IN NO EVENT SHALL SONICWALL 
AND/OR ITS AFFILIATES BE LIABLE FOR ANY DIRECT, 
INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR 
INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, 
DAMAGES FOR LOSS OF PROFITS, BUSINESS INTERRUPTION 
OR LOSS OF INFORMATION) ARISING OUT OF THE USE OR 
INABILITY TO USE THIS DOCUMENT, EVEN IF SONICWALL 
AND/OR ITS AFFILIATES HAVE BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES. SonicWall and/or its 
affiliates make no representations or warranties with respect to 
the accuracy or completeness of the contents of this document 
and reserves the right to make changes to specifications and 
product descriptions at any time without notice. SonicWall Inc. 
and/or its affiliates do not make any commitment to update the 
information contained in this document.

About Us

SonicWall has been fighting the cyber-criminal industry for 
over 25 years, defending small, medium size businesses and 
enterprises worldwide. Our combination of products and 
partners has enabled a real-time cyber defense solution tuned to 
the specific needs of the more than 500,000 businesses in over 
150 countries, so you can do more business with less fear.

If you have any questions regarding your potential use of this 
material, contact:

SonicWall Inc. 
5455 Great America Parkway 
Santa Clara, CA 95054

Refer to our website for additional information.  
www.sonicwall.com

About VMRay

VMRay delivers advanced threat analysis and detection that 
combines a unique agentless hypervisor-based network sandbox 
with a real-time reputation engine. The combination provides 
both fast, high volume file classification and deep malware 
analysis. The VMRay Analyzer is platform independent and 
highly scalable, the result of a decade of R&D by some of 
the world’s leading experts on dynamic malware analysis. By 
monitoring at the hypervisor level, it is undetectable by malware 
running in the target operating system. VMRay serves leading 
enterprises around the world.
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