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MALICIOUS

Classifications: -

Threat Names: Mal/Generic-S Mal/HTMLGen-A VB:Trojan.Valyria.5645

Verdict Reason: -

Sample Type Word Document

File Name instruct_11.21.doc.vir.doc

ID #1146076

MD5 a9490d94cf547e27dcc0d52dc72e74e7

SHA1 a00e440eb13f84c8b8faba5b81a7d85fce2a4074

SHA256 ee103f8d64cd8fa884ff6a041db2f7aa403c502f54e26337c606044c2f205394

File Size 34.00 KB

Report Created 2021-11-12 23:19 (UTC+1)

Target Environment win10_64_th2_en_mso2016 | ms_office
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OVERVIEW

VMRay Threat Identifiers (16 rules, 18 matches)

Score Category Operation Count Classification

4/5 Network Connection Checks Internet connection 1 -

(Process #4) mshta.exe checks network connectivity via API InternetGetConnectedState.• 

4/5 Masquerade Creates a new process from a system binary 1 -

(Process #1) winword.exe creates a new explorer.exe process.• 

4/5 Reputation Known malicious file 2 -

The sample itself is a known malicious file.

Reputation analysis labels embedded file "" as "Mal/Generic-S".

• 

• 

4/5 Reputation Contacts known malicious URL 1 -

Reputation analysis labels the URL "http://shoulderelliottd.com/boolk/Q...JChZM5GauIB&=S0MRS72jqtkORxKA3iUkjdS" which was contacted by (process #4) mshta.exe as "Mal/
HTMLGen-A".

• 

4/5 Reputation Resolves known malicious domain 1 -

Reputation analysis labels the resolved domain "shoulderelliottd.com" as "Mal/HTMLGen-A".• 

4/5 Execution Document tries to create process 1 -

Document creates (process #2) explorer.exe.• 

4/5 Network Connection Attempts to connect through HTTP 1 -

(Process #4) mshta.exe failed to connect to "http://shoulderelliottd.com/boolk/QlaJk8C6vYqIyEwbdypBHv3yJR/wrWWNCD/77427/bebys8?
cid=Bm9cAP&wP8zhkK=aNLC3bJChZM5GauIB&=S0MRS72jqtkORxKA3iUkjdS".

• 

4/5 Heuristics Document tries to trick users into running macros 1 -

Extracted text from an image embedded in C:\Users\RDhJ0CNFevzX\Desktop\instruct_11.21.doc.vir.doc suggests enabling macros.• 

4/5 Antivirus Malicious content was detected by heuristic scan 2 -

Built-in AV detected a embedded file as "VB:Trojan.Valyria.5645".

Built-in AV detected the sample itself as "VB:Trojan.Valyria.5645".

• 

• 

2/5 Anti Analysis Tries to detect debugger 1 -

(Process #4) mshta.exe tries to detect a debugger via API "IsDebuggerPresent".• 

2/5 Data Collection Reads sensitive browser data 1 -

(Process #4) mshta.exe tries to read sensitive data of web browser "Internet Explorer / Edge" by file.• 

2/5 Execution Office macro uses an execute function 1 -

Office macro uses the exec function.• 

2/5 Execution Executes macro on specific event 1 -

Executes macro automatically on target "document" and event "open".• 
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Score Category Operation Count Classification

2/5 Execution Creates suspicious COM object 1 -

Office macro creates suspicious wscript.shell COM object.• 

1/5 Execution Contains suspicious Office macro 1 -

Office document contains a suspicious VBA macro.• 

1/5 Heuristics Contains suspicious meta data 1 -

Office document contains below average content data.• 

- Trusted Known clean file 3 -

File "C:\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Internet Explorer\MSIMGSIZ.DAT" is a known clean file.

File "C:\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\INetCache\IE\YPFIZL51\error[1]" is a known clean file.

File "C:\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\INetCache\IE\0GQKFXIA\error[1]" is a known clean file.

• 

• 

• 
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Mitre ATT&CK Matrix
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Sample Information

Analysis Information

ID #1146076

MD5 a9490d94cf547e27dcc0d52dc72e74e7

SHA1 a00e440eb13f84c8b8faba5b81a7d85fce2a4074

SHA256 ee103f8d64cd8fa884ff6a041db2f7aa403c502f54e26337c606044c2f205394

SSDeep 384:xS6JqYxSJTvfpHhx/gFj0EEYpcVhE1ltmTV/YZO4NSCWl822TnUCSdQQUfwliiid:ZJqY0phb4a02VWnZdw9822zAEhXd

File Name instruct_11.21.doc.vir.doc

File Size 34.00 KB

Sample Type Word Document

Has Macros

Creation Time 2021-11-12 23:19 (UTC+1)

Analysis Duration 00:04:06

Termination Reason Timeout

Number of Monitored Processes 4

Execution Successful False

Reputation Enabled

WHOIS Enabled

Built-in AV Enabled

Built-in AV Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Number of AV Matches 2

YARA Enabled

YARA Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Number of YARA Matches 0
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Screenshots truncated
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NETWORK

General

DNS

HTTP/S

HTTP Requests

Method URL Dest. IP Dest. Port Status Code Response Size Verdict

DNS Requests

Type Hostname Response Code Resolved IPs CNames Verdict

0 bytes total sent

0 bytes total received

1 ports 80

2 contacted IP addresses

0 URLs extracted

0 files downloaded

0 malicious hosts detected

1 DNS requests for 1 domains

1 nameservers contacted

0 total requests returned errors

1 URLs contacted, 1 servers

1 sessions, 0 bytes sent, 0 bytes received

GET

http://shoulderelliottd.com/boolk/
QlaJk8C6vYqIyEwbdypBHv3yJR/wrWWNCD/77427/
bebys8?
cid=Bm9cAP&wP8zhkK=aNLC3bJChZM5GauIB&=S0MR
S72jqtkORxKA3iUkjdS

- - 0 bytes NA

A shoulderelliottd.com NoError 194.62.42.144 NA
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BEHAVIOR

Process Graph

Sample Start
#1

winword.exe
#2

explorer.exe
Child Process #3

explorer.exe
RPC Server #4

mshta.exe
Child Process
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Process #1: winword.exe

Dropped Files (3)

File Name File Size SHA256 YARA Match

Host Behavior

Type Count

ID 1

File Name c:\program files (x86)\microsoft office\root\office16\winword.exe

Command Line "C:\Program Files (x86)\Microsoft Office\Root\Office16\WINWORD.EXE" /n

Initial Working Directory C:\Users\RDhJ0CNFevzX\Desktop\

Monitor Start Time Start Time: 80587, Reason: Analysis Target

Unmonitor End Time End Time: 328819, Reason: Terminated by Timeout

Monitor duration 248.23s

Return Code Unknown

PID 3784

Parent PID 1636

Bitness 32 Bit

- 13.99 KB
f9299ab3483a8f729b2aca2111b46e9952d4491ac66124fec22c1c789ebc
3139

- 3.27 KB
6e1338e07405a9b14db254b9769767ea824cf3ac1c8dfecb3513e95135e
ceaee

- 162 bytes
7dca88fac9a1cb53ec518cf3428448daf2dcdf349eddee8ebfb9793fdb99e
3e4

Keyboard 10

Module 4

COM 2

Process 1
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Process #2: explorer.exe

ID 2

File Name c:\windows\explorer.exe

Command Line c:\windows\explorer c:\users\public\powPowNext.hta

Initial Working Directory C:\Users\RDhJ0CNFevzX\Documents\

Monitor Start Time Start Time: 118548, Reason: Child Process

Unmonitor End Time End Time: 130152, Reason: Terminated

Monitor duration 11.60s

Return Code 1

PID 2092

Parent PID 3784

Bitness 64 Bit
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Process #3: explorer.exe

ID 3

File Name c:\windows\explorer.exe

Command Line C:\Windows\explorer.exe /factory,{75dff2b7-6936-4c06-a8bb-676a7b00b24b} -Embedding

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 128042, Reason: RPC Server

Unmonitor End Time End Time: 189115, Reason: Terminated

Monitor duration 61.07s

Return Code 1

PID 3692

Parent PID 628

Bitness 64 Bit
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Process #4: mshta.exe

Dropped Files (4)

File Name File Size SHA256 YARA Match

Host Behavior

Type Count

Network Behavior

Type Count

ID 4

File Name c:\windows\syswow64\mshta.exe

Command Line
"C:\Windows\SysWOW64\mshta.exe" "C:\Users\Public\powPowNext.hta" {1E460BD7-F1C3-4B2E-88BF-4E770A288AF5}{1E460BD7-
F1C3-4B2E-88BF-4E770A288AF5} 

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 129008, Reason: Child Process

Unmonitor End Time End Time: 189175, Reason: Terminated

Monitor duration 60.17s

Return Code 0

PID 3604

Parent PID 3692

Bitness 32 Bit

C:\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Internet
Explorer\MSIMGSIZ.DAT

47.97 KB
b1313dd95eaf63f33f86f72f09e2ecd700d11159a8693210c37470fcb8403
8f7

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\INetCac
he\IE\YPFIZL51\error[1]

3.17 KB
7990e703ae060c241eba6257d963af2ecf9c6f3fbdb57264c1d48dda8171
e754

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\INetCac
he\IE\0GQKFXIA\error[1]

1.67 KB
b0abe318200dcde42e2125df1f0239ae1efa648c742dbf9a5b0d3397b903
c21d

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\INetCac
he\IE\VD7IA8JG\warning[1]

1.04 KB
5f95eff2bcaaea82d0ae34a007de3595c0d830ac4810ea4854e6526e2611
08e9

Module 186

System 4463

Registry 12

Environment 4

- 3

- 6

Keyboard 44

File 21

Window 25

COM 14

- 30

Mutex 2

- 1

HTTP 1

X-Ray Vision for Malware - www.vmray.com 13 / 19



DYNAMIC ANALYSIS REPORT
#2952594

Type Count

TCP 2
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ARTIFACTS

File

SHA256 File Names Category File Size MIME Type Operations Verdict

Filename

File Name Category Operations Verdict

ee103f8d64cd8fa884ff6a041
db2f7aa403c502f54e26337c
606044c2f205394

C:
\Users\RDhJ0CNFevzX\Desktop\inst
ruct_11.21.doc.vir.doc

Sample File 34.00 KB
application/vnd.ms-
word.document.macroEnab
led.12

- MALICIOUS

647df13d43101abafb35742e
5cdb0ceab3c140ea4c22351
68debc16738c5f87d

vbaProject.bin Embedded File 15.00 KB application/CDFV2 - MALICIOUS

c2d814a34b184b7cdf10e4e7
a4311ff15db99326d6dd8d32
8b53bf9e19ccf858

c:
\users\rdhj0cnfevzx\appdata\local\mic
rosoft\windows\inetcache\counters.dat

Modified File 128 bytes application/octet-stream - CLEAN

f9299ab3483a8f729b2aca21
11b46e9952d4491ac66124fe
c22c1c789ebc3139

image1.gif Embedded File 13.99 KB image/gif - CLEAN

6e1338e07405a9b14db254b
9769767ea824cf3ac1c8dfec
b3513e95135eceaee

c:\users\public\powpownext.hta, c:
\users\public\~wrd0000.tmp

Dropped File 3.27 KB text/html - CLEAN

7dca88fac9a1cb53ec518cf3
428448daf2dcdf349eddee8e
bfb9793fdb99e3e4

c:\users\public\~$wpownext.hta Dropped File 162 bytes application/octet-stream - CLEAN

b1313dd95eaf63f33f86f72f09
e2ecd700d11159a8693210c
37470fcb84038f7

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Internet
Explorer\MSIMGSIZ.DAT

Dropped File 47.97 KB application/x-dbt Create, Access CLEAN

7990e703ae060c241eba625
7d963af2ecf9c6f3fbdb57264
c1d48dda8171e754

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\INetCache\IE\Y
PFIZL51\error[1]

Dropped File 3.17 KB text/html Create, Access, Write CLEAN

b0abe318200dcde42e2125df
1f0239ae1efa648c742dbf9a5
b0d3397b903c21d

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\INetCache\IE\0
GQKFXIA\error[1]

Dropped File 1.67 KB text/plain Create, Access, Write CLEAN

5f95eff2bcaaea82d0ae34a00
7de3595c0d830ac4810ea48
54e6526e261108e9

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\INetCache\IE\V
D7IA8JG\warning[1]

Dropped File 1.04 KB image/gif Create, Access, Write CLEAN

C:\Windows\SysWOW64\mshta.exe Accessed File Access CLEAN

Win.ini Accessed File Access, Read CLEAN

System Paging File Accessed File Access CLEAN

C:\Windows\SYSTEM32\jscript9.dll Accessed File Access CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\INetCac
he\IE\YPFIZL51\error[1]

Dropped File Create, Access, Write CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\INetCac
he\IE\0GQKFXIA\error[1]

Dropped File Create, Access, Write CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\INetCac
he\IE\VD7IA8JG\warning[1]

Dropped File Create, Access, Write CLEAN

C:\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Internet
Explorer\MSIMGSIZ.DAT

Dropped File Create, Access CLEAN
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URL

URL Category IP Address Country HTTP Methods Verdict

Domain

Domain IP Address Country Protocols Verdict

IP

IP Address Domains Country Protocols Verdict

Mutex

Name Operations Parent Process Name Verdict

Registry

Registry Key Operations Parent Process Name Verdict

Process

Process Name Commandline Verdict

http://shoulderelliottd.com/boolk/
QlaJk8C6vYqIyEwbdypBHv3yJR/wrWWNCD/
77427/bebys8?
cid=Bm9cAP&wP8zhkK=aNLC3bJChZM5GauI
B&=S0MRS72jqtkORxKA3iUkjdS

- 194.62.42.144 - GET MALICIOUS

shoulderelliottd.com 194.62.42.144 - HTTP, DNS MALICIOUS

194.62.42.144 shoulderelliottd.com Israel HTTP, DNS, TCP CLEAN

Local\MSIMGSIZECacheMutex access mshta.exe CLEAN

HKEY_CLASSES_ROOT\clsid\{25336920-03f9-11cf-8fd0-00aa00686f
13}\InProcServer32

access, read mshta.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Internet
Explorer\ChakraRecycler

access mshta.exe CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Internet
Explorer\ChakraRecycler

access mshta.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\App Paths\OUTLOOK.EXE\Path

access, read mshta.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Internet
Explorer\Application Compatibility\mshta.exe

access, read mshta.exe CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVer
sion\Policies\Explorer\NoFileMenu

access, read mshta.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Parental
Controls\Users\S-1-5-21-1560258661-3990802383-1811730007-1000

access mshta.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Internet
Explorer\JScriptLegacy

access mshta.exe CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Internet
Explorer\JScriptLegacy

access mshta.exe CLEAN

HKEY_CURRENT_USER\EUDC\1252 access mshta.exe CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Avalon.Graphics access mshta.exe CLEAN

explorer.exe c:\windows\explorer c:\users\public\powPowNext.hta SUSPICIOUS

mshta.exe
"C:\Windows\SysWOW64\mshta.exe" "C:\Users\Public\powPowNext.hta" {1E460BD7-
F1C3-4B2E-88BF-4E770A288AF5}{1E460BD7-F1C3-4B2E-88BF-4E770A288AF5} 

SUSPICIOUS

winword.exe "C:\Program Files (x86)\Microsoft Office\Root\Office16\WINWORD.EXE" /n CLEAN

explorer.exe C:\Windows\explorer.exe /factory,{75dff2b7-6936-4c06-a8bb-676a7b00b24b} -Embedding CLEAN
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YARA / AV

Antivirus (2)

File Type Threat Name File Name Verdict

Embedded File VB:Trojan.Valyria.5645 vbaProject.bin MALICIOUS

Sample File VB:Trojan.Valyria.5645 C:\Users\RDhJ0CNFevzX\Desktop\instruct_11.21.doc.vir.doc MALICIOUS
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ENVIRONMENT

Virtual Machine Information

Platform Information

Anti Virus Information

Software Information

System Information

Name win10_64_th2_en_mso2016

Description win10_64_th2_en_mso2016

Architecture x86 64-bit

Operating System Windows 10 Threshold 2

Kernel Version 10.0.10586.0 (0de6dc23-8e19-4bb7-8608-d54b1e6fa379)

Network Scheme Name Local Gateway

Network Config Name Local Gateway

Platform Version 4.3.1

Dynamic Engine Version 4.3.1 / 11/09/2021 04:55

Static Engine Version 4.3.1.0 / 2021-11-09 04:00:13

AV Exceptions Version 4.3.1.6 / 2021-09-21 13:25:28

Link Detonation Heuristics Version 4.3.1.20 / 2021-11-05 16:37:21

Signature Trust Store Version 4.3.1.6 / 2021-09-21 13:25:28

VMRay Threat Identifiers Version 4.3.1.20 / 2021-11-05 16:37:21

YARA Built-in Ruleset Version 4.3.1.20

Built-in AV Version AVCORE v2.2 Linux/x86_64 11.0.1.19 (March 15, 2021)

Built-in AV Database Update Release
Date

2021-11-12 20:07:39+00:00

Built-in AV Database Records 10650871

Adobe Acrobat Reader Version Not installed

Microsoft Office 2016

Microsoft Office Version 16.0.4266.1003

Hangul Office Not installed

Hangul Office Version Not installed

Internet Explorer Version 11.0.10586.0

Chrome Version Not installed

Firefox Version Not installed

Flash Version Not installed

Java Version Not installed

Sample Directory C:\Users\RDhJ0CNFevzX\Desktop

Computer Name XC64ZB

User Domain XC64ZB
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User Name RDhJ0CNFevzX

User Profile C:\Users\RDhJ0CNFevzX

Temp Directory C:\Users\RDHJ0C~1\AppData\Local\Temp

System Root C:\Windows
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