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MALICIOUS

Classifications: -

Threat Names: Lokibot.v2 GuLoader Mal/Generic-S Lokibot

Verdict Reason: -

Sample Type Windows Exe (x86-32)

File Name e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe

ID #4824277

MD5 2f779b2196af55484be830b22eda9dca

SHA1 a6e6a3d2b92abc988e82e254705c01d6357d1b4e

SHA256 e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f

File Size 304.03 KB

Report Created 2022-07-05 18:23 (UTC+2)

Target Environment win7_64_sp1_en_mso2016 | exe
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OVERVIEW

VMRay Threat Identifiers (15 rules, 21 matches)

Score Category Operation Count Classification

5/5 Extracted Configuration GuLoader configuration was extracted 1 Downloader

A configuration for GuLoader was extracted from artifacts of the dynamic analysis.• 

5/5 Extracted Configuration Lokibot configuration was extracted 1 Spyware

A configuration for Lokibot was extracted from artifacts of the dynamic analysis.• 

5/5 YARA Malicious content matched by YARA rules 4 Downloader

Rule "GuLoader_Shellcode_2022" from ruleset "Malware" has matched on a memory dump for (process #2)
e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe.

Rule "GuLoader_Shellcode_2022" from ruleset "Malware" has matched on a memory dump for (process #1)
e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe.

Rule "Lokibot" from ruleset "Malware" has matched on a memory dump for (process #2) e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe.

Rule "GuLoader_FunctionStrings" from ruleset "Malware" has matched on the function strings for (process #2)
e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe.

• 

• 

• 

• 

4/5 Reputation Known malicious file 1 -

Reputation analysis labels the sample itself as Mal/Generic-S.• 

3/5 Anti Analysis Tries to evade debugger 1 -

(Process #1) e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe hides thread via API "NtSetInformationThread".• 

2/5 Discovery Collects information about services 2 -

(Process #1) e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe queries information about services via API.

(Process #2) e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe queries information about services via API.

• 

• 

2/5 Anti Analysis Tries to detect virtual machine 1 -

(Process #1) e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe is possibly trying to detect a VM via rdtsc.• 

2/5 Anti Analysis Makes direct system call to possibly evade hooking based sandboxes 1 -

(Process #1) e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe makes a direct system call to "NtAllocateVirtualMemory".• 

2/5 Injection Writes into the memory of a process started from a created or modified executable 1 -

(Process #1) e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe modifies memory of (process #2)
e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe.

• 

2/5 Injection Modifies control flow of a process started from a created or modified executable 1 -

(Process #1) e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe alters context of (process #2)
e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe.

• 

1/5 Hide Tracks Creates process with hidden window 2 -

(Process #1) e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe starts Anonymous Process with a hidden window.

(Process #1) e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe starts (process #1)
e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe with a hidden window.

• 

• 

1/5 Obfuscation Creates a page with write and execute permissions 1 -
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Score Category Operation Count Classification

(Process #1) e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe allocates a page in a foreign process with "PAGE_EXECUTE_READWRITE" permissions,
often used to dynamically unpack code.

• 

1/5 Obfuscation Overwrites code 2 -

(Process #2) e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe overwrites code to possibly hide behavior.

(Process #1) e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe overwrites code to possibly hide behavior.

• 

• 

1/5 Execution Executes itself 1 -

(Process #1) e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe executes a copy of the sample at C:
\Users\kEecfMwgj\Desktop\e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe.

• 

1/5 Execution Drops PE file 1 -

(Process #1) e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe drops file "C:\Users\KEECFM~1\AppData\Local\Temp\nszC5AD.tmp\System.dll".• 

- Trusted Known clean file 2 -

File "C:\Users\KEECFM~1\AppData\Local\Temp\nszC5AD.tmp\System.dll" is a known clean file.

File "C:\Users\kEecfMwgj\Videos\Betingningerne\Readjourned\face-cool-symbolic.svg" is a known clean file.

• 

• 
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Malware Configuration: GuLoader

Metadata Key Extracted Value

Malware Configuration: Lokibot

Metadata Key Extracted Value

URL Url https://drive.google.com/uc?export=download&id=1SrbfkJ9_Bx7Q9qhzb5JeLy5TlBRjWwjF

Encryption Key

Key
Tags
Algorithm
Mode
Iv

Key
Tags
Algorithm

+GrwTafWkea+mP09tIubezd5OJSV+VEl
Encryption Key #0
3DES
CBC
TPh5m1q9osA=

/w==
Encryption Key #1
XOR

URL

Url
Tags

Url
Tags

Url
Tags

Url
Tags

Url
Tags

alphastand.trade/alien/fre.php
Encrypted with Key #0

alphastand.top/alien/fre.php
Encrypted with Key #0

alphastand.win/alien/fre.php
Encrypted with Key #0

kbfvzoboss.bid/alien/fre.php
Encrypted with Key #0

http://198.187.30.47/p.php?id=67243588715181780
Encrypted with Key #1

Other: Version Identifier
Tags
Value

Identifier in Network Packets
ckav.ru
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Mitre ATT&CK Matrix

Initial Access Execution Persistence
Privilege

Escalation
Defense
Evasion

Credential
Access

Discovery
Lateral

Movement
Collection

Command
and Control

Exfiltration Impact

#T1143 Hidden
Window

#T1007
System
Service

Discovery

#T1045
Software
Packing

#T1497
Virtualization/

Sandbox
Evasion

#T1497
Virtualization/

Sandbox
Evasion

#T1124
System Time

Discovery
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Sample Information

Analysis Information

ID #4824277

MD5 2f779b2196af55484be830b22eda9dca

SHA1 a6e6a3d2b92abc988e82e254705c01d6357d1b4e

SHA256 e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f

SSDeep 6144:ZbE/HUnk52w9mvsVVQyIAoHzcleagqiFqICMvs5j:ZbS90UsHzqeagqB68

ImpHash 56a78d55f3f7af51443e58e0ce2fb5f6

File Name e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe

File Size 304.03 KB

Sample Type Windows Exe (x86-32)

Has Macros ✔

Creation Time 2022-07-05 18:23 (UTC+2)

Analysis Duration 00:04:00

Termination Reason Timeout

Number of Monitored Processes 2

Execution Successful False

Reputation Enabled ✔

WHOIS Enabled ✔

Built-in AV Enabled ✖

Built-in AV Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Number of AV Matches 0

YARA Enabled ✔

YARA Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Number of YARA Matches 23
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NETWORK

General

DNS

HTTP/S

HTTP Requests

Method URL Dest. IP Dest. Port Status Code Response Size Verdict

DNS Requests

Type Hostname Response Code Resolved IPs CNames Verdict

1.08 KB total sent

10.71 KB total received

2 ports 443, 53

2 contacted IP addresses

5 URLs extracted

0 files downloaded

0 malicious hosts detected

1 DNS requests for 1 domains

1 nameservers contacted

0 total requests returned errors

1 URLs contacted, 1 servers

1 sessions, 1.02 KB sent, 10.63 KB received

GET
https://drive.google.com/uc?
export=download&id=1SrbfkJ9_Bx7Q9qhzb5JeLy5TlBRjW
wjF

- - 0 bytes NA

A drive.google.com NO_ERROR 142.250.185.78 NA
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BEHAVIOR

Process Graph

Sample Start
#1

e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe
#2

e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe

Modify Control Flow
Modify Memory

Child Process
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Process #1: e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe

Dropped Files (9)

File Name File Size SHA256 YARA Match

Host Behavior

Type Count

ID 1

File Name c:\users\keecfmwgj\desktop\e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe

Command Line "C:\Users\kEecfMwgj\Desktop\e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe" 

Initial Working Directory C:\Users\kEecfMwgj\Desktop\

Monitor Start Time Start Time: 43432, Reason: Analysis Target

Unmonitor End Time End Time: 148032, Reason: Terminated

Monitor duration 104.60s

Return Code 0

PID 3992

Parent PID 1928

Bitness 32 Bit

C:\Users\kEecfMwgj\Videos\Betingningerne\Readjourned\face-cool-
symbolic.svg

398 bytes
d956fcc2cf8c989441309a92a1a0ed084799370fd384c80222f726b303b7
cdaf

✖

C:\Users\KEECFM~1\AppData\Local\Temp\nszC5AD.tmp\System.dll 12.00 KB
8dc562cda7217a3a52db898243de3e2ed68b80e62ddcb8619545ed0b4e
7f65a8

✖

C:\Users\kEecfMwgj\Videos\Betingningerne\Readjourned\Gestisk.For 98.58 KB
bfba27ae5371cdb46e05ce6d095ea6c72db8b3ad3bc8bf134a92ca9bcb0
15324

✖

C:\Users\kEecfMwgj\Videos\Betingningerne\Readjourned\
\SHAURI\Ld7\elan.DIS

34.06 KB
85ebba149609a889b9d04f949871c8a682ceb46b99951be864c930d35c8
aed4f

✖

C:\Users\KEECFM~1\AppData\Local\Temp\nseC3F4.tmp 0 bytes
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852
b855

✖

C:\Users\KEECFM~1\AppData\Local\Temp\nsjC54C.tmp 0 bytes
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852
b855

✖

C:\Users\KEECFM~1\AppData\Local\Temp\nsjC59C.tmp 0 bytes
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852
b855

✖

C:\Users\KEECFM~1\AppData\Local\Temp\nszC5AD.tmp 0 bytes
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852
b855

✖

C:\Users\KEECFM~1\AppData\Local\Temp\nszC55D.tmp 0 bytes
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852
b855

✖

- 364

File 3291

Window 295

Process 75

Registry 384

- 174

Module 94

System 41

- 3

- 1

- 2
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Type Count

- 1
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Process #2: e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe

Injection Information (2)

Injection Type Source Process Source / Target TID Address / Name Size Success Count

Host Behavior

Type Count

Network Behavior

Type Count

ID 2

File Name c:\users\keecfmwgj\desktop\e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe

Command Line "C:\Users\kEecfMwgj\Desktop\e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f.exe" 

Initial Working Directory C:\Users\kEecfMwgj\Videos\Betingningerne\Readjourned\SHAURI\Ld7\

Monitor Start Time Start Time: 130416, Reason: Child Process

Unmonitor End Time End Time: 284419, Reason: Terminated by timeout

Monitor duration 154.00s

Return Code Unknown

PID 4072

Parent PID 3992

Bitness 32 Bit

Modify Memory

#1: c:
\users\keecfmwgj\desktop\e
7ee8ff4872d57b2fba736ee65
56e3f92a3fc1c3c8738c50cc
8b1e6acbb4379f.exe

0xfb0 0x400000(4194304) 0x5b7000 ✖ 1

Modify Control Flow

#1: c:
\users\keecfmwgj\desktop\e
7ee8ff4872d57b2fba736ee65
56e3f92a3fc1c3c8738c50cc
8b1e6acbb4379f.exe

0xfb0 / 0xfec 0x1b0000(1769472) - ✔ 1

System 2185

- 174

Module 89

- 2

- 2

File 2

HTTPS 1
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ARTIFACTS

File

SHA256 File Names Category File Size MIME Type Operations Verdict

Filename

File Name Category Operations Verdict

e7ee8ff4872d57b2fba736ee6
556e3f92a3fc1c3c8738c50c
c8b1e6acbb4379f

C:
\Users\kEecfMwgj\Desktop\e7ee8ff48
72d57b2fba736ee6556e3f92a3fc1c3c8
738c50cc8b1e6acbb4379f.exe

Sample File 304.03 KB
application/
vnd.microsoft.portable-
executable

Access, Read MALICIOUS

d956fcc2cf8c989441309a92
a1a0ed084799370fd384c802
22f726b303b7cdaf

C:
\Users\kEecfMwgj\Videos\Betingninge
rne\Readjourned\face-cool-
symbolic.svg

Dropped File 398 bytes image/svg Access, Create, Write CLEAN

8dc562cda7217a3a52db898
243de3e2ed68b80e62ddcb8
619545ed0b4e7f65a8

C:
\Users\KEECFM~1\AppData\Local\Te
mp\nszC5AD.tmp\System.dll

Dropped File 12.00 KB
application/
vnd.microsoft.portable-
executable

Access, Create, Write CLEAN

bfba27ae5371cdb46e05ce6d
095ea6c72db8b3ad3bc8bf13
4a92ca9bcb015324

C:
\Users\kEecfMwgj\Videos\Betingninge
rne\Readjourned\Gestisk.For

Dropped File 98.58 KB application/octet-stream Access, Create, Read, Write CLEAN

85ebba149609a889b9d04f94
9871c8a682ceb46b99951be
864c930d35c8aed4f

C:
\Users\kEecfMwgj\Videos\Betingninge
rne\Readjourned\
\SHAURI\Ld7\elan.DIS, C:
\Users\kEecfMwgj\Videos\Betingninge
rne\Readjourned\SHAURI\Ld7\elan.DI
S

Dropped File 34.06 KB text/plain Access, Create, Read, Write CLEAN

C:
\Users\kEecfMwgj\Desktop\e7ee8ff4872d57b2fba736ee6556e3f92a3fc
1c3c8738c50cc8b1e6acbb4379f.exe

Sample File, Accessed File, VM File Access, Read MALICIOUS

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:\Users\KEECFM~1\AppData\Local\Temp\nseC3F4.tmp Dropped File, Accessed File, Not Extracted Access, Create, Delete CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:
\Users\Public\Documents\Beback\Udvaskningerne\forflyttelsespligter
\Geropiga.ini

Accessed File Access, Write CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:\Users\KEECFM~1\AppData\Local\Temp\nsjC54C.tmp Dropped File, Accessed File, Not Extracted Access, Create CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN
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File Name Category Operations Verdict

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:\Users\KEECFM~1\AppData\Local\Temp Accessed File Access, Create CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:\Users\Public\Music\Ungambolling\Vrelsesanvisningers.Ste Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:\ Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:\Users\kEecfMwgj\Videos\Betingningerne\Readjourned\face-cool-
symbolic.svg

Dropped File, Accessed File Access, Create, Write CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:
\Windows\resources\Medicament113\Referencevrkerne\trkkanalers\
Nonmetamorphoses.Zed

Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:\Users\kEecfMwgj\Videos\Betingningerne Accessed File Access, Create CLEAN

- Accessed File Access CLEAN
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File Name Category Operations Verdict

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:\ProgramData\Microsoft\Windows\Templates\Desmitis.Met Accessed File Access, Delete CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:\Users\kEecfMwgj\Videos\Betingningerne\Readjourned\SHAURI Accessed File Access, Create CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:\Users\KEECFM~1\AppData\Local\Temp\nszC5AD.tmp\System.dll Dropped File, Accessed File Access, Create, Write CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:\Users\KEECFM~1\AppData\Local\Temp\nsjC59C.tmp Dropped File, Accessed File, Not Extracted Access, Create CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:
\Users\kEecfMwgj\AppData\Roaming\Microsoft\Windows\Templates\
Desmitis.Met

Accessed File Access, Delete CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN
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File Name Category Operations Verdict

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:\Users\kEecfMwgj\Videos Accessed File Access, Create CLEAN

C:\Users\kEecfMwgj\AppData\Local\Jargoneer.Ass Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:\Users\KEECFM~1\AppData\Local\Temp\nszC5AD.tmp Dropped File, Accessed File, Not Extracted Access, Create, Delete CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:\Users\KEECFM~1\AppData\Local\Temp\nszC55D.tmp Dropped File, Accessed File, Not Extracted Access, Create CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:\Users\kEecfMwgj\Videos\Betingningerne\Readjourned\
\SHAURI\Ld7\elan.DIS

Dropped File, Accessed File Access, Create, Read, Write CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:
\Users\kEecfMwgj\Documents\Rikochetteret\Bladesmith\sydslesvisk
\Statslaans.ini

Accessed File Access, Read CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:\Users\KEECFM~1\AppData\Local Accessed File Access, Create CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN
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File Name Category Operations Verdict

Reduced dataset

URL

URL Category IP Address Country HTTP Methods Verdict

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:\Users\kEecfMwgj\Videos\Betingningerne\Readjourned\Gestisk.For Dropped File, Accessed File Access, Create, Read, Write CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:\Users\kEecfMwgj\Tilewright108\Delphinin\Dialkyl.Und Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:\Users\KEECFM~1\AppData Accessed File Access, Create CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

C:\Users\kEecfMwgj\Videos\Betingningerne\Readjourned Accessed File Access, Create CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

- Accessed File Access CLEAN

http://alphastand.win/alien/fre.php - - - - MALICIOUS

http://kbfvzoboss.bid/alien/fre.php - - - - MALICIOUS

http://alphastand.top/alien/fre.php - - - - MALICIOUS

http://alphastand.trade/alien/fre.php - - - - MALICIOUS

http://198.187.30.47/p.php?id=67243588715181780 - 198.187.30.47 - - MALICIOUS

https://drive.google.com/uc?
export=download&id=1SrbfkJ9_Bx7Q9qhzb5JeL
y5TlBRjWwjF

- 142.250.185.78 - GET CLEAN
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Domain

Domain IP Address Country Protocols Verdict

IP

IP Address Domains Country Protocols Verdict

Registry

Registry Key Operations Parent Process Name Verdict

Process

Process Name Commandline Verdict

kbfvzoboss.bid - - - CLEAN

alphastand.trade - - - CLEAN

alphastand.top - - - CLEAN

alphastand.win - - - CLEAN

drive.google.com 142.250.185.78 - HTTPS, DNS, TCP CLEAN

142.250.185.78 drive.google.com United States HTTPS, DNS, TCP CLEAN

198.187.30.47 - - - CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVer
sion\Uninstall\Feticherne75\Kreativiteternes\Lanoline114

access, create
e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b
1e6acbb4379f.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVer
sion\Uninstall\Frasortere\Week

access, create
e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b
1e6acbb4379f.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\tyknende access
e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b
1e6acbb4379f.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVer
sion\Uninstall\Frasortere\Week\biscuitmaker

access, write
e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b
1e6acbb4379f.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVer
sion\Uninstall\Tilhyllet\FIGURTYPERNES\AFSYNGER

access
e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b
1e6acbb4379f.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Brneordfrer\Guldhveps access
e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b
1e6acbb4379f.exe

CLEAN

HKEY_LOCAL_MACHINE\Software access
e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b
1e6acbb4379f.exe

CLEAN

HKEY_CURRENT_USER\Software\Hidfrelsens\Bratscherne\Paraph
rosyne

access, write
e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b
1e6acbb4379f.exe

CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVer
sion\Uninstall\Feticherne75\Kreativiteternes\Lanoline114\Martinets

access, write
e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b
1e6acbb4379f.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Snobberiet access, create
e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b
1e6acbb4379f.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Snobberiet\Baluga access, write
e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b
1e6acbb4379f.exe

CLEAN

HKEY_CURRENT_USER\Software\Hidfrelsens\Bratscherne access, create
e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b
1e6acbb4379f.exe

CLEAN

e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb43
79f.exe

"C:
\Users\kEecfMwgj\Desktop\e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f
.exe" 

MALICIOUS

e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb43
79f.exe

"C:
\Users\kEecfMwgj\Desktop\e7ee8ff4872d57b2fba736ee6556e3f92a3fc1c3c8738c50cc8b1e6acbb4379f
.exe" 

SUSPICIOUS
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YARA / AV

YARA (23)

Ruleset Name Rule Name Rule Description File Type File Name Classification Verdict

Malware GuLoader_Shellcode_2022 GuLoader Downloader Memory Dump - Downloader 5/5

Malware GuLoader_Shellcode_2022 GuLoader Downloader Memory Dump - Downloader 5/5

Malware Lokibot Lokibot Stealer Memory Dump - Spyware 5/5

Malware Lokibot Lokibot Stealer Memory Dump - Spyware 5/5

Malware GuLoader_Shellcode_2022 GuLoader Downloader Memory Dump - Downloader 5/5

Malware Lokibot Lokibot Stealer Memory Dump - Spyware 5/5

Malware Lokibot Lokibot Stealer Memory Dump - Spyware 5/5

Malware Lokibot Lokibot Stealer Memory Dump - Spyware 5/5

Malware GuLoader_Shellcode_2022 GuLoader Downloader Memory Dump - Downloader 5/5

Malware Lokibot Lokibot Stealer Memory Dump - Spyware 5/5

Malware Lokibot Lokibot Stealer Memory Dump - Spyware 5/5

Malware Lokibot Lokibot Stealer Memory Dump - Spyware 5/5

Malware Lokibot Lokibot Stealer Memory Dump - Spyware 5/5

Malware GuLoader_Shellcode_2022 GuLoader Downloader Memory Dump - Downloader 5/5

Malware GuLoader_Shellcode_2022 GuLoader Downloader Memory Dump - Downloader 5/5

Malware Lokibot Lokibot Stealer Memory Dump - Spyware 5/5

Malware Lokibot Lokibot Stealer Memory Dump - Spyware 5/5

Malware GuLoader_Shellcode_2022 GuLoader Downloader Memory Dump - Downloader 5/5

Malware GuLoader_Shellcode_2022 GuLoader Downloader Memory Dump - Downloader 5/5

Malware Lokibot Lokibot Stealer Memory Dump - Spyware 5/5

Malware GuLoader_Shellcode_2022 GuLoader Downloader Memory Dump - Downloader 5/5

Malware GuLoader_FunctionStrings GuLoader Downloader Function Strings - Downloader 5/5

Malware Lokibot Lokibot Stealer Memory Dump - Spyware 5/5
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ENVIRONMENT

Virtual Machine Information

Platform Information

Software Information

System Information

Name win7_64_sp1_en_mso2016

Description win7_64_sp1_en_mso2016

Architecture x86 64-bit

Operating System Windows 7

Kernel Version 6.1.7601.18741 (2e37f962-d699-492c-aaf3-f9f4e9770b1d)

Network Scheme Name VPN DE starvpn

Network Config Name VPN DE starvpn

Platform Version 4.5.1

Dynamic Engine Version 4.5.1 / 05/09/2022 04:24

Static Engine Version 4.5.1.0 / 2022-05-09 03:00:28

AV Exceptions Version 4.5.1.25 / 2022-04-28 14:12:58

Link Detonation Heuristics Version 4.5.1.45 / 2022-06-30 10:10:54

Smart Memory Dumping Rules
Version

4.5.1.38 / 2022-06-13 09:02:33

Config Extractors Version 4.5.1.44 / 2022-06-27 08:43:44

Signature Trust Store Version 4.5.1.30 / 2022-05-16 06:57:54

VMRay Threat Identifiers Version 4.5.1.45 / 2022-06-30 10:10:54

YARA Built-in Ruleset Version 4.5.1.44

Adobe Acrobat Reader Version Not installed

Microsoft Office 2016

Microsoft Office Version 16.0.4266.1003

Hangul Office Not installed

Hangul Office Version Not installed

Internet Explorer Version 8.0.7601.17514

Chrome Version Not installed

Firefox Version Not installed

Flash Version Not installed

Java Version Not installed

Sample Directory C:\Users\kEecfMwgj\Desktop

Computer Name Q9IATRKPRH

User Domain Q9IATRKPRH

User Name kEecfMwgj

User Profile C:\Users\kEecfMwgj

Temp Directory C:\Users\KEECFM~1\AppData\Local\Temp
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System Root C:\Windows
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