DYNAMIC ANALYSIS REPORT

#9692213

Classifications: Backdoor Ransomware Spyware

MALICIOUS Threat Names: Mal/Generic-S

Sample Type

File Name

ID

MD5

SHA1

SHA256

File Size
Report Created

Target Environment

Verdict Reason: -

Windows Exe (x86-32)

dd286a4d79d 0f4c2b906073c7f46680252ca09¢1c39b 0d c12¢92097¢c56662876.exe
#4176417

057aad993a3ef50f6b3ca2db37ch928a
a57592be641738c86c85308ef68148181249bc0b

dd286a4d79d0f4c2b906073c 7f46680252ca09c1c39b0dc12c92097¢56662876
1839.00 KB

2022-04-23 15:57 (UTC+2)

winl0_64_th2_en mso02016 | exe
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#9692213

OVERVIEW

VMRay Threat Identifiers (18 rules, 53 matches)

Score Category Operation Count Classification
User Data Modification Modifies content of user files 1 Ransomware

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12¢92097¢56662876.exe modifies the content of multiple user files.

5/5 User Data Modification Renames user files 1 Ransomware

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe renames multiple user files.

5/5 Data Collection Tries to read cached credentials of various applications 1 Spyware

« Tries to read sensitive data of: AbleFTP, Total Commander, git, The Bat!, Internet Explorer / Edge.

Reputation Known malicious file 1 -

« Reputation analysis labels the sample itself as "Mal/Generic-S".

Discovery Reads certificate data 1 -

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c¢1c39b0dc12c92097c56662876.exe reads certificate "c:
\users\rdhjOcnfevzx\appdata\roaming\microsoft\systemcertificates\my\appcontainerusercertread" from the file system.

Anti Analysis Tries to detect application sandbox 1 -
* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12¢92097¢56662876.exe tries to detect "wine" by calling GetProcAddress() on "wine_get_version".
Data Collection Reads sensitive ftp data 2 -

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe tries to read sensitive data of ftp application "AbleFTP" by file.

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12¢92097c56662876.exe tries to read sensitive data of ftp application “"Total Commander" by file.
Data Collection Reads sensitive application data 1 -

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c¢ 1c39b0dc12c92097c56662876.exe tries to read sensitive data of application "git" by file.
Data Collection Reads sensitive browser data 1 -

* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe tries to read sensitive data of web browser "Internet Explorer / Edge" by file.
Data Collection Reads sensitive mail data 1 -

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe tries to read sensitive data of mail application "The Bat!" by file.
Network Connection Sets up server that accepts incoming connections 2 Backdoor

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c¢1c39b0dc12c92097c56662876.exe starts a TCP server listening on port 49713.

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c¢1c39b0dc12c92097c56662876.exe starts a TCP server listening on port 49715.

m System Modification Modifies operating system directory 2 -

* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe creates file "C:\Windows\Temp\satan\satan0" in the OS directory.

* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12¢92097¢56662876.exe creates file "C:\Windows\Temp\satan\satan1" in the OS directory.

“ Hide Tracks Creates process with hidden window 2 -
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« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe starts (process #2) cmd.exe with a hidden window.
« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe starts (process #4) cmd.exe with a hidden window.

“ Hide Tracks Changes folder appearance 28 -

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12¢92097c56662876.exe changes the appearance of folder "c:\users\default\appdata\roaming\microsoftiinternet
explorer\quick launch”.

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c¢92097¢56662876.exe changes the appearance of folder "c:\users\public\accountpictures™.
« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe changes the appearance of folder “c:\users\public\desktop".

* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe changes the appearance of folder "c:\users\public\documents".

* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe changes the appearance of folder "c:\users\public\downloads".

* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe changes the appearance of folder "c:\users\public\libraries".

* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe changes the appearance of folder "c:\users\public\pictures".

* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe changes the appearance of folder "c:\users\public\videos".

* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe changes the appearance of folder “c:\users\public\music".

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe changes the appearance of folder "c:\users\public”.

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09¢1c39b0dc12c92097c56662876.exe changes the appearance of folder "c:\users\rdhjOcnfevzx\appdata\roaming\microsoft\internet
explorer\quick launch\user pinnedtaskbar".

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe changes the appearance of folder "c:\users\rdhjOcnfevzx\appdata\roaming\microsoft\internet
explorer\quick launch”.

* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c¢92097c56662876.exe changes the appearance of folder "c:\users\rdhjOcnfevzx\contacts".

* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c¢92097c56662876.exe changes the appearance of folder "c:\users\rdhjOcnfevzx\desktop".

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe changes the appearance of folder “c:\users\rdhjOcnfevzx\documents".

* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe changes the appearance of folder "c:\users\rdhjOcnfevzx\downloads".

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe changes the appearance of folder "c:\users\rdhjOcnfevzx\favorites\links".

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe changes the appearance of folder "c:\users\rdhjOcnfevzx\favorites”.

* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097¢56662876.exe changes the appearance of folder “c:\users\rdhjOcnfevzx\links".

* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097¢56662876.exe changes the appearance of folder “c:\users\rdhjOcnfevzx\music".

* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe changes the appearance of folder “c:\users\rdhjOcnfevzx\onedrive".

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe changes the appearance of folder "c:\users\rdhjOcnfevzx\pictures\camera roll".
« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe changes the appearance of folder "c:\users\rdhjOcnfevzx\pictures\saved pictures".
« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe changes the appearance of folder "c:\users\rdhjOcnfevzx\pictures".

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09¢1c39b0dc12¢92097c56662876.exe changes the appearance of folder "c:\users\rdhjOcnfevzx\saved games".

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12¢92097c56662876.exe changes the appearance of folder "c:\users\rdhjOcnfevzx\searches".

* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c¢92097c56662876.exe changes the appearance of folder "c:\users\rdhjOcnfevzx\videos".

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12¢92097¢56662876.exe changes the appearance of folder “c:\users".

Obfuscation Resolves API functions dynamically 1 -

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe resolves 88 API functions by name.

Obfuscation The binary file was created with a packer 1 -

« File "C:\Users\RDhJOCN FevzX\Desktop\dd286a4d79d0f4c2b906073c 7f46680252ca09¢ 1c39b0dc12c92097c56662876.exe" is packed with "UPX 2.90 [LZMA] -> Markus Oberhumer,
Laszlo Molnar & John Reiser".

“ Network Connection Performs DNS request 2 -

« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe resolves host name "api.telegram.org” to IP "149.154.167.220".

* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe resolves host name “extreme-ip-lookup.com" to IP "37.48.65.182".

“ Network Connection Connects to remote host 4 -
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* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe accepts an incoming TCP connection from host “37.48.65.182:80".
* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097¢56662876.exe accepts an incoming TCP connection from host "149.154.167.220:443".
« (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09¢1c39b0dc12c92097c56662876.exe opens an outgoing TCP connection to host "37.48.65.182:80".

* (Process #1) dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12¢92097¢56662876.exe opens an outgoing TCP connection to host "149.154.167.220:443".
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Mitre ATT&CK Matrix

Initial Access Execution
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GEBEEE Escalation Evasion Access
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Sandbox 8
: Files
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Window
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Sample Information

ID #4176417

MD5 057aad993a3ef50f6h3ca2db37ch928a

SHA1L a57592be641738c86c85308ef68148181249bcOb

SHA256 dd286a4d79d0f4c2b906073c 7f46680252ca09c1c39b0dc12c92097¢ 56662876

SSDeep 49152:BY/3BNLViG5]QWAr XncSxhBfV7XLE1t+XgW Jz5qtAj6R :BwgG5MW M X7h8+Uw
ImpHash 406f4chdf82bde91761650cad4a3831a

File Name dd286a4d79d0f4c2b906073c 7f46680252ca09c 1c39b0dc12c92097c56662876.exe

File Size 1839.00 KB

Sample Type Windows Exe (x86-32)

Has Macros \/

Analysis Information

Creation Time 2022-04-23 15:57 (UTC+2)
Analysis Duration 00:04:00

Termination Reason Timeout

Number of Monitored Processes 3

Execution Successful

Reputation Enabled

WHOIS Enabled

Built-in AV Enabled

False

v
v
X

Built-in AV Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
Number of AV Matches 0

YARA Enabled \/

YARA Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
Number of YARA Matches 0
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M VMRAY

® User Account Control

Do you want to allow this app from an unknown
publisher to make changes to your PC?

Program name:  dd28624d79d0f4c2b906073c 7f46680252ca09¢1c39b0...
Publisher: Unknown
File origin: Hard drive on this computer

Screenshots truncated
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NETWORK

General

54.04 KB total sent
132.67 KB total received
2 ports 80, 443

3 contacted IP addresses
0 URLs extracted

0 files downloaded

0 malicious hosts detected

DNS

3 DNS requests for 2 domains
1 nameservers contacted

0 total requests returned errors

HTTPIS

1 URLs contacted, 2 servers

2 sessions, 1.73 KB sent, 46.04 KB received

HTTP Requests

Method URL

GET http://extreme-ip-lookup.com/json/

DNS Requests

Type Hostname
A api.telegram.org
A extreme-ip-lookup.com

Dest. IP Dest. Port Status Code
Response Code Resolved IPs
NoError 149.154.167.220
37.48.65.182,
NoError 109.236.91.3

X-Ray Vision for Malware - www.vmray.com
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Response Size

0 bytes

CNames

Verdict

Verdict

#9692213
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BEHAVIOR

Process Graph

#2
cmd.exe

Child Process

#1

Sample Start dd286a4d79d0f4c2b906073¢7f46680252ca09¢1c39b0dc12c92097c56662876.exe

Child Process

T
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Process #1: dd286a4d79d0f4c2b906073c7f46680252ca09¢c1c39b0dc12c92097¢c56662876.exe

ID 1
File Name

Command Line

Initial Working Directory
Monitor Start Time

Unmonitor End Time

Monitor duration 241.00s
Return Code Unknown
PID 1220
Parent PID 1184
Bitness 32 Bit

Dropped Files (162)
File Name

C:\Windows\Temp\satan\satanO
C:\Windows\Temp\satan\satanl
C:\W SATAN CRYPTOR #.hta
C:\BOOTNXT

C:\Boot\BOOTSTAT.DAT

C:\ProgramData\Microsoft\Click ToORun\4BAD322A-C043-4DED-
A97A-6FEOC4412FBE\x-none.16\Master Descriptor.x-none.xmil

C:\ProgramData\Microsoft\ClickToRun\4BAD322A-C043-4DED-
A97A-6FEOC4412FBE\en-us.16\s321033.hash

C:\ProgramData\Microsoft\Click ToORun\4BAD322A-C043-4DED-
A97A-6FEOC4412FBE\en-us.16\MasterDescriptor.en-us.xml

C:\ProgramData\Microsoft\ClickToRun\4BAD322A-C043-4DED-
A97A-6FEOC4412FBE\en-us.16\stream .x86.en-us.man.dat

C:\ProgramData\Microsoft\Click ToORun\4BAD322A-C043-4DED-
A97A-6FEOC4412FBE\x-none.16\s320.hash

C:\ProgramData\Microsoft\ClickToRun\4BAD322A-C043-4DED-
A97A-6FEOC4412FBE\x-none.16\stream.x86.x-none.man.dat

C:\ProgramData\Microsoft\ClickToRun\DeploymentConfig.2.xml

C:
\ProgramData\Microsoft\ClickToRun\MachineData\Catalog\Packages
\{9ACOBE99-230B-47E8-9721-4577B7F124EA}

\{1A8308C7-90D 1-4200-

B16E-646F 163A08E8}HUser DeploymentConfiguration.xml

C:
\ProgramData\Microsoft\ClickToRun\MachineData\Catalog\Packages
\{9ACOBE99-230B-47E8-9721-4577B7F124EA}

\{1A8308C 7-90D 1-4200-
B16E-646F163A08E8}HDeploymentConfiguration.xml

C:\ProgramData\Microsoft\ClickToRun\DeploymentConfig.0.xml

C:
\ProgramData\Microsoft\ClickToRun\MachineData\Catalog\Packages
\{9ACOBE99-230B-47E8-9721-4577B7F124EA}

\{1A8308C 7-90D 1-4200-B16E-646F 163A08E8}\Manifest.xml

C:\Users\RDhJOCNFevzX\Desktop\
Start Time: 78620, Reason: Analysis Target

End Time: 319622, Reason: Terminated by Timeout

File Size

184 bytes

1.17KB

4.38 KB

631 bytes

64.62 KB

21.15KB

732 bytes

22.46 KB

865.07 KB

732 bytes

3630.07 KB

1.96 KB

1.21KB

1.21KB

2.54KB

4818.63 KB

c:\users\rdhjOcnfevzx\desktop\dd286a4d79d0f4c2b906073c 7f46680252ca09c 1¢39b0dc 12¢92097¢56662876.exe

"C:\Users\RDhJOCN FevzX\Desktop\dd286a4d79d0f4c2b906073c 7f46680252ca09c 1¢39b0dc 12c92097¢56662876.exe”

SHA256

40a77853e809080aa64cfd7581h67ad54edel471c1be2cdlced60dd721
064fc

fe9a642e4f0024a4958c7e2dbf6011adc22c 7f17abb984bdcad33beb6fas0
706

1b5681a1781363578f2a7fa2726e9a072f75f231ad028d967a4c8badd06fa
b4

81b62adabaabbdde76aladd523b018ccd69414a9c559e8a073eeaad383
545fed

55100ff930a6edf6bbd1d3abb6fof248d3b5547c3824274b599¢c142chf18¢
b2

01a67420abd3dc877f950b44abc31323259chc8285h4e21910f24fdfh33ff

e8c2ece5a%e70556322dc6ec 741422cfcd27be3394939deb38764e8f309
2e38c

84b9b51439a6e62ae6786efce8h379405411be55f4bab3d59d81f1ec204b
b879

b0de407bd3639b5310584a30f2f067a41e7ce6c9f0090787eb34ebf47534f
6lc

94e068068fa00f84f8f9b7f701a2682349bff9944ac4bfdd0b8830cf7b7e8be
Cc

422934bee260294e880736d02f166c116247albbabcd8de2504234eafd5
arad2

0c88423b0e76dd3f192b08db9dbd104a7e2c9217d507ab883259be7aed0
2fe2l

7de3143aee32413h182d2865c787794ch8e53c855097f6136c3dce37e70
6alad

4edbad77cdbb1e548548ce69fbbb8e513b8105d8682f9c9f6f14dfbd87572

ddfcd5ee896d4662e1822836e95¢2094da0a649626a940c8aeeba6044el
bb3f8

782fd03b2cd8ef112d2a329c4e605c4b5342f4540684{832ad9¢c800167d8
2fb
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File Name

C:
\ProgramData\Microsoft\ClickToRun\MachineData\Catalog\Packages
\{9ACOBE99-230B-47E8-9721-4577B7F124EA}

\{1A8308C 7-90D 1-4200-B16E-646F 163A08E8}UserManifest.xml

C:
\ProgramData\Microsoft\ClickToRun\{{9AC08E99-230B-47e8-9721-45
TTB7F124EA}\Air Space. Etw.man

C:

\ProgramData\Microsoft\ClickToRun\{9AC08E99- 230B-47e8-9721-45
77B7F124EA}\C2RManifest. Access.Access.x-none.msi.16.x-
none.xml

C:
\ProgramData\Microsoft\ClickToRun\{ 9AC08E99-230B-47e8-9721-45
77B7F124EANC2RManifest. DCF.DCF.x-none.msi.16.x-none.xml

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99-230B-47e8-9721-45
T7B7F124EA}\C2RManifest.Excel.Excel.x-none.msi.16.x-none.xml

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99-230B-47e8-9721-45
77B7F124EA}\C2RManifest.Lync.Lync.x-none.msi.16.x-none.xml

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99-230B-47e8-9721-45
77B7F124EANC2RManifest OSMUX.OSMUX .x-none.msi.16.x-
none.xml

C:

\ProgramData\Microsoft\ClickToRun\{9AC08E99- 230B-47e8-9721-45
77B7F124EA}\C2RManifest.OneNote.OneNote.x-none.msi.16.x-
none.xml

C:

\ProgramData\Microsoft\ClickToRun\{ 9AC08E99-230B-47e8-9721-45
77B7F124EA}\C2RManifest.Outlook.Outlook.x-none.msi.16.x-
none.xml

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99-230B-47e8-9721-45
T7B7F124EA}\C2RManifest.PowerPoint.PowerPoint.x-none.msi.16.x-
none.xml

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99- 230B-47e8-9721-45
77B7F124EA}\C2RManifest.Proof.Culture.msi.16.en-us.xml

C:
\ProgramData\Microsoft\ClickToRun\{ 9AC08E99-230B-47e8-9721-45
77B7F124EANC2RManifest.Proof.Culture.msi.16.es-es.xml

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99-230B-47e8-9721-45
T7B7F124EA}\C2RManifest.Proof.Culture.msi.16.fr-fr.xml

C:

\ProgramData\Microsoft\ClickToRun\{ 9AC08E99-230B-47e8-9721-45
77B7F124EA}\C2RManifest.Publisher.Publisher.x-none.msi.16.x-
none.xml

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99-230B-47e8-9721-45
T7B7F124EA}\C2RManifest.Word.Word.x-none.msi.16.x-none.xm|

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99- 230B-47e8-9721-45
77B7F124EA}\C2RManifest.accessmui.msi.16.en-us.xml

C:
\ProgramData\Microsoft\ClickToRun\{ 9AC08E99-230B-47e8-9721-45
77B7F124EANC2RManifest.accessmuiset.msi.16.en-us.xml

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99-230B-47e8-9721-45
7T7B7F124EA}\C2RManifest.dcfmui.msi.16.en-us.xml

C:
\ProgramData\Microsoft\ClickToRun\{ 9AC08E99-230B-47e8-9721-45
77B7F124EA}\C2RManifest.excelmui.msi.16.en-us.xml

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99-230B-47e8-9721-45
T7B7F124EA}\C2RManifest.groovemui.msi.16.en-us.xml

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99- 230B-47e8-9721-45
77B7F124EA}\C2RManifest.lyncmui.msi.16.en-us.xml

File Size

3024.87 KB

276.15KB

38.50 KB

16.88 KB

232.91 KB

88.07 KB

2.86 KB

94.31 KB

91.77 KB

100.97 KB

25.47 KB

24.53 KB

2453 KB

75.97 KB

85.25 KB

56.69 KB

2.61KB

10.20 KB

34.82 KB

6.61 KB

23.40KB

SHA256

a92291e624ef772551e097e2761beb3ec855d7894df088d982e002d4653
bad25

bd7880b7af960f36237298194557e666cbb05f29ff721473aae0ad68bf921e

23677d36bb54beac4a905aa787 7f2f658c04df3f16724842348524e73ff46

bb768bfc920d1c19e769b3bb9a6bb38d0a3906024a5b7714383a24b236b
84b7

86a40103ab163cc37c27454f60311e9542df63a36cha7933864df384a64f
9aaf

d330bce45795685ah9f82c82695380b0d0bfa6370b86efe947698001c43d
9fda

€4681417281899ca230de5269345bb499651c95ehbe0621091a0136aa51
adfabs

d314151f6b60473f57e81f89e72009b02cfbcd4390e3048f736120e9383b4
8bc

ae39a4c092e5f81690c434d96d05ca28be0ale6972798bada83b63393dc
04d48

0052ce84a95604fa41619e67a8bb307338dd4921d07efch3ece2655€920
b7dec

05a4da62d42e4498f015e35230c212978106f9cbe6526169f1a8c617fd92
d75d

9f58f21d9cd5de9783b199767c3f2f277e69bcafd23fcccofe763e87cadesh
e9

08567db5710d007f36a637f164f14df40959h9eafc65dd4fef49fa5f3055e16
e

€102cfbd179dc7f4704b51fd27905a82c32517721e9fca03f6253edd131al
a62

32a73894c49e40b8443e5fcae640cafc2be2579030dfeaad8e0fb08fb8013

f18fe8ced4bb948d558dfada538f7 7fach7914ce832f6452aca789535a2bb2
1c9

beld592ch3e97912¢4337f1f4e5a8c1a57ccbdc5d236e4dc9beefoff7ec3
533

5aealf91d46¢71615585f6eb808620e00209a58033fh66476d060c5¢2863
3050

1a9c44b57285845814a0c999a4388729deb9af95833d13d9254e733a304
ds098

39a25d43daaef81bc269a5535203028a55829434050363f0cf305fh31a6fh
flb

59e96761e92ca77ch7d0a77edbfef40242f2aaalfefc40d119f603d4a321f4
33
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File Name

C:
\ProgramData\Microsoft\ClickToRun\{ 9AC08E99-230B-47e8-9721-45
77B7F124EA}\C2RManifest.office64muiset.msi.16.en-us.xml

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99-230B-47e8-9721-45
77B7F124EA}\C2RManifest.office64ww.msi.16.x-none.xml

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99- 230B-47e8-9721-45
77B7F124EA}\C2RManifest.officemui.msi.16.en-us.xml

C:
\ProgramData\Microsoft\ClickToRun\{{9AC08E99-230B-47e8-9721-45
77B7F124EA}NC2RManifest.officemuiset. msi.16.en-us.xml

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99-230B-47e8-9721-45
77B7F124EA}\C2RManifest.onenotemui.msi.16.en-us.xmil

C:
\ProgramData\Microsoft\ClickToRun\{ 9AC08E99-230B-47e8-9721-45
77B7F124EA}\C2RManifest.osmmui.msi.16.en-us.xml

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99-230B-47e8-9721-45
T7B7F124EA}\C2RManifest.osmuxmui.msi.16.en-us.xml

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99- 230B-47e8-9721-45
77B7F124EA}\C2RManifest.outlookmui.msi.16.en-us.xml

C:
\ProgramData\Microsoft\ClickToRun\{{9AC08E99-230B-47e8-9721-45
T7B7F124EA}\C2RManifest.powerpointmui.msi.16.en-us.xml

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99- 230B-47e8-9721-45
7T7B7F124EA}\C2RManifest.proofing.msi.16.en-us.xml

C:
\ProgramData\Microsoft\ClickToRun\{ 9AC08E99-230B-47e8-9721-45
77B7TF124EANC2RManifest.publishermui.msi.16.en-us.xml

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99-230B-47e8-9721-45
T7B7F124EA}\C2RManifest.shared.Office.x-none.msi.16.x-none.xml

C:
\ProgramData\Microsoft\ClickToRun\{ 9AC08E99-230B-47e8-9721-45
77B7F124EA}\C2RManifest.wordmui.msi.16.en-us.xml

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99-230B-47e8-9721-45
TTBTF124EA}
\Microsoft_Office_OfficeTelemetryAgentFallBack2016.xml

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99-230B-47e8-9721-45
77B7F124EA}WMicrosoft_Office_OfficeTelemetryAgentLogOn2016.xml

C:
\ProgramData\Microsoft\ClickToRun\{ 9AC08E99-230B-47e8-9721-45
77BTF124EA}integrator.exe

C:
\ProgramData\Microsoft\ClickToRun\{9AC08E99-230B-47e8-9721-45
7T7B7F124EA}\msoutilstat.etw.man

C:
\ProgramData\Microsoft\ClickToRun\{ 9AC08E99-230B-47e8-9721-45
77B7F124EA}\wordEtw.man

C:
\ProgramData\Microsoft\Crypto\SystemKeys\1fd8a841971dc8f18facfl
d9475e3f87_03845ch8- 7441-4a2f-8c0f-c90408af5778

C:
\ProgramData\Microsoft\Diagnosis\DownloadedScenarios\Windows.
Uif.static

C:
\ProgramData\Microsoft\Diagnosis\DownloadedSettings\telemetry. AS
M-WindowsDefault.json.bk

C:
\ProgramData\Microsoft\Diagnosis\DownloadedSettings\utc.app.json.
bk

File Size

2.61KB

261.80 KB

104.99 KB

2.61 KB

19.14 KB

11.38KB

10.26 KB

94.81 KB

26.69 KB

2.61KB

14.37 KB

683.67 KB

76.64 KB

3.85 KB

3.79KB

840.22 KB

110.65KB

624.08 KB

2.14KB

3.17KB

142KB

2.01KB

DYNAMIC ANALYSIS REPORT

SHA256

9eeBf1938caad6e62b5ca59e8d4330cfI6daea6f91b0c6afc24dbdc7292

45b7dcc8da7de7458b4aabfdceec5022dff5e571fd7786a0eb40109385f49
5b5

012255955dac349d2519ac5658544891d300c9ce5dad5335d3077f56090
6b5c6

fe5albd5f89fcad8ae85449e08455a0c3fc10bal9dalfc4dfieb98ab292eed
926

fe2d27ca22cf4cad0a8fOb2albfc9adb5h371fd72ae4272c 7The5a506a992a
52a

59b1c677cd25252540420c6d0b246647d08bc0cd225d93d133795031b5
8a264a

b79fba62879f690247855352f10c292b815df5e12f0127742e2aa4f01b84c

€10419df976b15fa21d9dec87357e21bb4f5357330e0c2d953d524f0eaad
cdf8

9f2674be322ech93fa07f0377b4195fdef5102b843h2h8d300555f2f340137
02

696f3342aa9157afc2dc91cc0054a1d88e99b154e62295521709ec7f873b
5a90

b053880f5a75be12931499406h3f2cfalcedadaf10380b330297¢7897fd95a
b5c

5fc136dfc38d3db24559ad9f30a04b3873f7ef07f3de01892a8bccedd8e7e
621

7cOeal2db9e6431df4c29dea3284164c9f9a621f6c1b33c7314595561aa9
3531

895f32c406aefd8e02f577fa7877e65cc19977fa70d85461680734764882b
02e

4088697a52868a7a92c6d9b150d8177404f3eb5691ab723663ch16bb01b
068f1

54dc6b8204b6ef806e7f24d262c236cd9dab26c47932d27d02ed38895e6
d8eb8

7a54b22464dbal2e05a572d0b7¢13117312dfd2f89e8bdae4bcad094708
73794

d3a728ac622b504b23c706854e1265515a70d59e52a3528958f6dac09%eb
28b6d

53(f745bb2b88fcdd94d4h10f34b5389a1a0h39957421b1b6813a45e225¢f

d84bd0098e69b1be545h92f52chc46f89b32b4f00de943e7f79f65908407e
090

05cae46c9c415d7c8h8f430057a48703801c52e15dc016043581aa978d4
52ced

591chd8a103cf01414c4d19c35a3b257fb8db1028f3580925¢509¢ 3f1856
8908
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DYNAMIC ANALYSIS REPORT

#9692213

File Name

C:\ProgramData\Microsoft\ldentityCRL\NT\ppcrlconfig600.dl|
C:\ProgramData\Microsoft\ldentityCRL\production\ppcrlconfig600.dll
C:\ProgramData\Microsoft\MF\Pending.GRL

C:\ProgramData\MicrosofttMF\Active.GRL

C:
\ProgramData\Microsoft\Provisioning\{ 18dcffd4- 37d6-4bc6-87e0-426
6fdbb8e49}\MasterDatastore.xml|

C:
\ProgramData\Microsoft\Provisioning\{ 18dcffd4-37d6-4bc6-87e0-426
6fdbb8e49}\Prov\RunTime\Power_0.provxml

C:
\ProgramData\Microsoft\Provisioning\{ 18dcffd4-37d6-4bc6-87e0-426
6fdbb8e49}\Prov\RunTime\Power_1.provxml

C:
\ProgramData\Microsoft\Provisioning\{ 18dcffd4-37d6-4bc6-87e0-426
6fdbb8e49}\Provi\RunTime.xml

C:
\ProgramData\Microsoft\Provisioning\{ 18dcffd4-37d6-4bc6-87e0-426
6fdbb8e49}\customizations.xml

C:\ProgramData\Microsoft\Provisioning\{ 1e05dd5d-a022-46c5-963c-
b20de341170f}\Master Datastore.xml

C:\ProgramData\Microsoft\Provisioning\{ 1e05dd5d-a022-46¢5-963c-
b20de341170f}\Prov\RunTime\Power_1.provxml

C:\ProgramData\Microsoft\Provisioning{ 1e05dd5d-a022-46c5-963c-
b20de341170f\Prov\RunTime.xml|

C:\ProgramData\Microsoft\Provisioning\{ 1e05dd5d-a022-46¢5-963c-
b20de341170f}\Prov\RunTime\Power_0.provxmi

C:\ProgramData\Microsoft\Provisioning\{ 1e05dd5d-a022-46c5-963c-
b20de341170f}\customizations.xml

C:\ProgramData\Microsoft\Provisioning\{23cb517f-5073-4e96-
a202-7fe6122a2271}\Master Datastore.xm|

C:\ProgramData\Microsoft\Provisioningy{23cb517f-5073-4e96-
a202-7fe6122a2271}\Prov\RunTime\Power_0.provxml|

C:\ProgramData\Microsoft\Provisioning\{23cb517f-5073-4e96-
a202-7fe6122a2271}\Prov\iRunTime.xml

C:\ProgramData\Microsoft\Provisioning\{23ch517f-5073-4e96-
a202-7fe6122a2271}\Prov\RunTime\Power_1.provxml|

C:
\ProgramData\Microsoft\Provisioning\{3742e5e8-6d9d-473b-99a6-8e
cc0f43548a}\Master Datastore.xml

C:
\ProgramData\Microsoft\Provisioning\{3742e5e8-6d9d-473b-99a6-8e
cc0f43548a}\Prov\RunTime\Power_1.provxml

C:
\ProgramData\Microsoft\Provisioning\{3742e5e8-6d9d-473b-99a6-8e
cc0f43548a}\Prov\RunTime\Power_2.provxml

C:
\ProgramData\Microsoft\Provisioning\{3742e5e8-6d9d-473b-99a6-8e
cc0f43548a}\Prov\RunTime\Power_0.provxml

C:
\ProgramData\Microsoft\Provisioning\{3742e5e8-6d9d-473b-99a6-8e
cc0f43548a}\Prov\RunTime.xml|

C:
\ProgramData\Microsoft\Provisioning\{3742e5e8-6d9d-473b-99a6-8e
cc0f43548a}\customizations.xml

C:\ProgramData\Microsoft\Provisioning\{ 7a30a9be-737f-47al-
ab41-6e7b0761ed19}\Master Datastore.xml|

File Size

24.33 KB

27.00KB

15.24 KB

15.24 KB

901 bytes

2.39KB

2.39KB

116 KB

4.26 KB

901 bytes

990 bytes

973 bytes

990 bytes

1.85KB

901 bytes

3.83KB

943 bytes

3.83KB

901 bytes

2.40KB

2.87KB

3.58KB

1.18KB

7.00 KB

901 bytes

SHA256

4893ba0508b5de748bad1da7662262d39f2f7219d62940b3622a2chca22
8229

70dab2535d4¢92916598aa386a65b1dfa52edc49eeal42e21e02f5575a3
5abc6

5af812305607d86d728355e50221d10df264c371fa0bd7a7f1bc0d2583f22
547

675401b39801f817c8c2c81969a60b4b2ff4555f20f097ceec9ab062ac46f

b2f63dd2b3fbccccach535ccaf6daf3bc61dbd080359b4b788h6f9abda096
512

€65fc0e02f51e0b501b37e6056felcelffd61024f7710822d4ca383827f6¢ 7
07

5d64799d76bc3ed266c9408ee7078f04f0c85339c6b6267830d0ce2ce2f0
4a7a

cabh184336420878bab81fc1067b9f6a6361e5263a0f2023040d802a0430c
d48e

d05cc41287537692¢ 7cfe0648a816¢ 7f14edc394cdf019659c2dd03dbe54
1fca

7651a9251761b1¢820471c51480040641b7fbed9d72692101d13ed810db
19961

0c2d7f65ecd5c0571653090904ed546688446afd3378e9829a9a04e1967
235f5

6a4146bbbb7f1de66881a59acf16114f57b559257c26dcac 1cbe0a669c40
df7d

f00863f6f3aed95206aff269d89098e 7bbObbdf324f4a852bde86697a99262

369a0848402314cfc379h964483f9d17d2829afa20eec 73876528016ff2f6
be3

31709c7a7ffc3b6d81e266950dddccebf8617b4328230b5fc 148ffhb08a9
aeb

38050da36c1fb1e49f5h60739a0bad06922e40a66b907821d242e2463e8f
4c3e

004726d80dfb8a74ee8cddce5c46192e27712e83¢5c080d23843¢8f244d
70ed2

dcc6f56792392d3ce43b8b0b6119e12bd832d63dcd21aab3bela62766a3
67cad

5ff8576f395d1d1747849a74cef533cc33fdd2e06adde208dc6745f919e08
76

86f55f36269783373392chb773c 7ce5c69faadb3fb860a8b16534b8a4762
9268

f6c369hde748af81856f504824¢747a3ae6421ceacad79173c3f426677%
07d9

3a97ce3b293a1c4d51905cd683118e6a0437h2ac749c14123be282¢8ff6
b9e61

799dch5afeb8ad323591h82e8f478902df5hfcd620642ece7dc076b0da54
d4d4

cd14d5f69c2de46bce3109817937633e2e517cfaddf67d6f811842f003c62
eef

ab8afb5152d2bc6ab76d1d0f35332ceef36fc3776192576b749598017c5d
45c8
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File Name

C:\ProgramData\Microsoft\Provisioning\{ 7a30adbe- 737f-47al-
ab541-6e7b0761ed19}\Prov\RunTime.xml

C:\ProgramData\Microsoft\Provisioning\{ 7a30a9be- 737f-47al-
a541-6e7b0761ed19}\Prov\RunTime\Power_1.provxml

C:\ProgramData\Microsoft\Provisioningy{ 7a30a9be- 737f-47al-
ab41-6e7b0761ed19}\Prov\RunTime\Power_2.provxml

C:\ProgramData\Microsoft\Provisioning\{ 7a30a9be- 737f-47al-
ab541-6e7b0761ed19}\Provi\RunTime\Power_0.provxml

C:\ProgramData\Microsoft\Provisioning\{ 7a30a9be- 737f-47al-
a541-6e7b0761ed19}\customizations.xml

C:\ProgramData\Microsoft\Provisioning\{8fb7d64e-70fc-4f9d-89ee-
d486817534df}\Master Datastore.xml

C:\ProgramData\Microsoft\Provisioning\{8fb7d64e- 70fc-4f9d-89ee-
d486817534df}\Prov\RunTime\Power_0.provxml

C:\ProgramData\Microsoft\Provisioning\{8fb7d64e-70fc-4f9d-89ee-
d486817534df}\Prov\RunTime.xml

C:\ProgramData\Microsoft\Provisioning\{8fb7d64e-70fc-4f9d-89ee-
d486817534df}\customizations.xml

C:\ProgramData\Microsoft\Provisioning\{99b095d8-5959-4820-
bea7-7448c8427b4e}\Master Datastore.xml

C:\ProgramData\Microsoft\Provisioning\{99b095d8-5959-4820-
bea7-7448c8427b4e}\Prov\RunTime\Power_0.provxml|

C:\ProgramData\Microsoft\Provisioning\{99b095d8-5959-4820-
bea7-7448c8427b4e}\customizations.xml

C:\ProgramData\Microsoft\Provisioning\{99b095d8-5959-4820-
bea7-7448c8427b4e}\Prov\RunTime.xml

C:\ProgramData\Microsoft\Provisioning\{9aec5bda- 1e87-46b3-
bb96-1a01c606555e}\Master Datastore.xml

C:\ProgramData\Microsoft\Provisioning\{9aec5bhda- 1e87-46b3-
bb96-1a01c606555e}\Prov\RunTime\Power_0.provxml

C:\ProgramData\Microsoft\Provisioning\{9aec5bda- 1e87-46b3-
bb96-1a01c606555e}\ProviRunTime.xml

C:\ProgramData\Microsoft\Provisioning\{9aec5bda- 1e87-46b3-
bb96-1a01c606555€e}\customizations.xml

C:\ProgramData\Microsoft\Provisioning\{9df6aded-
fc16-48bf-8b24-6e2ad2bfcfeal\Master Datastore.xml

C:\ProgramData\Microsoft\Provisioning\{ 9df6aded-
fc16-48bf-8b24-6e2ad2bfcfea}\Prov\RunTime\Power_1.provxml

C:\ProgramData\Microsoft\Provisioning\{9df6aded-
fc16-48bf-8b24-6e2ad2bfcfea}\ProviRunTime\Power_0.provxml

C:\ProgramData\Microsoft\Provisioning\{9df6aded-
fc16-48bf-8b24-6e2ad2bfcfea}\ProviRunTime.xml

C:\ProgramData\Microsoft\Provisioning\{9df6aded-
fc16-48bf-8b24-6e2ad2bfcfea}\customizations.xml

C:\ProgramData\Microsoft\Provisioning\{b0b9123d- 7d7f-4c6b-9973-
ceced46f2a09}\Prov\RunTime\Power_0.provxml

C:\ProgramData\Microsoft\Provisioning\{b0b9123d- 7d7f-4c6b-9973-
ceced46f2a09}\Prov\RunTime.xml

C:\ProgramData\Microsoft\Provisioning\{b0b9123d- 7d7f-4c6b-9973-
ceced46f2a09}\Master Datastore.xml

C:\ProgramData\Microsoft\Provisioning\{b0b9123d- 7d7f-4c6hb-9973-
ceced46f2a09}\customizations.xml

C:\ProgramData\Microsoft\Provisioning\{c5dc3753-b6c8-4057-b396-
bf13d769311c}\Master Datastore.xml

C:\ProgramData\Microsoft\Provisioning\{c5dc3753-b6c8-4057-h396-
bf13d769311cH\Prov\RunTime.xml

C:\ProgramData\Microsoft\Provisioning\{c5dc3753-b6c8-4057-b396-
bf13d769311c}\Prov\RunTime\Power_0.provxmi

File Size

116 KB

3.85KB

2.39 KB

4.56 KB

8.42 KB

901 bytes

1.14KB

833 bytes

1.47KB

901 bytes

2.22KB

2.79 KB

978 bytes

901 bytes

754 KB

978 bytes

7.78 KB

901 bytes

2.38KB

2.39KB

943 bytes

3.89 KB

221KB

978 bytes

901 bytes

2.77 KB

901 bytes

1.04 KB

1.28KB

SHA256

fbb374d85d8912749eb1df93203e86a5530573eeeaad08e5259086a4332f
23fc

c8ec4a69697671dalad810d4eedc84ca93bed4bf084759ac5205f769280
eec77

24f98ad657794de2eebfelc1d741cc618b8fe0e88ed87496026b7c 7521ef
7b40

b75962decf1330571ddca24da5a8fcf44a2aaf02d01e478e05598a3be2cd
bc76

825ce09e28d2caf9c883alel1899b2c4ab27f20be2e02223da3c8934809¢
9c01f

416ebd643791ebbb5881f06e6a47h6e122b3fa0af695f3454ch2692f02b2b
b3a

43f6036dcd3a71fca6822494380a490daad0dfcc4839bedaleaaedbfd5ed
86b1

34962dde4dd7322aca281fbba3547¢22c0208d5086d53e40068465ch654
8b2dd

b9cab4d8709f707e27123d136b70353d2d1866e7de5d2230ef1324cebdl
d3319

2eb7fb7425181d809ddd9fcd95118c 7a2efef931f00f0c05669d5d21e59h9
dca

60b139270f626efed614ae24ff18b3c17eec4al7b630c234cafcarad438ae

b00683d06e716a7d08bfdc55b4a7cd1d2caed9f7f76ef4bf0cdOec41fc73f5
71

9b17203bB8ade47b2104e4e5ca21aa3f7f2dce8d220add5a5d04f3399f142f
625

148fdb0e89b99d5e7744fd62af79133e1d2b1b0fb9470d05d5321482b4eb
€964

7aed4b8823462028d994852e29e34d0ce4fd415110b9fa964c698c6e9b5
Tfcel

4972134bd2add7e239ea9977691322ebe607e467h8b7d3a675eca5cd5c
€71e00

29af08e1452cha2d21ff4d0a3b837ch3ch25afe4633ec 1a2ef8178eccOecc

d6d1a3863229b7abc24afad4c51bac34a06ae0cd75ac4f21e3861d91277
82729

a9c8e607dbfebbd4cc233e8hdf114667cbba5147¢205912d4806223826d
24a8d

8568d585f7f099bd6c1ec4cee32a07178d1528550fae722515856f3768f0e
cl8

€8919204e52e7e6c0f8e57eae8cdd9c0e5f 7h3dbcef881c9808767ea3267
4524

b2fbb4eb70d132772417622918273bd575003ed6b23792d257b4d39af52
84830

2c3bd3ea6939bal8307e31b3f1b5e2b7c98e8b6111ad0b3facd4b2b05ae
6c656

fabf3aal3e2fcc08177ce589aed9eh881cfadc1565100235641f31f581d90
5a8

97f41d8h35adce8f987d2a098c8534e4d663baldccIeee016¢7e6cch030
efc5e

890ad9bad73302e4ch1b9e3b0eebb7185bbbcat5215c0che819f1dff63ca
8832

€7029800d59b613a9ee5597ccab5c31fae02230df44c4baed9b818c904af
8246

d61c727f570c6afa2489efe95774cfb8c343265d99¢37dff6253db29a7ace
459

65c6c85e07913162d1aff11760718ff3e5c01e2173d80fh146592b7h3c9f03
c2
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File Name

C:\ProgramData\Microsoft\Provisioning{c5dc3753-b6c8-4057-b396-
bf13d769311c}\customizations.xml

C:\ProgramData\Microsoft\Provisioning\{ee4aac98-c174-4941-82b1-
d121e493e4fb}\Master Datastore.xml

C:\ProgramData\Microsoft\Provisioning\{ee4aac98-c174-4941-82b1-
d121e493e4fb}\Prov\RunTime.xml

C:\ProgramData\Microsoft\Provisioning\{f11899f2- 71ec-4621-9997-
el7ae2f6eb26}\Master Datastore.xml

C:\ProgramData\Microsoft\Provisioning\{f11899f2-71ec-4621-9997-
el7ae2f6eb26}\Prov\RunTime\Power_0.provxml

C:\ProgramData\Microsoft\Provisioning\{f11899f2- 71ec-4621-9997-
el7ae2f6eb26}\Prov\RunTime\Power_1.provxml

C:\ProgramData\Microsoft\Provisioning\{f11899f2- 71ec-4621-9997-
el7ae2f6eb26}\Prov\iRunTime.xml

C:\ProgramData\Microsoft\Provisioning\{f11899f2- 71ec-4621-9997-
el7ae2f6eb26}\customizations.xml

C:\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fbedf62}\Master Datastore.xml

C:\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fbedf62}\Prov\RunTime\Power_0.pro
vxml

C:\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fbedf62}\Prov\RunTime\Power_3.pro
vxml

C:\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fbedf62}\ProviRunTime\Power_1.pro
vxml

C:\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fbedf62}\Prov\RunTime\Power_4.pro
vxml

C:\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fbedf62}\Prov\RunTime\Power_2.pro
vxml

C:\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fbedf62}\Prov\RunTime\Power_5.pro
vxml

C:\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fbedf62}\Prov\RunTime\Power_6.pro
vxml

C:\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fbedf62}\Prov\RunTime\Power_7.pro
vxml

C:\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fbedf62}\Prov\RunTime.xml

C:\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fhedf62} \customizations.xml

C:\ProgramData\Microsoft\User Account Pictures\guest.omp

C:\ProgramData\Microsoft\User Account Pictures\guest.png

C:\ProgramData\Microsoft\User Account Pictures\user-32.png

C:\ProgramData\Microsoft\User Account Pictures\user-192.png

C:\ProgramData\Microsoft\User Account Pictures\user-40.png

C:\ProgramData\Microsoft\User Account Pictures\user-48.png

C:\ProgramData\Microsoft\User Account Pictures\user.omp

File Size

221 KB

901 bytes

978 bytes

901 bytes

242 KB

241 KB

943 bytes

4.03KB

901 bytes

7.03KB

6.92 KB

2.00 KB

6.92 KB

4.64 KB

421 KB

2.45KB

2.93KB

2.07KB

28.29 KB

588.67 KB

5.89 KB

1.02KB

2.97 KB

1.04KB

1.10KB

588.67 KB

SHA256

0f160a8a46d50475d7f52e73e16ec500944c96834b2cch9459de34a6¢36
c8be8

68bd9ccef0d1244ca94cfOcc8fd6f8e4f4aab7c13cf75833d39a35d115785
adb

915ee5e67a1733dd73daf88dfb42768f39048a199d088bf00c06c1791c98
7784

2b8befeb712d688a4che6d21ff774eeb7773210cdf6c3126f354aae9e25a0

079bfde0cfd8dd125520dea8429c8c430a940faf331343176a082c783b3a
74b6

97e612a8ae8ce293219d79albdb0f3e82eb797709199fc5619fa7d3e45ed
3523

02a27f7aca9da7e58a9af1bdbb707b47396af744026eb264ca3eld8a5d3b
be7a

53b7233ff20142ce0f3a93f9eablleded7042a2a7527e8hce5a3b4aa22ce
53la

80485e8cc49a63a7073a79a50468ddd5d5e1c79bafe6252fdeB805b8241
8b414

2he2c67a8al736aa0d58fa00825a7299f06a7788441a5e1cdd959f4b5789
965b

10f335727e4c8f09407406086ca820c3f57c0b762ed0adc971afad06f545f
8cf

9aB1feeec8c711740c45205h9460860757df3b827d879cfb0ac40aaa801b
fcad

fdc2dae2e991137dd5785b7078fe02a412300d7131db5ce1a194071c309
dd390

eb7fffdcf8c46eae537c6c9a0fdf950c07d27c2caf286489b3188d53e9aled
71

8571d79dc8706cf20addf6afaf60955fc 1e3d2bbc14fc5694cd530de60173

53b722011b14da7440e08e94d2a3999f1b8475d45f15c4940b361604475
74778

590e61dbfb11704e787e95abc68639392bd3hb89dbcd84855ed7849c5eba
e40b4

0f3c3aa48fe960f183619e5f678269782b0c3bd035b8e629c20de9dc3ffo4
3bc

6620e3098b063d02f6£627d0097c40592c6€7893564¢242706398cd0677
66d0a

c543cedaBa73e094a39f9aeal6ab04blcad72a6a35fcheach3396dc4060
7d645

6d3080fdabcb3a2bce3cfe7115b170fd19c3a8elbc40b0f7bfbaat2e724442
c09

3bb3064f088e346f5¢ 7a0a4283a8165728e9ed1833927dde7985195ce23
29c60

2ffaabad027a37a0434f555a775c62cebc53152b793414f5d088c3b343cf6
542

7616f7f07fc9c6c2c3448h77aeb5e898e660af837558d3e9976dbcebb263
7ado

82960d09488h32548ba6727004b8cc2fab7dcad743c87cd00arfc5d5d24
5e7e7

aBdd5d6d705042105ff7aB800c2ebcc34d3e72b84265800391e79747al17f4
6689
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File Name

C:\ProgramData\Microsoft\User Account Pictures\user.png

C:\ProgramData\Microsoft\VaullAC658CB4-9126-49BD-
B877-31EEDAB3F204\154E23D0-
C644-4E6F-8CE6-5069272F999F.vsch

C:\ProgramData\Microsoft\Vault\AC658C B4-9126-49BD-
B877-31EEDAB3F204\2F 1A6504-0641-44CF-8BB5- 3612D 865F 2E5.v
sch

C:\ProgramData\Microsoft\VaullAC658CB4-9126-49BD-
B877-31EEDAB3F204\3CCD5499-87A8-4B10-
A215-608888DD3B55.vsch

C:\ProgramData\Microsoft\VaullAC658CB4-9126-49BD-
B877-31EEDAB3F204\Policy.vpol

C:\ProgramData\Package Cache\{OFA68574-690B-4B00-89AA-
B28946231449}
v14.25.28508\packages\vcRuntimeAdditional_x86\cabl.cab

C:\ProgramData\Package Cache\{OFA68574-690B-4B00-89AA-
B28946231449}
v14.25.28508\packages\vcRuntimeAdditional_x86\vc_runtimeAddition
al_x86.msi

C:\ProgramData\Package Cache\{13A4EE12-23EA-3371-91EE-
EFB36DDFFF3E}
v12.0.21005\packages\vcRuntimeMinimum_x86\cabl.cab

C:\ProgramData\Package Cache\{13A4EE12-23EA-3371-91EE-
EFB36DDFFF3E}
v12.0.21005\packages\vcRuntimeMinimum_x86\vc_runtimeMinimu
m_x86.msi

C:\ProgramData\Package Cache\{2BC3BD4D-
FABA-4394-93C7-9AC82A263FE2}
v14.25.28508\packages\vcRuntimeMinimum_x86\cabl.cab

C:\ProgramData\Package Cache\{2BC3BD4D-
FABA-4394-93C7-9AC82A263FE2}
v14.25.28508\packages\vcRuntimeMinimum_x86\vc_runtimeMinimu
m_x86.msi

Reduced dataset
Host Behavior

Type
Module

System

Environment

File

Process

Network Behavior

Type
HTTP

DNS

TCP

File Size

5.89 KB

788 bytes

740 bytes

892 bytes

1.05KB

5089.54 KB

180.62 KB

974.30 KB

140.62 KB

1336.23 KB

188.62 KB

SHA256

7c12fe0fcc16c54bd859c208d4e539a3005955033a6390332d63d192811
d164d

bae997787beb8098a7daedde557469aa7e51fe5a0380d9da04dae7226d0
37fd7

dc2570da3ae78321d2a02fd10878b28db5h5e3f0eccaef5f542b0732593¢
d92e

5986e7330e084ffdceOaacedeabbedc88b6757dc9aab432c065€5359292
34fd

1723d66b0bf3790cad9a446e931630580269b4d71a61fd925d747e5fch8
4d27

35b51249f1134ff1631324081d3aef1bb0353ddbd395a7dbafce450d594de
7c9

7d9cOead1415aab02227953eee3eabal18379a19927aa68d220930f2397
2d2el

32a2404759b5511e0a00a1e4229bf8911dec37c380a78cch27cd59b75e5
70fc2

2¢104ed5¢1234e849d341abdc3a00b28adc916¢ch7c42058176154140d7f
bf3b4

acf832846ba56h13391966¢f498759814a1dc0049e7chb35aleaf599ecc9
b0d3

7f7292f396a439a0b6d08cfd0174fcec69691bc6bd3970a6bc 76bbaf9schs
dal

Count

108

11

22

14

21307

110

Count

X-Ray Vision for Malware - www.vmray.com

YARA Match

X

X

17 /46



DYNAMIC ANALYSIS REPORT

#9692213

Process #2: cmd.exe

ID 2

File Name c:\windows\syswow64\cmd.exe
Command Line cmd /c ver

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 131181, Reason: Child Process
Unmonitor End Time End Time: 157001, Reason: Terminated
Monitor duration 25.82s

Return Code 0

PID 4180

Parent PID 1220

Bitness 32 Bit

Host Behavior

Type Count
Module 8
Registry 17
File 23
Environment 11
System 2

X-Ray Vision for Malware - www.vmray.com 18 /46
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#9692213

Process #4: cmd.exe

ID 4

File Name c:\windows\syswow64\cmd.exe

Command Line C:\Windows\system32\cmd.exe /C del C:\Users\RDhJOCNFevzX\Desktop\dd286a4d79d0f4c2b906073c7f46680252ca09c1c39b0dc12c92097c56662876.exe
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 317415, Reason: Child Process
Unmonitor End Time End Time: 319622, Reason: Terminated by Timeout
Monitor duration 2.21s

Return Code Unknown

PID 4092

Parent PID 1220

Bitness 32 Bit
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ARTIFACTS

File

SHA256 File Names Category File Size MIME Type Operations Verdict
C: -
dd286a4d79d0f4c2b906073c \Users\RDhJOCN FevzX\Desktop\dd? application/

TSE02520a09C10300ICL g giroopiconane0racTiaeeassoca  SUmPE File 1839.00 KB yndmicrosoft portable- Access
09c1c39b0dc12c92097c56662876.exe

C:\BOOTNXT, C:\

W# THIS_FILE_IS ENCRYPTED_[4D

DC4E26F3012C76]- . . . Write, Access, Create, _
[ID-9893949947F DASA23D8DEQ9308B Modified File 631 bytes application/octet-stream Read, Delete CLEAN
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

81b62adabaa5hdde76aladd
523h018ccd69414a9c559%8
a073eeaad383545fed

C:

\Boot¥ THIS_FILE IS ENCRYPTED
55100ff930a6edf6bbdld3abb _[99283ADBASFE1DDZ}- Write. Access. Create
6f0f248c3b55417c3824274b5  [ID-9893949947FDASA23DSDEQ930B  Modified File 64.62 KB application/octet-stream Romd Doas ’
99c142chf18ch2 74801F]- [EMAIL- '

MREncptor @protonmail.com].satan,

C:\BootBOOTSTAT.DAT

C:

\ProgramData\Microsoft\ClickToRun\

4BAD322A-C043-4DED-

A97A-6FEOC4412FBE\x-none.
01a67420abd3dc877f950b44 16\Master Descriptor.x-none.xml, C: .
abc31323259chc8285h4e21 \ProgramData\Mic... ...x-none. Modified File 21.15KB application/octet-stream g;?;t:’ Write, Access,
910f24fdfb33ff5h4 16\ THIS_FILE_IS ENCRYPTED [

CA0401F040336915]-

[ID-9893949947FDA5A23D8DE0930B

74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\ClickToRun\
4BAD322A-C043-4DED-
A97A-6FEOC4412FBE\en-us.
16\ THIS_FILE_IS_ ENCRYPTED_[
e8c2ece5a%e70556322dc6e = =y o
€741422cfcd27be3394939de &1;%%%42?%':22?35%&?00[“] I;tan Modified File 732 bytes application/octet-stream \évégg' gcef:; s, Create,
b38764e8f3b92e38¢ o eplor@p ‘comj.satan, '
\ProgramData\Microsoft\ClickToRun\
4BAD322A-C043-4DED-
A97A-6FEOC4412FBE\en-us.
16\s321033.hash

C:

\ProgramData\Microsoft\ClickToRun\

4BAD322A-C043-4DED-

A97A-6FEOC4412FBE\en-us.
84h9b51439%a6e62ae6786efc 16\ THIS_FILE_IS_ENCRYPTED_[ Create, Write, Access,
8037940541 1be55f4bab3d5  BOF19639FD327258] [ID-... Modified File 2246 KB application/octet-stream Do e ’
9d81f1ec204bb879 ...rotonmail.com].satan, C:

\ProgramData\Microsoft\ClickToRun\

4BAD322A-C043-4DED-

A97A-6FEOC4412FBE\en-us.

16\Master Descriptor.en-us.xml

C:

\ProgramData\Microsoft\ClickToRun\

4BAD322A-C043-4DED-

A97A-6FEOC4412FBE\en-us.
b0de407bd363905310584a3 16\ THIS_FILE IS ENCRYPTED_[ Write, Access, Create
0f2{067a41e7ce6c9M0090787  CASA3GEAGBB6BAGC]-[ID-. Modified File 865.07 KB application/octet-stream Rond Dot '
eb34ebf47534f61c ...@protonmail.com].satan, C: !

\ProgramData\Microsoft\ClickToRun\

4BAD322A-C043-4DED-

A97A-6FEOC4412FBE\en-us.

16\stream .x86.en-us.man.dat

C:
\ProgramData\Microsoft\ClickToRun\
4BAD322A-C043-4DED-
A97A-6FEOC4412FBE\x-none.
16\s320.hash, C:
94e068068a00f84f8fob7f701 e : )
a26823490f19944acdbiddobg 1 ogramDatalMicrosoftClickToRun... v jiieq File 732 bytes application/octet-stream Creae, Write, Access,
830cf7b7esbec 16V THIS_FILE_IS ENCRYPTED_|
5A36FD5309D3E894]-
[ID-9893949947FDA5A23DSDE0930B
74801F]-[EMAIL-
MREncptor @protonmail.com].satan
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SHA256

42a934bee260294e880736d
02f166¢116247albbabcd8de
2504234eafd5a7a42

0c88423b0e76dd3f192b08db
9dbd104a7e2c9217d507ab8
83259be7aed02fe21

7de3143aee32413h182d286
5¢787794chB8e53c855097f61
36c3dce37e706alad

4edbad77cdbble548548ce6
9fbbbB8e513b8105d8682f9cof
6f14dfbd87572906

ddfcd5ee896d4662e1822836
€95c2094da0a649626a940c
8aeeba6044e1bb3f8

782fd03b2cd8ef112d2a329¢c
4e605c4b5342f4540684(832
ad9c8b0167fd82fb

a92291e624ef772551e097e2
761beb3ec855d7894df088d9
82e002d4653bad25

bd788h7af960f36237298194
557e666cbb05f29ff721473aa
€0ad68bf921ed35

File Names

C:
\ProgramData\Microsoft\ClickToRun\
4BAD322A-C043-4DED-
A97A-6FE0C4412FBE\x-none.
16\stream.x86.x-none.man.dat, C:
\ProgramData\Micro... ...x-none.

16\ THIS_FILE_IS ENCRYPTED [
DC72749AF4B85390]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\ClickToRun\
DeploymentConfig.2.xml, C:
\ProgramData\Microsoft\ClickToRun\
# THIS_FILE_IS_ENCRYPTED_[D9
D2359E62300C39]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

\2C:
\ProgramData\Microsoft\ClickToRun\
MachineData\Catalog\Packages\{9AC
08E99-230B-47E8-9721-4577B7F124
EA}\{1A8308C7-90D1-4200-B1...
...ata\Catalog\Packages\{9AC08E99-23
0B-47E8-9721-4577B7F124EA}
\{1A8308C7-90D1-4200-

B16E-646F 163A08E8}\UserDeployme
ntConfiguration.xml

C:
\ProgramData\Microsoft\ClickToRun\
MachineData\Catalog\Packages\{9AC
08E99-230B-47E8-9721-4577B7F124
EA}\{1A8308C7-90D 1-4200-B16E-6...

163A08E8}\# THIS_FILE_IS ENCRY
PTED_[244E9AEO6B9A4EBB]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\ClickToRun\
DeploymentConfig.0.xml, C:
\ProgramData\Microsoft\ClickToRun\
# THIS_FILE_IS_ENCRYPTED_[386
AF2CB4C6D1CET7]-

[ID-9893949947F DA5A23D 8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

\2\C:
\ProgramData\Microsoft\ClickToRun\
MachineData\Catalog\Packages\{9AC
08E99-230B-47E8-9721-4577B7F124
EA}{1A8308C7-90D1-4200-B1...
...ClickToRun\MachineData\Catalog\P
ackages\{9AC08E99-230B-47E8-9721
-4577B7F124EA}

\{1A8308C7-90D 1-4200-
B16E-646F163A08E8}H Manifest.xml

\2\C:
\ProgramData\Microsoft\ClickToRun\
MachineData\Catalog\Packages\{9AC
08E99-230B-47E8-9721-4577B7F124
EA}{1A8308C7-90D1-4200-B1...
...kToRun\MachineData\Catalog\Pack
ages\{9ACO8E99-230B-47E8-9721-45
77B7F124EA}{1A8308C7-90D 1-4200-
B16E-646F 163A08E8H\User Manifest.x
ml

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}
\#_THIS_FILE_IS_ENCRYPTED_[A4
041C99F5201907]-[ID-9893949...
..EMAIL-

MREncptor @protonmail.com].satan,
c:

\P.rogram Data\Microsoft\ClickToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}\Air Space.Etw.man

Category

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

File Size

3630.07 KB

1.96 KB

1.21KB

1.21KB

2.54 KB

4818.63 KB

3024.87 KB

276.15KB

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

X-Ray Vision for Malware - www.vmray.com

Operations

Create, Write, Access,
Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Create, Write, Access,
Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Create, Write, Access,
Delete

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

21 /46



DYNAMIC ANALYSIS REPORT

#9692213

SHA256

23677d36bb54beac4ad05aa
787712{658c04df3f16724842
348524e73ff46b88

bb768bfc920d1c19e769b3bb
9a6bb38d0a3906024a5h771
4383a24h236bf84b7

86a40103ab163cc37¢c27454f
60311e9542df63a36cha7933
864df384a64f9aaf

0Ocd5011a8c03e69627a9cfae
b5dcdca63c9693794dbe2ca
6ch0b88c8d2ce6196

d330bced5795685ab9f82c82
695380b0d0bfa6370b86efe9
47698001c43d9f4a

a6df145ca8724e5c0d5fc0ld
ba3ff774706fae60ac76520e6
84adal2flladafc

€4681417281899ca230de52
69345bb499651c95ebe0621
091a0136aa51a9fa58

d314151f6b60473f57e81f8%
72009b02cfbcd4390e3048f7
36120e9383b48hc

File Names

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}

W# THIS_FILE_IS ENCRYPTED_[4E
3BF3552D 1FC51D]-[ID-9893949...
..tan, C:
\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}
\C2RMarnifest.Access.Access.x-
none.msi.16.x-none.xml

C:
\ProgramData\Microsoft\ClickToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}

# THIS_FILE_IS ENCRYPTED_[A3
ED5AD951C89907]-[ID-9893949...
...om].satan, C:
\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EANC2RManifest DCF.DCF.x-
none.msi.16.x-none.xml

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}

# THIS_FILE_IS ENCRYPTED_[67
F20CDA06872285]-[ID-9893949...
...satan, C:
\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}\C2RManifest.Excel.Excel x-
none.msi.16.x-none.xml

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}
\C2RMarnifest.Groove.Groove.x-
none.msi.16.x-none.xml

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}\C2RManifest.Lync.Lync.x-
none.msi.16.x-none.xml, C:\Prog...
...B7F124EA}

W# THIS_FILE_IS ENCRYPTED_[EB
DB6618A8ES03D1]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EANC2RManifest. OSM.OSM .x-
none.msi.16.x-none.xml

C:
\ProgramData\Microsoft\ClickToRun\{
9ACO08E99-230B-47€8-9721-4577B7F
124EA}

\C2RManifest OSMUX.OSMUX.x-
none.msi.16.x-none.xml, C:\Pr...
...BTF124EA}

W# THIS_FILE_IS ENCRYPTED_[29
33485261CFCDE1]-

[ID-9893949947F DA5A23D 8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}
\C2RMarnifest.OneNote.OneNote.x-
none.msi.16.x-none.xml, C...
...B7TF124EA}

V# THIS_FILE IS ENCRYPTED_[AO
5837150218CE05]-
[I1D-9893949947FDA5A23D8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

Category

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

File Size

38.50 KB

16.88 KB

232.91 KB

36.37 KB

88.07 KB

2.10KB

2.86 KB

94.31 KB

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

X-Ray Vision for Malware - www.vmray.com

Operations

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

22 /46



DYNAMIC ANALYSIS REPORT

#9692213

SHA256

ae39a4c092e5f81690c434d9
6d05ca28be0ale6972798ba
da83b63393dc04d48

f6a4f3db0a489a923d17h0e8
533a36ad60cheb4a2630e48f
b10c1c72a80e31a9

0052ce84a95604fa41619e67
a8bb307338dd4921d07efch3
ece2655e920b7dec

05a4da62d42e4498f015e352
30c212978106f9che6526169
f1a8c617fd92d75d

9f58f21d9cd5de9783019976
7c3f2f277e69bcafd23fcccefe
763e87ca%e5he9

08567db5710d00736a637f1
64f14df40959h9eafc65dd4fef
49fa5f3055e16e

€102cfbd179dc7f4704b51fd2
7905a82¢32517721e9fca03f
6253edd131ala62

32a73894c49e40b8443e5fca
e640cafc2be2579030dfeaad
8e0fb08fb8013619

File Names

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}

W# THIS_FILE_IS ENCRYPTED_[79
99C75C2CD80B84]-[ID-9893949...
.n, C:
\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}
\C2RManifest.Outlook.Outlook.x-
none.msi.16.x-none.xml

C:
\ProgramData\Microsoft\ClickToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}
\C2RManifest.PowerPivot.PowerPivot
.x-none.msi.16.x-none.xm|

C:

\ProgramData\Microsoft\Click ToRuny{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}

W# THIS_FILE_IS ENCRYPTED [16
C7F6CE5AAB7AFD]-[ID-9893949...
...ProgramData\Microsoft\ClickToRun
\{9ACOBE99-230B-47e8-9721-4577B7
F124EA}
\C2RMarnifest.PowerPoint.PowerPoint
.X-none.msi.16.x-none.xm|

C:
\ProgramData\Microsoft\ClickToRun\{
9ACO08E99-230B-47€8-9721-4577B7F
124EA}
\C2RMarnifest.Proof.Culture.msi.16.en-
us.xml, C:\ProgramD... ... B7F124EA}
# THIS_FILE_IS ENCRYPTED_[E7
6ECF273ED1CE3D]-
[ID-9893949947F DA5A23D8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}

W# THIS_FILE_IS ENCRYPTED_[63
EA2297C7E8F809]-[ID-9893949...
....com].satan, C:
\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}
\C2RManifest.Proof.Culture.msi.16.es-
es.xml

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}
\#_THIS_FILE_IS_ENCRYPTED_[B5
175A7A13EB1F29]-[ID-9893949...
....com].satan, C:
\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}
\C2RManifest.Proof.Culture.msi.16.fr-
frxml

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47€8-9721-4577B7F
124EA}
\C2RManifest.Publisher.Publisher.x-
none.msi.16.x-none.xm...
...BTF124EA}

W THIS_FILE_IS ENCRYPTED [58
C92EF98AFC50F8]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}

W# THIS_FILE_IS ENCRYPTED_[BE
4632D17D91E644]-[ID-9893949...
...].satan, C:
\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}\C2RManifest.Word.Word.x-
none.msi.16.x-none.xml

Category

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

File Size

91.77 KB

695.84 KB

100.97 KB

25.47 KB

24.53 KB

24.53 KB

75.97 KB

85.25 KB

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

X-Ray Vision for Malware - www.vmray.com

Operations

Create, Write, Access,
Delete

Write, Access, Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Create, Write, Access,
Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

23 /46



SHA256

f18fe8ce4bb948d558dfa9a53
8f77faeb7914ce832f6452aca
789535a2bh21c9

be1d592ch3e97912c4337f1f
4e5a8cla57ccb4c5d236e4d
c9beefoff7ec3533

5aealf91d46c71615585f6eb
808620e00209a58033fh6647
6d060c5c28633050

1a9c44b57285845814a0c99
9a4388729deb9af95833d13d
9254e733a304d8098

39a25d43daaef81bc269a553
5203028a55829434050363f0
cf305fb31a6fbflb

59e96761e92ca77ch7d0ar7
e4bfef40242f2aaalfefc40d11
9f603d4a321f433

876d451e9ec8c137100bleb
0b80ab6cfOce9e1592498e29
echcf24adbl5cacbb

9eeBf1938caad6e62b5cas9e
8d4330cfI6daea26f91b0c6af
c24dbdc72927949

File Names

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}\C2RManifest.accessmui.msi.
16.en-us.xml, C:\ProgramData\...
...BTF124EA}

W# THIS_FILE_IS ENCRYPTED_[E1
18DE39692FA6FA]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\ClickToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}

W# THIS_FILE_IS ENCRYPTED_[57
FB1A353023334C]-[ID-9893949...
...l.com].satan, C:
\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}
\C2RMarnifest.accessmuiset.msi.
16.en-us.xml

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}\C2RManifest.dcfmui.msi.
16.en-us.xml, C:\ProgramData\Mic...
...BTF124EA}

W# THIS_FILE_IS_ ENCRYPTED_[93
1C9A13B1CC37A5]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}
\#_THIS_FILE_IS_ENCRYPTED_[07
3BBIFE46C8BANQ]-[ID-9893949...
..nmail.com].satan, C:
\ProgramData\Microsoft\ClickToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}\C2RManifest.excelmui.msi.
16.en-us.xml

C:

\ProgramData\Microsoft\Click ToRun\{
9ACOBE99-230B-47e8-9721-4577B7F
124EA}

V¢ THIS_FILE IS ENCRYPTED_[59
A3D2D7018E4949]-[ID-9893949...
...mail.com].satan, C:
\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}\C2RManifest.groovemui.msi.
16.en-us.xml

C:
\ProgramData\Microsoft\ClickToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}

V¢ THIS_FILE_IS ENCRYPTED_[87
16DDF546293E39]-[ID-9893949...
...onmail.com].satan, C:
\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47€8-9721-4577B7F
124EA}\C2RManifest.lyncmui.msi.
16.en-us.xml

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}\C2RManifest.office64mui.msi
.16.en-us.xml

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO8E99-230B-47e8-9721-4577B7F
124EA}

V¢ THIS_FILE IS ENCRYPTED_[07
E87E6189D6760D]-[ID-9893949...
...com].satan, C:
\ProgramData\Microsoft\ClickToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}
\C2RMarnifest.office64muiset.msi.
16.en-us.xml

Category

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

File Size

56.69 KB

2.61KB

10.20 KB

34.82 KB

6.61 KB

23.40KB

22.05KB

2.61KB

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

X-Ray Vision for Malware - www.vmray.com

DYNAMIC ANALYSIS REPORT

Operations

Create, Write, Access,
Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Create, Write, Access,
Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Delete

Create, Write, Access,
Delete

#9692213

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

24 /46



DYNAMIC ANALYSIS REPORT

#9692213

SHA256

45h7dcc8da7de7458b4aatfd
ceec5022dff5e571fd7786a0e
b40109385f495h5

012255955dac349d2519ac5
658544891d300c9ce5dad53
35d3077f560906b5¢c6

feSalbds5f89fcad8ae85449e0
8455a0c3fc10bal9dalfc4dfe
b98ab292eed926

fe2d27ca22cf4cadOasfob2al
bfc9a9b5h371fd72ae4272c7
be5a506a992a52a

59b1c677cd25252540420c6
d0b246647d08bc0cd225d93
d133795031b58a264a

b79fba62879f690247855352f
10c292b815df5e12f0127742
e2aa4f01b84c535

€10419df976b15fa21d9dec8
7357e21bb4f5357330e0c2d9
53d524f0eaa9cdf8

9f2674be322ech93fa07f0377
b4195fdef5102b843b2b8d3b
0555234013702

File Names

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}

W# THIS_FILE_IS ENCRYPTED_[BB
61665407031F13]-[ID-9893949...
..il.com].satan, C:
\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}\C2RManifest.office64ww.msi.
16.x-none.xml

C:
\ProgramData\Microsoft\ClickToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}\C2RManifest.officemui.msi.
16.en-us.xml, C:\ProgramData\...
...BTF124EA}

# THIS_FILE_IS ENCRYPTED_[B9
64149DD 3765693
[ID-9893949947FDA5A23D8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}\C2RManifest.officemuiset.ms
i.16.en-us.xml, C:\ProgramDa...
...BTF124EA}

W# THIS_FILE_IS ENCRYPTED_[8B
BD4696EBOESC C4]-
[ID-9893949947F DA5A23D 8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO8E99-230B-47e8-9721-4577B7F
124EA}

W# THIS_FILE_IS ENCRYPTED_[B8
A133BCB2B298C2]-[ID-9893949...
...ail.com].satan, C:
\ProgramData\Microsoft\ClickToRun\{
9ACO08E99-230B-47€8-9721-4577B7F
124EA}\C2RManifest.onenotemui.msi
.16.en-us.xml

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}\C2RManifest.osmmui.msi.
16.en-us.xml, C:\ProgramData\Mic...
..B7TF124EA}

V# THIS_FILE_IS_ ENCRYPTED_[3A
90074B6515A301]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}

V# THIS_FILE_IS ENCRYPTED_[E5
1544CF19972E72]-[ID-9893949...
...nmail.com].satan, C:
\ProgramData\Microsoft\ClickToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}\C2RManifest.osmuxmui.msi.
16.en-us.xml

C:
\ProgramData\Microsoft\ClickToRun\{
9ACO08E99-230B-47€8-9721-4577B7F
124EA}\C2RManifest.outlookmui.msi.
16.en-us.xml, C:\ProgramData...
...B7TF124EA}

W# THIS_FILE_IS ENCRYPTED_[F4
744DEDFEB2216C]-
[1D-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:

\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}
\C2RManifest.powerpointmui.msi.
16.en-us.xml, C:\ProgramD...
...B7TF124EA}

W# THIS_FILE_IS ENCRYPTED_[49
3282023081651A]-

[ID-9893949947F DA5A23D8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

Category

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

File Size

261.80 KB

104.99 KB

2.61 KB

19.14KB

11.38 KB

10.26 KB

94.81 KB

26.69 KB

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

X-Ray Vision for Malware - www.vmray.com

Operations

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Create, Write, Access,
Delete

Create, Write, Access,
Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Create, Write, Access,
Delete

Create, Write, Access,
Delete

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

25/46



DYNAMIC ANALYSIS REPORT

#9692213

SHA256 File Names Category File Size MIME Type Operations Verdict

C:

\ProgramData\Microsoft\Click ToRun\{

9ACO08E99-230B-47e8-9721-4577B7F

124EA}\C2RManifest.proofing.msi.
696f3342aa9157afc2dc91cc 16.en-us.xml, C:\ProgramData\M...

0054a1088e99b1546622955  ..BTF124EA} Modified File 261KB application/octet-stream e, pocess, Create,
21709ec 787305290 \# THIS_FILE_IS ENCRYPTED_[82 :
5DB2012A7430A8]-

[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-
MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\ClickToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}
W# THIS_FILE_IS ENCRYPTED_[4B
b053880f5a75be1293149940 .
6b3f2cfalcedadaf1038b3302 4’?‘09538A7E82D_5]-[ID_9893949'“ Modified File 14.37KB application/octet-stream Create, Write, Access,
97c7897fd95abie -..com] satan, C: . Delete
\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}
\C2RMarnifest.publishermui.msi.16.en-
us.xml

C:

\ProgramData\Microsoft\Click ToRun\{

9ACO08E99-230B-47e8-9721-4577B7F

124EA}\C2RManifest.shared.Office.x-
5fc136dfc38d3db24559ad9f3 none.msi.16.x-none.xml, C:\...

0a04b3873(7ef07f3de01892a  ...B7TF124EA} Modified File 683.67 KB application/octet-stream e, pccess, Create,
8bcceddBe7es21 Wt THIS_FILE_IS_ ENCRYPTED_[A6 :
CD167D9EB63600]-

[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-
MREncptor @protonmail.com].satan

C:

\ProgramData\Microsoft\Click ToRun\{

9ACO8E99-230B-47e8-9721-4577B7F

124EA}
7cOeal2db9e6431df4c29dea W THIS_FILE_IS ENCRYPTED_[C Create. Write, Access
3284164c919a621f6c1b33c7  D5611B6423A2B94]-ID-9893049.. Modified File 76.64 KB application/octet-stream Doae :
314595561aa93531 ...onmail.com].satan, C:

\ProgramData\Microsoft\ClickToRun\{

9ACO08E99-230B-47€8-9721-4577B7F

124EA}\C2RManifest.wordmui.msi.

16.en-us.xml

C:
\ProgramData\Microsoft\Click ToRun\{
9ACOBE99-230B-47e8-9721-4577B7F
124EA}

\# THIS_FILE_IS_ENCRYPTED_[34

22311A2FD E5CG6AJ-[ID-9893949... ..., Modified File 3.85KB application/octet-stream Write, Access, Create,

. Read, Delete
\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}
\Microsoft_Office_OfficeTelemetryAge
ntFallBack2016.xml

895f32c406aefd8e02f577fa7
877e65cc19977fa70d854616
8h734764882b02e

C:

\ProgramData\Microsoft\ClickToRun\{

9ACO08E99-230B-47€8-9721-4577B7F

124EA}
4088697a52868a7a92c6d9b \Microsoft_Office_OfficeTelemetryAge Write. Access. Create
150d8177404f3eb5691ab723  ntLogOn2016.xml, C)\.....B7TF124EA}  Modified File 3.79KB application/octet-stream Romi Doles ’
663ch16bb01b068f1 \#_THIS_FILE_IS_ENCRYPTED_[A7 !

7C5FDODBEDSCAZ]-

[ID-9893949947FDA5A23D8DE0930B

74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}

540dc6b8204b6ef806e7f24d2 \# _THIS_FILE_IS_ ENCRYPTED_[DB

620236c09dah26cA7932d27 DD I2EOEEBIEIZAM[ID-9893949... .\ ified File 840.22 KB application/octet-stream Write, Access, Create,
[EMAIL- Read, Delete

d02ed38895e6d8ens MREncptor @protonmail.com].satan,
c:

\P.rogramData\M icrosoft\ClickToRun\{

9ACO08E99-230B-47e8-9721-4577B7F
124EA}\integrator.exe
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SHA256

7a54b22464dbal2e05a572d
0b7c13117312dfd2f89e8bda
e4bcad09470873794

d3a728ac622b504b23c 7068
54e1265515a70d59e52a352
8958f6dac09eb28b6d

d5673631655977454aa2192
08594cdbc6923a1275fe93ca
4a978025693ee4869

53ff745bb2b88fcdd94d4b10f
34b5389a1a0b39957421b1b
6813a45e225cf12f

d84bd0098e69bh1be545h92f5
2cbc4689b32b4f00de943e7f
79f65908407€090

05cae46c9c415d7¢8b8f4300
57a48703801c52e15dc0160
43581a2978d452ced

591cbd8a103cf01414c4d19¢c
35a3b257fb8db1028f358092
5c509c3f18568908

4893ba0508b5de748bad1da
7662262d39f2f7219d62940b
3622a2chca228229a

File Names

C:
\ProgramData\Microsoft\Click ToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}\msoutilstat.etw.man, C:
\ProgramData\Microsoft\ClickToRu...
...BTF124EA}

\# THIS_FILE_IS ENCRYPTED_[AD
7687541F5C3F6C]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\ClickToRun\{
9ACO08E99-230B-47e8-9721-4577B7F
124EA}

W# THIS_FILE_IS ENCRYPTED_[69
41B3748A0B9B71]-[ID-9893949... ...
1F]-[EMAIL-

MREncptor @protonmail.com].satan,
c:

\P'rogramData\M icrosoft\ClickToRun\{
9ACOBE99-230B-47e8-9721-4577B7F
124EA}wordEtw.man

C:

\ProgramData\Microsoft\Crypto\R SA\
S-1-5-18\deccd106f69e31c1b12304e5
463bb71d_03845ch8-7441-4a2f-8c0f-
€90408af5778

C:
\ProgramData\Microsoft\Crypto\Syste
mKeysW THIS_FILE IS_ENCRYPT
ED_[C7E89F5379EE48DB]-
[1D-9893949947FDA5A23D8DE0930B
74801F]-[EMAI... ... nmail.com].satan,
C:
\ProgramData\Microsoft\Crypto\Syste
mKeys\1fd8a841971dc8f18facf1d9475
€3f87_03845ch8- 7441-4a2f-8c0f-
€90408af5778

C:
\ProgramData\Microsoft\Diagnosis\D
ownloadedScenarios\#_THIS_FILE_IS
_ENCRYPTED_[45DAE35AC80EF59
0]
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan,
c:

\ProgramData\Microsoft\Diagnosis\D
ownloadedScenarios\Windows.Uif.sta
tic

C:
\ProgramData\Microsoft\Diagnosis\D
ownloadedSettings\telemetry. ASM-
WindowsDefault.json.bk, C:
\ProgramData\Microsoft\Diagnosis\D
OW...

..dSettings\# THIS_FILE IS ENCRY
PTED_[7E20F71967736CE9]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Diagnosis\D
ownloadedSettings\# THIS_FILE_IS_
ENCRYPTED_[4CB1EBA1218D1D66
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan,

\P.rogramData\M icrosoft\Diagnosis\D
ownloadedSettings\utc.app.json.bk

C:
\ProgramData\Microsoft\ldentityCRL\I
NTW#_THIS_FILE_IS_ENCRYPTED_[
EFEA54BEAB010229]-
[I1D-9893949947FDA5A23D8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan,

\P.rogramDala\M icrosoft\Identity CRL\I
NT\ppcrlconfig600.dil

Category

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

File Size

110.65 KB

624.08 KB

686 bytes

2.14KB

3.17KB

1.42KB

2.01KB

24.33KB

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

X-Ray Vision for Malware - www.vmray.com

DYNAMIC ANALYSIS REPORT

Operations

Write, Access, Create,

Read, Delete

Create, Write, Access,
Delete

Write, Access, Read, Delete

Create, Write, Access,
Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

#9692213

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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DYNAMIC ANALYSIS REPORT

#9692213

SHA256

70dab2535d4c92916598aa3
86a65h1dfa52edc49eeald2e
21e02f5575a35abc6

5af812305607d86d728355e5
0221d10df264c371fa0bd7a7f
1bc0d2583f22547

f675401b39801f817c8c2c81
969a60b4b2ff4555f20f097ce
ec9ab062ac46f81

b2f63dd2b3fbccccach535cce
af6daf3bc61dbd080359b4b7
88h6f9abda096512

e65fc0e02f51e0b501b37e60
56felce0ffd61b24f7710822d
4ca383827f6c707

5d64799d76bc3ed266c9408
ee7078f04f0c85339c6hb6267
830d0ce2ce2f04a7a

cabh184336420878bab81fcl
067b9f6a6361e5263a0f2023
b4d802a0430cd48e

d05cc41287537692c7cfe064
8a816¢7f14edc394cdf01965
9c2dd03dbc541fc4

File Names

C:

\ProgramData\Microsoft\ldentity CRL\
production# THIS_FILE_IS_ ENCRY
PTED_[C16E72939346B7C2]-
[1D-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan,
C:
\ProgramData\Microsoft\ldentity CRL\
production\ppcrlconfig600.dll

C:

\ProgramData\Microsoft\M F\Pending.
GRL, C:
\ProgramData\MicrosoftMF\# _THIS_
FILE_IS_ENCRYPTED_[F888006D74
602891]-
[1D-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\MicrosofttMF\Active.G
RL, C:
\ProgramData\MicrosoftMF\#_THIS_
FILE_IS_ENCRYPTED_[98FFE3AA4
ED6BEO6]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{18dcffd4-37d6-4bc6-87e0-4266fdbb8e
49\Master Datastore.xml, C:
\ProgramData\Microsoft\Provisi...

.. fdbb8e49}\# THIS_FILE_IS_ ENCR
YPTED_[2209A0125D034E1F]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{18dcffd4-37d6-4bc6-87e0-4266fdbb8e
49\Prov\RunTimeW _THIS_FILE_IS
ENCRYPTED_[D959BBD2FEF5DS8...
...r@protonmail.com].satan, C:
\ProgramData\Microsoft\Provisioning\
{18dcffd4-37d6-4bc6-87e0-4266fdbb8e
49}\Prov\RunTime\Power_0.provxml

C:
\ProgramData\Microsoft\Provisioning\
{18dcffd4-37d6-4bc6-87e0-4266fdbb8e
49}\ProviRunTimeV# _THIS_FILE_IS
ENCRYPTED_[4EF15D820765AE...
...r@protonmail.com].satan, C:
\ProgramData\Microsoft\Provisioning\
{18dcffd4-37d6-4bc6-87e0-4266fdbb8e
49}\Prov\RunTime\Power_1.provxml

C:
\ProgramData\Microsoft\Provisioning\
{18dcffd4-37d6-4bc6-87e0-4266fdbb8e
49)\Prov\# THIS_FILE_IS ENCRYP
TED_[ACEDA27F48730206]-[ID-...
AL

MREncptor @protonmail.com].satan,
c:

\P'rogramData\M icrosoft\Provisioning\
{18dcffd4-37d6-4bc6-87e0-4266fdbbBe
491\Prov\RunTime.xml|

C:
\ProgramData\Microsoft\Provisioning\
{18dcffd4-37d6-4bc6-87e0-4266fdbb8e
49}\customizations.xml, C:
\ProgramData\Microsoft\Provisio...
..fdbb8e49}\# THIS_FILE_IS_ENCR
YPTED_[FD6C7F90C9B244CD]-
[ID-9893949947FDA5A23D 8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

Category

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

File Size

27.00 KB

15.24 KB

15.24 KB

901 bytes

2.39KB

2.39KB

116 KB

4.26 KB

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

X-Ray Vision for Malware - www.vmray.com

Operations

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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DYNAMIC ANALYSIS REPORT

#9692213

SHA256

7651a9251761b1c820471c5
1480040641b7thed9d726921
01d13ed810db19961

0Oc2d7f65ecd5c05716530909
04ed546688446afd3378e982
9a9a04e1967235f5

6a4146bbbbh7f1de66881a59a
cf16114f57h559257c26dcac
1cbe0a669c40df7d

00863f6f3aed95206aff269d8
9098e7bb0bbdf324f4a852hd
©86697a9926205

369a0848402314cfc379b964
483f9d17d2829afa20eec738
76528016ff2fébe3

31709c7a7ffc3b6d81e26695
0dddcc6bf98617b4328230b5
fc148ffbb08a%aeb

38050da36c1fb1e49f5h6073
9a0bad06922e40a66b90782
1d242e2463e8f4c3e

004726d80dfb8a74ee8cddce
5c46192e27712e83c5c080d
23843c8f244d70ed2

File Names

C:
\ProgramData\Microsoft\Provisioning\
{1e05dd5d-a022-46c5-963c-
b20de341170f}\Master Datastore.xml,
C:\ProgramData\Microsoft\Provisi...
...e341170f}

W# THIS_FILE_IS ENCRYPTED_[B3
90714CB830659D]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{1e05dd5d-a022-46¢5-963c-
b20de341170f}
\Prov\RunTime\Power_1.provxml, C:
\ProgramData\Microsof...
.V\RunTimeW# THIS_FILE_IS ENC
RYPTED_[28AF6B31E47274C5]-
[ID-9893949947FDA5A23D8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{1e05dd5d-a022-46¢5-963c-
b20de341170f}

\Prov\# THIS_FILE IS_ENCRYPTE
D_[7BIDC3BF52422911]-[ID-... ... AlL-
MREncptor @protonmail.com].satan,
C:

\ProgramData\Microsoft\Provisioning\
{1e05dd5d-a022-46¢5-963c-
b20de341170f\Prov\RunTime.xml

C:
\ProgramData\Microsoft\Provisioning\
{1e05dd5d-a022-46¢5-963c-
b20de341170f}
\Prov\RunTime\Power_0.provxml, C:
\ProgramData\Microsof...
.V\RunTimeW THIS FILE_IS ENC
RYPTED_[B6058E5783504B72]-
[ID-9893949947F DA5A23D8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{1e05dd5d-a022-46¢5-963c-
b20de341170f}\customizations.xml, C:
\ProgramData\Microsoft\Provisio...
..e341170f}

V¢ THIS_FILE_IS ENCRYPTED_[98
DC63BA1E5E8365]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{23ch517f-5073-4e96-
a202-7fe6122a2271}\Master Datastore.
xml, C:
\ProgramData\Microsoft\Provisi... ...
12222271} THIS_FILE_IS ENCRY
PTED_[8B796C224B1B65BD]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{23ch517f-5073-4e96-
a202-7fe6122a2271}\Prov\RunTime\P
ower_0.provxml, C:
\ProgramData\Microsof...
.V\RunTimeW THIS_FILE_IS ENC
RYPTED_[99E8F5D402F1218C]-
[1D-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{23ch517f-5073-4€96-
a202-7fe6122a2271}\Prov\RunTime.x
ml, C:
\ProgramData\Microsoft\Provisioni...

271}\Prov\# THIS_FILE_IS ENCRYP
TED_[1A051E767A432201]-
[ID-9893949947FDA5A23D 8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

Category

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

File Size

901 bytes

990 bytes

973 bytes

990 bytes

1.85KB

901 bytes

3.83KB

943 bytes

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

X-Ray Vision for Malware - www.vmray.com

Operations

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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DYNAMIC ANALYSIS REPORT

#9692213

SHA256

dcc6f56792392d3ce43b8b0b
6119e12bd832d63dcd21aab
3belab2766a367cad

€a98e3707398c0bc6ae10f09
fcfeea7ffa74e085c9935d19f1
28043d145f6632

5ff8576f395d1d1747849a74c
ef533cc33fdd2e06adde208d
c6f745f919e0876

86f55f36269783373392chb7
73c7ce5c69faadb3fh860a8b
16534b8a47629268

f6c369bde748af81856f50482
4c747a3ae6421ceacad7917
3c3f4266779e07d9

3a97ce3b293alc4d51905cd
683118e6a0437b2ac749c14
123be282c8ff6h9e61

799dch5af6b8ad323591b82e
8f478902df5bfcd620642ece7
dc076b0da54d4d4

cd14d5f69c2de46bce310981
7937633e2e517cfaddf67d6f8
11842f003c62eef

File Names

C:
\ProgramData\Microsoft\Provisioning\
{23ch517f-5073-4€96-
a202-7fe6122a2271}\Prov\RunTime\#
_THIS_FILE_IS ENCRYPTED_[40C
518819DD948...
...r@protonmail.com].satan, C:
\ProgramData\Microsoft\Provisioning\
{23ch517f-5073-4e96-
a202-7fe6122a2271}\Prov\RunTime\P
ower_1.provxml

C:
\ProgramData\Microsoft\Provisioning\
{23ch517f-5073-4€96-
a202-7fe6122a2271}\customizations.x
ml

C:
\ProgramData\Microsoft\Provisioning\
{3742e5e8-6d9d-473b-99a6-8ecc0f435
48a}

W# THIS_FILE_IS ENCRYPTED_[D8
14440E397413F3]-[ID-98939... ... -
MREncptor @protonmail.com].satan,
C:
\ProgramData\Microsoft\Provisioning\
{3742e5e8-6d9d-473b-99a6-8ecc0f435
48a}\Master Datastore.xml|

C:
\ProgramData\Microsoft\Provisioning\
{3742e5e8-6d9d-473b-99a6-8ecc0f435

48a}\Prov\RunTime\Power_1.provxml,

C:\ProgramData\Microsof...
.V\RunTimeW THIS_FILE_IS ENC
RYPTED_[CABDE45CED7D0859]-
[1D-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{3742e5e8-6d9d-473b-99a6-8ecc0f435

48a}\Prov\RunTime\Power_2.provxml,

C:\ProgramData\Microsof...
.V\RunTimeW THIS_FILE_IS ENC
RYPTED_[1CAAEF61E7CA162B]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{3742e5e8-6d9d-473b-99a6-8ecc0f435
48a}

\Prov\RunTime\# THIS_FILE_IS_EN
CRYPTED_[OFF8D39C26151C...
...r@protonmail.com].satan, C:
\ProgramData\Microsoft\Provisioning\
{3742e5e8-6d9d-473b-99a6-8ecc0f435
48a}\Prov\RunTime\Power_0.provxml

C:
\ProgramData\Microsoft\Provisioning\
{3742e5e8-6d9d-473b-99a6-8ecc0f435
48a}\Prov\RunTime.xml, C:
\ProgramData\Microsoft\Provisioni...
...48a}

\Prov# THIS_FILE_IS_ENCRYPTE
D_[6E89216E8A2CA142]-
[ID-9893949947F DA5A23D 8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{3742e5e8-6d9d-473b-99a6-8ecc0f435
48a}\customizations.xml, C:
\ProgramData\Microsoft\Provisio... ...
0f43548a}
\#_THIS_FILE_IS_ENCRYPTED_[29
52846CB8E67ABA]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

Category

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

File Size

3.83KB

6.02 KB

901 bytes

2.40KB

2.87KB

3.58 KB

1.18KB

7.00 KB

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

X-Ray Vision for Malware - www.vmray.com

Operations

Write, Access, Create,
Read, Delete

Write, Access, Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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#9692213

SHA256

a58afh5152d2bc6ab76d1d0f
35332ceef36fc3776192576b
749598017c5d45c8

fbb374d85d8912749eb1df93
203e86a5530573eeeaad08e
5259086a4332f23fc

c8ec4a69697671dala9810d
4eedc84cad3be44bf084759a
€5205f769280eec77

24f98ad657794de2eebfelcl
d741cc618b8fe0e88ed87496
026b7c7521ef7b40

b75962decf1330571ddca24d
aba8fcf44a2aaf02d01e478e0
5598a3be2cdbc76

825ce09e28d2caf9c883alel
899b2c4ab27f20be2e02223d
a3c8934809c9c01f

416ebd643791ebbb5881f06e
6a47b6e122b3fa0af695f3454
ch2692f02b2bb3a

File Names

C:
\ProgramData\Microsoft\Provisioning\
{7a30a9be-737f-47al-
a541-6e7b0761ed19}\ THIS FILE IS
_ENCRYPTED_[A681F748463CFDE
7]-[1D-98939... ...-

MREncptor @protonmail.com].satan,
C:
\ProgramData\Microsoft\Provisioning\
{7a30a9be-737f-47al-
a541-6e7b0761ed19}\Master Datastore
xml

C:
\ProgramData\Microsoft\Provisioning\
{7a30a9be-737f-47al-
a541-6e7b0761ed19}\Provi# THIS_FI
LE_IS ENCRYPTED_[39CAD1A91C
35198F]-[ID-... ...AlL-

MREncptor @protonmail.com].satan,
c:

\P'rogramData\M icrosoft\Provisioning\
{7a30a9be-737f-47al-
ab41-6e7b0761ed19}\Prov\RunTime.x
ml

C:
\ProgramData\Microsoft\Provisioning\
{7a30a9be-737f-47al-
a541-6e7b0761ed19}\Prov\RunTime\#
_THIS_FILE_IS ENCRYPTED_[BSE
5C315336820...
...r@protonmail.com].satan, C:
\ProgramData\Microsoft\Provisioning\
{7a30a9%be-737f-47al-
ab41-6e7b0761ed19}\Prov\RunTime\P
ower_1.provxml

C:
\ProgramData\Microsoft\Provisioning\
{7a30a9be-737f-47al-
a541-6e7b0761ed19}\Prov\RunTime\P
ower_2.provxml, C:
\ProgramData\Microsof...
.V\RunTimeW THIS_FILE_IS ENC
RYPTED_[3F4A8BD7E54A9530]-
[1D-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{7a30a9be-737f-47al-
ab41-6e7b0761ed19}\Prov\RunTime\
_THIS_FILE_IS_ENCRYPTED_[FCF
4DFO8E12D92...
...r@protonmail.com].satan, C:
\ProgramData\Microsoft\Provisioning\
{7a30a9be-737f-47al-
a541-6e7b0761ed19}\Prov\RunTime\P
ower_0.provxml

C:
\ProgramData\Microsoft\Provisioning\
{7a30a9be-737f-47al-
a541-6e7b0761ed19}\# THIS_FILE_IS
_ENCRYPTED_[F6970239EF3A68C
AJ-[ID-98939... ...L-

MREncptor @protonmail.com].satan,
C:
\ProgramData\Microsoft\Provisioning\
{7a30a9be-737f-47al-
a541-6e7b0761ed19}\customizations.x
ml

C:
\ProgramData\Microsoft\Provisioning\
{8fb7d64e-70fc-4f9d-89ee-
d486817534df}\Master Datastore.xml,
C:\ProgramData\Microsoft\Provisi...
...817534df}

# THIS_FILE_IS ENCRYPTED_[20
37D4335D0F46D7]-

[ID-9893949947F DA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

Category

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

File Size

901 bytes

116 KB

3.85KB

2.39KB

4.56 KB

8.42 KB

901 bytes

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

X-Ray Vision for Malware - www.vmray.com

Operations

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

31/46
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#9692213

SHA256

43f6036dcd3a71fca6822494
380a490daa90dfcc4839%beda
leaaedbfd5e886b1

34962dde4dd7322aca281fbb
a3547¢22c0208d5086d53e4
0068465ch6548b2dd

b9ca64d8709f707e27123d13
6b70353d2d1866e7de5d223
0ef1324cebd1d3319

2eb7fh7425181d809ddd9fcd
95118c7a2efef931f00f0c056
69d5d21e59b9dca

60b139270f626efed614ae24f
f18b3c17eec4a07b630c234c
afca7a9438ae665

b00683d06e716a7d08bfdc55
b4a7cdld2caed9f7f76ef4bf0
cdOec41fc73f571

9b17203b8ade47b2104e4e5
ca2laa3f7f2dce8d220add5a
5d043399f142f625

File Names

C:
\ProgramData\Microsoft\Provisioning\
{8fb7d64e-70fc-4f9d-89ee-
d486817534df}
\Prov\RunTime\#_THIS_FILE_IS_EN
CRYPTED_[31A02EEADB9403...
...r@protonmail.com].satan, C:
\ProgramData\Microsoft\Provisioning\
{8fb7d64e-70fc-4f9d-89%ee-
d486817534df}
\Prov\RunTime\Power_0.provxml|

C:
\ProgramData\Microsoft\Provisioning\
{8fb7d64e-70fc-4f9d-89ee-
d486817534df}

\Prov\# THIS_FILE IS_ENCRYPTE
D_[72FEEAT7E21664A95]-[ID-... ... AlL-
MREncptor @protonmail.com].satan,
c:

\P'rogramData\M icrosoft\Provisioning\
{8fb7d64e-70fc-4f9d-8%ee-
d486817534df}\Prov\RunTime.xml

C:
\ProgramData\Microsoft\Provisioning\
{8fb7d64e-70fc-4f9d-89%ee-
d486817534df}\customizations.xml, C:
\ProgramData\Microsoft\Provisio... ...
817534df}

W# THIS_FILE_IS ENCRYPTED_[34
2C9555D8F818AB]-

[ID-9893949947F DA5A23D 8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{99b095d8-5959-4820-
bea7-7448c8427b4e}

W# THIS_FILE_IS ENCRYPTED_[EO
3FA1291AD439F6]-[ID-98939... ...-
MREncptor @protonmail.com].satan,
c:

\ProgramData\Microsoft\Provisioning\
{99b095d8-5959-4820-
bea7-7448c8427b4e}
\MasterDatastore.xml

C:
\ProgramData\Microsoft\Provisioning\
{99b095d8-5959-4820-
bea7-7448c8427b4e}
\Prov\RunTime\# THIS_FILE_IS_EN
CRYPTED_[EOEC5C21C31EBD...
...r@protonmail.com].satan, C:
\ProgramData\Microsoft\Provisioning\
{99b095d8-5959-4820-
bea7-7448c8427b4e}
\Prov\RunTime\Power_0.provxml|

C:
\ProgramData\Microsoft\Provisioning\
{99b095d8-5959-4820-
bea7-7448c8427h4e}
\customizations.xml, C:
\ProgramData\Microsoft\Provisio...
...c8427b4e}

W# THIS_FILE_IS ENCRYPTED_[23
8A8FB6E257506A]-
[1D-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{99b095d8-5959-4820-
bea7-7448c8427b4e}
\Prov\RunTime.xml, C:
\ProgramData\Microsoft\Provisioni...
...b4e}

\Prov\# THIS_FILE IS_ENCRYPTE
D_[7206C490C3357C59]-
[ID-9893949947F DA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

Category

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

File Size

1.14KB

833 bytes

147 KB

901 bytes

2.22KB

2.79KB

978 bytes

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

X-Ray Vision for Malware - www.vmray.com

Operations

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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DYNAMIC ANALYSIS REPORT

#9692213

SHA256 File Names Category File Size MIME Type Operations Verdict

C:
\ProgramData\Microsoft\Provisioning\
{9aec5hda-1e87-46b3-
bh96-1a01c606555e}

148fdb0e89b99d5e 77441d62 \#_THIS_FILE_IS_ENCRYPTED_[63

263BC4262DEDBO]-[ID-98939... ... ’ ) - Write, Access, Create,
af79133e1d2b1b0fb9470d05 . Modified File 901 bytes application/octet-stream CLEAN
d5321482b4ebedsA ’\CA-R Encptor @protonmail.com].satan, Read, Delete

\ProgramData\Microsoft\Provisioning\
{9aec5hda- 1e87-46b3-
bb96-1a01c606555e}
\MasterDatastore.xml

C:
\ProgramData\Microsoft\Provisioning\
{9aec5hda- 1e87-46h3-
bh96-1a01c606555e}
7aed4b8823462028d994852 \Prov\RunTime\Power_0.provxml, C:

A . . - Write, Access, Create,
€29e34d0ce4fd415110b9fa9 \ProgramData\Microsof... Modified File 754 KB application/octet-stream Read. Delete
64c698c6e9b57fcel ~MRunTimeW_THIS_FILE_IS_ENC !

RYPTED_[CF08CE4BC45C39DD]-
[ID-9893949947F DA5A23D8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{9aec5hda- 1e87-46h3-
bh96-1a01c606555e}

4972134bd2add7e230eag07  \rOV\RunTimexml, C:

7691322cheG07eds7bebd3 (oM DHAMICTOSORPrOMSIOnt+ - yoifieq File 978 bytes application/octet-stream e, pccess, Create,
abTsecasedseer1e00 \Provi# THIS_FILE_IS ENCRYPTE
D_[BEC7CO011110DE24)-

[ID-9893949947FDA5A23D8D E0930B
74801F]-[EMAIL-
MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{9aec5hda- 1e87-46b3-
bb96-1a01c606555e}
20af08e1452chazd21ffdd0a3 oIS FILE_IS ENCRYPTED.[00

326E387944F92F-[ID-98939... ...L- ) . - Write, Access, Create,
b837ch3ch25afe4633eclaze f Modified File 7.78 KB application/octet-stream CLEAN
f8178ecc0ecch9? ACA,R Encptor @protonmail.com].satan, Read, Delete

\ProgramData\Microsoft\Provisioning\
{9aec5hda- 1e87-46b3-
bb96-1a01c606555e}
\customizations.xml

C:
\ProgramData\Microsoft\Provisioning\
{9df6aded-
fc16-48bf-8b24-6e2ad2bfcfea}

\MasterDatastore.xml, C:
d6d1a3863220b7abc24afad4 \ProgramData\Microsoft\Provisi...

" . - Write, Access, Create,
c51bac34a06ae0cd75ac4f21 ...d2bicteal Modified File 901 bytes application/octet-stream Read, Delete

€3861d9127782729 W# THIS_FILE_IS ENCRYPTED [16
9B3B8CF2A64C5A]-
[1D-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:

\ProgramData\Microsoft\Provisioning\

{9df6aded-

fc16-48bf-8b24-6e2ad2bfcfea}
a9c8e607dbfebbd4cc233e8b \Prov\RunTime\Power_1.provxml, C: Write. Access. Create
df114667cbba5147¢205912d \ProgramData\Microsof... Modified File 2.38KB application/octet-stream Rea d‘ Delete ! !
48b6223826d24a8d .MRunTimeW_THIS_FILE_IS_ENC !

RYPTED_[5C2EF1372C232590]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{9df6aded-
fc16-48bf-8b24-6e2ad2bfcfea}
8568d585f7f099bd6eclecdce \Prov\RunTime\# _THIS_FILE_IS_EN

€32a07178d1528550/a¢7225 ~ CRYPTED_[C3575DF87FBIEC... Modified File 2.39KB application/octet-stream e, pocess, Create,
15856f3768f0ec18 ...r@protonmail.com].satan, C: !

\ProgramData\Microsoft\Provisioning\

{odfGaded-

fc16-48bf-8b24-6e2ad2bfcfea}
\Prov\RunTime\Power_0.provxmi|
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#9692213

SHA256

©8919204e52e7e6c0f8e57ea
e8cdd9c0e5ff7b3dbcf881c98
08767ea32674524

b2fbb4eb70d1327724176229
18273bd575003ed6b23792d
257h4d39af5284830

2c3bd3ea6939bal18307e31b
3f1b5e2b7c98e8b6111ad0b3
facd4b2b05ae6c656

fabf3aal3e2fcc08177ce589a
ed9eb881cfadc156510d2356
41f31f581d905a8

97f41d8b35adcedf987d2a09
8c8534e4d663baldccOeeeO
16c7e6cch030efc5e

890ad9bad73302e4ch1b9e3
bOeebb7185bbbca65215c0c
bc819f1dff63ca8832

€7029800d59h613a9ee5597
ccab5c31fae02230df44c4ba
ed9bB818c904af8246

d61c727f570c6afa2489efed5
774cfb8c343265d99¢37dff62
53db29a7ace459

File Names

C:
\ProgramData\Microsoft\Provisioning\
{9df6aded-
fc16-48bf-8b24-6e2ad2bfcfea}
\Prov\RunTime.xml, C:
\ProgramData\Microsoft\Provisioni...
..fea}

\Prov\# THIS_FILE IS_ENCRYPTE
D_[585AE829A3AD39BE]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{9df6aded-
fc16-48bf-8b24-6e2ad2bfcfea}
\customizations.xml, C:
\ProgramData\Microsoft\Provisio...
...d2bfcfea}

W# THIS_FILE_IS ENCRYPTED_[A9
D27D0BA2291083]-

[ID-9893949947F DA5A23D 8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{b0b9123d- 7d7f-4c6b-9973-
ceced46f2a09}\Prov\RunTime\#_THIS
_FILE_IS_ ENCRYPTED_[FAADE9BO
40C5EL... ...r@protonmail.com].satan,
C:
\ProgramData\Microsoft\Provisioning\
{b0b9123d-7d7f-4c6hb-9973-

ceced46f2a09}\Prov\RunTime\Power_

0.provxml

C:
\ProgramData\Microsoft\Provisioning\
{b0b9123d- 7d7f-4c6b-9973-
ceced46f2a09}\Prov\RunTime.xml, C:
\ProgramData\Microsoft\Provisioni...
...a09}\Prov\# THIS_FILE_IS_ENCR
YPTED_[EA83B6538714E342]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{b0b9123d- 7d7f-4c6b-9973-
ceced46f2a09}\Master Datastore.xml,
C:\ProgramData\Microsoft\Provisi...
...d46f2a09}\# THIS_FILE_IS_ENCR
YPTED_[C2145F6BCF06C2D1]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{b0b9123d-7d7f-4c6b-9973-
ceced462a09}# THIS_FILE_IS_ENC
RYPTED_[684F989088C3B2CD]-
[ID-98939... ... L-

MREncptor @protonmail.com].satan,
c:

\P.rogramDala\M icrosoft\Provisioning\
{b0b9123d-7d7f-4c6b-9973-
ceced46f2a09}\customizations.xml

C:
\ProgramData\Microsoft\Provisioning\
{c5dc3753-b6c8-4057-b396-
bf13d769311c}\MasterDatastore.xml,
C:\ProgramData\Microsoft\Provisi...
..d769311c}

W# THIS_FILE_IS ENCRYPTED_[E5
31B94A16023A6D]-
[1D-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{c5dc3753-b6c8-4057-b396-
bf13d769311c}\Prov\RunTime.xml, C:
\ProgramData\Microsoft\Provisioni...
...11c}

\Prov\# THIS_FILE IS_ENCRYPTE
D_[F9EF34A2968C1A01]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

Category

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

File Size

943 bytes

3.89KB

2.21KB

978 bytes

901 bytes

2.77KB

901 bytes

1.04KB

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

X-Ray Vision for Malware - www.vmray.com

Operations

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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#9692213

SHA256

65c6c85e07913162d1aff117
607f8ff3e5c01e2173d80fb14
6592b7b3c9f03c2

0f160a8a46d50475d7f52e73
e16ec500944c96834b2cch9
459de34a6¢36¢8be8

68bd9ccef0d1244cad4cfOcc
8fd6f8e4f4aab7c13cf75833d
39a35d115785a4b

915ee5e67a1733dd73daf88d
h42768f39048a199d088bf00
€06c1791c987784

dc6da08d015ad48940540ed
325h798689c620chaf70f62fc
366221a8be63b66d

e1e2910d4bh241c8a674e67e
193f55908da64b690a687d97
6dd2287af6a30555a

2b8befeb712d688a4cbe6d21
f774eeb7773210cdf6c3126f
354aae9e25a049f

079bfdeOcfd8dd125520dea8
429c8c430a940faf33134317
6a082c783h3a74b6

97e612a8ae8ce293219d79a
1bdb0f3e82eb797709199fc5
619fa7d3e45ed3523

File Names

C:
\ProgramData\Microsoft\Provisioning\
{c5dc3753-b6c8-4057-b396-
bf13d769311c}
\Prov\RunTime\Power_0.provxml, C:
\ProgramData\Microsof...
.V\RunTimeW THIS_FILE_IS ENC
RYPTED_[0BC6571FB80D535D]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{c5dc3753-b6c8-4057-b396-
bf13d769311c}

W# THIS_FILE_IS ENCRYPTED_[7C
CD322E9112C470]-[ID-98939... ... L-
MREncptor @protonmail.com].satan,
C:

\ProgramData\Microsoft\Provisioning\
{c5dc3753-b6c8-4057-b396-
bf13d769311c}\customizations.xml

C:
\ProgramData\Microsoft\Provisioning\
{eedaac98-c174-4941-82b1-
d121e493e4fb}

# THIS_FILE_IS ENCRYPTED_[AO
2A2D3F09B59F05]-[ID-98939... ...-
MREncptor @protonmail.com].satan,
C:

\ProgramData\Microsoft\Provisioning\
{eedaac98-c174-4941-82b1-
d121e493e4fb}\Master Datastore.xml

C:
\ProgramData\Microsoft\Provisioning\
{eedaac98-c174-4941-82b1-
d121e493e4fb}

\Prov\# THIS_FILE IS_ENCRYPTE
D_[0E3573FB3AABFA23]-[ID-... ... AlL-
MREncptor @protonmail.com].satan,
c:

\ProgramData\Microsoft\Provisioning\
{eedaac98-c174-4941-82b1-
d121e493e4fb}\Prov\RunTime.xml

C:
\ProgramData\Microsoft\Provisioning\
{eedaac98-c174-4941-82b1-
d121e493e4fb}\customizations.xml

C:
\ProgramData\Microsoft\Provisioning\
{eedaac98-c174-4941-82b1-
d121e493e4fb}
\Prov\RunTime\Power_0.provxml

C:
\ProgramData\Microsoft\Provisioning\
{f11899f2-71ec-4621-9997-
el7ae2f6eb26)\# THIS_FILE IS_ENC
RYPTED_[44B30B2D549F86E3]-
[ID-98939... ... -

MREncptor @protonmail.com].satan,
c:

\P.rogramDala\M icrosoft\Provisioning\
{f11899f2-71ec-4621-9997-
el7ae2f6eb26}\Master Datastore.xml

C:
\ProgramData\Microsoft\Provisioning\
{f11899f2-71ec-4621-9997-
el7ae2f6eb26}\Prov\RunTime\#_THIS
_FILE_IS ENCRYPTED_[9C335B53
DFB25A... ...r@protonmail.com].satan,
C:
\ProgramData\Microsoft\Provisioning\
{f11899f2-71ec-4621-9997-
el7ae2f6eb26}\Prov\RunTime\Power _
0.provxml

C:
\ProgramData\Microsoft\Provisioning\
{f11899f2- 71ec-4621-9997-
el7ae2f6eb26}\Prov\RunTime\Power

1.provxml, C:\ProgramData\Microsof...

..V\RunTimeW# THIS_FILE_IS ENC
RYPTED_[C9CE1BC32AB661F0]-
[ID-9893949947FDA5A23D8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

Category

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

File Size

1.28 KB

221KB

901 bytes

978 bytes

2.39KB

1.64 KB

901 bytes

2.42 KB

2.41KB

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream
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Operations

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Read, Delete

Write, Access, Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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SHA256

02a27f7acadda7e58a9af1bd
bb707b47396af744026eb264
ca3eld8a5d3bbe7a

53h7233ff20142ce0f3a93f%
ablleded7042a2a7527e8bc
e5a3b4aa22ce531a

80485e8cc49a63a7073a79%
50468ddd5d5e1c79bafe6252
fde8805b82418b414

2be2c67a8al736aa0d58fa0d
825a7299f06a7788441a5elc
dd959f4b5789965b

10f335727e4c8f0940740608
6ca820c3f57c0b762ed0adc9
71afad06f545f8cf

9a81feeec8c711740c45205b
946b860757cf3b827d879cfb
Oac40aaa801bfcad

fdc2dae2e991137dd5785b70
78fe02a412300d7131db5cel
a194071c309dd390

eb7fffdcf8c46eae537c6c9a0f
df950c07d27c2caf286489b3
188d53e9a1e471

File Names

C:
\ProgramData\Microsoft\Provisioning\
{f11899f2-71ec-4621-9997-
el7ae2f6eb26}\Provit THIS FILE IS
_ENCRYPTED_[1B534C292614F555]-

MREncptor @protonmail.com].satan,
c:

\P.rogramData\M icrosoft\Provisioning\
{f11899f2-71ec-4621-9997-
el7ae2f6eb26}\Prov\RunTime.xml

C:
\ProgramData\Microsoft\Provisioning\
{f11899f2- 71ec-4621-9997-
el7ae2f6eb26)\# THIS_FILE IS_ENC
RYPTED_[74BD0D99753C145E]-
[ID-98939... ... L-

MREncptor @protonmail.com].satan,
c:

\P'rogramData\M icrosoft\Provisioning\
{f11899f2-71ec-4621-9997-
el7ae2f6eb26}\customizations.xml

C:
\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fbedf6
2\MasterDatastore.xml, C:
\ProgramData\Microsoft\Provisi... ...
Sfbedf62}\# THIS_FILE_IS_ENCRYP
TED_[ODEO3F81BC02BCAS]-
[ID-9893949947F DA5A23D8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fbed6
2N\Prov\RunTime\Power_0.provxml,
C:\ProgramData\Microsof...
.V\RunTimeW# THIS_FILE_IS ENC
RYPTED_[5F9BC8669C 756523]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fhedf6
2N\Prov\RunTime\Power_3.provxml,
C:\ProgramData\Microsof...
.V\RunTimeW# _THIS_FILE_IS ENC
RYPTED_[EA203CC84D717986]-
[ID-9893949947FDA5A23D8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fhedf6
2N\Prov\RunTime\Power_1.provxml,
C:\ProgramData\Microsof...
.V\RunTimeW THIS_FILE_IS ENC
RYPTED_[E71FAF1058B98C1D]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fhedf6
2N\Prov\RunTime\Power_4.provxml,
C:\ProgramData\Microsof...
.V\RunTimeW THIS FILE_IS ENC
RYPTED_[30CF3AD59E6A5F05]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fhedf6
2H\Prov\RunTime\#_THIS_FILE_IS_E
NCRYPTED_[B49E572B33D280...
...r@protonmail.com].satan, C:
\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fhed6
2}\Prov\RunTime\Power_2.provxml

Category

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

File Size

943 bytes

4.03 KB

901 bytes

7.03KB

6.92 KB

2.00KB

6.92 KB

4.64 KB

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream
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DYNAMIC ANALYSIS REPORT

Operations

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

#9692213

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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SHA256

8571d79dc8706cf20addf6afa
f60955fc1e3d2bbc14fc5694¢
d530de601f7342

53b722011b14da7440e08e9
4d2a3999f1b8475d45f15c49
40b36160447574778

590e61dbfb11704e787e95ab
€68639392hd3b89dbcd8485
5ed7849c5ebae40b4

0f3c3aa48fe960f183619e5f6
78269782b0c3bd035h8e629
€20de9dc3ff943bc

6620e3098b063d02f6e627d0
b97c40592c6e7893564c242
7h6398cd067766d0a

c543cedaBa73e094a39f%aea
16a604blca972a6a35fcheac
b3396dc40607d645

6d3080fdabch3a2be3cfe711
5b170fd19c3a8e1bc40b0f7bf
baa62e724442c09

3bb3064f088e346f5¢ 7a0a42
83a8165728e9ed1833927dd
€7985195ce2329c60

2ffaabad027a37a0434f555a7
75c62cebc53152b793414f5d
088c3b343cf6542

File Names

C:
\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fbedf6
2H\Prov\RunTime\Power_5.provxml,
C:\ProgramData\Microsof...
.V\RunTimeW THIS_FILE_IS ENC
RYPTED_[6B4269A89D C4E8C4]-
[1D-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fhedf6
2}\Prov\RunTime\Power_6.provxml,
C:\ProgramData\Microsof...
.V\RunTimeW THIS_FILE_IS ENC
RYPTED_[70F3E5048D1CF6B5]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fhedf6
2}\Prov\RunTime\Power_7.provxml,
C:\ProgramData\Microsof...
.V\RunTimeW# THIS_FILE_IS ENC
RYPTED_[99FB2980437485AD]-
[ID-9893949947F DA5A23D 8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fbedf6
2)\Prov\RunTime.xml, C:
\ProgramData\Microsoft\Provisioni...
..f62\Prov\# THIS_FILE_IS_ENCRY
PTED_[1AECF2C8878FAFC5]-
[ID-9893949947F DA5A23D8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fbedf6
2} THIS_FILE_IS_ENCRYPTED_[
B55F0558CEFEC13C]-[ID-98939...

i

MREncptor @protonmail.com].satan,
c:

\PvrogramData\M icrosoft\Provisioning\
{fc01e91f-914c-45af-9d7c-0b2e5fhedf6
2}\customizations.xml

C:\ProgramData\Microsoft\User
Account Pictures\guest.bmp, C:
\ProgramData\Microsoft\User Account
Pictures\# THIS_FILE IS_ENCRYPT
ED_[DC9762122EB5C383]-
[ID-9893949947F DA5A23D8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:\ProgramData\Microsoft\User
Account

Pictures# THIS_FILE IS_ENCRYPT
ED_[F7538BA494DE3719]-
[ID-9893949947F DA5A23D8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan,
C:\ProgramData\Microsoft\User
Account Pictures\guest.png

C:\ProgramData\Microsoft\User
Account

Pictures# THIS_FILE IS_ENCRYPT
ED_[5B071F83C9887E8B]-
[ID-9893949947F DA5A23D8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan,
C:\ProgramData\Microsoft\User
Account Pictures\user-32.png

C:\ProgramData\Microsoft\User
Account

Picturesi# THIS_FILE IS_ENCRYPT
ED_[0755F82E35FD798E]-
[ID-9893949947F DA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan,
C:\ProgramData\Microsoft\User
Account Pictures\user-192.png

Category

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

File Size

4.21 KB

2.45KB

2.93KB

2.07KB

28.29 KB

588.67 KB

5.89 KB

1.02KB

2.97 KB

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream
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Operations

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Write, Access, Create,
Read, Delete

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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SHA256

7616f7f07fc9c6c2c3448b77a
eb5e898e660af837558d3e99
76dbcebb2637ad0

8a960d09488h32548ba6727
004b8cc2fab7dca9743c87cd
00a7fc5d5d245e7e7

aB8dd5d6d705042105ff7a800
c2ebcc34d3e72b8426580b3
91e79747a17f46689

7c12fe0fcc16c54bd859¢208
d4e539a3005955033263903
32d63d192811d164d

bae997787beb8098a7daedd
e557469aa7e51fe5a0380d9d
a04dae7226d037fd7

dc2570da3ae78321d2a02fd1
0878b28db5h5e3f0eccaef5f5
42b0732593cd92e

5986€7330e084ffdcefaaced
eabbedc88b6757dc9aah432
€065e535929234fd

1723d66b0bf3790cad9a446
€931630580269b4d71a61fd9
25d747e5fch84d27

Reduced dataset

Filename

File Name

C:\Windows\Temp\satan\

File Names

C:\ProgramData\Microsoft\User
Account Pictures\user-40.png, C:
\ProgramData\Microsoft\User Account
Pictures\# THIS_FILE IS_ENCRYPT
ED_[EBFOA05603BAC944]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:\ProgramData\Microsoft\User
Account Pictures\user-48.png, C:
\ProgramData\Microsoft\User Account
Pictures\# THIS_FILE IS_ENCRYPT
ED_[AAD4492FACADAC28]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:\ProgramData\Microsoft\User
Account Pictures\user.bmp, C:
\ProgramData\Microsoft\User Account
Pictures# THIS_FILE_IS ENCRYPT
ED_[9D8FD99F18F6AACI]-
[I1D-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:\ProgramData\Microsoft\User
Account Pictures\user.png, C:
\ProgramData\Microsoft\User Account
Pictures\# THIS_FILE_IS_ENCRYPT
ED_[ACE5F7AF9F76BD7C]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Vault\AC658
CB4-9126-49BD-
B877-31EEDAB3F204V THIS_FILE_|
S _ENCRYPTED_[888FBOD55BEDC
C80]-[ID-9893949947FDAS...
...otonmail.com].satan, C:
\ProgramData\Microsoft\Vault\AC658
CB4-9126-49BD-
B877-31EEDAB3F204\154E23D0-
C644-4E6F-8CE6-5069272F999F.vsch

C:

\ProgramData\Microsoft\Vault\ AC658
CB4-9126-49BD-
B877-31EEDAB3F204\2F 1A6504-064
1-44CF-8BB5-3612D865F2E5.vsch,
C:\ProgramData\Micr...
...EDAB3F204\# THIS_FILE_ IS ENC
RYPTED_[44BE36966166B9B4]-
[ID-9893949947FDA5A23D8DE0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Vault\AC658
CB4-9126-49BD-
B877-31EEDAB3F204\3CCD5499-87
A8-4B10-A215-608888DD3B55.vsch,
C:\ProgramData\Micr...
...EDAB3F204\# THIS_FILE_ IS ENC
RYPTED_[9DC305D35B50F53F]-
[ID-9893949947FDA5A23D8D E0930B
74801F]-[EMAIL-

MREncptor @protonmail.com].satan

C:
\ProgramData\Microsoft\Vault\AC658
CB4-9126-49BD-
B877-31EEDAB3F204\# THIS_FILE_|
S_ENCRYPTED_[413639F86FB8C36
F]-[ID-9893949947FDAS... ...
30B74801F]-[EMAIL-

MREncptor @protonmail.com].satan,
c:

\Pvr ogramData\Microsoft\Vault\AC658
CB4-9126-49BD-
B877-31EEDAB3F204\Policy.vpol

Category

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Modified File

Category

Accessed File

File Size

1.04KB

1.10KB

588.67 KB

5.89 KB

788 bytes

740 bytes

892 bytes

1.05KB

MIME Type Operations

Write, Access, Create,

application/octet-stream Read, Delete

Write, Access, Create,

application/octet-stream Read, Delete

Write, Access, Create,

application/octet-stream Read, Delete

Write, Access, Create,

application/octet-stream Read, Delete

Write, Access, Create,

application/octet-stream Read Delete

Write, Access, Create,

application/octet-stream Read, Delete

Write, Access, Create,

application/octet-stream Read, Delete

Write, Access, Create,

application/octet-stream Read, Delete

Operations

Create, Access
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Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

Verdict

CLEAN
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File Name Category Operations Verdict

C:\Windows\Temp\satan\satanO Dropped File Create, Write, Access, Read CLEAN

C:\Windows\Temp\satan\satanl Dropped File Create, Write, Access, Read CLEAN

share.txt Accessed File Access CLEAN

A\ Accessed File Access CLEAN

B:\ Accessed File Access CLEAN

CcA\ Accessed File Access CLEAN

D:\ Accessed File Access CLEAN

E\ Accessed File Access CLEAN

F:\ Accessed File Access CLEAN

G\ Accessed File Access CLEAN

H:\ Accessed File Access CLEAN

I\ Accessed File Access CLEAN

J\ Accessed File Access CLEAN

K:\ Accessed File Access CLEAN

L\ Accessed File Access CLEAN

M:\ Accessed File Access CLEAN

N:\ Accessed File Access CLEAN

[ Accessed File Access CLEAN

P:\ Accessed File Access CLEAN

Q\ Accessed File Access CLEAN

R:\ Accessed File Access CLEAN

s\ Accessed File Access CLEAN

T\ Accessed File Access CLEAN

u:\ Accessed File Access CLEAN

VA Accessed File Access CLEAN

Wi Accessed File Access CLEAN

X\ Accessed File Access CLEAN

Y\ Accessed File Access CLEAN

Z\ Accessed File Access CLEAN

CW SATAN CRYPTOR #.hta Accessed File Access CLEAN

C:\¥ SATAN CRYPTOR #.hta Dropped File Create, Write, Access CLEAN

C:\$Recycle.Bin Accessed File Access CLEAN

C:\BOOTNXT Modified File Write, Access, Read, Delete CLEAN

C:\BOOTSECT.BAK Accessed File Access CLEAN

C:\Boot Accessed File Access CLEAN

C:\Boot\# SATAN CRYPTOR #.hta Dropped File Create, Write, Access CLEAN
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File Name Category Operations Verdict

C:\Boot\BCD Accessed File Access CLEAN

C:\Boot\BCD.LOG Accessed File Access CLEAN

C:\Boot\BCD.LOG1 Accessed File Access, Read CLEAN

C:\Boot\BCD.LOG2 Accessed File Access, Read CLEAN

C:\Boot\BOOTSTAT.DAT Modified File Write, Access, Read, Delete CLEAN

C:\Boot\Fonts Accessed File Access CLEAN

C:\# THIS_FILE_IS ENCRYPTED_[4DDC4E26F3012C76]-
[ID-9893949947F DA5A23D 8D E0930B74801F]-[EMAIL- Modified File Create, Write, Access CLEAN
MREncptor @protonmail.com].satan

C:\Boot\Fonts\# SATAN CRYPTOR #.hta Dropped File Create, Write, Access CLEAN

C:\Boot\Fonts\chs_boot.ttf Accessed File Access CLEAN

C:\Boot\Fonts\cht_boot.ttf Accessed File Access CLEAN

C:\Boot\Fonts\jpn_boot.ttf Accessed File Access CLEAN

C:\Boot\Fonts\kor_boot.ttf Accessed File Access CLEAN

C:\Boot\Fonts\malgun_boot.ttf Accessed File Access CLEAN

C:\Boot\Fonts\malgunn_boot.ttf Accessed File Access CLEAN

C:\Boot\Fonts\meiryo_boot.ttf Accessed File Access CLEAN

C:\Boot\Fonts\meiryon_boot.ttf Accessed File Access CLEAN

C:\Boot\Fonts\msjh_boot.ttf Accessed File Access CLEAN

C:\Boot# THIS_FILE_IS_ENCRYPTED_[99283AD8A3FE1DD2]-
[ID-9893949947F DA5A23D 8D E0930B74801F]-[EMAIL- Modified File Create, Write, Access CLEAN
MREncptor @protonmail.com].satan

C:\Boot\Fonts\msjhn_boot.ttf Accessed File Access CLEAN

C:\Boot\Fonts\msyh_boot.ttf Accessed File Access CLEAN

C:\Boot\Fonts\msyhn_boot.ttf Accessed File Access CLEAN

C:\Boot\Fonts\segmono_boot.tf Accessed File Access CLEAN

C:\Boot\Fonts\segoe_slboot.tf Accessed File Access CLEAN

C:\Boot\Fonts\segoen_slboot.ttf Accessed File Access CLEAN

C:\Boot\Fonts\wgl4_boot.ttf Accessed File Access CLEAN

C:\Boot\Resources Accessed File Access CLEAN

C:\Boot\Resources\# SATAN CRYPTOR #.hta Dropped File Create, Write, Access CLEAN

C:\Boot\Resources\bootres.dll Accessed File Access CLEAN

C:\Boot\Resources\en-US Accessed File Access CLEAN

C:\Boot\Resources\en-US\# SATAN CRYPTOR #.hta Dropped File Create, Write, Access CLEAN

C:\Boot\Resources\en-US\bootres.dll.mui Accessed File Access CLEAN

C:\Boot\bg-BG Accessed File Access CLEAN

C:\Boot\bg-BGW# SATAN CRYPTOR #.hta Dropped File Create, Write, Access CLEAN

C:\Boot\bg-BG\bootmgr.exe.mui Accessed File Access CLEAN

C:\Boot\bootvhd.dll Accessed File Access CLEAN
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File Name

C:\Boot\cs-CZ

C:\Boot\cs-CZW¥# SATAN CRYPTOR #.hta

C:\Boot\cs-CZ\bootmgr.exe.mui

C:\Boot\cs-CZ\memtest.exe.mui

C:\Boot\da-DK

C:\Boot\da-DKW SATAN CRYPTOR #.hta

C:\Boot\da-DK\bootmgr.exe.mui

C:\Boot\da-DK\memtest.exe.mui

C:\Boot\de-DE

C:\Boot\de-DEW SATAN CRYPTOR #.hta

cmd.com

cmd.exe

cmd.bat

cmd.cmd

cmd.vbs

cmd.vbe

cmdjs

cmd.jse

cmd.wsf

cmd.wsh

cmd.msc

C:\Windows\system32\cmd.com

C:\Windows\system32\cmd.exe

NUL

C:\Boot\de-DE\bootmgr.exe.mui

C:\Boot\de-DE\memtest.exe.mui

C:\Boot\el-GR

C:\Boot\el-GRW# SATAN CRYPTOR #.hta

C:\Boot\el-GR\bootmgr.exe.mui

C:\Boot\el-GR\memtest.exe.mui

C:\Boot\en-GB

C:\Boot\en-GBW# SATAN CRYPTOR #.hta

C:\Boot\en-GB\bootmgr.exe.mui

C:\Bootlen-US

C:\Boot\en-USW SATAN CRYPTOR #.hta

C:\Boot\en-US\bootmgr.exe.mui

Category

Accessed File

Dropped File

Accessed File

Accessed File

Accessed File

Dropped File

Accessed File

Accessed File

Accessed File

Dropped File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Dropped File

Accessed File

Accessed File

Accessed File

Dropped File

Accessed File

Accessed File

Dropped File

Accessed File
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Operations

Access

Create, Write, Access

Access

Access

Access

Create, Write, Access

Access

Access

Access

Create, Write, Access

Access

Access

Access

Access

Access

Access

Access

Access

Access

Access

Access

Access

Access

Access

Access

Access

Access

Create, Write, Access

Access

Access

Access

Create, Write, Access

Access

Access

Create, Write, Access

Access

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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File Name Category Operations Verdict

C:\Boot\en-US\memtest.exe.mui Accessed File Access CLEAN

C:\Boot\es-ES Accessed File Access CLEAN

C:\Boot\es-ES\W# SATAN CRYPTOR #.hta Dropped File Create, Write, Access CLEAN

C:\Boot\es-ES\bootmgr.exe.muli Accessed File Access CLEAN

C:\Boot\es-ES\memtest.exe.mui Accessed File Access CLEAN

C:\Boot\es-MX Accessed File Access CLEAN

C:\Boot\es-MXW¥# SATAN CRYPTOR #.hta Dropped File Create, Write, Access CLEAN

C:\Boot\es-MX\bootmgr.exe.mui Accessed File Access CLEAN

C:\Boot\et-EE Accessed File Access CLEAN

C:\Boot\et-EEW¥ SATAN CRYPTOR #.hta Dropped File Create, Write, Access CLEAN

C:\Boot\et-EE\bootmgr.exe.mui Accessed File Access CLEAN

C:\Bootfi-FI Accessed File Access CLEAN

C:\Boot\fi-FI\# SATAN CRYPTOR #.hta Dropped File Create, Write, Access CLEAN

C:\Boot\fi-FI\bootmgr.exe.mui Accessed File Access CLEAN

C:\Boot\fi-F\memtest.exe.mui Accessed File Access CLEAN

C:\Boot\fr-CA Accessed File Access CLEAN

C:\Boot\fr-CAW¥ SATAN CRYPTOR #.hta Dropped File Create, Write, Access CLEAN

C:\Boot\fr-CA\bootmgr.exe.mui Accessed File Access CLEAN

C:\Boot\fr-FR Accessed File Access CLEAN

C:\Boot\fr-FR\# SATAN CRYPTOR #.hta Dropped File Create, Access CLEAN

C:\Boot\fr-FR\bootmgr.exe.mui Accessed File Access CLEAN

C:\Boot\fr-FR\memtest.exe.mui Accessed File Access CLEAN

C:\Boot\hr-HR Accessed File Access CLEAN

C:\Boot\hr-HRW SATAN CRYPTOR #.hta Dropped File Create, Access CLEAN

C:\Boot\hr-HR\bootmgr.exe.mui Accessed File Access CLEAN

C:\Boot\hu-HU Accessed File Access CLEAN

C:\Boot\hu-HUW SATAN CRYPTOR #.hta Dropped File Create, Access CLEAN

C:\Boot\hu-HU\bootmgr.exe.mui Accessed File Access CLEAN

C:\Boot\hu-HU\memtest.exe.mui Accessed File Access CLEAN

C:\Bootit-IT Accessed File Access CLEAN

C:\Boot\it-IT\# SATAN CRYPTOR #.hta Dropped File Create, Write, Access CLEAN

C:\Boot\it-IT\bootmgr.exe.mui Accessed File Access CLEAN

C:\Bootit-IT\memtest.exe.mui Accessed File Access CLEAN

C:\Boot\ja-JP Accessed File Access CLEAN

C:\Boot\ja-JP\# SATAN CRYPTOR #.hta Dropped File Create, Write, Access CLEAN

C:\Boot\ja-JP\bootmgr.exe.mui Accessed File Access CLEAN
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File Name Category Operations Verdict
C:\Boot\ja-JP\memtest.exe.muli Accessed File Access CLEAN
C:\Boot\ko-KR Accessed File Access
C:\Bootiko-KRW SATAN CRYPTOR #.hta Dropped File Create, Write, Access
C:\Boot\ko-KR\bootmgr.exe.mui Accessed File Access
C:\Boot\ko-KR\memtest.exe.mui Accessed File Access
C:\Boot\It-LT Accessed File Access

Reduced dataset

URL

URL Category IP Address Country HTTP Methods Verdict
http://extreme-ip-lookup.com/json/ - 37.48.65.182 - GET
Domain

Domain IP Address Country Protocols Verdict
api.telegram.org 149.154.167.220 - DNS
extreme-ip-lookup.com 100.236.91.3, 37.48.65.182 - HTTP, DNS
IP

IP Address Domains Country Protocols Verdict
192.168.0.1 - - UDP, DNS CLEAN
37.48.65.182 extreme-ip-lookup.com Netherlands TCP,HTTP, DNS CLEAN
149.154.167.220 api.telegram.org United Kingdom TCP,DNS, TLS CLEAN
109.236.91.3 extreme-ip-lookup.com Netherlands DNS CLEAN
Registry

Registry Key Operations Parent Process Name
SHthY_CURRENT_USER\Software\Pol|C|es\M|cr050ft\W|ndows\Sy access cmd.exe CLEAN
HKEY_LOCAL_MACHINE\Software\Microsoft\Command Processor access cmd.exe CLEAN

HKEY_LOCAL_MACHINE\Software\MicrosoftCommand

Processor\DisableUNCCheck access, read cmd.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Command

Processor\EnableExtensions access, read cmd.exe CLEAN

HKEY_LOCAL_MACHINE\Software\MicrosoftCommand

Processor\DelayedExpansion access, read cmd.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Command

Processor\DefaultColor access, read cmd.exe CLEAN

HKEY_LOCAL_MACHINE\Software\MicrosoftCommand access. read cmd.exe CLEAN
Processor\CompletionChar ! .
HKEY_LOCAL_MACHINE\Software\Microsoft\Command
Processor\PathCompletionChar access, read cmd.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Command

Processor\AutoRun access, read cmd.exe CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Command Processor access cmd.exe CLEAN

HKEY_CURRENT_USER\Software\MicrosoftCommand

Processor\DisableUNCCheck access, read cmd.exe CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Command
Processor\EnableExtensions

<
1]
=3

access, read cmd.exe CLEAN
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Registry Key Operations Parent Process Name Verdict

HKEY_CURRENT_USER\Software\Microsoft\Command

— = : access, read cmd.exe CLEAN
Processor\DelayedExpansion
HKEY_CURRENT_USER\Software\Microsoft\Command

= = access, read cmd.exe CLEAN
Processor\DefaultColor
HKEY_CURRENT_USER\Software\Microsoft\Command

— = access, read cmd.exe CLEAN
Processor\CompletionChar
HKEY_CURRENT_USER\Software\Microsoft\Command

= = access, read cmd.exe CLEAN
Processor\PathCompletionChar

HKEY_CURRENT_USER\Software\MicrosoftCommand

Processor\AutoRun access, read cmd.exe CLEAN

Process
Process Name Commandline Verdict
"C:
d0286add79d014c2b906073C 1146680252209 16 3000dC12692097C566. \sers\RDIOCN FevzX\Deskiopldd286a4d79d0rdc2b906073c 7466802526200 1¢39b0dC1 2c92097C5
: 6662876.exe"

cmd.exe cmd /c ver CLEAN

C:\Windows\system32\cmd.exe /C del C:
cmd.exe \Users\RDhJOCNFevzX\Desktop\dd286a4d79d0fc2h906073¢ 7146680252ca09¢ 1¢39b0dc 12c92097c5
6662876.exe
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YARA | AV

No YARA or AV matches available.
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ENVIRONMENT

Virtual Machine Information

Name

Description
Architecture

Operating System
Kernel Version

Network Scheme Name

Network Config Name

Platform Information

Platform Version
Dynamic Engine Version
Static Engine Version

AV Exceptions Version

Link Detonation Heuristics Version

Smart Memory Dumping Rules
Version

Signature Trust Store Version
VMRay Threat Identifiers Version

YARA Built-in Ruleset Version

Software Information

Adobe Acrobat Reader Version
Microsoft Office

Microsoft Office Version
Hangul Office

Hangul Office Version

Internet Explorer Version
Chrome Version

Firefox Version

Flash Version

Java Version

System Information

Sample Directory
Computer Name
User Domain
User Name

User Profile
Temp Directory

System Root

winl0_64 th2_en_mso02016

winl0_64_th2_en mso02016

x86 64-bit

Windows 10 Threshold 2

10.0.10586.0 (0de6dc23-8e19-4bb7-8608-d54ble6fa379)
Local Gateway

Local Gateway

441

4.4.1/01/14/2022 05:06
4.4.1.0/2022-01-14 04:00:58
4.4.1.6/ 2021-12-14 15:06:27

4.4.1.16/ 2022-03-11 16:16:43

4.4.1.6/ 2021-12-14 15:06:27

4.4.1.6/2021-12-14 15:06:27
4.4.1.19/ 2022-03-31 10:55:59

4.4.1.19

Not installed
2016
16.0.4266.1003
Not installed
Not installed
11.0.10586.0
Not installed
Not installed
Not installed

Not installed

C:\Users\RDhJOCNFevzX\Desktop
XC64zB

XC64zB

RDhJOCNFevzX
C:\Users\RDhJOCNFevzX
C:\Users\RDHJOC~1\AppData\Local\Temp

C:\Windows
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