
WEB ANALYSIS REPORT
#1587708

MALICIOUS

Classifications: Phishing

Threat Names: Phishkit.BlackhatCoder

Verdict Reason: -

Sample Type URL

Sample Name sample.url

ID #353630

MD5 9a82f6556fcda4a90b45b8326617260f

SHA1 d97aa9d01e2aa17c1809ba6bd12a7d3bd742f486

SHA256 18c7d9d94445c0d11696716ad4c589eb1c8ba4770374bc31ffc7c5f95522a4e6

File Size 88 bytes

Report Created 2021-04-07 06:01 (UTC+2)

Target Environment win7_64_sp1-web | web_root
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WEB ANALYSIS REPORT
#1587708

OVERVIEW

VMRay Threat Identifiers (4 rules, 6 matches)

Sample Information

Analysis Information

Score Category Operation Count Classification

5/5 YARA Malicious content matched by YARA rules 1 Phishing

Rule "BlackhatCoder_iPKO" from ruleset "Phishing" has matched on response data of URL "https://olx.pl-wdrazanie.club/login/ipko/confirm.php?
id=141bce3762cc5dd7553177055e7c3089".

• 

4/5 Reputation Known malicious URL 1 -

Submitted URL "https://olx.pl-wdrazanie.club/login/ipko/confirm.php?id=141bce3762cc5dd7553177055e7c3089" is a known malicious URL.• 

4/5 Reputation Contacts known malicious URL 3 -

Contacted URL "https://olx.pl-wdrazanie.club/login/ipko/sms_files/logo-iko-simple-64.svg" is a known malicious URL.

Contacted URL "https://olx.pl-wdrazanie.club/login/ipko/gfx/PKOBankPolski-Regular.woff" is a known malicious URL.

Contacted URL "https://olx.pl-wdrazanie.club/login/ipko/gfx/PKOBankPolski-Light.woff" is a known malicious URL.

• 

• 

• 

1/5 Heuristics Page presents itself as a logon page 1 -

URL of https://olx.pl-wdrazanie.club/login/ipko/confirm.php?id=141bce3762cc5dd7553177055e7c3089 indicates it is a logon page.• 

Remarks

Updated Analysis Results (0x02000050): This analysis has been updated with the latest reputation and static analysis results from the original analysis with the ID #1066428.

ID 1587708

MD5 9a82f6556fcda4a90b45b8326617260f

SHA1 d97aa9d01e2aa17c1809ba6bd12a7d3bd742f486

SHA256 18c7d9d94445c0d11696716ad4c589eb1c8ba4770374bc31ffc7c5f95522a4e6

SSDeep 3:N8AJoiBaQH5CBgWWyNhR+WSbGCQQNV7cn:2A15odZCQQHYn

ImpHash

Filename sample.url

File Size 88 bytes

Sample Type URL

Has Macros

Creation Time 2021-04-07 06:01 (UTC+2)

Analysis Duration 00:04:00

Termination Reason Timeout

Number of Monitored Processes 0

Execution Successfull False

Reputation Analysis Enabled

WHOIS Enabled

Built-in AV Enabled

Built-in AV Applied On PCAP File, Downloaded Files, Embedded Files
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Number of AV Matches 0

YARA Enabled

YARA Applied On PCAP File, Downloaded Files, Embedded Files

Number of YARA Matches 2
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WEB ANALYSIS REPORT
#1587708

NETWORK

General

DNS

HTTP/S

DNS Requests

-

HTTP Requests

Method URL Dest. IP Dest. Port Status Code Response Size Verdict

0 bytes total sent

0 bytes total received

1 ports 443

2 contacted IP addresses

0 URLs extracted

0 files downloaded

0 malicious hosts detected

0 DNS requests for 0 domains

0 nameservers contacted

0 total requests returned errors

5 URLs contacted, 2 servers

2 sessions, 0 bytes sent, 0 bytes recivied

GET

https://olx.pl-
wdrazanie.club/login/
ipko/confirm.php?
id=141bce3762cc5dd75
53177055e7c3089

0 bytes N/A

GET

https://olx.pl-
wdrazanie.club/login/
ipko/sms_files/logo-iko-
simple-64.svg

0 bytes N/A

GET

https://olx.pl-
wdrazanie.club/login/
ipko/gfx/
PKOBankPolski-
Regular.woff

0 bytes N/A

GET
https://code.jquery.com/
jquery-3.5.1.min.js

0 bytes N/A

GET

https://olx.pl-
wdrazanie.club/login/
ipko/gfx/
PKOBankPolski-
Light.woff

0 bytes N/A
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BEHAVIOR

No behavior found.
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WEB ANALYSIS REPORT
#1587708

ARTIFACTS

File

-

Filename

-

URL

URL Category IP Address Country HTTP Methods Verdict

Domain

Domain IP Address Country Protocols Verdict

IP

IP Address Domains Country Protocols Verdict

Email

-

Email Address

-

Mutex

-

Registry

-

https://olx.pl-wdrazanie.club/
login/ipko/confirm.php?
id=141bce3762cc5dd755317
7055e7c3089

104.21.61.192 GET MALICIOUS

https://olx.pl-wdrazanie.club/
login/ipko/sms_files/logo-iko-
simple-64.svg

104.21.61.192 GET MALICIOUS

https://olx.pl-wdrazanie.club/
login/ipko/gfx/
PKOBankPolski-Regular.woff

104.21.61.192 GET MALICIOUS

https://olx.pl-wdrazanie.club/
login/ipko/gfx/
PKOBankPolski-Light.woff

104.21.61.192 GET MALICIOUS

https://code.jquery.com/
jquery-3.5.1.min.js

69.16.175.42 GET CLEAN

olx.pl-wdrazanie.club 104.21.61.192 HTTPS CLEAN

code.jquery.com 69.16.175.42 HTTPS CLEAN

104.21.61.192 olx.pl-wdrazanie.club United States TCP, DNS, HTTPS CLEAN

69.16.175.42
code.jquery.com,
cds.s5x3j6q5.hwcdn.net

United States TCP, DNS, HTTPS CLEAN

172.67.213.17 olx.pl-wdrazanie.club United States DNS CLEAN

69.16.175.10
code.jquery.com,
cds.s5x3j6q5.hwcdn.net

United States DNS CLEAN
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Process

-
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WEB ANALYSIS REPORT
#1587708

YARA / AV

YARA (2)

Ruleset Name Rule Name Rule Description File Type Filename Classification Verdict

Phishing BlackhatCoder_iPKO
iPKO phishing page
from
Phishkit.BlackhatCoder

Web Request - Phishing 5/5

Phishing BlackhatCoder_iPKO
iPKO phishing page
from
Phishkit.BlackhatCoder

Web Request - Phishing 5/5
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WEB ANALYSIS REPORT
#1587708

ENVIRONMENT

Virtual Machine Information

Analyzer Information

Software Information

Name win7_64_sp1-web

Description

Architecture x86 64-bit

Operating System Windows 7

Kernel Version 6.1.7601.17514 (3844dbb9-2017-4967-be7a-a4a2c20430fa)

Network Scheme Name Local Gateway

Network Config Name Local Gateway

Analyzer Version 4.1.1

Web Engine Version 1.5.0 / 02/08/2021 15:19

Static Engine Version 1.6.0

Built-in AV Version AVCORE v2.2 Linux/x86_64 11.0.1.19 (November 12, 2020)

Built-in AV Database Update
Release Date

2021-06-04 07:28:45+00:00

VTI Ruleset Version 3.8

YARA Built-in Ruleset Version 1.5

Analysis Report Layout Version 10

Adobe Acrobat Reader Version Not installed

Microsoft Office Not installed

Microsoft Office Version Not installed

Internet Explorer Version 8.0.7601.17514

Chrome Version 70.0.3538.77

Firefox Version Not installed

Flash Version Not installed

Java Version Not installed
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