
DYNAMIC ANALYSIS REPORT
#1069164

MALICIOUS

Classifications: Ransomware Wiper

Threat Names: Trojan.GenericKD.46036754

Verdict Reason: -

Sample Type Windows Exe (x86-32)

Sample Name ClubHouse.exe

ID #354462

MD5 0b30c8bd37d51f2818ccba788c52dab3

SHA1 37a107065aed53ee7f358ab93cedb1aa168d18b0

SHA256 acc6e87935368643d87179159fd49c31cb9ae2ad41472dc5f531612390fb6c6d

File Size 1492.43 KB

Report Created 2021-04-07 12:41 (UTC+2)

Target Environment win10_64_th2_en_mso2016 | exe
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OVERVIEW

VMRay Threat Identifiers (24 rules, 36 matches)

Score Category Operation Count Classification

4/5 User Data Modification Renames user files 1 Ransomware

(Process #2) clubhouse.exe renames multiple user files.• 

4/5 User Data Modification Modifies content of user files 1 Ransomware

(Process #2) clubhouse.exe modifies the content of multiple user files.• 

4/5 User Data Modification Deletes user files 1 Wiper

(Process #2) clubhouse.exe deletes multiple user files.• 

4/5 Antivirus Malicious content was detected by heuristic scan 1 -

Built-in AV detected the sample itself as "Trojan.GenericKD.46036754".• 

3/5 Defense Evasion Tries to detect the presence of antivirus software 1 -

(Process #2) clubhouse.exe tries to detect antivirus software via WMI query: "SELECT * FROM AntivirusProduct".• 

3/5 Defense Evasion Tries to detect the presence of firewall software 1 -

(Process #2) clubhouse.exe tries to detect firewall via WMI query: "SELECT * FROM FirewallProduct".• 

2/5 Anti Analysis Tries to detect debugger 1 -

(Process #1) clubhouse.exe tries to detect a debugger via API "IsDebuggerPresent".• 

2/5 Discovery Executes WMI query 8 -

(Process #2) clubhouse.exe executes WMI query: SELECT * FROM Win32_DiskDrive.

(Process #2) clubhouse.exe executes WMI query: SELECT * FROM Win32_Processor.

(Process #2) clubhouse.exe executes WMI query: SELECT * FROM Win32_VideoController.

(Process #2) clubhouse.exe executes WMI query: SELECT * FROM Win32_OperatingSystem.

(Process #2) clubhouse.exe executes WMI query: SELECT * FROM AntivirusProduct.

(Process #2) clubhouse.exe executes WMI query: SELECT * FROM AntiSpyWareProuct.

(Process #2) clubhouse.exe executes WMI query: SELECT * FROM FirewallProduct.

(Process #2) clubhouse.exe executes WMI query: SELECT * FROM Win32_Process Where SessionId='1'.

• 

• 

• 

• 

• 

• 

• 

• 

2/5 Discovery Collects hardware properties 1 -

(Process #2) clubhouse.exe queries hardware properties via WMI.• 

2/5 Discovery Queries OS version via WMI 1 -

(Process #2) clubhouse.exe queries OS version via WMI.• 

2/5 Discovery Enumerates running processes 2 -

(Process #2) clubhouse.exe enumerates running processes via WMI.

(Process #1) clubhouse.exe enumerates running processes.

• 

• 

2/5 Data Collection Reads sensitive ftp data 1 -

(Process #2) clubhouse.exe tries to read sensitive data of ftp application "FileZilla" by file.• 
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2/5 Heuristics Signed executable failed signature validation 1 -

C:\Users\RDhJ0CNFevzX\Desktop\ClubHouse.exe is signed, but signature validation failed.• 

2/5 Injection Writes into the memory of a process running from a created or modified executable 1 -

(Process #1) clubhouse.exe modifies memory of (process #2) clubhouse.exe.• 

2/5 Injection Modifies control flow of a process running from a created or modified executable 1 -

(Process #1) clubhouse.exe alters context of (process #2) clubhouse.exe.• 

1/5 Privilege Escalation Enables process privilege 2 -

(Process #1) clubhouse.exe enables process privilege "SeDebugPrivilege".

(Process #2) clubhouse.exe enables process privilege "SeDebugPrivilege".

• 

• 

1/5 Hide Tracks Creates process with hidden window 1 -

(Process #1) clubhouse.exe starts (process #1) clubhouse.exe with a hidden window.• 

1/5 Obfuscation Reads from memory of another process 1 -

(Process #1) clubhouse.exe reads from (process #1) clubhouse.exe.• 

1/5 Obfuscation Creates a page with write and execute permissions 1 -

(Process #1) clubhouse.exe allocates a page in a foreign process with "PAGE_EXECUTE_READWRITE" permissions, often used to dynamically unpack code.• 

1/5 Discovery Possibly does reconnaissance 2 -

(Process #2) clubhouse.exe tries to gather information about application "FileZilla" by file.

(Process #2) clubhouse.exe tries to gather information about application "Steam" by registry.

• 

• 

1/5 Network Connection Performs DNS request 2 -

(Process #2) clubhouse.exe resolves host name "ylleleri.xyz" to IP "80.78.246.22".

(Process #2) clubhouse.exe resolves host name "api.ip.sb" to IP "172.67.75.172".

• 

• 

1/5 Network Connection Connects to remote host 2 -

(Process #2) clubhouse.exe opens an outgoing TCP connection to host "80.78.246.22:80".

(Process #2) clubhouse.exe opens an outgoing TCP connection to host "172.67.75.172:443".

• 

• 

1/5 Obfuscation Resolves API functions dynamically 1 -

(Process #2) clubhouse.exe resolves 50 API functions by name.• 

1/5 Execution Executes itself 1 -

(Process #1) clubhouse.exe executes a copy of the sample at c:\users\rdhj0cnfevzx\desktop\clubhouse.exe.• 
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Mitre ATT&CK Matrix

Initial
Access

Execution Persistence
Privilege

Escalation
Defense
Evasion

Credential
Access

Discovery
Lateral

Movement
Collection

Command
and

Control
Exfiltration Impact

- - - - - -
#T1057
Process

Discovery
- - - - -

- - - -
#T1143
Hidden
Window

- - - - - - -

- - - -
#T1045

Software
Packing

- - - - - - -

-

#T1047
Windows

Management
Instrumentati

on

- - - - - - - - - -

- - - - - -

#T1082
System

Information
Discovery

- - - - -

- - - - - -

#T1063
Security
Software
Discovery

- - - - -

- - - - - - - - - - -
#T1486 Data

Encrypted
for Impact

- - - - - - - - - - -
#T1485 Data
Destruction

- - - - - - - -
#T1119

Automated
Collection

- - -

- - - - -
#T1081

Credentials
in Files

- - - - - -

- - - - - -

#T1083 File
and

Directory
Discovery

- - - - -

- - - - - - - -
#T1005 Data

from Local
System

- - -

- - - - - -
#T1012
Query

Registry
- - - - -
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Sample Information

Analysis Information

ID 1069164

MD5 0b30c8bd37d51f2818ccba788c52dab3

SHA1 37a107065aed53ee7f358ab93cedb1aa168d18b0

SHA256 acc6e87935368643d87179159fd49c31cb9ae2ad41472dc5f531612390fb6c6d

SSDeep 24576:X+9pDz+F22s53PLD7BVzCbagdfaAVvSB7qRKap7ATI6Whz25ug:X+9pDz+FsYxr7GIhIr

ImpHash f34d5f2d4577ed6d9ceec516c1f5a744

Filename ClubHouse.exe

File Size 1492.43 KB

Sample Type Windows Exe (x86-32)

Has Macros

Creation Time 2021-04-07 12:41 (UTC+2)

Analysis Duration 00:04:00

Termination Reason Timeout

Number of Monitored Processes 2

Execution Successfull False

Reputation Analysis Enabled

WHOIS Enabled

Built-in AV Enabled

Built-in AV Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Number of AV Matches 1

YARA Enabled

YARA Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Number of YARA Matches 0
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NETWORK

General

DNS

HTTP/S

DNS Requests

Type Hostname Response Code Resolved IPs CNames Verdict

HTTP Requests

Method URL Dest. IP Dest. Port Status Code Response Size Verdict

2811.68 KB total sent

5.96 KB total received

2 ports 80, 443

3 contacted IP addresses

0 URLs extracted

0 files downloaded

0 malicious hosts detected

3 DNS requests for 2 domains

1 nameservers contacted

0 total requests returned errors

1 URLs contacted, 2 servers

3 sessions, 1338.04 KB sent, 5.92 KB recivied

A ylleleri.xyz NoError 80.78.246.22 N/A

A
api.ip.sb,
api.ip.sb.cdn.cloudflare.net

NoError
172.67.75.172,
104.26.12.31, 104.26.13.31

api.ip.sb.cdn.cloudflare.net N/A

api.ip.sb
172.67.75.172,
104.26.12.31, 104.26.13.31

N/A

POST http://ylleleri.xyz/ 0 bytes N/A
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BEHAVIOR

Process Graph

Sample Start
#1

clubhouse.exe
#2

clubhouse.exe

Modify Memory

Modify Control Flow

Child Process
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Process #1: clubhouse.exe

Host Behavior

Type Count

ID 1

Filename c:\users\rdhj0cnfevzx\desktop\clubhouse.exe

Command Line "C:\Users\RDhJ0CNFevzX\Desktop\ClubHouse.exe" 

Initial Working Directory C:\Users\RDhJ0CNFevzX\Desktop\

Monitor Start Time Start Time: 77336, Reason: Analysis Target

Unmonitor End Time End Time: 239980, Reason: Terminated

Monitor Duration 162.64s

Return Code 0

PID 1076

Parent PID 2104

Bitness 32 Bit

Module 31

System 1

Window 4

Registry 3

File 1

Environment 2

User 1

Process 3

- 6

- 3

- 7
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Process #2: clubhouse.exe

Injection Information (6)

Injection Type Source Process Source / Target TID Address / Name Size Success Count

Dropped Files (6)

Filename File Size SHA256 YARA Match

ID 2

Filename c:\users\rdhj0cnfevzx\desktop\clubhouse.exe

Command Line "C:\Users\RDhJ0CNFevzX\Desktop\ClubHouse.exe"

Initial Working Directory C:\Users\RDhJ0CNFevzX\Desktop\

Monitor Start Time Start Time: 235002, Reason: Child Process

Unmonitor End Time End Time: 317522, Reason: Terminated by Timeout

Monitor Duration 82.52s

Return Code Unknown

PID 3888

Parent PID 1076

Bitness 32 Bit

Modify Memory
#1: c:
\users\rdhj0cnfevzx\des
ktop\clubhouse.exe

0x1380 0x400000(4194304) 0x400 1

Modify Memory
#1: c:
\users\rdhj0cnfevzx\des
ktop\clubhouse.exe

0x1380 0x402000(4202496) 0x15400 1

Modify Memory
#1: c:
\users\rdhj0cnfevzx\des
ktop\clubhouse.exe

0x1380 0x418000(4292608) 0x800 1

Modify Memory
#1: c:
\users\rdhj0cnfevzx\des
ktop\clubhouse.exe

0x1380 0x41a000(4300800) 0x400 1

Modify Memory
#1: c:
\users\rdhj0cnfevzx\des
ktop\clubhouse.exe

0x1380 0x37f008(3665928) 0x4 1

Modify Control Flow
#1: c:
\users\rdhj0cnfevzx\des
ktop\clubhouse.exe

0x1380 / 0xf74 - 1

C:
\Users\RDhJ0CNFevzX\AppData\Local\Temp
\tmp8757.tmp

90.65 KB
15c62711c4666b1feef66d141916481832178
3393941951af5ec074b0dc723ae

C:
\Users\RDhJ0CNFevzX\AppData\Local\Temp
\tmp8D62.tmp

8.94 KB
47c7914ffdab60df26a32f42286cd51c8d9756
e804aa4aaa0b4e33aa1f57c20a

C:
\Users\RDhJ0CNFevzX\AppData\Local\Temp
\tmp8D73.tmp

56.45 KB
0b4b9d2fcb48182574a9c2692776abe941bb4
cd3cff2cce621f561e02702572a

C:
\Users\RDhJ0CNFevzX\AppData\Local\Temp
\tmp8D84.tmp

87.95 KB
7457da4be96ace29a63aed71737d8f7bbfe49
82230488dfecd3953435bd67e45

C:
\Users\RDhJ0CNFevzX\AppData\Local\Temp
\tmp8D94.tmp

46.81 KB
7f094228ede8204496f72b2fe11b2f0981ac0cf
57b3f65ee9b471c82d570a5d4

C:
\Users\RDhJ0CNFevzX\AppData\Local\Temp
\tmp8DA5.tmp

1.64 KB
f075d76a06e0897d62d01de77567e44487820
1041462d4aca147d4f6236c3203
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Host Behavior

Type Count

Network Behavior

Type Count

System 141

Window 2

File 76

- 12

Registry 253

Environment 8

Module 59

User 3

COM 190

- 12

Keyboard 3

HTTP 2

DNS 3

TCP 4
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ARTIFACTS

File

SHA256 Filenames Category Filesize MIME Type Operations Verdict

Filename

Filename Category Operations Verdict

acc6e87935368643d87
179159fd49c31cb9ae2a
d41472dc5f531612390f
b6c6d

C:
\Users\RDhJ0CNFevzX\
Desktop\ClubHouse.exe

Sample File 1492.43 KB
application/
vnd.microsoft.portable-
executable

MALICIOUS

15c62711c4666b1feef6
6d14191648183217833
93941951af5ec074b0dc
723ae

C:
\Users\RDhJ0CNFevzX\
Documents\6RGBC4R6f
kZNUuT.docx, C:
\Users\RDhJ0CNFevzX\
AppData\Local\Temp\tm
p8757.tmp

Dropped File 90.65 KB application/zip
Access, Create, Read,
Write, Delete

CLEAN

47c7914ffdab60df26a32
f42286cd51c8d9756e80
4aa4aaa0b4e33aa1f57c
20a

C:
\Users\RDhJ0CNFevzX\
Documents\8B2VTze5Di
PdQSbD iBD.docx, C:
\Users\RDhJ0CNFevzX\
AppData\Local\Temp\tm
p8D62.tmp

Dropped File 8.94 KB application/zip
Access, Create, Read,
Write, Delete

CLEAN

0b4b9d2fcb48182574a9
c2692776abe941bb4cd
3cff2cce621f561e02702
572a

C:
\Users\RDhJ0CNFevzX\
Documents\CeTZXo-
jUvUDd_D.doc, C:
\Users\RDhJ0CNFevzX\
AppData\Local\Temp\tm
p8D73.tmp

Dropped File 56.45 KB application/CDFV2
Access, Create, Read,
Write, Delete

CLEAN

7457da4be96ace29a63
aed71737d8f7bbfe4982
230488dfecd3953435bd
67e45

C:
\Users\RDhJ0CNFevzX\
Documents\dsu6cZV71
Ci5rbF8L.docx, C:
\Users\RDhJ0CNFevzX\
AppData\Local\Temp\tm
p8D84.tmp

Dropped File 87.95 KB application/zip
Access, Create, Read,
Write, Delete

CLEAN

7f094228ede8204496f7
2b2fe11b2f0981ac0cf57
b3f65ee9b471c82d570a
5d4

C:
\Users\RDhJ0CNFevzX\
Documents\nqcKw6_Tq
5C.docx, C:
\Users\RDhJ0CNFevzX\
AppData\Local\Temp\tm
p8D94.tmp

Dropped File 46.81 KB application/zip
Access, Create, Read,
Write, Delete

CLEAN

f075d76a06e0897d62d0
1de77567e4448782010
41462d4aca147d4f6236
c3203

C:
\Users\RDhJ0CNFevzX\
Documents\VJkUMUrIlr
Ls6.docx, C:
\Users\RDhJ0CNFevzX\
AppData\Local\Temp\tm
p8DA5.tmp

Dropped File 1.64 KB application/zip
Access, Create, Read,
Write, Delete

CLEAN

C:
\Users\RDhJ0CNFevzX\Desktop\ClubHouse.
exe.config

Accessed File Access CLEAN

C:
\Windows\Microsoft.NET\Framework\v4.0.30
319\Config\machine.config

Accessed File Read, Access CLEAN

C:\Program Files\Internet
Explorer\iexplore.exe

Accessed File Access CLEAN

C:
\Users\RDhJ0CNFevzX\Documents\6RGBC4
R6fkZNUuT.docx

Dropped File Access CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Local\Temp
\tmp8757.tmp

Dropped File Access, Create, Read, Write, Delete CLEAN

C:
\Users\RDhJ0CNFevzX\Documents\8B2VTze
5DiPdQSbD iBD.docx

Dropped File Access CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Local\Temp
\tmp8D62.tmp

Dropped File Access, Create, Read, Write, Delete CLEAN

X-Ray Vision for Malware - www.vmray.com 13 / 24



DYNAMIC ANALYSIS REPORT
#1069164

Filename Category Operations Verdict

URL

URL Category IP Address Country HTTP Methods Verdict

Domain

Domain IP Address Country Protocols Verdict

IP

IP Address Domains Country Protocols Verdict

C:
\Users\RDhJ0CNFevzX\Documents\CeTZXo-
jUvUDd_D.doc

Dropped File Access CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Local\Temp
\tmp8D73.tmp

Dropped File Access, Create, Read, Write, Delete CLEAN

C:
\Users\RDhJ0CNFevzX\Documents\dsu6cZV
71Ci5rbF8L.docx

Dropped File Access CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Local\Temp
\tmp8D84.tmp

Dropped File Access, Create, Read, Write, Delete CLEAN

C:
\Users\RDhJ0CNFevzX\Documents\nqcKw6_
Tq5C.docx

Dropped File Access CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Local\Temp
\tmp8D94.tmp

Dropped File Access, Create, Read, Write, Delete CLEAN

C:
\Users\RDhJ0CNFevzX\Documents\VJkUMU
rIlrLs6.docx

Dropped File Access CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Local\Temp
\tmp8DA5.tmp

Dropped File Access, Create, Read, Write, Delete CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\Fil
eZilla\recentservers.xml

Accessed File Access CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\Fil
eZilla\sitemanager.xml

Accessed File Access CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Local\Nord
VPN

Accessed File Access CLEAN

http://ylleleri.xyz 80.78.246.22 POST CLEAN

ylleleri.xyz 80.78.246.22 DNS, HTTP CLEAN

api.ip.sb
172.67.75.172, 104.26.12.31,
104.26.13.31

DNS CLEAN

api.ip.sb.cdn.cloudflare.net
172.67.75.172, 104.26.12.31,
104.26.13.31

DNS CLEAN

192.168.0.1 - UDP, DNS CLEAN

80.78.246.22 ylleleri.xyz Russia DNS, TCP, HTTP CLEAN

172.67.75.172
api.ip.sb,
api.ip.sb.cdn.cloudflare.net

United States HTTPS, DNS, TCP CLEAN

104.26.12.31
api.ip.sb,
api.ip.sb.cdn.cloudflare.net

United States DNS CLEAN

104.26.13.31
api.ip.sb,
api.ip.sb.cdn.cloudflare.net

United States DNS CLEAN
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Email

-

Email Address

-

Mutex

-

Registry

Registry Key Operations Parent Process Name Verdict

HKEY_LOCAL_MACHINE\Software\Microsoft
\.NETFramework

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft
\.NETFramework\DbgJITDebugLaunchSettin
g

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft
\.NETFramework\DbgManagedDebugger

read, access clubhouse.exe CLEAN

HKEY_PERFORMANCE_DATA access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft
\Windows NT\CurrentVersion

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft
\Windows NT\CurrentVersion\InstallationType

read, access clubhouse.exe CLEAN

HKEY_CURRENT_USER access clubhouse.exe CLEAN

HKEY_CURRENT_USER\SOFTWARE\Micro
soft\Windows\CurrentVersion\Internet
Settings\Connections

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Internet
Settings\Connections

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Polici
es\Microsoft\Windows\CurrentVersion\Interne
t Settings

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\.NETFramework

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\.NETFramework\LegacyWPADSupport

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows NT\CurrentVersion\Time
Zones\W. Europe Standard Time

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows NT\CurrentVersion\Time
Zones\W. Europe Standard Time\TZI

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows NT\CurrentVersion\Time
Zones\W. Europe Standard Time\Dynamic
DST

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows NT\CurrentVersion\Time
Zones\W. Europe Standard
Time\MUI_Display

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows NT\CurrentVersion\Time
Zones\W. Europe Standard Time\MUI_Std

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows NT\CurrentVersion\Time
Zones\W. Europe Standard Time\MUI_Dlt

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\.NETFramework\v4.0.30319

access clubhouse.exe CLEAN
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Registry Key Operations Parent Process Name Verdict

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\.NETFramework\v4.0.30319\HWRPortR
euseOnSocketBind

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\.NETFramework\AppContext

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\.NETFramework\v4.0.30319\SchUseStr
ongCrypto

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows NT\CurrentVersion

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows
NT\CurrentVersion\ProductName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows
NT\CurrentVersion\CSDVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\WO
W6432Node\Clients\StartMenuInternet

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\WO
W6432Node\Clients\StartMenuInternet\IEXPL
ORE.EXE

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\WO
W6432Node\Clients\StartMenuInternet\IEXPL
ORE.EXE\shell\open\command

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\Addr
essBook

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\Addr
essBook\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\Addr
essBook\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\Conn
ection Manager

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\Conn
ection Manager\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\Conn
ection Manager\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\Direc
tDrawEx

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\Direc
tDrawEx\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\Direc
tDrawEx\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\DXM
_Runtime

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\DXM
_Runtime\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\DXM
_Runtime\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\Font
core

access clubhouse.exe CLEAN
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HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\Font
core\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\Font
core\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\IE40

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\IE40\
DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\IE40\
DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\IE4D
ata

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\IE4D
ata\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\IE4D
ata\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\IE5B
AKEX

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\IE5B
AKEX\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\IE5B
AKEX\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\IEDa
ta

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\IEDa
ta\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\IEDa
ta\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\Mobil
eOptionPack

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\Mobil
eOptionPack\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\Mobil
eOptionPack\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\MPla
yer2

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\MPla
yer2\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\MPla
yer2\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\Sche
dulingAgent

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\Sche
dulingAgent\DisplayName

read, access clubhouse.exe CLEAN
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HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\Sche
dulingAgent\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\WIC

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\WIC\
DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\WIC\
DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{0FA
68574-690B-4B00-89AA-B28946231449}

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{0FA
68574-690B-4B00-89AA-
B28946231449}\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{0FA
68574-690B-4B00-89AA-
B28946231449}\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{13A
4EE12-23EA-3371-91EE-EFB36DDFFF3E}

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{13A
4EE12-23EA-3371-91EE-EFB36DDFFF3E}
\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{13A
4EE12-23EA-3371-91EE-EFB36DDFFF3E}
\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB21517
57

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB21517
57\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB21517
57\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB24671
73

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB24671
73\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB24671
73\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB25248
60

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB25248
60\DisplayName

read, access clubhouse.exe CLEAN
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HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB25248
60\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB25446
55

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB25446
55\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB25446
55\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB25497
43

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB25497
43\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB25497
43\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB25650
63

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB25650
63\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB25650
63\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB98257
3

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB98257
3\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{1D8
E6291-
B0D5-35EC-8441-6616F567A0F7}.KB98257
3\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{2BC
3BD4D-FABA-4394-93C7-9AC82A263FE2}

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{2BC
3BD4D-
FABA-4394-93C7-9AC82A263FE2}\DisplayN
ame

read, access clubhouse.exe CLEAN
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HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{2BC
3BD4D-
FABA-4394-93C7-9AC82A263FE2}\DisplayV
ersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{33d
1fd90-4274-48a1-9bc1-97e33d9c2d6f}

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{33d
1fd90-4274-48a1-9bc1-97e33d9c2d6f}
\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{33d
1fd90-4274-48a1-9bc1-97e33d9c2d6f}
\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{3c3
aafc8-d898-43ec-998f-965ffdae065a}

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{3c3
aafc8-d898-43ec-998f-965ffdae065a}
\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{3c3
aafc8-d898-43ec-998f-965ffdae065a}
\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{65e
650ff-30be-469d-b63a-418d71ea1765}

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{65e
650ff-30be-469d-
b63a-418d71ea1765}\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{65e
650ff-30be-469d-
b63a-418d71ea1765}\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{691
3e92a-b64e-41c9-a5e6-cef39207fe89}

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{691
3e92a-b64e-41c9-a5e6-
cef39207fe89}\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{691
3e92a-b64e-41c9-a5e6-
cef39207fe89}\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{710f
4c1c-cc18-4c49-8cbf-51240c89a1a2}

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{710f
4c1c-
cc18-4c49-8cbf-51240c89a1a2}\DisplayNam
e

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{710f
4c1c-
cc18-4c49-8cbf-51240c89a1a2}\DisplayVersi
on

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{901
60000-008C-0000-0000-0000000FF1CE}

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{901
60000-008C-0000-0000-0000000FF1CE}
\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{901
60000-008C-0000-0000-0000000FF1CE}
\DisplayVersion

read, access clubhouse.exe CLEAN
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HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{901
60000-008C-0409-0000-0000000FF1CE}

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{901
60000-008C-0409-0000-0000000FF1CE}
\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{901
60000-008C-0409-0000-0000000FF1CE}
\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{9BE
518E6-ECC6-35A9-88E4-87755C07200F}

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{9BE
518E6-ECC6-35A9-88E4-87755C07200F}
\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\{9BE
518E6-ECC6-35A9-88E4-87755C07200F}
\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{B175520C-86A2-35A7-8619-86DC379688B
9}

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{B175520C-86A2-35A7-8619-86DC379688B
9}\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{B175520C-86A2-35A7-8619-86DC379688B
9}\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{BD95A8CD-1D9F-35AD-981A-3E7925026E
BB}

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{BD95A8CD-1D9F-35AD-981A-3E7925026E
BB}\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{BD95A8CD-1D9F-35AD-981A-3E7925026E
BB}\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{ca67548a-5ebe-413a-b50c-4b9ceb6d66c6}

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{ca67548a-5ebe-413a-
b50c-4b9ceb6d66c6}\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{ca67548a-5ebe-413a-
b50c-4b9ceb6d66c6}\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{e6e75766-da0f-4ba2-9788-6ea593ce702d}

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{e6e75766-da0f-4ba2-9788-6ea593ce702d}
\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{e6e75766-da0f-4ba2-9788-6ea593ce702d}
\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699
A5}

access clubhouse.exe CLEAN

X-Ray Vision for Malware - www.vmray.com 21 / 24



DYNAMIC ANALYSIS REPORT
#1069164

Registry Key Operations Parent Process Name Verdict

Reduced dataset

Process

Process Name Commandline Verdict

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699
A5}\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699
A5}\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699
A5}.KB2151757

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699
A5}.KB2151757\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699
A5}.KB2151757\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699
A5}.KB2467173

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699
A5}.KB2467173\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699
A5}.KB2467173\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699
A5}.KB2524860

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699
A5}.KB2524860\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699
A5}.KB2524860\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699
A5}.KB2544655

access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699
A5}.KB2544655\DisplayName

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699
A5}.KB2544655\DisplayVersion

read, access clubhouse.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\Windows\CurrentVersion\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699
A5}.KB2549743

access clubhouse.exe CLEAN

clubhouse.exe "C:\Users\RDhJ0CNFevzX\Desktop\ClubHouse.exe" MALICIOUS

clubhouse.exe "C:\Users\RDhJ0CNFevzX\Desktop\ClubHouse.exe" MALICIOUS
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YARA / AV

Antivirus (1)

File Type Threat Name Filename Verdict

SAMPLE Trojan.GenericKD.46036754
C:
\Users\RDhJ0CNFevzX\Desktop\ClubHouse.
exe

MALICIOUS
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ENVIRONMENT

Virtual Machine Information

Analyzer Information

Software Information

Name win10_64_th2_en_mso2016

Description win10_64_th2_en_mso2016

Architecture x86 64-bit

Operating System Windows 10 Threshold 2

Kernel Version 10.0.10586.0 (0de6dc23-8e19-4bb7-8608-d54b1e6fa379)

Network Scheme Name Local Gateway

Network Config Name Local Gateway

Analyzer Version 4.1.1

Dynamic Engine Version 4.1.1 / 02/08/2021 15:19

Static Engine Version 1.6.0

Built-in AV Version AVCORE v2.2 Linux/x86_64 11.0.1.19 (November 12, 2020)

Built-in AV Database Update
Release Date

2021-04-07 06:55:16+00:00

VTI Ruleset Version 3.8

YARA Built-in Ruleset Version 1.5

Analysis Report Layout Version 10

Adobe Acrobat Reader Version Not installed

Microsoft Office 2016

Microsoft Office Version 16.0.4266.1003

Internet Explorer Version 11.0.10586.0

Chrome Version Not installed

Firefox Version Not installed

Flash Version Not installed

Java Version Not installed
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