DYNAMIC ANALYSIS REPORT

#12763660

Classifications: Banking Trojan
MALICIOUS Threat Names: Ursnif

Verdict Reason: -

Sample Type Windows DLL (x86-32)

File Name €609894b274a6¢c42e971e8082af 8fd167ad edaef5d 1a3816d5acea04839f0b35.dI1
ID #6769998

MD5 85fab4c2a97ad3alf8bd64af62450511

SHAL db92c0a81e8b27d222607e093ccc9d00485db119

SHA256 €609894h274a6c42e971e8082af8fd167adedaef5d1a3816d5acea04839f0b35

File Size 592.00 KB

Report Created 2023-01-24 00:00 (UTC+1)

Target Environment win7_64_spl_en_mso02016 | exe
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DYNAMIC ANALYSIS REPORT

#12763660

OVERVIEW

VMRay Threat Identifiers (4 rules, 6 matches)

Score Category Operation Count Classification

5/5 YARA Malicious content matched by YARA rules 2 Banking Trojan

* Rule "Ursnif_Gen_C2_Format" from ruleset "Malware" has matched on the function strings for (process #1) hpdlipgxs.exe.

* Rule "Ursnif_Gen_C2_Format" from ruleset "Malware" has matched on a memory dump for (process #1) hpdlipgxs.exe.

Anti Analysis Delays execution 1
« (Process #1) hpdlipgxs.exe has a thread which sleeps more than 5 minutes.

User Data Modification Uses encryption API 1
« (Process #1) hpdlipgxs.exe uses above average number of encryption APIs.

Obfuscation Resolves API functions dynamically 2

« (Process #1) hpdlipgxs.exe resolves 135 API functions by name.

« (Process #3) wmiprvse.exe resolves 77 API functions by name.

_ Trusted Known clean file 1

* Embedded file "" is a known clean file.
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#12763660

Mitre ATT&CK Matrix

. A q Privilege Defense Credential p Lateral B Command . .
Initial Access Execution Persistence Eacmian Eaa e Discovery e Collection e o] Exfiltration Impact
#T71045
Software
Packing
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Sample Information

ID

MD5

SHA1L
SHA256
SSDeep
ImpHash
File Name
File Size
Sample Type

Has Macros

Analysis Information

Creation Time
Analysis Duration
Termination Reason
Number of Monitored Processes
Execution Successful
Reputation Enabled
WHOIS Enabled
Built-in AV Enabled
Built-in AV Applied On
Number of AV Matches
YARA Enabled

YARA Applied On

Number of YARA Matches

#6769998

85fa54c2a97ad3alf8bd64af62450511
db92c0a81e8b27d222607e093ccc9d00485db119
€609894b274a6c42e971e8082af8fd167adedaef5d1a3816d5acea04839f0b35
12288:cysmuJC4fktsdyjIGL44CIz8IwsWydY0INRI:cT7loyjXTKdInz
78b4b07ec49eab1076c53alalcf86078
e609894b274a6c42e971e8082af8fd167adedaef5d1a3816d5acea04839f0b35.dlI
592.00 KB

Windows DLL (x86-32)

v

2023-01-24 00:00 (UTC+1)
00:04:00

Timeout

4

False

v
x

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
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DYNAMIC ANALYSIS REPORT
#12763660

M VMRAY

%) User Account Control @

K@ Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name:  hpDLipgiS.exe
Publisher: Unknown
File origin: Hard drive on this computer

() Show details
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A 30O

xa8hI M hpDLipgyS

ph\PJRT_» It

NI )
Bed Yet Range

Blle 20 [T ] ' s

Screenshots truncated
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#12763660

NETWORK

General

5.10 KB total sent

8.68 KB total received

2 ports 80, 53

5 contacted IP addresses
8 URLs extracted

1 files downloaded

0 malicious hosts detected

DNS

2 DNS requests for 2 domains
1 nameservers contacted

2 total requests returned errors

HTTPIS

7 URLs contacted, 4 servers

7 sessions, 4.94 KB sent, 8.34 KB received

HTTP Requests

Method URL Dest. IP Dest. Port Status Code Response Size Verdict

http://protectioon.cdn4.mozilla.net/fonts/GFNmN_2Fv/
EB_2Ff35IBSVIAPL3S13/G00GZ OEr8CgP4EWtbN3/
s_2FJAPFrn1C7uk3Q35fZ2/_2FODDOK3TH2G/... ...
GET tvhdghxhwrnXxzKs/mOPzS1IFDfKozh2/ - - 0 bytes
s5luF_2B9XJC17m8rz/dS5t8BRD5/
NYmPJyeFBNTN_2BWZJqY/U4n0QAEAHOesDgNVXEI/
8TzOIXbGz2ugAgrLT/r_2F.bak

http://protectioon.cdn4.mozilla.net/fonts/
iISRVIBvOMXSMa2Ji_2F/GT82FMxGoymkAZ3E_2BNb5/
YriH7PZEElcaw/WrKjEwg8/xdPtbXs4_2FisFBMWyUFwI...
GET ...FYUCXX9PE/f74q9Grv2cO3R0JbpB/39D 78cO3N/ - - 0 bytes
w032fpABBDDcRw2d50Uk/pmbTrIDBV3w8iuvmDFf/
dg9FpgHt217yiqYCtC5Sgn/im_2B8JDZcDyHJ67E/
f_2Bz.bak

http://protectioon.cdn4.mozilla.net/fonts/
5IPJZCWvu_2F SIFe3sg0/Sfpd_2Fw87KnDk4pxI6/
uM9uh5TWjfwKZ S3I2AnPIU/IGGOVZzmwR3UdR/
GET JOGZVILY/L... ..uCTOp/pQTZW6E{SMQGINNG/ - - 0 bytes
gL3gPJ1GIAg9A5Fuah/oOglOZAIE/
BF_2FVS8VhOnC36_2Fr_/2F8HbGQ_2FpwvePkBZQ/
NRS92Zc5auHhOwt07hfydG/_2FelVCX|/5.bak

http://protectioon.cdn4.mozilla.net/fonts/
wIGcS0YfmDDIfDzUwG/1Cd4dnsAO/
K7aWTy6svk4_2FY6Jpfs/TsilOVIchR3VcH7dOWM/
GET 096BotPUs4wYb5cweclL... ...9Cilx/ - - 0 bytes
ihS7HOlaDolv6HVONCV46/2h0918HxZXDeYyyK/
ntwgEOazxTX8GJk/lyyx6rojyJ_2BiKZIl/aTpQUKOUr/
Ccb8iKeFIzpNZagywwyz/N2sHckONr_2/FkJ.bak

http://trackingg-protectioon.cdn4.mozilla.net/fonts/
L3wYUAH I2rRuLwvILLog81/z8ABMqSJICYFQY/dz32cLsE/

GET Flimf3Dil_2BAKECPKjfN5L/DYWtPUWT... ...50cYpdFmO/ B R 0 bytes
d_2FCoisB/Eyc1IOyN6ncqTV6_2Ff / Y
2BPeQp3fqrucB91i4Me/3Z SAryawW gXONuyeeCGRDe/

WpWiBTDHIW;|7r/2F3dLkmE/ILIS6IRQE5_2Bo5/0ZS.bak

http://trackingg-protectioon.cdn4.mozilla.net/fonts/
anvI4DF57th/vO3Ek6IULQbT8h/
JCjOCwe5R_2FSSEW_2F6m/AdqS_2FBQBTM3A38/
GET el6lxOdem_2F... ...VOTpMLOHoXai/9eH 1oFs5el/ - - 0 bytes
mjlICAa7Te7xSKclV/ASiItFTqdSvr6/bMZ2mKINhDP/
nfDIpWVt5zhXu_/2BiW PI8pSWHhoQsLroVpy/
L6TtA507r Eool8FVAW p/ms.bak
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Method

GET

GET

GET

GET

GET

GET

GET

GET

GET

DNS Requests

Type
A

A

URL

http://trackingg-protectioon.cdn4.mozilla.net/fonts/
HW8zAOY4KqE_2BIBQxXqiK/_2BggljsDn7Rs/cb8bpux3/
NVaRJ9pAMaxXxFteTQq43_2/BASePVZI... ...
1FIfqiEpdBraN9UHODR/EEpetG_2BDp_2BXIN_2/
F9Eaoun3dH Qfmur59xnuKY/r GsIP6nXCrcwT/9okpWr FT/
wla7Tho_2BbO0_2BdGNgIIP/YOXk_2Fyq/CTe 2B.bak

http://trackingg-protectioon.cdn4.mozilla.net/fonts/
FFu8QJqgB450XgFmN1i/gmUxw2HBsgltuiWx_2Fn6/
yA8FahHjwziTP/Khum2D9f/BKyX70zBxQKI... ...VhPP/
DwdQhvolLu3_2Fq15rt/ROI1huLjj/
YSOT6JSNOBrR_2BOLEXN/LC53k4blksPVMK24DeD/
BHKgRXxewTpOp0ZG_2FDdTD/DZbFE840hFpoB/
7V_2BenfrMNo/H.bak

http://80.77.23.77/fonts/RjqLycliOWEhHUdn38dGd/
TJCs4UupBl44_2BJ/xC22XKe2asuLoAS/
D_2FkWTIB2CPxx5z8U/OafMYpcsy/
BXXWSzGHJIhVKLNS7LSZA/... ...yepkIAl2MJ/
_2BtLKv048od/jwcGh_2FvIhiwUXbSfMuLVZIlaP/
DgNGioFU4Qm1m2wf_2BX9/AIMGj2dpgesbaOxz/
QdeJrRKLUlJCzF5/nrAQ5KzWmBMvmgJ/xych.bak

http://80.77.25.109/fonts/8epz1t_2Fn86AMrKA6_2B0/
WOYmJIPHIKhAOWbgXtp7Ab/74sKTQ7xI27y9uBYOKym 1K
E/OKP9ZHZkOe/oipurPeUiJBR4hFhF/H5sWv...
...e8/3H5tTsdwnZhcNo_2FdF5/b2knUg4340gN_2F3UwS/
VkiNENOD50Bs_2Fdl_2B0C/6GuC_2F3ajDTM/VyeFrLIp/
dfkKm12JZpM9yiF0_2BiDzuU/oQiEg2ek3E/e.bak

http://80.77.25.109/fonts/EPT 9utPC 1ladvBEuonHXwK/
INCcjSGbwWsITS/cLEIURUF/

SvZrRnzfl4cVDBEZGIwOD 7hiw_2Fh6Rfkj/
aCclgl7nn_2FetFWv/rLVlo... ..._2B4At6C/adtnwJZB/
ueE9CH3hWwOflxnVXcg_/2FK3HOSIVPYqCV67J_2/
F2DIbEZPX0guDzr6dMglh5/
TFCQUEUGIjiH3/8IcLV207/8PzQAMUDCT9arsg/Maetc.bak

http://170.130.165.182/fonts/YXW T4AU8gIKfD5nz82G_2Bx/
GfIXohgLXX/TWVPpHPW40iV4ISNF/A_2FgmLjWqgql/
s_2BPi8ekE0/Y4S97WsDdTOeV2/pdzvOgzH... ...2F/
980H Y3kqREKLzATIXTYbk_/2BUJAfTyqQy_2/FITvIrYK/
JP6X5ZM7H YulxceF 1JwC YQZ/EQOAjezZSs/
4QJIXSsnHSvkWadqOX/LeSkLAHSw_2F5qPv_/2FssgT.bak

http://80.77.23.77/fonts/zW YgGWSPxXXE9nwQ_2B/
iITTCRbNZzT/ahU_2FdYHST800F0JT4x/
3LibgOuC_2F2DIcpEpk/vyLOxu368G6kxNp37v4Rs2/
_2BO8_2FsDBL... ..Wdsz_2FlcsBIOzbQ8/
p_2Fht9nYzZfbgbA/20xdaOgNywuc2Yw/
OkfLwTw7L142xDsnAx/qAKKPknbS/
kKUIpYK5h8wEQ91fFMUU/TcyMVgY5ouZuMpreVtl/
FHg8l.bak

http://80.77.25.114/fonts/mHtZy;jl0/lw6fkq0I08toJR Zty 2tDaiJ
/4jQnUzz6uR/_2FafMnyZ6W 1khg_2/BQkGIs95Yx3t/
ImgphNUXfCV/EuuOgWDRoZCpN3/gv... .../
N7W3NCcEQJ4Kwt0zDjCU/ZG8sa_2FTT7PsDpO0cGczi/
K4nD3eZHnHwA4T/5zzRwOli/
JDc8olgeEdux2SUumV3FIZU/Gyhb2_2BWC/
mQseCoK0QJ2dktFxd/D2pcj.bak

http://170.130.165.182/fonts/fOVSIh4Z YOJdOFgW TdUdOzU/
h8I_2F5ZNIw3MzTIY17IDO7mrj_/2FGXddeQjt1X/
rj5BfBMKPfL/_2Fr3r2T3BFijF/742_2B 2... ...

8zvtcfZ5HpT T3uP4RtWr_/2FoZU_2F6_2B7/fM8tUsXU/
VO76RHiFe2N7vu_2FRVTaHH/_2BcRPmoul/
9MO_2FWPwGjOS6kHE/nwd3tRUOQIpM/zjxeettl 7CY/
Sz.bak

Hostname

protectioon.cdn4.mozilla.net

trackingg-protectioon.cdn4.mozilla.net

Dest. IP

Response Code

NX_DOMAIN

NX_DOMAIN

Dest. Port

Status Code Response Size

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

Resolved IPs CNames
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BEHAVIOR

Process Graph

#3
RPC Server wmiprvse.exe

#1 RPC Server >
hpdlipgxs.exe RPC Server

Sample Start

#5
wmiprvse.exe
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Process #1: hpdlipgxs.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

Host Behavior

Type

System
Module
File

Environment

User

COoM

Network Behavior

Type
HTTP

TCP

c:\users\keecfmwgj\desktop\hpdlipgxs.exe

"C:\Users\kEecfMwgj\Desktop\hpDLipgxS.exe" /dIl="C:

\Users\KEECFM~1\Desktop\e609894b274a6c42e971e8082af8fd167adedaef5d1a3816d5acea04839f0b35.dII"

C:\Users\kEecfMwgj\Desktop\

Start Time: 38460, Reason: Analysis Target

End Time: 278533, Reason: Terminated by timeout
240.07s

Unknown

3800

1888

32 Bit

Count

240

232

42

42

25

Count

15

X-Ray Vision for Malware - www.vmray.com
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#12763660

Process #2: svchost.exe

ID 2

File Name c:\windows\system32\svchost.exe

Command Line C:\Windows\system32\svchost.exe -k netsvcs
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 46745, Reason: RPC Server
Unmonitor End Time End Time: 278533, Reason: Terminated by timeout
Monitor duration 231.79s

Return Code Unknown

PID 872

Parent PID 3800

Bitness 64 Bit
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Process #3: wmiprvse.exe

ID 3

File Name c:\windows\system32\wbem\wmiprvse.exe
Command Line C:\Windows\system32\wbem\wmiprvse.exe -secured -Embedding
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 46745, Reason: RPC Server
Unmonitor End Time End Time: 278533, Reason: Terminated by timeout
Monitor duration 231.79s

Return Code Unknown

PID 3180

Parent PID 872

Bitness 64 Bit

Dropped Files (2)

File Name File Size SHA256 YARA Match
€3b0c44298fc1c149afbf4c8996fh92427ae41e4649b934ca495991b7852
- 0 bytes x
b855
e3b0c44298fc1c149afbf4c8996fh92427ae41e4649b934ca495991b7852
- 0 bytes x
b855
Host Behavior
Type Count
Module 83
System 28
Registry 3
File 2
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#12763660

Process #5: wmiprvse.exe

ID 5

File Name c:\windows\syswow64\wbem\wmiprvse.exe
Command Line C:\Windows\sysWOW 64\wbem\wmiprvse.exe -secured -Embedding
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 48001, Reason: RPC Server
Unmonitor End Time End Time: 128121, Reason: Terminated
Monitor duration 80.12s

Return Code 0

PID 3852

Parent PID 872

Bitness 32 Bit

Host Behavior

Type Count
System 8
Mutex 1
Module 23
Registry 17
File 1
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File
SHA256 File Names Category File Size MIME Type Operations Verdict
C:
\Users\kEecfMwgj\Desktop\e609894b
€609894b274a6c42€971e80 274a6c42e971e8082af8fd167adedaefs5 application/
82af8fd167ade4aef5d1a3816 d1a3816d5acea04839f0h35.dll, C: Sample File 592.00 KB vnd.microsoft.portable- Access MALICIOUS
d5acea04839f0b35 \Users\KEECFM~1\Desktop\e609894 executable

b274a6c42e971e8082af8fd167adedaef
5d1a3816d5acea04839f0b35.dlI

d465172175d35d493fh1633e
237700022bd849fa12316479 - Downloaded File 548 bytes text/html - CLEAN
0b168b8318ach090

Filename
File Name Category Operations
C:
\Users\kEecfMwgj\Desktop\e609894b274a6¢c42e971e8082af8fd167ad Accessed File, Sample File Access MALICIOUS

e4aef5d1a3816d5acea04839f0b35.dlI

C:\Windows\system32\OemLogo.Bmp Accessed File Access CLEAN

C:\Users\kEecfMwgj\Desktop\hpDLipgxS.exe Accessed File Access CLEAN

c\lsarpc Dropped File, Modified File - CLEAN

c\srvsve Dropped File, Modified File - CLEAN

System Paging File Accessed File Access CLEAN

C:\Windows\system32\WBEM\Logs\ Accessed File Access CLEAN

<
[}
=
| I I

\??2\C:\Windows\system32\Oemnfo.Ini Accessed File Access CLEAN

URL

URL Category IP Address Country HTTP Methods Verdict

http://80.77.25.109/fonts/

EPT9utPC 1ladvBEuonHxwK/INcjSGbwWsITS/
cLEIURUF/SvZrRnzfl4cVDEEZGIwOD7h/
w_2Fh6Rfkj/aCclql7nn_2FetFWv/rLVio...

.._2BA4t6C/adtn6wJZB/ . ) _
ueE9CH3hWwOflxnVXcg_/ 80.77.25.109 GET -
2FK3HoSIVPYqCV67_2/

F2DIbEZPX0guDzr6dMglhs/

TFCQUEUGIjiH3/8IcLV207/8PzQAMUDCT9arsq
/Maetc.bak

http://170.130.165.182/fonts/

fOVSIh4ZY0JdOFgW TdUdOzU/h8I_2F5ZNI/

w3MzTIY17IDO7mrj_/2FGXddeQjt1X/

ri5BfSMKPfL/_2Fr3r2T3BFijF/742_2B_2... ... R ; _
82VICIZ5HQPT T3UPARIWI_[2F0zU 276, 287 170.130.165.182 GET CLEAN
fM8tUsXU/NVO76RHiFe2N7vu_2FRVTaHH/

_2BcRPmMYuUL/9mO_2FWPWGjOSEKHE/

nwd3tRUOQIpM/zjxeettl 7CY/Sz.bak

http://trackingg- protectioon.cdn4.mozilla.net/fonts

Janvl4DF57th/ivO3EK6luLQbT8h

JCjOCwe5R_2FSSEW_2F6m/

AdgS_2FBQBTM3A38/e16IxOdem_2F...

.VOTpMLOHoXai/9eH1oF s5el/ - - - -
mjlICAa7Te7xSKclV/ASiItFTqdSvré/

bMZ2mKJINhDP/nfDIpWVt5szhXu_/

2BiW PI8pSWHhoQsLrOVpy/

L6TtASO7rEool8FVAW p/ms.bak

http://trackingg- protectioon.cdn4.mozilla.net/fonts

/FFu8QJqgB450XgFmN 1i/

gmUxw2HBsgltuiWwx_2Ffn6lyA8FahHjwzi TP/

Khum2D9f/BKyX70zBxQKI... ... VhPP/

DwdQhvolLu3 2Fq15ryROIThuLjj/ - - - -
YSOT6ISNOBrR_2BOLEXN/

LC53k4blksPVMK24DeD/

BHKgRxewTpOp0ZG_2FDdTD/

DZbFE840hFpoB/7V_2BenfrMNo/H .bak
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URL Category IP Address Country HTTP Methods Verdict

http://80.77.23.77/fonts/zW YgGWSPXXE9nwQ_2

B/i1lTTCRbNzT/ahU_2FdYHST800F0JT4x/

3LibgOuC_2F2DIcpEpk/

vyLOxu368G6kxNp37v4Rs2/_2BO8_2FsDBt... B . _
Wdsz_2FIcsBIOZbQ8lp_2FhtanYzZfbgbA/ 8077.23.77 GET CLEAN
20xdaOgNywuc2Yw/OkfLwTw7LI42xDsnAx/

AKKPknbS/kKUIpYK5h8wEg91fFMUU/
TeyMVgY5ouZuMpreVtl/FHg8l.bak

http://80.77.25.109/fonts/

8epz1t 2Fn86AMIKAG_2B0O/W9YmJIPH IkhAOu/

bgXtp7Ab/74sKTQ7xI27y9uBYOKym 1KE/

O0KP9ZHZkOe/oipurPeUiJBR4hFhF/H5sW\v...

..e8/3H5tTsdwnZhcNo_2FdF5/ - 80.77.25.109 - GET
b2knUg4340gN_2F3UwS/

VKiNENOD50Bs_2Fdl_2B0OC/6GUC_2F3ajDTM/

VyeFrLIp/dfkKml2JZpM9yiF0_2BiDzuU/

0QiEg2ek3E/e.bak

http://trackingg-protectioon.cdnd.mozilla.net/fonts

/HW8zAOY4KgE_2BIBQxXqiK/_2BggljsDn7Rs/

ch8bpux3/NVaRJ9pAMaxXxFteTQq43_2/

BASePvZI... ... 1FIfqiEpdBr3aN9UHODR/ B B R ~
EEpetG_2BDp_2BXIN_2/

F9Eaoun3dH Qfmur59xnuKY/rGsIPenXCrcwT/

9okpWrFT/wla7Tho_2BbO0_2BdGNgIJP/
YOXk_2Fyq/CTe_2B.bak

http://protectioon.cdn4.mozilla.net/fonts/
isSRVIBvOMXSMa2Ji_2F/
GT82FMxGoymkAZ3E_2BNb5/
YriH7PZEElcaw/WrKjEwgs/

xdPtbXs4_2FisFBMWYUFwI... ...fYUCXX9PE/ : . ) .
f74g9Grv2cO3R0JbpB/39D 78cO3N/
w032fpABBDDcRw2d50Uk/

pmbTrIDBV3w8iuvmDFf/
dg9FpgHt217yiqYCtC5San/
im_2B8JDZcDyHJ67E/f_2Bz.hak

http://trackingg-protectioon.cdnd.mozilla.net/fonts

/L3WYUAH 12rRuLwvILLog81/zZ8ABmgSJICyFQY/

dz32cLsE/FIimf3Dil_2BAKECPKjfN5L/

DYWtPUWT... ...50cYpdFmO/d_2FCoisB/

Eyc1JOyN6ncqTV6_2Ff / - - - -
2BPeQp3fqrucB9liaMe/

3ZSAryawW gXONuyeeCGRDe/

wpWiBTDHIW;|7r/2F3dLkmE/ILIS6IRQE5_2Bos5/

OZS.bak

http://protectioon.cdn4.mozilla.net/fonts/

5IPJZCWvu_2FSIFe3sg0/

SfpJ_2Fw87KnDk4px16/

uM9OuhSTWjfwKZ S312AnPIU/NIGGOVzmwR3Ud

RIJOGZVOLy/L... ..uCTOp/ - - - -
PQTZW6fSMQGINNG/gL3gPJ1GIAg9ASFuah/

00gIOZAIE/BF_2FVS8VbOnC36_2Fr_/

2F8HhGQ_2FpwvePkBZQ/

NRS92Zc5auHhOwt07hfydG/_2FelVCXj/5.bak

http://protectioon.cdn4.mozilla.net/fonts/

GFNmN_2FV/EB_2Ff35|BSVIAPL3S13/

GO0GZOEr8CgP4EWtbN3/

s_2FJAPFrn1C7uk3Q35fZ2/

_2FODDOK3TH2G... ...tvhdghxhwrnXxzKs/ - - - -
mOPzS1IFDfKozh2/s5luF_2B9XJC17m8rz/

dS5t8BRD5/NYmPJyeFBNTn_2BWZJqY/

U4n0QAEAHOesDgNVXEI/

8TzOIXbGz2ugAgrLT/r_2F.bak

http://80.77.25.114/fonts/mHtZyjl0/
Iw6fkq0I08toJR Zty2tDaiJ/4jQnUzz6uR/
_2FafMnyZ6W 1khg_2/BQkGIs95Yx3t/

ImgphNUXfCV/EuuOgWDRoZCpN3/qv... .../ B .
N7W3NCEQJI4Kwt0zDjCU/ 80.77.25.114 GET [ cean |

ZGB8sa_2FTT7PsDpO0cGczi/K4anD3eZHnHwWAT
/5zzRwOlIi/JDc8olgeEdux2SUumV3FIZU/
Gyhb2_2BW C/mQseCoK0QJ2dktFxd/D2pcj.bak

http://80.77.23.77/fonts/

RjoLycliOWEhHUdN38dGd/TICs4UupBl44_2BJ

IxC22XKe2asuLoAS/D_2FkWTIB2CPxx5z8U/

OafMYpcsy/3XXW SzGHJIhVKLNS7LSZA!...

..yepkIAI2MJ/_2BtLKvo48od/jwcGh_2Fvi/ - 80.77.23.77 - GET
wUXbSfMuLVZIaP/

DgNGioFU4Qmim2wf 2BX9/

AIMGj2dpge6b40xz/QdedrRKLUIICZF5/

nrAQ5KzWmBMvmgJd/xych.bak
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URL Category
http://protectioon.cdn4.mozilla.net/fonts/
wIGcS0YfmDDIfDzUwG/1Cd4dnsAO/
K7aWTy6svk4_2FY6Jpfs/

TsilOVIchR3VcH7dOWM/

096BotPUs4wYb5cwcL... ...9Cilx/ -
ihS7HOlaDo1v6HVONCV46/2h0918HXxZXDeYyy
K/ntwgEOazxTX8GJIk/lyyx6rojyJ_2BiKZIl/
aTpQUKOIUr/Ccq58iKeFIzpNZaywwyz/
N2sHckONr_2/FkJ.bak

http://170.130.165.182/fonts/
YXWT4AU8gIKID5nz82G_2Bx/Gf1XohgLXX/
TWvPpHPW 40iVAISNF/A_2FgmLjwqgl/
s_2BPi8ekE0/Y4S97WsDdTOeV2/pdzvOgzH...
...2F/980HY3kgREKLzdTIXTYbk_/ -
2BUJAfTyqQy_2/FITvIrYK/

jPEX5ZM7HYulxceF 1JwCYQZ/EQOAjezZSs/
4QJIXSsnHSvkWadqOX/Le5SkL4HSw_2F5qPv_/
2FssgT.bak

Domain

Domain
protectioon.cdn4.mozilla.net -

trackingg-protectioon.cdn4.mozilla.net -

1P

IP Address
80.77.25.114 -
80.77.23.77 -

80.77.25.109 -

170.130.165.182 -

Mutex

Name

Registry

Registry Key

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Internet
Explorer\Version

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Internet
Explorer\Main

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet Explorer

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Internet
Explorer\Main\[E1I0RunOnceLastShown

HKEY_CURRENT_USER\SOFTWAREMicrosoft\Internet
Explorer\Main\IEBRunOnceLastShown_TIMESTAMP

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Ses
sion Manager\Memory Management

HKEY_CURRENT_USER\SOFTWAREMicrosoft\Internet
Explorer\Main\lEBRunOnceLastShown

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Internet
Explorer\Main\[E1I0RunOnceLastShown_TIMESTAMP

HKEY_CURRENT_USER\SOFTWAREMicrosoft\Internet
Explorer\Main\Check_Associations

HKEY_LOCAL_MACHINE\Software\Microsoftt\ WBEM\CIMOM

HKEY_LOCAL_MACHINE\Software\Microsoftt\ WBEM\CIMOM\Enab
leObjectValidation

Domains

IP Address

170.130.165.182

IP Address

Operations

access

Operations

read, access

access

access

access, write

access, write

access

access, write

access, write

access, write

access, create

read, access

Country

Country

Country

Germany

Germany

Germany

United States

Parent Process Name

wmiprvse.exe

Parent Process Name

wmiprvse.exe

wmiprvse.exe

wmiprvse.exe

wmiprvse.exe

wmiprvse.exe

wmiprvse.exe

wmiprvse.exe

wmiprvse.exe

wmiprvse.exe

wmiprvse.exe

wmiprvse.exe

X-Ray Vision for Malware - www.vmray.com

HTTP Methods Verdict

- CLEAN

Protocols Verdict
- CLEAN
:
Protocols Verdict
HTTP, TCP [ ciean |
HTTP, TCP CLEAN

<
@
=
2

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

<
@
=
a2

CLEAN
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Registry Key Operations Parent Process Name Verdict
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Ses .
N — - read, access wmiprvse.exe CLEAN
sion Manager\Memory Management\PagingFiles

Process
Process Name Commandline Verdict
svchost.exe C:\Windows\system32\svchost.exe -k netsvcs
wmiprvse.exe C:\Windows\system32\wbem\wmiprvse.exe -secured -Embedding
"C:\Users\kEectfMwgj\Desktop\hpDLipgxS.exe" /dIl="C:
hpdlipgxs.exe \Users\KEECFM~1\Desktop\e609894b274a6c42e971e8082af8fd167adedaef5d1a3816d5acea04839f0b
35.dll"
wmiprvse.exe C:\Windows\sysWOW 64\wbem\wmiprvse.exe -secured -Embedding
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YARA | AV

YARA (2)

Ruleset Name Rule Name Rule Description File Type File Name Classification Verdict
Malware Ursnif_Gen_C2_Format \?aZrif;Jrr]{TS]at string of multiple Ursnif Function Strings - Banking Trojan 5/5
Malware Ursnif_Gen_C2_Format C2 format string of multiple Ursnif Memory Dump - Banking Trojan 5/5

variants
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ENVIRONMENT

Virtual Machine Information

Name

Description
Architecture

Operating System
Kernel Version

Network Scheme Name

Network Config Name

Platform Information

Platform Version
Dynamic Engine Version
Static Engine Version

AV Exceptions Version

Link Detonation Heuristics Version

Smart Memory Dumping Rules
Version

Config Extractors Version
Signature Trust Store Version
VMRay Threat Identifiers Version

YARA Built-in Ruleset Version

Software Information

Adobe Acrobat Reader Version
Microsoft Office

Microsoft Office Version
Hangul Office

Hangul Office Version

Internet Explorer Version
Chrome Version

Firefox Version

Flash Version

Java Version

System Information

Sample Directory
Computer Name
User Domain
User Name

User Profile

Temp Directory

win7_64_spl_en_ms02016

win7_64_spl_en_mso2016

x86 64-bit

Windows 7

6.1.7601.18741 (2e37f962-d699-492c-aaf3-f9f4e9770b1d)
Local Gateway

Local Gateway

471

4.7.1/11/21/2022 04:40
4.7.1.0/2022-11-21 03:00:41
4.7.2.20/ 2022-12-15 11:43:19

4.7.2.20/ 2022-12-15 11:43:19

4.7.2.20/ 2022-12-15 11:43:19

4.7.2.22/ 2023-01-05 11:05:11
4.7.2.21/ 2023-01-03 15:44:56
4.7.2.23/ 2023-01-07 18:36:42

47221

Not installed
2016
16.0.4266.1001
Not installed
Not installed
8.0.7601.17514
Not installed
Not installed
Not installed

8.0.1710.11

C:\Users\kEecfMwgj\Desktop
QIIATRKPRH

QIIATRKPRH

kEectMwgj
C:\Users\kEecfMwgj

C:\Users\KEECFM~1\AppData\Local\Temp

X-Ray Vision for Malware - www.vmray.com
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System Root C:\Windows

X-Ray Vision for Malware - www.vmray.com 20/20
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