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OVERVIEW

VMRay Threat Identifiers (28 rules, 125 matches)

Score

5/5

5/5

5/5

5/5

Category Operation Count
System Modification Modifies operating system directory 5

« (Process #6) wmplayer.exe creates file "\?2\C:\Windows\SysWOW64\ntdll.dIl" in the OS directory.

« (Process #7) behind-any-heavy.exe creates file "\?\C:\Windows\SysWOW 64\ntdll.dll" in the OS directory.

« (Process #7) behind-any-heavy.exe creates file "\?2\C:\Windows\SysWOW 64\control.exe" in the OS directory.
* (Process #6) wmplayer.exe creates file "\?2\C:\Windows\SysWOW 64\control.exe" in the OS directory.

* (Process #8) control.exe creates file "\?2\C:\Windows\SysWOW 64\ntdll.dll" in the OS directory.

Input Capture Captures clipboard data 1
« (Process #11) explorer.exe reads data from clipboard.

YARA Malicious content matched by YARA rules 3

* YARA detected "XLoader_3" from ruleset "Malware" in memory dump data from (process #8) control.exe.
* YARA detected "XLoader_3" from ruleset "Malware" in memory dump data from (process #6) wmplayer.exe.

* YARA detected "XLoader_3" from ruleset "Malware" in memory dump data from (process #7) behind-any-heavy.exe.

Data Collection Combination of other detections shows multiple input capture behaviors 1
« (Process #11) explorer.exe captures keyboard and potentially exfiltrates data.

Obfuscation Reads from memory of another process 5

« (Process #5) rundll32.exe reads from (process #6) wmplayer.exe.

« (Process #7) behind-any-heavy.exe reads from (process #8) control.exe.

« (Process #6) wmplayer.exe reads from (process #7) behind-any-heavy.exe.
« (Process #6) wmplayer.exe reads from (process #8) control.exe.

« (Process #8) control.exe reads from (process #9) next_story.exe.

Anti Analysis Tries to detect kernel debugger 1

« (Process #6) wmplayer.exe tries to detect a kernel debugger via API "NtQuerySystemInformation”.

Exploit Exploits a vulnerability in MS Office 1

« Exploits equation editor vulnerability CVE-2017-11882 or CVE-2018-0802 in MS Office.

Network Connection Performs DNS request 20
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« (Process #11) explorer.exe resolves hostname "www.noonprince.site" to IP "64.225.91.73".

* (Process #11) explorer.exe resolves hostname "www.edirassini.com” to IP "23.231.93.253".

« (Process #11) explorer.exe fails to resolve hostname "www.araclarinlav.net"

« (Process #11) explorer.exe resolves hostname "www.framedeals.buzz" to IP "104.21.73.200".

« (Process #11) explorer.exe resolves hostname "www.gchiase2.click” to IP "52.74.11.229".

« (Process #11) explorer.exe resolves hostname "www.3ycgf7x2.com" to IP "156.235.147.223".

« (Process #11) explorer.exe resolves hostname "www.sahibinizim.com" to IP "85.159.66.93".

« (Process #11) explorer.exe fails to resolve hostname "www.farfetich.com"

« (Process #11) explorer.exe resolves hostname "www.darkbert.cloud" to IP "74.208.236.60".

« (Process #11) explorer.exe resolves hostname "www.sbys021.cyou" to IP "67.198.197.12".

« (Process #11) explorer.exe fails to resolve hostname "www.steanmcomunity.com"

« (Process #11) explorer.exe resolves hostname "www.linyapda.com" to IP “104.223.129.53".

« (Process #11) explorer.exe resolves hostname "www.camrose.top” to IP "66.29.131.66".

« (Process #11) explorer.exe resolves hostname "www.ketomealplann.online” to IP *162.240.81.18".
* (Process #11) explorer.exe resolves hostname "www.workationdelsol.com" to IP "81.169.145.159".
* (Process #11) explorer.exe resolves hostname "www.solusiphone.com” to IP "202.52.146.246".

« (Process #11) explorer.exe resolves hostname "www.qsw17.com" to IP "154.204.182.49".

« (Process #11) explorer.exe fails to resolve hostname "www.e-fite.com"

« (Process #11) explorer.exe resolves hostname "www.hsph.net" to IP "156.234.184.200".

« (Process #11) explorer.exe resolves hostname "www.mcqueen08.shop" to IP "198.252.104.158".

“ Network Connection Connects to remote host 16 -

« (Process #11) explorer.exe opens an outgoing TCP connection to host "104.223.129.53:80".
« (Process #11) explorer.exe opens an outgoing TCP connection to host "156.234.184.200:80".
« (Process #11) explorer.exe opens an outgoing TCP connection to host "198.252.104.158:80".
« (Process #11) explorer.exe opens an outgoing TCP connection to host "66.29.131.66:80".

« (Process #11) explorer.exe opens an outgoing TCP connection to host "52.74.11.229:80".

« (Process #11) explorer.exe opens an outgoing TCP connection to host "64.225.91.73:80".

« (Process #11) explorer.exe opens an outgoing TCP connection to host "202.52.146.246:80".
« (Process #11) explorer.exe opens an outgoing TCP connection to host "154.204.182.49:80".
« (Process #11) explorer.exe opens an outgoing TCP connection to host "67.198.197.12:80".

« (Process #11) explorer.exe opens an outgoing TCP connection to host "85.159.66.93:80".

« (Process #11) explorer.exe opens an outgoing TCP connection to host "23.231.93.253:80".

« (Process #11) explorer.exe opens an outgoing TCP connection to host "104.21.73.200:80".

« (Process #11) explorer.exe opens an outgoing TCP connection to host "81.169.145.159:80".
« (Process #11) explorer.exe opens an outgoing TCP connection to host "162.240.81.18:80".

« (Process #11) explorer.exe opens an outgoing TCP connection to host "74.208.236.60:80".

* (Process #11) explorer.exe opens an outgoing TCP connection to host "156.235.147.223:80".

m Network Connection Downloads file 1 Downloader

« (Process #8) control.exe downloads file via http from hxxp://iwww][.]sqlite[.]Jorg/2017/sqlite-dll-win32-x86-3180000.zip.

“ Network Connection Attempts to connect through HTTP 34 -
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« (Process #11) explorer.exe connects to hxxp://www/[.Jdarkbert[.]cloud/6rpu/.
« (Process #11) explorer.exe connects to hxxp://www/[.Jframedeals|.]Jbuzz/6rpu/.
« (Process #11) explorer.exe connects to hxxp://www[.Jsbys021[.Jcyou/6rpul/.

« (Process #11) explorer.exe connects to hxxp:/www[.Jsolusiphone[.Jcom/6rpu/?
Ppu=faBeZhPX5eU5QXnFE+dc5CPYIMW UyD TtNeptDe6h+cF53wfgkO0luiweZ 75MuMUHzFer SygnYX91ViN 9G 1duoM BKfooktpsW GEW EJ85M 6Qr A&OZtw Yy=0HzOYF.

« (Process #11) explorer.exe connects to hxxp:/www[.]sbys021[.Jcyou/6rpu/?Ppu=Rcz2mjU140A8QPxc1N20acQWO0VRi8XNHbgU YKLKbYTAEagufCdnbRwOPW/
Gop3dIJvGGvn9orV1ZZoltHd4LeW C1vTbbcjBsq04JHSaAYe2A&0ZtwYy=0HzOYF.

« (Process #11) explorer.exe connects to hxxp:/iwww[.]linyapda[.Jcom/6rpu/.
« (Process #11) explorer.exe connects to hxxp:/www[.Jnoonprincel.]site/6rpu/.

« (Process #11) explorer.exe connects to hxxp:/www[.Jframedeals[.]buzz/6rpu/?
Ppu=kYINAY0yQ323qkefT2XXzDAGfk6UP2Z8qRCN Sz8Z +f0C QfYwboH LsC+C3xIpdzKWEXr+OWy9bbGV1GkwXCaF ZfOYVChXXaLqY4/rWEj3RUSR&DZ5B=cD5cmhdy.

« (Process #11) explorer.exe connects to hxxp://www[.Jmcqueen08][.]Jshop/6rpu/?
Ppu=8yF31yfwMGrwMgoGkeZINAXs9+B9vI5goW UEgFESOXLujVmhnvwjmM2B3xNOF xdj+W RtsZIGrVX1s Tyg4/MVxCvZ4V21BvasvilPj TalilbE&DZ5B=cD5cmhdy.

« (Process #8) control.exe connects to hxxp://www[.]sqlite[.]Jorg/2017/sqlite-dll-win32-x86-3180000.zip.
« (Process #11) explorer.exe connects to hxxp://www[.Jcamrosel[.]top/6rpul.

« (Process #11) explorer.exe connects to hxxp:/www[.Jgchiase2[.]click/6rpu/?
Ppu=mVJIWZfSFHBRFUER TuOklOQuZ AXsug76Rb6U 1r41UolL2D X3aPzUPzNqBIjYL7ti450ag3Bo61Z 11bJeC G+GGgpjFIX3p2LcfmCwIgsQT40TU&DZ5B=cD5cmhdy.

* (Process #11) explorer.exe connects to hxxp://www[.Jhsph[.]net/6rpu/?Ppu=bp/
9yUFv91JJcN4INIhXerCAgTu6Or+k1MYOlurax5GDgLc+waT Z9JvidW LEdxfT51792dN+01Rq7OGIRfOJTNYGmkd40z97hk03rUvU Ixej&DZ5B=cD5cmhdy.

* (Process #11) explorer.exe connects to hxxp://www[.]ketomealplann[.Jonline/6rpu/.

« (Process #11) explorer.exe connects to hxxp://www/[.]Jedirassini[.Jcom/6rpu/?Ppu=ImQVSyUGXzQpzZ/
oFi4h3H+24HKXEY2nSdAW JvneOcGgUMami2cKwsJYEJKxKHg8oLM 7F69N EQAVQI58PgH 8f3g+0+F+5h2vKnRoveqo7gmla&0ZtwYy=0HzOYF.

« (Process #11) explorer.exe connects to hxxp:/www[.]linyapda[.Jcom/6rpu/?Ppu=JNMUS5IRtITQe5nN O1Sbk4VxBC Xr LW LA+kd/L3q3uoel 7JjKZIKIMPyD JgqUHRKY/
QYEd1fE6OY]cL8erFU5Zx1XTZddScdwaDztYOOAT IncL&DZ5B=cD5cmhdy.

« (Process #11) explorer.exe connects to hxxp://www[.Jcamrosel[.]top/6rpu/?Ppu=N+W SMgmgRmb14d9QzRyAN 3xsZ DrnSAfhhEAa8OEYiCceR00EiXBRMbPxz1+3g8N Vlie0/
YhDg1RnPn7pB4JelyplFUJz8NQwEq50/aBJ34jg&DZ5B=cD5cmhdy.

* (Process
#11) explorer.exe connects to hxxp://www[.Jnoonprincel.]site/6r pu/?Ppu=jJ/+gArpHQbXobQt+ 1kiSxkEHX4M STPPinzeM Gb0J4bJuhldtq7hM8J Tt7JawuX2uibibnvCsht7tkz Sgek/
YHT9h54N81SDw8rE87yE9Zwo&DZ5B=cD5cmhdy.

« (Process #11) explorer.exe connects to hxxp://www[.Jworkationdelsol[.Jcom/6rpu/?
Ppu=bEVJe5rzhlpgg+KFzm7Z+MzxelhnwO+hrgllyrCW TePQJ5Zn93SpngadGKgonJquotF4GeuUAaT MG+CUilcdmFrYfPuJEoj4aymWhQI+O0AJ&DZ5B=cD5cmhdy.

« (Process #11) explorer.exe connects to hxxp://www[.]Jsahibinizim[.Jcom/6rpu/.

* (Process #11) explorer.exe connects to hxxp:/www[.Jketomealplann[.Jonline/6r pu/?Ppu=YhpgcRwO6+pW SfeSjyLhlLoZP/
EzdYIskOTmH SB5wknwPdVcUjrVLVOVIK7YW CaX0UccOKRnfdC48X7PtpX8/Wj5tY 1GsAn75acQ2dSPUICC&0ZtwYy=0HzOYF.

« (Process #11) explorer.exe connects to hxxp:/iwww[.Jsahibinizim[.Jcom/6rpu/?Ppu=1Jg/
LhGK9DOZEGM pf20lbPXQGZgyLkiplhmFhim GKm2rNGugXmLfg2nedVtlUVUZ0TQZBbOz6gvW TDwJIXkmVYYKgAUnwn9bOW CBM GhBNErqQ&DZ5B=cD5cmhdy.

« (Process #11) explorer.exe connects to hxxp:/www[.Jmcqueen08][.]shop/6rpu/.
« (Process #11) explorer.exe connects to hxxp:/www[.Jgsw17[.Jcom/6rpu/.
« (Process #11) explorer.exe connects to hxxp://www[.Jworkationdelsol[.Jcom/6rpu/.

« (Process #11) explorer.exe connects to hxxp://www/[.]Jedirassini[.Jcom/6rpu/?Ppu=ImQVSyUGXzQpZ/
0Fi4h3H+24HKXEY2nSdAW JvneOcGgUMami2cKwsJYEJKxKHg8oLM 7F69N EQAVQIS8PgH8f3g+0+ F+5h2vKnRoveqo7gmla&DZ5B=cD5cmhdy.

« (Process #11) explorer.exe connects to hxxp://www[.Jhsph[.Jnet/6rpu/.
« (Process #11) explorer.exe connects to hxxp://www[.]solusiphone[.Jcom/6rpu/.

« (Process #11) explorer.exe connects to hxxp://www[.Jagsw17[.Jcom/6rpu/?Ppu=JVO1m5e/3foRHFKnNRvmMKZH7D 1Zp5kDwhgVsUBOwS8GWoPpxixjOIR TL1XpPhi20/
iXpzZpAddedLxDwI+fDFr8e+q9qulLfVANO901R 7V42&DZ5B=cD5cmhdy.

« (Process #11) explorer.exe connects to hxxp:/www[.Jsolusiphone[.Jcom/6rpu/?
Ppu=faBeZhPX5eU5QXnFE+dc5CPYIMW UyD TtNeptDe6h+cF53wfgkO0luiweZ 75MuMUHZzFer SygnY X91ViN9G 1duoM BKfooktpsW GEW EJ85M6QrA&D Z5B=cD5cmhdy.

* (Process #11) explorer.exe connects to hxxp://www[.Jgchiase2[.]Jclick/6rpu/.

« (Process #11) explorer.exe connects to hxxp:/iwww[.]darkbert[.Jcloud/6rpu/?Ppu=ZIX90GMmr800gOg59rJ1Sg68W W CkPNLZbOE+DI3GgNea2l 8xU 9jjz42bwig3b+jjRv/
wmCHBdMxVdM SvPhr8nNujTmRdkSiXjzcB21PbyZmB&0ZtwYy=0HzOYF.

« (Process #8) control.exe connects to hxxp:/iwww[.]3ycgf7x2[.Jcom/6rpu/?Ppu=9sSRcqZov6QtqdzmkSZBGZmXdQYu9z+k6EQEB/
Sh3ZqUM3BBgmi3SjIHjOpo7drCVTaguvFHZF5loeh60TyBKIOIwK6sDJGoLREcM JkpJ4t8&DZ5B=cD5cmhdy&wn=1.

« (Process #11) explorer.exe connects to hxxp://www[.]Jedirassini[.Jcom/6rpu/.

“ Execution Document tries to create process 1 -

» Document creates (process #3) cmd.exe.

“ Injection Writes into the memory of another process 5 Injector
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* (Process #5) rundll32.exe modifies memory of (process #6) wmplayer.exe.

* (Process #6) wmplayer.exe modifies memory of (process #7) behind-any-heavy.exe.
* (Process #6) wmplayer.exe modifies memory of (process #8) control.exe.

« (Process #8) control.exe modifies memory of (process #9) next_story.exe.

« (Process #8) control.exe modifies memory of (process #11) explorer.exe.

“ Injection Modifies control flow of another process 4 -

« (Process #5) rundll32.exe alters context of (process #6) wmplayer.exe.
« (Process #6) wmplayer.exe alters context of (process #7) behind-any-heavy.exe.
« (Process #8) control.exe alters context of (process #9) next_story.exe.

* (Process #8) control.exe alters context of (process #11) explorer.exe.

Reputation Known malicious file 1 -

* The sample itself is a known malicious file.

Reputation Contacts known malicious URL 5 -
« Reputation analysis labels the URL "hxxp://iwww/[.]framedeals[.]Jbuzz/6rpu/* which was contacted by (process #11) explorer.exe as Mal/[HTMLGen-A.

« Reputation analysis labels the URL "hxxp://iwww/[.]framedeals[.]buzz/6rpu/?Ppu=KkY...aFZfOYVChXXqLqY4/rWEj3RUsR&DZ5B=cD5cmhdy" which was contacted by (process #11)
explorer.exe as Mal/HTMLGen-A.

« Reputation analysis labels the URL "hxxp://iwww/[.]edirassini[.Jcom/6rpu/?Ppu=ImQ...8f3g+0+F+5h2vKnRoveqo7gmla&0ZtwYy=0HzOYF" which was contacted by (process #11)
explorer.exe as Mal/HTMLGen-A.

« Reputation analysis labels the URL "hxxp://iwww/[.]edirassini[.Jcom/6rpu/?Ppu=ImQ...8f3g+0+F+5h2vKnRoveqo7gmla&DZ5B=cD5cmhdy" which was contacted by (process #11)
explorer.exe as Mal/HTMLGen-A.

« Reputation analysis labels the URL "hxxp:/iwww/[.]edirassini[.Jcom/6rpu/* which was contacted by (process #11) explorer.exe as Mal/HTMLGen-A.

“ Reputation Resolves known malicious domain 3 -

« Reputation analysis labels the resolved domain "www.edirassini.com" as Mal/HTMLGen-A.
« Reputation analysis labels the resolved domain "www.framedeals.buzz" as Mal/HTMLGen-A.

« Reputation analysis labels the resolved domain "www.steanmcomunity.com" as Mal/[HTMLGen-A.

Persistence Installs system startup script or application 2 -

« (Process #5) rundll32.exe adds "0" to Windows startup via registry.

« (Process #8) control.exe adds "C:\Program Files (x86)\Windows Media Player\wmplayer.exe" to Windows startup via registry.

Discovery Enumerates running processes 1 -
* (Process #5) rundll32.exe enumerates running processes.

Anti Analysis Delays execution 2 -

« (Process #8) control.exe has a thread which sleeps more than 5 minutes.

« (Process #11) explorer.exe has a thread which sleeps more than 5 minutes.

Reputation Contacts known suspicious URL 2 -

« (Process #11) explorer.exe contacted known malicious URL hxxp:/ivww([.]Jgchiase2[.Jclick/6rpu/?Ppu=mVJ...GGgpjFIX3p2LcfmCwIg5QT40TU&DZ5B=cD5cmhdy.

« (Process #11) explorer.exe contacted known malicious URL hxxp://iwww/[.Jgchiase2][.]click/6rpul.

Reputation Resolves known suspicious domain 1 -

* Resolved domain "www.gchiase2.click" is a known suspicious domain.

Anti Analysis Tries to detect debugger 1 -
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« (Process #5) rundll32.exe tries to detect a debugger via APl "NtQueryInformationProcess".
Discovery Possibly does reconnaissance 2 -
« (Process #8) control.exe tries to gather information about application "Mozilla Firefox" by registry.
« (Process #8) control.exe tries to gather information about application "Mozilla Firefox" by file.
Data Collection Reads sensitive browser data 1 -
« (Process #8) control.exe tries to read credentials of web browser "Internet Explorer” by reading from the system's credential vault.
Defense Evasion Loads a dropped DLL 1 -
* (Process #8) control.exe loads dropped DLL sqlite3.dll.
Mutex Creates mutex 4 -
« (Process #6) wmplayer.exe creates mutex with name "0K12-A9Q7G4-282F".
« (Process #8) control.exe creates mutex with name "0K12-A9Q7G4-282F".
« (Process #8) control.exe creates mutex with name "121.541-4F23B2XB9".
« (Process #8) control.exe creates mutex with name "L96NQOTUUVCA42H_".
Crash A monitored process crashed 1 -
« (Process #2) eqnedt32.exe crashed.
4 R

Trusted Known clean file

» Embedded file "sqglite3.def" is a known clean file.
« Embedded file " is a known clean file.
« Embedded file "C:\Users\KEECFM~1\AppData\Local\Temp\_tcx1h.zip" is a known clean file.

« Embedded file "sqllite3.dll" is a known clean file.
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Mitre ATT&CK Matrix

Privilege Defense Credential Lateral Command

Initial Access Execution Persistence o vt e Discovery e Collection and Control Exfiltration Impact
#T1203 #T1060 #T1071
Exploitation for | Registry Run #T1112 Modify Cfgt}é)r?l?al s;;lc()essl R:rr-:gtle Olgwle #T1115 Standard
Client Keys / Startup Registry . Clipboard Data |  Application
. Dumping Discovery Copy
Execution Folder Layer Protocol
#T1119 #T1105
Egiosolnout #TlOlZ_ Query Automated Remote File
Sapie REGETR Collection Copy
#T71083 File #T1005 Data
and Directory from Local
Discovery System

#T1056 Input
Capture
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Sample Information

ID #8414598

MD5 Oaf0eeaac65d4a12706157a59180fde6

SHA1L 42e4e2ccfcd54589ac89c02d5dc050e483c8h888

SHA256 Oea61e3db99c96cf0b148d6f2ebab3ed8860c17be0298a7e5469330b0eech7d7

SSDeep 12288:WUr00QL9/JcoD CubwbwI390KE830qUXIhGUKKR +uQ6:9g0s9BcYC YVOn83EXIhGUKpuQ6
File Name schemas.rtf

File Size 2454.29 KB

Sample Type RTF Document

Has Macros v

Analysis Information

Creation Time 2023-07-17 11:30 (UTC)

Analysis Duration 00:04:02

Termination Reason Timeout

Number of Monitored Processes 10

Execution Successful True

Reputation Enabled v

WHOIS Enabled v

Built-in AV Enabled x

Built-in AV Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
Number of AV Matches 0

YARA Enabled v

YARA Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
Number of YARA Matches 16
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DYNAMIC ANALYSIS REPORT

#14956977

NETWORK

General

180.79 KB total sent
663.16 KB total received

2 ports 80, 53

18 contacted IP addresses
82 URLs extracted

75 files downloaded

24 malicious hosts detected

DNS

43 DNS requests for 21 domains
1 nameservers contacted

25 total requests returned errors

HTTPIS

33 URLs contacted, 16 servers

100 sessions, 177.41 KB sent, 660.98 KB received

HTTP Requests

Method URL
GET hxxp:/lwww[.Jmargosinc[.Jcom
GET hxxp:/iwvww[.Jmyxxxcentral[.Jcom
GET hxxp:/iwww[.]bazararairal.Jcom
GET hxxp:/iwww[.]litespeedtech[.Jcom/error-page
GET hxxp:/iwww/[.Jtaxrice[.Jcom
GET hxxp:/Mww[.]Jalextsoucas[.Jcom
GET hxxp:/iwww[.]sabao-barra[.Jcom
GET hxxp:/workationdelsol[.Jcom/xmirpc.php
GET hxxp:/inginx[.Jnet
GET hxxp:/iwww[.]Jdrsaulson[.Jcom
GET hxxp:/iwwwl[.]bjjfsd[.Jcom
GET hxxp:/iwww/[ Jinterjetinc[.Jcom
GET hxxp:/iwww[.Jconanstower[.Jcom
GET hxxp://push[.Jzhanzhang].]baidu[.Jcom/push.js
GET hxxp://fedoraproject[.Jorg
GET hxxp:/iwvww[.Jmadfishman[.Jcom
GET hxxp:/iwww[.]smartviolet].Jcom
GET hxxp:/iwww/[.Jithinkhealth[.Jcom

Dest. IP Dest. Port

X-Ray Vision for Malware - www.vmray.com

Status Code

Response Size

0 bytes CLEAN

0 bytes CLEAN

0 bytes CLEAN

0 bytes CLEAN

0 bytes CLEAN

0 bytes CLEAN

0 bytes CLEAN

0 bytes CLEAN

0 bytes CLEAN

0 bytes CLEAN

0 bytes CLEAN

0 bytes CLEAN

0 bytes CLEAN

0 bytes CLEAN

0 bytes CLEAN

0 bytes CLEAN

0 bytes CLEAN

2
2
=
g

0 bytes CLEAN
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Method

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

URL

hxxp:/iwww/[.]linyapda[.Jcom/list-3/4348.htm|

hxxp:/iww[.Jlinyapda[.Jcom/list-3/4675.html

hxxp:/iwww[.]linyapda[.Jcom/list-3/3627.html|

hxxp:/iwww[.]linyapda[.Jcom/list-4/023.html

hxxp:/iwwwl[.]linyapda[.Jcom/list-3/4905.htm|

hxxp:/iwww[.]linyapda[.Jcom/list-4/494.html

hxxp:/iwwwl[.]linyapda[.Jcom/list-4/434.htm!|

hxxp:/iwww/[.]linyapda[.Jcom//5.html

hxxp:/iww[.Jlinyapda[.Jcom/list-3/2544.html

hxxp:/iwww/[.]linyapda[.Jcom

hxxp:/iwww[.]linyapda[.Jcom/list-3/178.html

hxxp:/iwww[.]linyapda[.Jcom/list-3/3383.html|

hxxp:/iwww/[.]linyapda[.Jcom/list-3/676.html

hxxp:/iwww[.]linyapda[.Jcom/list-3/4597.html|

hxxp:/iwww[.]linyapda[.Jcom/list-4/033.html

hxxp:/iwwwl[ Jlinyapda[.Jcom//4.html

hxxp:/iwww[.]linyapda[.Jcom/list-3/4047.htm|

hxxp:/Aww[.Jlinyapda[.Jcom/list-3/2228.html

hxxp:/iwww[.]linyapda[.Jcom/list-3/968.html|

hxxp:/iwww[.]linyapda[.Jcom/list-4/056.html|

hxxp:/iwww[.]linyapda[.Jcom/list-4/029.html|

hxxp:/iwww[.]linyapda[.Jcom/list-3/127.html

hxxp:/iwww[.Jlinyapdal[.Jcom/list-3/4498.htm|

hxxp:/iwww/[.]linyapda[.Jcom/list-3/3459.htm|

hxxp:/iww[.Jlinyapda[.Jcom/list-3/4639.html

hxxp:/iwwwl[.]linyapda[.Jcom/list-3/4085.htm|

hxxp:/iwww[.]linyapda[.Jcom/list-3/4997.html|

hxxp:/iwww[.]linyapda[.Jcom/list-4/054.html

hxxp:/iwww/[.]linyapda[.Jcom/list-3/2807.html|

hxxp:/iwww[.]linyapda[.Jcom/list-4/350.html|

hxxp:/iwwwl[.]linyapda[.Jcom/list-3/4305.htm!|

hxxp:/iwwwl[ Jlinyapda[.Jcom/list-3/94.html

hxxp:/iwww/[.]linyapda[.Jcom/list-3/3538.htm|

hxxp:/Awwl[.Jlinyapda[.Jcom/list-4/039.html

hxxp:/iwww[.]linyapda[.Jcom/list-4/020.html

hxxp:/iwww[.]linyapda[.Jcom/list-3/4341.htm|

Dest. IP Dest. Port Status Code

X-Ray Vision for Malware - www.vmray.com

DYNAMIC ANALYSIS REPORT

Response Size

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

#14956977

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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#14956977

Method URL Dest. IP Dest. Port Status Code Response Size
GET hxxp:/iwwwl[.]linyapda[.Jcom/list-3/3754.html| - - - 0 bytes CLEAN
GET hxxp:/ivww[.Jlinyapda[.Jcom/list-4/050.htm| - - - 0 bytes CLEAN
GET hxxp:/iwww[.]linyapda[.Jcom/list-3/461.html - - - 0 bytes CLEAN
GET hxxp:/iwww[.]linyapda[.Jcom/list-4/129.html - - - 0 bytes CLEAN
GET hxxp:/iwww[.Jlinyapdal[.Jcom/list-3/3789.html - - - 0 bytes CLEAN
GET hxxp:/iwww[.]linyapda[.Jcom/list-4/025.html - - - 0 bytes CLEAN
GET hxxp:/iwww[.]linyapda[.Jcom/list-3/647.html| - - - 0 bytes CLEAN
GET hxxp:/iwww[.]linyapda[.Jcom/list-4/035.html - - - 0 bytes CLEAN
GET hxxp:/iwww[.Jlinyapdal[.Jcom/list-3/2063.htm| - - - 0 bytes CLEAN
GET hxxp:/iwww[.]linyapda[.Jcom/list-3/3265.html| - - - 0 bytes CLEAN
GET hxxp:/iwww[.]linyapda[.Jcom/list-3/3234.htm| - - - 0 bytes CLEAN
GET hxxp:/iwww[.]linyapda[.Jcom/list-4/64.htm| - - - 0 bytes CLEAN
GET hxxp:/iwww/[.]linyapda[.Jcom/list-3/4455.html| - - - 0 bytes CLEAN
GET hxxp:/iwww[.]linyapda[.Jcom/list-4/77.htm| - - - 0 bytes CLEAN
GET hxxp:/iww[.Jmarkstef[.Jcom - - - 0 bytes CLEAN
GET hxxp:/iwww[.]Jgraciesantos[.Jcom - - - 0 bytes CLEAN

hxxp:/iwww[.]3ycgf7x2[.Jcom/6rpu/?

Ppu=9sSRcqZov6QtqdzmkSZBGZmXdQYu9z+k6EqEB/
GET Sh3ZqUM3BBgmi3SjIHjOpo7drCVTaguFHZF5loeh6oTyB - - - Obytes CLEAN

KIOIwK6sDJGOLREcMJkpJ4t8&DZ5B=cD5cmhdy&wn=1

GET hxxp:/iww[.]Jlacalatruite[.Jcom - - - 0 bytes CLEAN

GET hxxp:/Awww[.Jgunsperul.Jcom - - - 0 bytes CLEAN

GET hxxp:/iww[.]Jpaulciganek[.Jcom - - - 0 bytes CLEAN

GET hxxp:/iwww[.]Jgurasi[.Jcom - - - 0 bytes CLEAN

GET hxxp:/Avww[.]shokugyol.Jcom - - - 0 bytes CLEAN

GET hxxp:/Amww[.Jcniddm[.Jcom - - - 0 bytes CLEAN

POST hxxp:/lwww[.Jcamrosel[.]top/6rpu/ - - - 0 bytes MALICIOUS

POST hxxp:/iwww[.]sbys021[.]cyou/6rpu/ - - - 0 bytes MALICIOUS

hxxp:/iwvww[.Jgsw17[.Jcom/6rpu/?Ppu=JVO1m5e/
3foRHFKNRvVMKZH7D 1Zp5kDwhgVsUBOwS8GWoPpxix|
GET OIRTLIXpPbi2O/iXpzZpAddedLxDWI+DFr8e+q@quilivah : - Obytes MALICIOUS

/0901R7V42&DZ5B=cD5cmhdy
POST hxxp:/iwww[.]Jframedeals|.]buzz/6rpu/ - - - 0 bytes MALICIOUS

hxxp:/iwww[.]hsph[.]Jnet/6r pu/?Ppu=bp/
9yUFv91JIcN4INIhXerCAgTu60r+k1MYOlurax5GDgLc+ . . .
GET WaTZ9dvidWLEAXfT5792dN+01RG7OGIRIOJTNYGmKd4 Obytes MALICIOUS

0z97hk03rUvUIxej&DZ5B=cD5cmhdy

POST hxxp:/iwww[.Jworkationdelsol[.Jcom/6rpu/ - - - 0 bytes MALICIOUS

POST hxxp:/iwww[.]Jgchiase2[.Jclick/6rpu/ - - - 0 bytes MALICIOUS

POST hxxp:/iwww/[.]edirassini[.Jcom/6rpu/ - - - 0 bytes MALICIOUS

hxxp:/iwww/[.]sahibinizim[.Jcom/6rpu/?Ppu=IJg/
LhGKIDOZEGMpf20lbPXQGZgyLkiplhmFhImGKm2rNG
GET ugXmLig2nedvtiUVUZOTQZBbOZ6gvW TDwJIXkmVYYKg - - Obytes MALICIOUS

AUNwn9bOW CBMGhBnErqQ&DZ5B=cD5cmhdy

<
)
]
<
e
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Method

POST

POST

POST

GET

POST

POST

GET

POST

POST

GET

GET

POST

GET

GET

GET

POST

GET

GET

GET

GET

GET

URL

hxxp:/iwww[.Jgsw17[.Jcom/6rpu/

hxxp:/Aww[.Jsolusiphone[.Jcom/6rpu/

hxxp:/iwww[.]sahibinizim[.Jcom/6rpu/

hxxp:/iwww[.Jmcqueen08].]Jshop/6rpu/?
Ppu=8yF31yfwMGrwMgoGkeZ JINAXs9+B9vI5goW U EgF
ESOxLujVmhnvwjmM2B3xNOFxdj+WRtsZIGrVX1sTyqd/
MVxCvZ4V21BvasvilPjTalilbE&DZ5B=cD5cmhdy

hxxp:/iwww[.]hsph[.Jnet/6r pu/

hxxp:/Avww[.Jlinyapdal[.Jcom/6rpu/

hxxp:/iwww/[.]solusiphone[.Jcom/6rpu/?
Ppu=faBeZhPX5eU5QXnFE+dc5CPYIMWUyDTtNeptDe6
h+cF53wfgkO0luiweZ 75MuMUHzFer SygnYX9IViN9G1du
oM BKfooktpsW GEWEJ85M6QrA&DZ5B=cD5cmhdy

hxxp:/mvww[.Jketomealplann[.Jonline/6rpu/

hxxp:/iwww[.Jnoonprince[.]site/6rpu/

hxxp:/iwww[.]framedeals|.]buzz/6rpu/?
Ppu=kYINAY0yQ323gkefT 2XXzDAGk6UP2Z8qRCNSz8Z
+fOCQfYwboHLsC+C3xIpdzKwExr+OWy9bbGV1GkwXC
aFZfOYVChXXgLqY4/rWEj3RUsR&DZ5B=cD5cmhdy

hxxp:/iwww[.]Jsbys021[.Jcyou/6rpu/?
Ppu=Rcz2mjU140A8QPxc1IN20acQWOVRi8XNHbgU YK
LKbYTAEagufCdnbRwOPW/
Gop3dlIJvGGvn9orV1ZZoltHd4LeW C 1vTbbcjBsq04JHSaA
Ye2A&0ZtwYy=0HzO0YF

hxxp:/iwww[.Jmcqueen08].]Jshop/6rpu/

hxxp:/iwww[.Jnoonprince[.]site/6r pu/?Ppu=jJ/
+gArpHQbXobQt+1kiSxkEHX4M STPPinzeM Gb0J4bJuhldt
q7hM8JTt7JawuX2uibibnvCsht7tkzSg6k/
YHT9h54N81SDw8rE87yE9Zwo&DZ5B=cD5cmhdy

hxxp:/iwww[.Jcamrosel[.]top/6rpu/?
Ppu=N+WSMgmgRmb14d9QzRyAN3xsZDrnSAfhhEAa8
OEYiCceR0oEixBRMbPxz1+3q8NVlie0/
YhDq1RnPn7pB4JelyplFUJz8NQwEQg50/
aBJ34jg&DZ5B=cD5cmhdy

hxxp:/iwww[.]Jgchiase2[.]click/6rpu/?
Ppu=mVJIWZfSFHBRFUER TuOKIOQuZAXsug76Rb6U 1r
41Uo0L2DX3aPzUPzN@BIjYL7ti450ag3B061Z11bJeCG+GG
gpiFIX3p2Lcfm CwigsQT40TU&DZ5B=cD5cmhdy

hxxp:/iwww/[.]darkbert[.Jcloud/6rpu/

hxxp:/iwww[.]ketomealplann[.Jonline/6rpu/?
Ppu=YhpgcRwO6+pW SfeSjyLhlLoZP/
EzdYIskOTmHSB5wknwPdVcUjrVLVOVIK7YW CaX0UccO
KRnfdC48X7PtpX8/
Wj5tY1GsAn75acQ2dSPUICC&OZtwYy=0Hz0YF

hxxp:/iwww/[.]linyapda[.Jcom/6rpu/?
Ppu=INMUS5IRtITQe5nNO1Sbk4VxBCXrLW LA+kd/
L3q3uoel 7JjKZIKIMPyDJgqUHRKY/
QYEd1fE6OY]cL8erFU5Zx1xTZddScdwaDztYOOAT IncL&
DZ5B=cD5cmhdy

hxxp:/iwww[.Jedirassini[.Jcom/6rpu/?
Ppu=ImQVSyUGXzQpzZ/

0Fi4h3H+24HKXEY2nSdAW JvneOcGgUMami2cKwsJYE
JKxKHg8oLM 7F69INEQAVQIS8PqH8f3g+0+F+5h2vKnRov
ego7gmla&DZ5B=cD5cmhdy

hxxp:/iwww/[.]solusiphone[.Jcom/6rpu/?
Ppu=faBeZhPX5eU5QXnFE+dc5CPYIMWUyDTtNeptDe6
h+cF53wfgkO0luiweZ 75MuMUHzFer SygnYX9IViN9G1du
oM BKfooktpsW GEW EJ85M6QrA&0ZtwYy=0HzOYF

hxxp:/iwww/[.]darkbert[.]cloud/6rpu/?
Ppu=2IX90GMmr800g0g59rJ1Sq68WW CkPNLZbhOE+DI
3GgNea2l 8xU9jjz42bwiq3b+jjRv/

wmCHBdMxVdM SvPhr8nNuj TmRdkSiXjzcB21PbyZmB&
0ZtwYy=0HzOYF

Dest. Port

Status Code
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Response Size

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes

0 bytes
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MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS
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Method URL Dest. IP Dest. Port Status Code Response Size

hxxp:/iwww/[.Jedirassini[.Jcom/6rpu/?
Ppu=ImQVSyUGXzQpZ/

GET 0Fi4h3H+24HKXEY2nSdAW JvneOcGgUMami2cKwsJYE - - - 0 bytes MALICIOUS
JKxKHg8oLM 7F69NEQAVQIS8PGH8f3g+0+F+5h2vKnRov
ego7gmla&0ZtwYy=0Hz0YF

hxxp:/iwww[.Jworkationdelsol[.Jcom/6rpu/?
Ppu=bEVJe5rzhlpgg+KFzm7Z+MzxelhnwO+hrgllyrCWT R R
GET ePQJ52Nn93SpngadGKgonJqUAtFAGCUUAATMG+CUi1c4 Obytes MARICIONS

mFrYfPuJEojdaymWhQI+O0AJ&DZ5B=cD5cmhdy

hxxp:/iwww[.]sqlite[.Jorg/2017/sqlite-dll-win32- R R B
GET x86-3180000.2ip 0 bytes CLEAN

GET hxxps://zz[.]bdstatic[.Jcom/linksubmit/push.js - - - 0 bytes CLEAN

GET hxxps://[domaincntrol[.Jcom/?orighost= - - - 0 bytes CLEAN

GET hxxps://fonts[.]Jgstatic[.Jcom - - - 0 bytes CLEAN

hxxps://hm[.]baidu[.Jcom/hm.js?
GET fe6a346f32de57f467caOb7cfd87bfal - - - 0 bytes CLEAN

<
)
]
<
e

GET hxxps:/Inojs[.Jdomaincntrol[.Jcom - - - 0 bytes CLEAN

DNS Requests

Type Hostname Response Code Resolved IPs CNames Verdict
A www([.Jnoonprincel Jsite NO_ERROR 64.225.91.73 -
A www[Jedirassini[.Jcom NO_ERROR 23.231.93.253 -
A www([.Jaraclarinlav[.]net NX_DOMAIN - -
A www[.Jframedeals|.]buzz NO_ERROR 1%5%1252287 -
A www] Jfarfetich[.Jcom - - -
52.74.11.229,
A www[.Jgchiase2[.Jclick, dns[.]ladipage[.Jcom NO_ERROR 54.179.30.8, dns[.]ladipage[.Jcom
13.215.123.39

A www[J3ycgf7x2] Jcom NO_ERROR 156.235.147.223 -
A www[.]Je-fite[.Jcom - - -
A winwtfshiiizimt o, et etroc e, NO_ERROR 85 1506692 E‘fﬁé?igﬂ”eiﬁﬁﬁgﬂﬂﬁﬂjm
A www([.Jdarkbert[.Jcloud NO_ERROR 74.208.236.60 -
A www[Jsbys021{Jcyou NO_ERROR 67.198.197.12 -
A www[.Jsteanmcomunity[.Jcom NX_DOMAIN - -
A wwwJlinyapdal.Jcom NO_ERROR 10422312053 -
A www[.Jcamrose[.Jtop NO_ERROR 66.29.131.66 -
A www[.Jketomealplann[.Jonline, ketomealplann[.Jonline NO_ERROR 162.240.81.18 ketomealplann[.Jonline
A www[Jsqlitel Jorg NO_ERROR 45.336.223 -
A www[.Jworkationdelsol[.Jcom, workationdelsol[.Jcom NO_ERROR 81.169.145.159 workationdelsol[.Jcom
A www/[.]solusiphone[.Jcom, solusiphone[.Jcom NO_ERROR 202.52.146.246 solusiphone[.Jcom
A www[.Jgsw17[.Jcom NO_ERROR 154.204.182.49 -
A www[ JhsphlInet NO_ERROR 156.234.184.200 -
A www[.Jmcqueen08][.]Jshop, mcqueen08][.]shop NO_ERROR 198.252.104.158 mcqueen08[.]shop

X-Ray Vision for Malware - www.vmray.com 15/45
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#14956977

BEHAVIOR

Process Graph
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Process #1: winword.exe

ID 1

File Name c:\program files\microsoft office\officel6\winword.exe
Command Line "C:\Program Files\Microsoft Office\Office16\WINWORD.EXE" /n
Initial Working Directory C:\Users\kEecfMwgj\Desktop\

Monitor Start Time Start Time: 31629, Reason: Analysis Target
Unmonitor End Time End Time: 275230, Reason: Terminated by timeout
Monitor duration 243.60s

Return Code Unknown

PID 3172

Parent PID 2020

Bitness 64 Bit

X-Ray Vision for Malware - www.vmray.com 17 /45
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#14956977

Process #2: eqnedt32.exe

ID 2

File Name c:\program files\common files\microsoft shared\equation\egnedt32.exe
Command Line "C:\Program Files\Common Files\Microsoft Shared EQUATION\EQNEDT32.EXE" -Embedding
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 39693, Reason: RPC Server

Unmonitor End Time End Time: 48251, Reason: Crashed

Monitor duration 8.56s

Return Code 0

PID 3336

Parent PID 3172

Bitness 32 Bit

X-Ray Vision for Malware - www.vmray.com 18 /45
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#14956977

Process #3: cmd.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

Host Behavior

Type

Module
Environment
File

Process

c:\windows\syswow64\cmd.exe

CmD.exe /C rundl32 %tmp%\Client.log,IEX ABEIC
C:\Windows\system32\

Start Time: 41534, Reason: Child Process

End Time: 44466, Reason: Terminated

2.93s

3360
3336

32 Bit

X-Ray Vision for Malware - www.vmray.com
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Process #4: rundll32.exe

ID 4

File Name c:\windows\syswow64\rundl|32.exe
Command Line rundl132 C:\Users\KEECFM~1\AppData\Local\Temp\Client.log,[EX ABEIC
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 41730, Reason: Child Process
Unmonitor End Time End Time: 44431, Reason: Terminated
Monitor duration 2.70s

Return Code 0

PID 3384

Parent PID 3360

Bitness 32 Bit
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Process #5: rundll32.exe

ID 5

File Name c:\windows\system32\rundl|32.exe
Command Line rundl132 C:\Users\KEECFM~1\AppData\Local\Temp\Client.log,[EX ABEIC
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 41836, Reason: Child Process
Unmonitor End Time End Time: 44196, Reason: Terminated
Monitor duration 2.36s

Return Code 0

PID 3392

Parent PID 3384

Bitness 64 Bit

Host Behavior

Type Count
File 1
Module 4
- 3
Registry 2
Process 24
- 3
- 6
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Process #6: wmplayer.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

c:\program files (x86)\windows media player\wmplayer.exe

rundll32 C:\Users\KEECFM~1\AppData\Local\Temp\Client.log,|[EX A

C:\Program Files (x86)\Windows Media Player\

Start Time: 42561, Reason: Injection

End Time: 52182, Reason: Terminated

9.62s

3420

3392

32 Bit

Injection Information (4)

Injection Type

Modify Memory

Modify Memory

Modify Control Flow

Modify Memory

Host Behavior

Type
File

System
Module
User

Mutex
Environment

Process

Source Process

#5: ¢c:
\windows\system32\rundlI3
2.exe

#5: C:
\windows\system32\rundlI3
2.exe

#5:C:
\windows\system32\rundl|3
2.exe

#5.c:
\windows\system32\rundlI3
2.exe

Source | Target TID Address | Name Size
Oxd44 0x70000(458752) 0x31000
Oxd44 0x7efde008(2130567176) 0x8

0Oxd44 / 0xd60 0x7efde008(2130567176)

Oxd44 0x70000(458752) 0x200

Count

10

15
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v 1
v 1
v 1
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Process #7: behind-any-heavy.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

c:\program files\windows photo viewer\behind-any-heavy.exe

"C:\Program Files\Windows Photo Viewer\behind-any-heavy.exe"

C:\Program Files\Windows Photo Viewer\

Start Time: 44085, Reason: Injection

End Time: 275230, Reason: Terminated by timeout

231.15s

Unknown

2208

3420

32 Bit

Injection Information (3)

Injection Type

Modify Memory

Modify Control Flow

Modify Control Flow

Host Behavior

Type

File

Process

Source Process

#6: c:\program files
(x86)\windows media
player\wmplayer.exe

#6: c:\program files
(x86)\windows media
player\wmplayer.exe

#6: c:\program files
(x86)\windows media
player\wmplayer.exe

Source | Target TID Address | Name Size
0xd6o 0x930000(9633792) 0xf4000
0xd60 / 0x8a4 0x994d97(10046871)
0xd60 / 0x8a4 0x8c(140)

Count
5
2
1
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Process #8: control.exe

ID 8

File Name c:\windows\syswow64\control.exe
Command Line "C:\Windows\SysWOW 64\control.exe"
Initial Working Directory C:\Program Files\Windows Photo Viewer\
Monitor Start Time Start Time: 44431, Reason: Child Process
Unmonitor End Time End Time: 275230, Reason: Terminated by timeout
Monitor duration 230.80s

Return Code Unknown

PID 3456

Parent PID 2208

Bitness 32 Bit

Injection Information (2)

Injection Type Source Process Source | Target TID Address | Name Size Success Count
#6: c:\program files
Modify Memory (x86)\windows media 0xd60 0xb0000(720896) 0x2e000 v 1
player\wmplayer.exe

#6: c:\program files
Modify Memory (x86)\windows media 0xd60 0xe10000(14745600) 0x1f000 v 1
player\wmplayer.exe

Dropped Files (3)

File Name File Size SHA256 YARA Match
R 488 KB gggdfGadeZdd7fdOefa2996716f25cd739731caea328532a8fd6ec 64600e *x
C:\Users\KEECFM~1\AppDatalLocal\Temp\._tex1h.zip 43321 KB g?elc 69d09282f9050f6b113c45884fe9b9abf3hdf5bd93b45927d9b6bfh23 "
R 828.29 KB 3ggg7d6b7f6730lca214af51l740f26b9chc9ele2cOeC7bba07ld05b9b x

Host Behavior

Type Count
File 102
- 1
- 1
System 11974
User 1
Mutex 3
Registry 11784
Module 22
Process 7
- 1
- 11
COM 2
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Network Behavior

Type Count
HTTP 2
TCP 1
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Process #9: next_story.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

Injection Information (3)

Injection Type

#8:c:
Modify Memory

l.exe

#8.c:
Modify Memory

l.exe

#8:C:

Modify Control Flow
l.exe

Source Process

c:\program files (x86)\windows defender\next_story.exe

"C:\Program Files (x86)\Windows Defender\next_story.exe"

C:\Program Files (x86)\Windows Defender\

Start Time: 57262, Reason: Injection

End Time: 275230, Reason: Terminated by timeout

217.97s
Unknown
2116
3456

32 Bit

Source | Target TID

\windows\syswow64\contro 0Oxds4

\windows\syswow64\contro Oxds4

\windows\syswow64\contro 0xd84 / 0x848

Address | Name Size
0x25c0000(39583744) 0x2328000
0x820000(8519680) 0x124000
0x8b4d77(9129335)
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Process #11: explorer.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

11

c:\windows\explorer.exe
C:\Windows\Explorer.EXE
C:\Windows\system32\

Start Time: 73108, Reason: Injection

End Time: 275230, Reason: Terminated by timeout
202.12s

Unknown

2020

64 Bit

Injection Information (4)

Injection Type

Modify Memory

Modify Memory

Modify Control Flow

Modify Control Flow

Host Behavior

Type

System

File

Network Behavior

Type
HTTP

DNS

TCP

Source Process Source | Target TID Address | Name Size
#8:c:
\windows\syswow64\contro 0xdd4 0xbb60000(196476928) 0x2328000
l.exe
#8.c:
\windows\syswow64\contro Oxds4 0x9310000(154206208) 0x106000
l.exe
#8:C:
\windows\syswow64\contro 0xd84 / 0x7e8 Oxffffffff(4294967295)
l.exe
#8.C:
\windows\syswow64\contro 0xd84 / 0x7e8 0xfc(252)
l.exe
Count

331

39

18

Count

99

25

100
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ARTIFACTS

File
SHA256 File Names Category File Size MIME Type Operations
aab5207a37210231eb636a0
€eB8663e61840fcc105ea59e5 - Memory Dump 184.00 KB application/octet-stream - MALICIOUS
b1d847f92879da2eb

d1694016d7e737dach53999
3da81070dd0c61fa7887a822 - Memory Dump 184.00 KB application/octet-stream - MALICIOUS
4bfe81d459d4f59a0

674463cde22abbbf52bb5af5
2496a4839a03b838e889f5c8 - Memory Dump 184.00 KB application/octet-stream - MALICIOUS
b2764250d4ef445

d66458e76d9c2bbd7251e73
b553ch9calae16494329c5e - Memory Dump 184.00 KB application/octet-stream - MALICIOUS
eefab89b79a6f7bcha

25416d3fb3dad23c916f5feeb

597a36fc3ac7ba667c509d91 - Memory Dump 184.00 KB application/octet-stream - MALICIOUS
ed835h832e737ae

60df76e67edba8b37521d0f9 application/

602563f7b1af273d30b5741d - Memory Dump 196.00 KB vnd.microsoft.portable- - MALICIOUS
efec2f7852b55f50 executable

2142268967e96dd3ea917d6
8564195ad15c5b23c386e45 - Memory Dump 184.00 KB application/octet-stream - MALICIOUS
bb4179527b4f969404

7e6262a553180608c68176a
21d4867440d5478d190c7c6 - Memory Dump 976.00 KB application/octet-stream - MALICIOUS
63a202e346be059f61

0Oeab1e3db99c96cf0b148d6f C:
2ebab3ed8860c17be0298a7 \Users\kEecfMwgj\Desktop\schemas. Sample File 2454.29 KB text/rtf - MALICIOUS
e5469330b0eech7d7 rtf

8c54b804c62f7999c0b2326b
48ffd1ceb27f6h24851bae601 - Memory Dump 184.00 KB application/octet-stream - MALICIOUS
d921fee183fe706

€a94733{694c39b78970c3d1

ad4ac04f68eb7fale68d9daff - Memory Dump 184.00 KB application/octet-stream - MALICIOUS
69be185d3219b6f

325cd15afce75f0404887cae

52d53b82feae9d6f5ce18003 - Memory Dump 976.00 KB application/octet-stream - MALICIOUS
ced15d5d0c5c4dce

f1212cc5741fa30c9305dfcda
a75829e63h9bf0430344¢353 - Memory Dump 184.00 KB application/octet-stream - MALICIOUS
566d96b358d519a

4d81645bd48c56d6696h386
9fabe8268d7e779aa5016c78 - Memory Dump 976.00 KB application/octet-stream - MALICIOUS
3685015245dd4599b

06alch9lc8cdde3achc45d9
4ea3254a7728aa394f696¢8d - Memory Dump 184.00 KB application/octet-stream - MALICIOUS
692ee2d85ac63d0f7

3dc6a71c59beel1e3993c00
963a391509a243d1c257de6 - Memory Dump 184.00 KB application/octet-stream - MALICIOUS
ed12d30ab654bc4b19

adbef651¢1b0b3dc87318f95
30823ab574b6704a8c34d83f - Memory Dump 184.00 KB application/octet-stream - MALICIOUS
bf14b53balb4557a

2
2
=
g

C:

\Users\KEECFM~1\AppData\Local\Te
d01c69d09282f9050f6b113c mp\_tcx1h.zip, c:
45884fe9h9abf3bdf5bd93b4s \users\keecfmwgj\appdata\local\micro Downloaded File 43321 KB application/zip Access, Create
927d9b6bfh233fe softiwindows\temporary internet

files\content.ie5\x9ohk109\sqlite-dll-

win32-x86-3180000[1].zip

5eab7d6b7f67301ca214af51 sqlite3.dll, c: application/
1740f26b9e6cc9el6h2c0ec? \users\keecfmwgj\appdata\local\temp\ Archive File 828.29 KB vnd.microsoft.portable- -
bba071d05b9bde78 sqlite3.dll executable

8cabah28c552a673cdec3b0
cf100753a486a10ed030fcha - Downloaded File 8.54 KB text/html - CLEAN
ad5fha62053d77277
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SHA256 File Names Category File Size MIME Type Operations
d3dc34a197341b4e5e089f30
34d65b685h9098d03233e00 - Downloaded File 8.00 KB text/html - CLEAN
223e877309a4abb21

668d19dd59d951fc5298d1fd

b90d005a66b06e206f63040f - Downloaded File 3.11KB text/plain - CLEAN
e5d51a48ch5f6ef8

66aec8e88abc0e3478714b2

5fcff2b1b936f692de1f19057¢ - Downloaded File 3.11KB text/plain - CLEAN
44dd1b6a29a806f

5dc1ae0b875dc0d78dbc553
2226f5f31b762b4d1229984f6 - Downloaded File 121 KB text/html| - CLEAN
05d27bf895ab6807

3a593bele2bl6bdblf4eb2d3
fdb8d1945cbbfc03e7210681 - Downloaded File 336 bytes text/plain - CLEAN
3e25977ead9205b0

73f3bch688474ce336efff257
3e963083fbbcbfo0f86acdl6b - Downloaded File 336 bytes text/plain - CLEAN
72eaf8e43fecs

9e8756bdc95f4227166¢f7h6
d054b0e6defoff6561b481d05 - Downloaded File 636 bytes text/plain - CLEAN
b6e190182f8badf

19c90fof8d5892h6d5h64604
5957d8d1fb905checObe290f - Downloaded File 336 bytes text/plain - CLEAN
4dff87efd84b21b2

63001f4fchbcceB8816bdaa76d
90d927bf11a6a6920d348d93 - Downloaded File 11.07 KB text/html| - CLEAN
3a6bb556268384h9

866h370ff5a2568bc04e6hb8a
01b70d6dd63e98435cf55dc8 - Downloaded File 3.11KB text/plain - CLEAN
9b0a9d38106e1bc2

ff3cc78438cd7aaf852f136bfe
301b0fdf1518ab03713390fd3 - Downloaded File 3.11KB text/plain - CLEAN
728ed203948%

6edf9704b24f53df8e4a998b4
2f09d03e546655c004a66ae - Downloaded File 336 bytes text/plain - CLEAN
27ad10d4d005dd4

6b4475635131ff4e1b507af86
7c9946a4d6adc7be215f4e6d - Downloaded File 336 bytes text/plain - CLEAN
8febb7cee7743ae

396d5a0eeabe0fda8bc47558
d1f8a8d3960c03a861fceaa3 - Extracted File 35.94 KB image/png - CLEAN
98hbad94c48762417

8efee8c14157eeledalfc3d5
75c47ab1151b40c8a9c3a74 - Downloaded File 1.25KB text/html - CLEAN
1df4c71blfcd7e7c2

bb99ea9bc045th68dac6lcab
04206e94a111fbfe51058b2b - Downloaded File 936 bytes text/plain - CLEAN
bad27680bfb649ae

90ch9fe49a0a32clca8eefSc
88ff86ae64baal7a456626eh2 - Downloaded File 1.45KB text/plain - CLEAN
5255b65eac912al

f4eeOedb614fe1d174f8a6b70
3f0714d1707b2680f0cea632 - Downloaded File 116 KB text/plain - CLEAN
01c4f37d54dc878

chedf6afd22dd7fdOefa29967 sqlite3.def, c:
16f25cd739731caea328532a  \users\keecfmwgj\appdatallocal\temp\ Archive File 4.88 KB text/plain - CLEAN
8fd6ec64600e630 sqflite3.def

8c87ec7759236ecaddaad97
4b4f11dd30431b5486851f6a - Downloaded File 188 bytes text/plain - CLEAN
a104176418ca4b86b

016d9c43e3bb24db9d9f9b50
2ba6053967537aa2882994c - Downloaded File 1.16 KB text/plain - CLEAN
af48501e6881e256¢

1bca668d5d122dc944cc5a5
4047a0a80636debdfc 722463 - Downloaded File 188 bytes text/plain - CLEAN
7531e0d1771d285f9

g
g
g
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2e36fc7965b8a3495ad4aeh3
79f93df4906e787e1db1079b - Downloaded File 2.21KB text/plain - CLEAN
166ced59e791aceb

a8291f2137138c4a5b317d05
5de81ae8f40410e0b004a3% - Downloaded File 3.11KB text/plain - CLEAN
€376h3401f0679b6

0310703470d216b010c7ble
aB049df27624adbdd6c095c8 - Downloaded File 188 bytes text/plain - CLEAN
4b006610bff31c584

333cd623812770a0d0383e0
b50d5f7b260751€0c35489b4 - Downloaded File 116 KB text/plain - CLEAN
e0bb174cch20d467

34e95ef48aee8af0ffbe0ad6s

lea2a758c2ec9d65859c6¢9f - Downloaded File 3.42 KB text/html - CLEAN
be6649ab53ddOff

1ff0982b45d0f2f0a015640db

d5082fb7557666639b12dddc - Extracted File 26.99 KB image/png - CLEAN
c65818elac1598e

7df196b204950e3afb23fa548
303eb358010bd846a404f0af - Downloaded File 3.11KB text/plain - CLEAN
e0f715c2e1394de

662c95ab3a6d996380d317c
badcc2644652629adfad1240 - Downloaded File 188 bytes text/plain - CLEAN
06h94f68c3750c76¢

7392749832 70fcfc2d440d7
afc2f880000dd564930d95d6 - Downloaded File 593 bytes text/html - CLEAN
34eb1199fa15de30

c06a91f75af500ae461afa093
6bf0b221c5dc6aa0lcf2d34d - Downloaded File 188 bytes text/plain - CLEAN
641c1fdfc76662f

11017aed5bb0dc7beab7818
84b86e2c9c033h541265742 - Downloaded File 17.33KB text/html - CLEAN
230a9768c8ddec7124

42e03599dab2776fe60770c2
6a681772adff840al15f42c51e - Downloaded File 3.11KB text/plain - CLEAN
ede6ffb3cadaSae

5c2866bf9a3715cad85cda54
01fdce8b58553d2811f17a07 - Downloaded File 3.11KB text/plain - CLEAN
d8b04a6hb21f96aff

761795088168bf0c8843ee67
TafaAbc062887f947c5859h8 - Downloaded File 2.33KB text/plain - CLEAN
b1453b3celb74cf3

4fe5b7d3f7h58acd60527573f
a28459bb591c27aa8c9cda7 - Downloaded File 3.11KB text/plain - CLEAN
2fd8ch229cf37bfa

3c5c0554c0dfecebch2e2079
bb8dcad6d74bec0fbe775306 - Downloaded File 8.53 KB text/ntml - CLEAN
7502ed098fc574c5

74ac52d11c9bb070670a8%
a26554c6ch8ad9Ibf69376b97 - Downloaded File 626 bytes text/html - CLEAN
0b119471459d9ceaf

b247588eac52856f03e2b263
8541a86933h387040e31583 - Downloaded File 188 bytes text/plain - CLEAN
€425300661dd5d07b

7fAddfe1388169265d759689
84680ff70b4d24f0ad3b529fa - Downloaded File 1.16 KB text/plain - CLEAN
43872c96f7c8212

56e91ebbf6b455d5118b7129
5a7b7772ae32957b5b6c048 - Downloaded File 1.45KB text/plain - CLEAN
766f6daleab4d2123

37a4e56c497e170de6e152b
C479624eb8d7cch35badsal - Downloaded File 708 bytes text/html - CLEAN
90f2fdb17ac699cffa

597822560c88bae1905e3cd
029c4e607dcObf98abe3dcac - Downloaded File 336 bytes text/plain - CLEAN
69d60b3595h2be782

g
g
g
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7d04f7431bbfad1a04bcc7e6
b98b9de0d919756c4c671c5 - Downloaded File 13 bytes text/plain - CLEAN
785c99fff45f16402

2a999def46397a0b61e43331
e03d9e1f10af284a5dee8da7 - Downloaded File 188 bytes text/plain - CLEAN
7d8f75d16ef748b7

f8ea8df569cc34cch663cc77f
c7b31bbb3d9af80d054a9652 - Downloaded File 636 bytes text/plain - CLEAN
©22d8965d8acd29

7f8c7f918148032820b0c39f8
904de975147f2a5d34a3f676 - Downloaded File 3.56 KB text/ntml - CLEAN
298a6912e857284

a9fa386e483bfaalc6696814
5cc2ae564c56b298dff9efd30 - Downloaded File 1.16 KB text/plain - CLEAN
05aae921cc11f26

88f788f6d8f482bbe5db00bed
9872ae3edd99547f1ab94f0b - Downloaded File 2.21 KB text/plain - CLEAN
4756ac58cadc839

77d609a14fh139047d573204
9f650c90490f7d69d9745475 - Downloaded File 1.16 KB text/plain - CLEAN
Sfadc60744bfaf45

d749f89f753bb2fob43d0e707
9999798a38dc4972f4099d33 - Downloaded File 188 bytes text/plain - CLEAN
e869bf62707a328

fc20222674c7c79cd598e99b
1d0bef3522224ee9e8bcOb7a - Downloaded File 188 bytes text/plain - CLEAN
8272c2b83f2026c6

1cac6b4d71c810845995320
580597bf6c494885fc2f570bc - Downloaded File 1.45KB text/plain - CLEAN
8c248a0690bac90d

78bb47a24e0d3efa0e99e083
0fb8d234fad0d37¢8961c2d3 - Downloaded File 336 bytes text/plain - CLEAN
bdclce22346aef7b

eSfceefle5h8a800a62a5eldf
12254a569h281a86befdadch - Downloaded File 2.32KB text/plain - CLEAN
9f49f7e4309d9bd

78f0414c1b612b9609357c2c

ffa62cf8cfa3c60a2aa728b7f6 - Downloaded File 188 bytes text/plain - CLEAN
f72d98dbc26e42

d130061346747c43f73ab095

6fd626f657f485f9ebl1f19bdaa - Downloaded File 3.11KB text/plain - CLEAN
6696bf443050e7

df68bc5677cecff63bf08e972
e57b822a1577d0d4b685h6e - Downloaded File 188 bytes text/plain - CLEAN
d4561a7be31a36e8

€95h6352c3aba7d9ed74f3b2
21336373282ac96d76e240b - Downloaded File 336 bytes text/plain - CLEAN
€871h91528686882

56489013fc13adceecac2979
98a70d4bb0bc99527ef8e0le - Downloaded File 336 bytes text/plain - CLEAN
6ca12a0065060d41

9b342ae725d65bdh817d8c9
95f3211ac398e41575fc5d14 - Downloaded File 1.14KB text/html - CLEAN
9d994c1dch008f0a

07306b21988085¢c2bcc5f2c8
715ad71494d1fa300cb6d550 - Downloaded File 188 bytes text/plain - CLEAN
2718d4737a0b21f1

fc96b639f05fad089b30bf273
7cal2f1709912f2b13f0dad27 - Downloaded File 3.11KB text/plain - CLEAN
a8h4e8175754f6

87a9323ac85ce28867d5d7c
€590c8f29b8d1a999961fca7 - Downloaded File 166 bytes text/html - CLEAN
1bb33adef48683691

04b4a505219ac79883742c9
4cf173228fc368534fd7976d0 - Downloaded File 389 bytes text/html - CLEAN
fbadf247d1427af4

g
g
g
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0d069336c69¢77¢310b58hdf
6e00536¢105d153605be213 - Downloaded File 1.45KB text/plain - CLEAN
7718953f47560a8a0

417754d30f20886abc1d0216

efcO9bae7e4de22e78500500 - Downloaded File 3.11KB text/plain - CLEAN
20814d904dbd6dba

f06d11f01e006a20723e9aad

5483af9e535628a81efdb562 - Downloaded File 1.16 KB text/plain - CLEAN
66578908cdf519

d4638586159427f4c7€5827b
6501629d2782f0537590369 - Downloaded File 116 KB text/plain - CLEAN
3e5e44860d0fb 747

f70c13835fbe4b1d2de63707
b16498df0107eb9d22b146¢f - Downloaded File 3.11KB text/plain - CLEAN
360f2d77787a68b7

eee0525h2681d294f50c8e6e
c41743fec9aedd84df2541c6 - Downloaded File 188 bytes text/plain - CLEAN
16e26f85651ae8d7

e40506547551e9h3e4c4714
d9f3bb65fdb77e943b7804c3 - Downloaded File 188 bytes text/plain - CLEAN
df2ee64ce230b6fb9

1fbfo16e641e62c1f712fbe78
6919ea8da6147420e0c85f36 - Downloaded File 2.32KB text/plain - CLEAN
70ef9e6a4777e25

5e0b0a2df310ad006c391521
8a9ef44030e681d687737dc4 - Downloaded File 116 KB text/plain - CLEAN
d51792d83ab27cf6

e829hdc9a6d04b8dbb7ca23
8ed25c9a64749ee8e8af33d6 - Downloaded File 188 bytes text/plain - CLEAN
16f2a3fdb05c03b5h

Filename

File Name Category Operations
C:\Users\kEecfMwgj\Desktop\schemas.rtf Sample File - MALICIOUS
\??2\C:\Program Files\Mozilla Firefox\Firefox.exe Accessed File Access, Create CLEAN
C:\Users\kEecfMwgj\AppData\Local\Chromium\User Data Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppData\Local\Kinza\User Data Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppData\Local\CCleaner Browser\User Data Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppData\Local\7Star\7Star\User Data Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppDatalLocal\BraveSoftware\Brave-
Browser\User Data

Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppDatalLocal\CentBrowser\User Data Accessed File Access CLEAN
\??2\C:\Windows\SysWOW 64\ntdl.dIl Accessed File Access, Create, Read CLEAN
C:\Users\kEecfMwgj\AppDatalLocal\Elements Browser\User Data Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppData\Local\uCozMedia\Uran\User Data Accessed File Access CLEAN
c:\users\keecfmwgj\appdatallocal\temp\sqlite3.dll Dropped File, Extracted File - CLEAN
C:\Users\kEecfMwgj\AppData\Local\CocCoc\Browser\User Data Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppData\Local\Comodo\Dragon\User Data Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppDatalLocal\Kometa\User Data Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Local\Google\Chrome\User Data\ Accessed File Access CLEAN

<

@

o <

s s

& s
g

C:\Users\kEecfMwgj\AppData\Local\Blisk\User Data Accessed File Access CLEAN
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C:\Users\kEecfMwgj\AppData\Local\QIP SurfiUser Data Accessed File Access CLEAN
\?2\C:\Program Files (x86)\Mozilla Firefox\Firefox.exe Accessed File Access, Create CLEAN
C:\Users\kEecfMwgj\AppData\Local\Slimjet\User Data Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppDatalLocal\Chedot\User Data Accessed File Access CLEAN
[C) ;\l;sers\kEechng\AppData\LocaJ\Yandex\YandexBrowser\User Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppData\Local\Coowon\Coowon\User Data Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppData\Local\Vivaldi\User Data Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppData\Local\Fenrir Inc\Sleipnir5\User Data Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppData\local\liebao\User Data Accessed File Access CLEAN
sqlite3.def Miscellaneous File - CLEAN
C:\Users\kEecfMwgj\AppDatalLocal\CatalinaGroup\Citrio\User Data Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppData\Local\SalamWeb\User Data Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppData\Local\Iridium\User Data Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppData\Local\Torch\User Data Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Local\Opera Software\Opera

Neon\User Data Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Local\MapleStudio\ChromePlus\User

Data Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppData\Local\Amigo\User Data Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppData\Local\360Chrome\Chrome\User Data Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppData\Local\AVG\Browser\User Data Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppData\Local\Sputnik\Sputnik\User Data Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppData\Local\Microsoft\Edge\User Data Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppData\Local\Orbitum\User Data Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppData\Local\Opera Software\Opera Stable Accessed File Access CLEAN
c:\users\keecfmwgj\appdatallocal\temp\sqlite3.def Dropped File, Extracted File - CLEAN
sqlite3.dll Miscellaneous File - CLEAN
\??2\C:\Program Files (x86)\Windows Media Player\wmplayer.exe Accessed File Access, Create, Read CLEAN
C:\Users\kEecfMwgj\AppData\Local\URBrowser\User Data Accessed File Access CLEAN
C:\Users\KEECFM~1\AppData\Local\Temp\_tcx1h.zip Accessed File, Downloaded File, Extracted File Access, Create CLEAN
g ggsers\kEechng\AppDala\LocaI\AVAST Software\Browser\User Accessed File Access CLEAN
C:\Users\kEecfMwgj\AppData\Local\Opera Software\User Data Accessed File Access CLEAN

c:\users\keecfmwgj\appdata\local\microsoftiwindows\temporary

internet files\content.ie5\x9ohk 109\sqllite-dll-win32-x86-3180000[1].zip Downloaded File, Extracted File ) CLEAN

\??2\C:\Windows\SysWOW 64\control.exe Accessed File Access, Create, Read CLEAN

0 Miscellaneous File - CLEAN

C:\Users\kEecfMwgj\AppData\Local\Epic Privacy Browser\User Data ~ Accessed File Access CLEAN
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104.21.73.200,

172.67.165.207 United States POST MALICIOUS

hxxp:/iwwwl[.]Jframedeals[.]buzz/6rpu/ Extracted, Contacted

hxxp:/iwww([.]Jframedeals[.]buzz/6rpu/?
Ppu=kYINAYO0yQ323gkefT2XXzDAGfk6UP2Z8q
RCNSz8Z+f0CQfYwhoHLsC+C3xIpdzKwExr+ Extracted, Contacted
OWy9bbGV1GkwXCaFZfOYVChXXqLqY4/
rWEj3RUsR&DZ5B=cD5cmhdy

104.21.73.200,

17267 165.207 United States GET MALICIOUS

hxxp:/iwww/[.]edirassini[.Jcom/6rpu/?
Ppu=ImQVSyUGXzQpZ/
0Fi4h3H+24HKXEY2nSdAW JvneOcGgUMami2
cKwsJYEJKxKHg80LM 7F6INEQAVQIS8PqH8f
3g+0+F+5h2vKnRoveqo7gmla&0ZtwYy=0Hz0Y
F

Extracted, Contacted 23.231.93.253 United States GET MALICIOUS

hxxp:/iwvwwl[.]edirassini[.Jcom/6rpu/?
Ppu=ImQVSyUGXzQpZ/
0Fi4h3H+24HKXEY2nSdAW JvneOcGgUMami2
cKwsJYEJKxKHg80LM 7F6INEQAVQIS8PaH8f
3g+0+F+5h2vKnRoveqo7gmla&DZ5B=cD5cmh
4y

Extracted, Contacted 23.231.93.253 United States GET MALICIOUS

hxxp:/iwww[.]Jedirassini[.Jcom/6rpu/ Extracted, Contacted 23.231.93.253 United States POST MALICIOUS

hxxp:/iwww[.]Jgchiase2[.Jclick/6rpu/?

Ppu=mVJIWZfSFHBRFUERTUOKIOQuZAXsug 52.74.11.229, 54.179.30.8

76Rb6U1r41U oL2D><3aPzU PzN@BIjYL7ti450ag3 Extracted, Contacted 13.215.123.39 Singapore GET
B061Z11bJeCG+GGgpjFIX3p2LcfmCwIig5QT40T

U&DZ5B=cD5cmhdy

hxxp:/iwwwl[.Jgchiase2].Jclick/6rpu/ Extracted, Contacted %35112232 2'954'179‘30'8' Singapore POST

hxxp:/iwvww[.Jshokugyo[.Jcom Extracted - - - CLEAN
hxxp:/iwww[.]Jdarkbert[.Jcloud/6r pu/ Extracted, Contacted 74.208.236.60 United States POST CLEAN
hxxp:/ivww[.Jlinyapdal[.Jcom/list-3/3234.htm| Extracted 104.223.129.53 United States - CLEAN
hxxp:/lworkationdelsol[.Jcom/xmirpc.php Extracted 81.169.145.159 Germany - CLEAN
hxxp:/iww[.]smartviolet].Jcom Extracted - - - CLEAN
hxxp:/iwww[.Jlinyapda[.Jcom/list-3/2544.htm| Extracted 104.223.129.53 United States - CLEAN
hxxp:/ivww[.Jlinyapda[.Jcom/list-3/2063.htm| Extracted 104.223.129.53 United States - CLEAN
hxxp:/iwww[.Jsbys021[.Jcyou/6rpu/ Extracted, Contacted 67.198.197.12 United States POST CLEAN
hxxps:/ffonts[.]Jgstatic[.Jcom Extracted - - - CLEAN

hxxp:/lwww([.]Jsolusiphone[.Jcom/6rpu/?
Ppu=faBeZhPX5eU5QXnFE+dc5CPYIMWUYD
TtNeptDe6h+cF53wfgkOOluiweZ 75SMuMUHzFe Extracted, Contacted 202.52.146.246 Indonesia GET CLEAN
rSygnYX9IViN9G1duoM BKfooktpsW GEWEJ85
M6QrA&0ZtwYy=0Hz0OYF

hxxp:/iwww[.]sbys021[.Jcyou/6rpu/?
Ppu=Rcz2mjU140A8QPxc1N20acQWOVRIi8x
NHbgU YKLKbYTAEagufCdnbRwOPW/ Extracted, Contacted 67.198.197.12 United States GET CLEAN
Gop3dlIJvGGvn9orV1ZZoltHd4LeW C1vTbbcjBs
(04JHSaAYe2A&0ZtwYy=0Hz0YF

hxxp:/iwww[.Jlinyapda[.Jcom/list-4/033.htm| Extracted 104.223.129.53 United States - CLEAN

hxxp:/ivww[.Jlinyapda[.Jcom/list-3/4498.htm| Extracted 104.223.129.53 United States - CLEAN

hxxp://nginx[.Jnet Extracted - - - CLEAN

hxxp:/Avww[ Jlinyapdal.Jcom/list-3/3459.html Extracted 104.223.129.53 United States - CLEAN

hxxp:/iwvww[.Jlinyapda[.Jcom/list-4/023.htm| Extracted 104.223.129.53 United States - CLEAN

hxxp:/Avwwl[ Jlinyapda[.Jcom/list-3/4305.html Extracted 104.223.129.53 United States - CLEAN

hxxp:/iwvww[.Jlinyapdal[.Jcom/list-3/4047.html| Extracted 104.223.129.53 United States - CLEAN

hxxps://[domaincntrol[.Jcom/?orighost= Extracted - - - CLEAN
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hxxp:/iwww[.Jlinyapda[.Jcom/list-3/461.html| Extracted 104.223.129.53 United States - CLEAN

hxxp:/Aww[.Jmargosinc[.Jcom Extracted - - - CLEAN

hxxp:/iwww[.Jpaulciganek|.Jcom Extracted - - - CLEAN

hxxp:/iwww[.Jlinyapda[.Jcom/list-3/94.html Extracted 104.223.129.53 United States - CLEAN

hxxps://nojs[.Jdomaincntrol[.Jcom Extracted - - - CLEAN

hxxp:/iwww[.Jlinyapda[.Jcom/list-3/3789.htm| Extracted 104.223.129.53 United States - CLEAN

hxxp:/ivww[.]linyapda[.Jcom/list-4/050.htm| Extracted 104.223.129.53 United States - CLEAN

hxxp:/iwww[.Jlinyapda[.Jcom/list-3/968.htm| Extracted 104.223.129.53 United States - CLEAN

hxxp:/ivww[.]linyapda[.Jcom/6rpu/ Extracted, Contacted 104.223.129.53 United States POST CLEAN

hxxp:/iwvww[.Jlinyapda[.Jcom/list-4/434.html| Extracted 104.223.129.53 United States - CLEAN

hxxp:/iwww[ Jithinkhealth[.Jcom Extracted - - - CLEAN

hxxp:/iwvww[.Jnoonprince[.]site/6rpu/ Extracted, Contacted 64.225.91.73 United States POST CLEAN

hxxp:/iwvww[.Jcniddm[.Jcom Extracted - - - CLEAN

hxxps://zz[.]bdstatic[.Jcom/linksubmit/push.js Extracted - - - CLEAN

hxxp:/iwvww[.Jmadfishman[.Jcom Extracted - - - CLEAN

hxxp:/Avwwl[ Jlinyapdal.Jcom/list-3/4597.html Extracted 104.223.129.53 United States - CLEAN

hxxp:/iwvww[.Jlinyapda[.Jcom/list-4/035.html| Extracted 104.223.129.53 United States - CLEAN

hxxp:/iwww([.]Jlinyapdal[.Jcom/list-4/350.html Extracted 104.223.129.53 United States - CLEAN

hxxp:/iwww[.Jmcqueen08[.]Jshop/6rpu/?
Ppu=8yF31yfwMGrwMgoGkeZJIJNAXs9+B9vI5g
oW UEQFESOXLujVmhnvwjmM2B3xNOFxdj+W

RISZIGIVX1sTyqd! Extracted, Contacted 198.252.104.158 United States GET CLEAN
MVxCvZ4V21BvasvilPjTalilbE&DZ5B=cD5cmh

4y

hxxp:/iwvww[.]linyapda[.Jcom/list-4/025.htm| Extracted 104.223.129.53 United States - CLEAN
hxxp:/iwww[.Jgurasi[.Jcom Extracted - - - CLEAN

hxxp:/iwwwl[.]sqlite[.Jorg/2017/sqlite-dll-win32-
x86-3180000.zip

Extracted, Contacted 45.33.6.223 United States GET CLEAN
hxxp:/iwww[.Jlinyapda[.Jcom/list-3/2807.html Extracted 104.223.129.53 United States - CLEAN
hxxp:/ivww[.Jlinyapda[.Jcom/list-3/4085.htm| Extracted 104.223.129.53 United States - CLEAN

hxxp:/iwww[.Jcamrosel.]Jtop/6r pu/ Extracted, Contacted 66.29.131.66 United States POST CLEAN

hxxps://hm[.]baidu[.Jcom/hm js?
fe6a346f32de57f467ca0Ob7cfd87bfal

Extracted - - - CLEAN
hxxp://push[.]zhanzhang].]baidu[.Jcom/push.js Extracted - - - CLEAN
hxxp:/iwww[ Jlinyapda[.Jcom/list-3/3538.htm| Extracted 104.223.129.53 United States - CLEAN

hxxp:/ivww[.]linyapda[.Jcom/list-4/020.htm| Extracted 104.223.129.53 United States - CLEAN

hxxp:/ivww[.]hsph[.Jnet/6rpu/?Ppu=bp/
9yUFV9IJIcN4INIhXerCAgTu6Or+k1MYOlurax

5GDgLc+waTZ9JvidWLEdxfT51792dN+01Rq70 Extracted, Contacted 156.234.184.200 Hong Kong GET CLEAN
GIRfOJTNYGmkd40z97hk03rUvUIxej&DZ5B=c

D5cmhdy

hxxp:/iwvww[.Jlinyapda[.Jcom/list-3/4675.htm| Extracted 104.223.129.53 United States - CLEAN
hxxp:/iwww[.Jlinyapda[.Jcom/list-3/4341.html| Extracted 104.223.129.53 United States - CLEAN
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hxxp:/iwww[.Jlinyapda[.Jcom/list-3/3383.htm| Extracted 104.223.129.53 United States - CLEAN

hxxp:/ivww[.]ketomealplann[.Jonline/6r pu/ Extracted, Contacted 162.240.81.18 United States POST CLEAN

hxxp:/iwvww[.]linyapda[.Jcom Extracted 104.223.129.53 United States - CLEAN

hxxp:/iwww[ Jinterjetinc[.Jcom Extracted - - - CLEAN

hxxp:/iww[.]linyapdal[.Jcom/list-4/129.htm| Extracted 104.223.129.53 United States - CLEAN

hxxp:/iwwwl[.]linyapda[.Jcom/6rpu/?
Ppu=JNMUS5IRt9TQe5nNO1Sbk4VxBCXrLWLA
+kd/L3q3uoel 7JjKZIKIMPyDJgqUHRKY/ Extracted, Contacted 104.223.129.53 United States GET CLEAN
QYEd1fE6OY]jcL8erFU5Zx1xTZddScdwaDztYO
OAT1ncL&DZ5B=cD5cmhdy

hxxp:/iwww[.Jlinyapdal[.Jcom/list-4/77.html Extracted 104.223.129.53 United States - CLEAN

hxxp:/iwww[ Jlinyapda[.Jcom/list-3/4905.htm| Extracted 104.223.129.53 United States - CLEAN

hxxp:/iww[.Jgunsperul.Jcom Extracted - - - CLEAN

hxxp:/iwvww[.Jcamrosel.Jtop/6rpu/?
Ppu=N+WSMgmgRmb14d9QzRyAN3xsZDrnS
AfhhEAaBOEYiCceR00EiXBRMbPxz1+3g8NVli Extracted, Contacted 66.29.131.66 United States GET CLEAN
e0/'YhDg1RnPn7pB4JelyplFUJz8NQwEQg50/
aBJ34jg&DZ5B=cD5cmhdy

hxxp:/iwww[.]lacalatruite[.Jcom Extracted - - - CLEAN

hxxp:/iwww[ Jlinyapda[.Jcom/list-3/4639.htm| Extracted 104.223.129.53 United States - CLEAN

hxxp:/ivww[.Jlinyapda[.Jcom/list-3/647.html| Extracted 104.223.129.53 United States - CLEAN

hxxp:/ivww[.Jnoonprince[.]site/6rpu/?Ppu=jJ/
+gArpHQbXobQt+1kiSxkEHX4M STPPinzeM Gb
0J4bJuhldtq7hM8JTt7JawuX2uibibnvCsht7tkzSg

6K/ Extracted, Contacted 64.225.91.73 United States GET CLEAN
YHT9h54N81SDw8rE87yE9Zwo&DZ5B=cD5c

mhdy

hxxp:/iwww[.Jlinyapdal[.Jcom/list-3/3754.htm| Extracted 104.223.129.53 United States - CLEAN

hxxp:/iwww[.Jworkationdelsol[.Jcom/6rpu/?
Ppu=bEVJe5rzhlpgq+KFzm7Z+MzxelhnwO+hr
gllyrCWTePQJ5Zn93SpngadGKgonJqudtF4Geu Extracted, Contacted 81.169.145.159 Germany GET CLEAN
UAaTMG+CUilcdmFrYfPuJEoj4aymWhQI+O0
AJ&DZ5B=cD5cmhdy

hxxp:/lwww[.Jbazararaira[.Jcom Extracted - - - CLEAN

hxxp:/ivww[.]linyapda[.Jcom//4.htm| Extracted 104.223.129.53 United States - CLEAN

hxxp:/iwww[.Jsahibinizim[.Jcom/6rpu/ Extracted, Contacted 85.159.66.93 Turkey POST CLEAN

hxxp:/Awww[.]Jdrsaulson[.Jcom Extracted - - - CLEAN

hxxp:/iwvww[.]ketomealplann[.Jonline/6rpu/?
Ppu=YhpgcRwO6+pW SfeSjyLhlLozZP/
EzdYIskOTmHSB5wknwPdVcUjrVLVOVIK7YW
Cax0UccOKRNfdC48X7PtpX8/
Wj5tY1GsAn75acQ2dSPUICC&OZtwYy=0Hz0Y

Extracted, Contacted 162.240.81.18 United States GET CLEAN

E
hxxp:/iwvww[.Jlinyapda[.Jcom/list-3/3265.htm| Extracted 104.223.129.53 United States - CLEAN
hxxp:/lwww[.]litespeedtech[.Jcom/error-page Extracted - - - CLEAN
hxxp:/ivww[.]linyapda[.Jcom/list-3/127.htm| Extracted 104.223.129.53 United States - CLEAN
hxxp:/iwww[.Jlinyapdal[.Jcom/list-4/039.htm| Extracted 104.223.129.53 United States - CLEAN
hxxp:/ivww[.Jlinyapda[.Jcom/list-3/4997.htm| Extracted 104.223.129.53 United States - CLEAN
hxxp:/iwww[.]Jalextsoucas|.Jcom Extracted - - - CLEAN
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hxxp:/ivww[.Jsahibinizim[.Jcom/6rpu/?Ppu=1Jg/

LhGK9DOZEGMpf20lbPXQGZgyLkiplhmFhim

GKm2rNGugXmLfg2nedVtlUVUZ0TQZBbOz6g
VWTDwJIXkmVYYKgAUnwn9bOW CBMGhBNE
rqQ&DZ5B=cD5cmhdy

hxxp:/ivwwl[.]linyapda[.Jcom/list-4/029.htm!|
hxxp:/iwww([.]linyapda[.Jcom/list-3/2228.htm|
hxxp://fedoraproject[.]Jorg
hxxp:/ivww[.Jmcqueen08].]Jshop/6rpu/
hxxp:/Awvww[.]Jgsw17[.Jcom/6rpu/
hxxp:/iwww[.]sabao-barra[.Jcom
hxxp:/iwww([.]workationdelsol[.Jcom/6rpu/
hxxp:/iwwwl[.]linyapda[.Jcom/list-3/4348.htm|
hxxp:/iwww[.]hsph[.]Jnet/6rpu/
hxxp:/iwww([.]solusiphone[.Jcom/6rpu/
hxxp:/ivww([.]linyapda[.Jcom/list-3/676.htm|

hxxp:/iwvww[.Jgsw17[.Jcom/6rpu/?Ppu=JVO1mb5e
/

3foRHFKNRVMKZH7D 1Zp5kDwhgVsUBOwSS8
GWoPpxixjOIRTL1XpPhi20/

iXpzZpAddedLxDwI+fDFr8e+q9qullLfVAh/
0901R7V42&DZ5B=cD5cmhdy

hxxp:/iwww([.Jtaxrice[.Jcom
hxxp:/iwwwl[.]linyapda[.Jcom/list-3/4455.htm|
hxxp:/iwvww([.]linyapda[.Jcom/list-4/64.htm|
hxxp:/iwvwwl[.]linyapda[.Jcom/list-4/054.htm|

hxxp:/iwww/[.]solusiphone[.Jcom/6rpu/?
Ppu=faBeZhPX5eU5QXnFE+dc5CPYIMWUyD
TtNeptDesh+cF53wfgkOO0luiweZ75SMuMUHzFe
rSygnYX91ViN9G1duoM BKfooktpsW GEWEJ85
M6QrA&DZ5B=cD5cmhdy

hxxp:/iwww[.Jconanstower[.Jcom
hxxp:/lwww/[.]Jgraciesantos[.Jcom
hxxp:/iwwwl[.]linyapda[.Jcom/list-3/3627.htm|
hxxp:/iwvww[.Jmyxxxcentral[.Jcom

hxxp:/iwww/[.]darkbert.Jcloud/6rpu/?
Ppu=ZIX90GMmr800g0g59rJ1Sq68WW CkPN
LZbOE+DI3GgNea2L 8xU9jjz42bwig3b+jjRv/
wmCHBdMxVdM SvPhr8nNujTmRdkSiXjzcB21
PbyZmB&0ZtwYy=0Hz0YF

hxxp:/ivwwl[.]3ycgf7x2[.Jcom/6rpu/?
Ppu=9sSRcqZov6QtqdzmkSZBGZmXdQYu9z+
K6EQEB/
Sh3ZqUM3BBgmi3SjIHjOpo7drCVTaguvFHZF5
loeh60TyBKIOIwK6sDJGOoLREcMJkpJ4t8&DZ5B8
=cD5cmhdy&wn=1

hxxp:/iwvwwl[.]bjjfsd[.Jcom
hxxp:/iwwwl[.Jlinyapdal[.Jcom/list-4/494.html|
hxxp:/iwvww([.]linyapda[.Jcom/list-4/056.htm|

hxxp:/iwww[.]Jmarkstef[.Jcom

Category

Extracted, Contacted

Extracted

Extracted

Extracted

Extracted, Contacted

Extracted, Contacted

Extracted

Extracted, Contacted

Extracted

Extracted, Contacted

Extracted, Contacted

Extracted

Extracted, Contacted

Extracted

Extracted

Extracted

Extracted

Extracted, Contacted

Extracted

Extracted

Extracted

Extracted

Extracted, Contacted

Extracted, Contacted

Extracted

Extracted

Extracted

Extracted

IP Address

85.159.66.93

104.223.129.53

104.223.129.53

198.252.104.158

154.204.182.49

81.169.145.159

104.223.129.53

156.234.184.200

202.52.146.246

104.223.129.53

154.204.182.49

104.223.129.53

104.223.129.53

104.223.129.53

202.52.146.246

104.223.129.53

74.208.236.60

156.235.147.223

104.223.129.53

104.223.129.53

Country

Turkey

United States

United States

United States

Hong Kong

Germany

United States

Hong Kong

Indonesia

United States

Hong Kong

United States

United States

United States

Indonesia

United States

United States

Hong Kong

United States

United States

X-Ray Vision for Malware - www.vmray.com

HTTP Methods

GET

POST

POST

POST

POST

POST

GET

GET

GET

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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URL Category IP Address Country HTTP Methods Verdict

hxxp:/iwww[.Jlinyapdal[.Jcom/list-3/178.html| Extracted 104.223.129.53 United States - CLEAN

hxxp:/iwvwwl[.]Jlinyapda[.Jcom//5.html Extracted 104.223.129.53 United States - CLEAN

Domain
Domain IP Address Country Protocols Verdict

www framedeals[ Jouzz 104.21.73.200, 172.67.165.207 United States HTTP, DNS, TCP
www[Jedirassini[Jcom 23.231.93.253 United States HTTP, DNS, TCP
www[.]steanmcomunity[.Jcom - - -
www][.Jgchiase2[ Jclick 52.74.11.229, 54.179.30.8, 13.215.123.39 Singapore HTTP, DNS, TCP

megueen08[Jshop 108.252.104.158 United States HTTP, DNS, TCP
domaincntrol[.Jcom - - -
www[.Jmargosinc[.Jcom - - -
www/[.]Jdrsaulson[.Jcom - - -
nojs[.Jdomaincntrol[.Jcom - - -
www/[.]bazararairal.Jcom - - -
dns[.]Jladipage[.Jcom 52.74.11.229, 54.179.30.8, 13.215.123.39 Singapore HTTP, DNS, TCP
www[Je-fite[ Jcom - - -
nginx[.Jnet - - -
solusiphone.Jcom 202.52.146.246 Indonesia HTTP, DNS, TCP
www[.Jconanstower[.Jcom - - -
www[Jsolusiphone[Jcom 202.52.146.246 Indonesia HTTP, DNS, TCP
www/[.]Jgurasi[.Jcom - - -
www[Jsdlite] Jorg 45.33.6.223 United States HTTP, DNS, TCP
fedoraproject[.Jorg - - -
www[.]Jmarkstef[.Jcom - - -
www/[ Jfarfetich[.Jcom - - -
wwwl.]Jalextsoucas|.Jcom - - -
fonts[.]Jgstatic[.Jcom - - -
www[.]Jsmartviolet[.Jcom - - -
www/[.Jpaulciganek[.Jcom - - -
pushlJzhanzhang] Joaidul Jcom - - -
www[.Jmcqueen08].Jshop 198.252.104.158 United States HTTP, DNS, TCP
www/[.]sabao-barral.Jcom - - -
www[.Jgsw17[.Jcom 154.204.182.49 Hong Kong HTTP, DNS, TCP
www[ Jketomealplann].Jonline 162.240.81.18 United States HTTP, DNS, TCP
zz[ ]bdstatic[.Jcom - - -
www[.]Jmadfishman[.Jcom - - -
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Domain

www/[.Jgunsperu[.Jcom

www][.]Jdarkbert[.Jcloud

www [ Jithinkhealth[.Jcom

redirect[.Jnatrocdn[.Jcom

www/[.Jnoonprince[.]site

www/[.]sbys021[.Jcyou

www[.]3ycgf7x2[.Jcom

www/[.Jshokugyol[.Jcom

www[.Jcamrosel[.]Jtop

www/[.Jaraclarinlav[.Jnet

www/[.]lacalatruite].Jcom

www/[.]litespeedtech[.Jcom

www[.Jworkationdelsol[.Jcom

www[.Jmyxxxcentral[.Jcom

www/[.]Jgraciesantos[.Jcom

www[.Jtaxrice[.Jcom

www/[.]sahibinizim[.Jcom

www([.Jlinyapda[.Jcom

hm{[.]baidul.Jcom

www/[.Jeniddm[.Jcom

natroredirect[.]Jnatrocdn[.Jcom

www[.]bjjfsd[.Jcom

ketomealplann[.Jonline

www/[.Jinterjetinc[.Jcom

www][.Jhsph[.]net

workationdelsol[.Jcom

IP

IP Address

162.240.81.18

104.21.73.200

85.159.66.93

156.234.184.200

66.29.131.66

52.74.11.229

81.169.145.159

IP Address

74.208.236.60

85.159.66.93

64.225.91.73

67.198.197.12

156.235.147.223

66.29.131.66

81.169.145.159

85.159.66.93

104.223.129.53

85.159.66.93

162.240.81.18

156.234.184.200

81.169.145.159

Domains

ketomealplann[.Jonline,
www/[.]ketomealplann[.Jonline

www/[.]Jframedeals|.]buzz

www/[.]Jsahibinizim[.Jcom,
natroredirect[.Jnatrocdn[.Jcom,
redirect[.]Jnatrocdn[.Jcom

www/[.]hsph[.Jnet

www/[.Jcamrosel.]Jtop

dns[.]Jladipage[.Jcom, www[.]Jgchiase2[.]click

www/[.Jworkationdelsol[.Jcom,
workationdelsol[.Jcom

Country

United States

Turkey

United States

United States

Hong Kong

United States

Germany

Turkey

United States

Turkey

United States

Hong Kong

Germany

Country

United States

Turkey

Hong Kong

United States

Singapore

Germany

X-Ray Vision for Malware - www.vmray.com

Protocols

HTTP, DNS, TCP

HTTP, DNS, TCP

HTTP, DNS, TCP

HTTP, DNS, TCP

DNS, TCP

HTTP, DNS, TCP

HTTP, DNS, TCP

HTTP, DNS, TCP

HTTP, DNS, TCP

HTTP, DNS, TCP

HTTP, DNS, TCP

HTTP, DNS, TCP

HTTP, DNS, TCP

Protocols

HTTP, DNS, TCP

HTTP, DNS, TCP

HTTP, DNS, TCP

HTTP, DNS, TCP

HTTP, DNS, TCP

HTTP, DNS, TCP

HTTP, DNS, TCP

Verdict

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS
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IP Address

23.231.93.253

202.52.146.246

74.208.236.60

104.223.129.53

198.252.104.158

156.235.147.223

64.225.91.73

67.198.197.12

154.204.182.49

13.215.123.39

54.179.30.8

45.33.6.223

172.67.165.207

Domains

www/[.Jedirassini[.Jcom

solusiphone[.Jcom, www/[.]solusiphone[.Jcom

www/[.]darkbert[.Jcloud

www/[.]linyapda[.Jcom

mcqueen08[.]shop, www[.Jmcqueen08[.]shop

www/[.]3ycgf7x2[.Jcom

www/[.Jnoonprince[.]site

www/[.]sbys021[.Jcyou

www[.Jgsw17[.Jcom

dns[.]Jladipage[.Jcom, www[.]Jgchiase2[.]click

dns[.]Jladipage[.Jcom, www[.]Jgchiase2[.]click

www[.]sqlite[.Jorg

www/[.]Jframedeals|.]buzz

Mutex

Name

121.541-4F23B2XB9
O0K12-A9Q7G4-282F

L96NQOTUUVCA42H_

Registry

Registry Key

HKEY_USERS\S-1-5-21-4219442223-4223814209-3835049652- 1000\
SOFTWAREMicrosofttWindows\CurrentVersion\Run\QNOLCH6PB
TDD

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVer
sion\RunOnce\WindowsUpdate

HKEY_LOCAL_MACHINE\SOFTWARE\MozillaMozilla Thunderbird

HKEY_USERS\S-1-5-21-4219442223-4223814209- 3835049652- 1000\
SOFTWAREWMicrosoft\Office\16.0\0utlook\Profiles\Outlook\4b31ac33
9b3c6047a5607d10314f5a05

HKEY_USERS\S-1-5-21-4219442223-4223814209- 3835049652- 1000\
SOFTWAREWMicrosofttWindows\CurrentVersion\Policies

HKEY_USERS\S-1-5-21-4219442223-4223814209-3835049652- 1000\
SOFTWAREMicrosoft\Office\16.0\0utlook\Profiles\Outlook\3517490d
76624c419a828607€2a54604

HKEY_USERS\S-1-5-21-4219442223-4223814209-3835049652- 1000\
SOFTWAREMicrosoft\Office\16.0\0utlook\Profiles\Outlook\9207f3e0
a3b11019908b08002b2a56¢c2

HKEY_USERS\S-1-5-21-4219442223-4223814209- 3835049652- 1000\
SOFTWAREMicrosoft\Office\16.0\0utlook\Profiles\Outlook\9375CFF
0413111d3B88A00104B2A6676\00000003

HKEY_USERS\S- 1-5-21-4219442223-4223814209- 3835049652- 1000\
SOFTWAREWMicrosoft\Office\15.0\0utlook\Profiles\Outlook

HKEY_USERS\S-1-5-21-4219442223-4223814209-3835049652- 1000\
SOFTWARE\Microsoft\Office\16.0\0utlook\Profiles\Outlook\13dbb0c8
aa05101a9hb000aa002fc45a

HKEY_USERS\S-1-5-21-4219442223-4223814209- 3835049652- 1000\
SOFTWAREMicrosoft\Office\16.0\0utlook\Profiles\Outlook\f86ed290
3adallcfb57e524153480001

Operations

access

access

access

Operations

write, access

write, access

create, access

create, access

read, create, access

create, access

create, access

read, create, access

create, access

create, access

create, access

Country

United States

Indonesia

United States

United States

United States

Hong Kong

United States

United States

Hong Kong

Singapore

Singapore

United States

United States

Parent Process Name

control.exe

wmplayer.exe, control.exe

control.exe

Parent Process Name

control.exe

rundl32.exe

control.exe

control.exe

control.exe

control.exe

control.exe

control.exe

control.exe

control.exe

control.exe

X-Ray Vision for Malware - www.vmray.com

Protocols

HTTP, DNS, TCP MALICIOUS

HTTP, DNS, TCP MALICIOUS
HTTP, DNS, TCP MALICIOUS
HTTP, DNS, TCP MALICIOUS
HTTP, DNS, TCP MALICIOUS
DNS, TCP MALICIOUS
HTTP, DNS, TCP MALICIOUS
HTTP, DNS, TCP MALICIOUS
HTTP, DNS, TCP MALICIOUS
DNS CLEAN

DNS CLEAN

HTTP, DNS, TCP CLEAN

g
s
g

DNS CLEAN

Verdict

CLEAN

CLEAN

CLEAN

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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Registry Key

HKEY_USERS\S-1-5-21-4219442223-4223814209- 3835049652- 1000\
SOFTWAREWMicrosoft\Office\16.0\0utlook\Profiles\Outlook\ae072737
0bd4364eald3e75390877e70

HKEY_USERS\S-1-5-21-4219442223-4223814209- 3835049652- 1000\
SOFTWAREMicrosoft\Office\16.0\0utlook\Profiles\Outlook\9375CFF
0413111d3B88A00104B2A6676\00000002

HKEY_USERS\S- 1-5-21-4219442223-4223814209- 3835049652- 1000\
SOFTWAREMicrosoft\Office\16.0\0utlook\Profiles\Outlook\85030200
00000000c000000000000046

HKEY_USERS\S-1-5-21-4219442223-4223814209-3835049652- 1000\
SOFTWAREMicrosoft\Office\16.0\0utlook\Pr ofiles\Outlook\0a0d0200
00000000c000000000000046

HKEY_USERS\S-1-5-21-4219442223-4223814209- 3835049652- 1000\
SOFTWARE\Microsoft\Office\16.0\0Outlook\Profiles\Outlook_2016

HKEY_USERS\S-1-5-21-4219442223-4223814209-3835049652- 1000\
SOFTWAREMicrosoft\Office\16.0\0utlook\Profiles\Outlook\94ba7772
fh349a48ba2cc741623a1549

HKEY_USERS\S-1-5-21-4219442223-4223814209-3835049652- 1000\
SOFTWAREMicrosoft\Office\16.0\0utlook\Profiles\Outlook\c1b3326b
5faB84f45970fa09da288db37

HKEY_USERS\S-1-5-21-4219442223-4223814209-3835049652- 1000\
SOFTWAREMicrosoft\Office\16.0\0utlook\Profiles\Outlook\81fb1dc6
66658c4bb96e792ef5ce3051

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion

HKEY_USERS\S- 1-5-21-4219442223-4223814209- 3835049652- 1000\
SOFTWAREWMicrosoft\Office\16.0\0utlook\Profiles\Outlook\9375CFF
0413111d3B88A00104B2A6676

HKEY_USERS\S-1-5-21-4219442223-4223814209-3835049652- 1000\
SOFTWAREWMicrosofttWindows NT\CurrentVersion\Windows
Messaging Subsystem\Profiles\Outlook

HKEY_USERS\S-1-5-21-4219442223-4223814209- 3835049652- 1000\
SOFTWAREWMicrosoft\Office\16.0\0utlook\Profiles\Outlook

HKEY_USERS\S-1-5-21-4219442223-4223814209-3835049652- 1000\
SOFTWAREWMicrosoftWindows\CurrentVersion\Run

HKEY_USERS\S-1-5-21-4219442223-4223814209- 3835049652- 1000\
SOFTWAREWMicrosoft\Office\16.0\0utlook\Profiles\Outlook\22165c4f
Obe62c48b2e3e9aef6ce3db3

HKEY_USERS\S-1-5-21-4219442223-4223814209- 3835049652- 1000\
SOFTWAREMicrosoft\Office\16.0\0utlook\Profiles\Outlook\a44d88fb
a08a5547alaaad50659b22d8

HKEY_USERS\S-1-5-21-4219442223-4223814209-3835049652- 1000\
SOFTWAREMicrosoft\Office\16.0\0utlook\Profiles\Outlook\9375CFF
0413111d3B88A00104B2A6676\00000001

HKEY_CURRENT_USER\Software\Microsoftt\Windows\CurrentVer
sion\RunOnce

HKEY_USERS\S-1-5-21-4219442223-4223814209- 3835049652- 1000\
SOFTWARE\Microsoft\Internet Explorer\IntelliForms\Storage2

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\ProductName

HKEY_LOCAL_MACHINE\SOFTWAREWMozilla\Mozilla Firefox

Process

Process Name

Operations

create, access

read, create, access

create, access

create, access

create, access

create, access

create, access

create, access

create, access

create, access

create, access

create, access

read, create, access

create, access

create, access

read, create, access

access

read, create, access

read, access

create, access

Commandline

Parent Process Name

control.exe

control.exe

control.exe

control.exe

control.exe

control.exe

control.exe

control.exe

control.exe

control.exe

control.exe

control.exe

control.exe

control.exe

control.exe

control.exe

rundlI32.exe

control.exe

control.exe

control.exe

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

<
@
4]
=

CLEAN

Verdict

behind-any-heavy.exe "C:\Program Files\Windows Photo Viewer\behind-any-heavy.exe"
explorer.exe C:\Windows\Explorer.EXE

rundll32.exe rundll32 C:\Users\KEECFM~1\AppData\Local\Temp\Client.log,[EX ABEC
wmplayer.exe

rundlI32 C:\Users\KEECFM~1\AppData\Local\Temp\Client.log,|[EX ABBIC

control.exe "C:\Windows\SysWOW 64\control.exe"
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Process Name Commandline Verdict
winword.exe "C:\Program Files\Microsoft Office\Office]16\WINWORD.EXE" /n
egnedt32.exe "C:\Program Files\Common Files\Microsoft Shared EQUATION\EQNEDT32.EXE" -Embedding
cmd.exe CmD.exe /C rundlI32 %tmp%\Client.log,IEX ABEIC
rundii32.exe rundii32 C:\Users\KEECFM~1\AppDatalLocal\Temp\ClientJog,IEX ATIEIC

next_story.exe "C:\Program Files (x86)\Windows Defender\next_story.exe"

X-Ray Vision for Malware - www.vmray.com 42 /45



DYNAMIC ANALYSIS REPORT

#14956977

YARA | AV

YARA (16)

Ruleset Name Rule Name Rule Description File Type File Name Classification Verdict

Malware XlLoader_3 XLoader Memory Dump - Spyware
Malware XLoader_3 XLoader Memory Dump - Spyware “
Malware XLoader_3 XLoader Memory Dump - Spyware
Malware XLoader_3 XLoader Memory Dump - Spyware “
Malware XLoader_3 XLoader Memory Dump - Spyware
Malware XLoader_3 XLoader Memory Dump - Spyware “
Malware XLoader_3 XLoader Memory Dump - Spyware
Malware XLoader_3 XLoader Memory Dump - Spyware “
Malware XLoader_3 XLoader Memory Dump - Spyware “
Malware XLoader_3 XLoader Memory Dump - Spyware 55

Malware XLoader_3 XLoader Memory Dump - Spyware “
Malware XLoader_3 XLoader Memory Dump - Spyware 5/5

Malware XLoader_3 XLoader Memory Dump - Spyware “
Malware XLoader_3 XLoader Memory Dump - Spyware 5/5

Malware XLoader_3 XLoader Memory Dump - Spyware “
Malware XLoader_3 XLoader Memory Dump - Spyware 5/5
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ENVIRONMENT

Virtual Machine Information

Name

Description
Architecture

Operating System
Kernel Version

Network Scheme Name

Network Config Name

Platform Information

Platform Version
Dynamic Engine Version
Static Engine Version

AV Exceptions Version

Link Detonation Heuristics Version

Smart Memory Dumping Rules
Version

Config Extractors Version
Signature Trust Store Version
VMRay Threat Identifiers Version

YARA Built-in Ruleset Version

Software Information

Adobe Acrobat Reader Version
Microsoft Office

Microsoft Office Version
Hangul Office

Hangul Office Version

Internet Explorer Version
Chrome Version

Firefox Version

Flash Version

Java Version

System Information

Sample Directory
Computer Name
User Domain
User Name

User Profile

Temp Directory

win7_64_spl_en_ms02016

win7_64_spl_en_mso2016

x86 64-bit

Windows 7

6.1.7601.18741 (2e37f962-d699-492c-aaf3-f9f4e9770b1d)
Local Gateway

Local Gateway

2023.3.1

2023.3.1/07/17/2023 04:23
2023.3.1.0/ 2023-07-17 03:00:15
2023.3.1.2 / 2023-07-01 17:20:29

2023.3.1.2/ 2023-07-01 17:20:29

2023.3.1.2 / 2023-07-01 17:20:29

2023.3.1.4/ 2023-07-07 07:05:07
2023.3.1.2/ 2023-07-01 17:20:29
2023.3.1.4 / 2023-07-07 07:05:07

2023.3.1.4

Not installed
2016
16.0.4266.1001
Not installed
Not installed
8.0.7601.17514
Not installed
Not installed
Not installed

8.0.1710.11

C:\Users\kEecfMwgj\Desktop
QIIATRKPRH

QIIATRKPRH

kEectMwgj
C:\Users\kEecfMwgj

C:\Users\KEECFM~1\AppData\Local\Temp
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System Root C:\Windows
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