
WEB ANALYSIS REPORT
#12082055

MALICIOUS
Classifications: Phishing

Threat Names: -

Verdict Reason: -

Sample Type URL

File Name https://wx.3cep.cn/app/UPS/

ID #6177628

MD5 7e0409290b330591450853a492f7a1fe

SHA1 4e5d0dbfd57af99fd0da146608de72e49eb61d66

SHA256 067f8909a9bbd1366507dc1e4ad8c5be3d608d0e94b0ff0691c0626f649daea3

File Size 27 bytes

Report Created 2022-11-21 11:50 (UTC+1)

Target Environment win10_64_th2_en_web | web_root
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WEB ANALYSIS REPORT
#12082055

OVERVIEW

VMRay Threat Identifiers (3 rules, 34 matches)

Score Category Operation Count Classification

4/5 Machine Learning Phishing page detected 1 Phishing

Phishing attempt detected by ML module (StingRay).• 

4/5 Reputation Known malicious URL 1 -

Submitted URL "https://wx.3cep.cn/app/UPS/" is a known malicious URL.• 

4/5 Reputation Contacts known malicious URL 32 -

Contacted URL "https://wx.3cep.cn/app/UPS/files/creditcard_visa_electron.png" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/fr.png" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/inf_cc_30x23_discover.gif" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/fonts/Roboto-Medium.woff2" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/ajax-loader-transparent.gif" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/creditcard_vpay.webp" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/loading.html" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/app.bundle.bf30b6e8faa99cf9.css" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/inf_cc_30x23_visa.webp" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/inf_cc_30x23_amex.gif" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/creditcard_maestro.png" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/vbv.html" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/onelink.css" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/jquery-3.6.0.min.js" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/libs.bundle.d4af436688895680.css" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/widgets.css" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/creditcard_carte_bleue.webp" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/fonts/Roboto-Medium.woff" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/inf_cc_30x23_mcard.gif" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/fonts/Roboto-Regular.woff" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/all.css" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/ups.css" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/favicon.ico" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/UPS_logo.svg" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/styles.css" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/us.png" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/modules.css" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/vs.png" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/scripts.js" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/vendor.css" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/apps-nbs.css" is a known malicious URL.

Contacted URL "https://wx.3cep.cn/app/UPS/files/fonts/Roboto-Regular.woff2" is a known malicious URL.
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WEB ANALYSIS REPORT
#12082055

Sample Information

Analysis Information

ID #6177628

MD5 7e0409290b330591450853a492f7a1fe

SHA1 4e5d0dbfd57af99fd0da146608de72e49eb61d66

SHA256 067f8909a9bbd1366507dc1e4ad8c5be3d608d0e94b0ff0691c0626f649daea3

SSDeep 3:N8MLBwLAVVP:2MLB+AV1

File Name https://wx.3cep.cn/app/UPS/

File Size 27 bytes

Sample Type URL

Has Macros ✔

Creation Time 2022-11-21 11:50 (UTC+1)

Analysis Duration 00:03:59

Termination Reason Timeout

Number of Monitored Processes 0

Execution Successful False

Reputation Enabled ✔

WHOIS Enabled ✔

Built-in AV Enabled ✖

Built-in AV Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Number of AV Matches 0

YARA Enabled ✔

YARA Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Number of YARA Matches 0
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WEB ANALYSIS REPORT
#12082055

NETWORK

General

DNS

HTTP/S

HTTP Requests

Method URL Dest. IP Dest. Port Status Code Response Size Verdict

16.62 KB total sent

560.33 KB total received

2 ports 443, 53

3 contacted IP addresses

20 URLs extracted

3 files downloaded

0 malicious hosts detected

2 DNS requests for 2 domains

1 nameservers contacted

0 total requests returned errors

34 URLs contacted, 2 servers

2 sessions, 422.94 KB sent, 19932.18 KB received

GET
https://www.ups.com.track.perfhost.net/ca/en/services/
individual-shipper.page

- - 0 bytes NA

GET
https://www.ups.com.track.perfhost.net/ca/en/services/
international-shipping.page

- - 0 bytes NA

GET
https://www.ups.com.track.perfhost.net/ca/en/help-center/
packaging-and-supplies.page

- - 0 bytes NA

GET https://www.ups.com.track.perfhost.net/ca/en/services.page - - 0 bytes NA

GET
https://www.ups.com.track.perfhost.net/ca/en/services/
shipping.page

- - 0 bytes NA

GET
https://www.ups.com.track.perfhost.net/ca/en/service-
alerts.page?id=alert1

- - 0 bytes NA

GET https://www.ups.com.track.perfhost.net/ca/en/shipping.page - - 0 bytes NA

GET
https://www.ups.com.track.perfhost.net/ca/en/shipping/
international/services.page

- - 0 bytes NA

GET
https://www.ups.com.track.perfhost.net/ca/en/service-
alerts.page?id=alert2

- - 0 bytes NA

GET
https://www.ups.com.track.perfhost.net/ca/en/services/
tracking.page

- - 0 bytes NA

GET
https://www.ups.com.track.perfhost.net/ca/en/tracking/
quantum-view.page

- - 0 bytes NA

GET
https://www.ups.com.track.perfhost.net/ca/en/services/
tracking/mychoice.page

- - 0 bytes NA

GET
https://www.ups.com.track.perfhost.net/ca/en/services/
billing.page

- - 0 bytes NA

GET
https://www.ups.com.track.perfhost.net/ca/en/services/
contract-logistics.page

- - 0 bytes NA

GET
https://www.ups.com.track.perfhost.net/ca/en/services/
small-business.page

- - 0 bytes NA
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Method URL Dest. IP Dest. Port Status Code Response Size Verdict

GET
https://www.ups.com.track.perfhost.net/ca/en/services/
tracking/my-choice-for-business.page

- - 0 bytes NA

GET https://www.ups.com.track.perfhost.net - - 0 bytes NA

GET
https://www.ups.com.track.perfhost.net/ca/en/services/
technology-integration.page

- - 0 bytes NA

GET
https://www.ups.com.track.perfhost.net/ca/en/w1-location-
finder-page.page?quickStart=true&widget=locationFinder

- - 0 bytes NA

GET
https://www.ups.com.track.perfhost.net/ca/en/
SearchResults.page

- - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/widgets.css - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/jquery-3.6.0.min.js - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/fonts/Roboto-Regular.woff2 - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/fonts/Roboto-Regular.woff - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/styles.css - - 0 bytes NA

GET https://api.ipify.org/?format=jsonp&callback=getIP - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/fr.png - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/vendor.css - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/inf_cc_30x23_amex.gif - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/vs.png - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/favicon.ico - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/vbv.html - - 0 bytes NA

GET
https://wx.3cep.cn/app/UPS/files/
creditcard_visa_electron.png

- - 0 bytes NA

GET
https://wx.3cep.cn/app/UPS/files/fonts/Roboto-
Medium.woff2

- - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/ajax-loader-transparent.gif - - 0 bytes NA

GET
https://wx.3cep.cn/app/UPS/files/
creditcard_carte_bleue.webp

- - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/fonts/Roboto-Medium.woff - - 0 bytes NA

GET
https://wx.3cep.cn/app/UPS/files/
libs.bundle.d4af436688895680.css

- - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/apps-nbs.css - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/inf_cc_30x23_visa.webp - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/us.png - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/inf_cc_30x23_discover.gif - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/modules.css - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/UPS_logo.svg - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/ups.css - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/scripts.js - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/all.css - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/ - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/loading.html - - 0 bytes NA
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Method URL Dest. IP Dest. Port Status Code Response Size Verdict

DNS Requests

Type Hostname Response Code Resolved IPs CNames Verdict

GET https://wx.3cep.cn/app/UPS/files/creditcard_vpay.webp - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/creditcard_maestro.png - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/onelink.css - - 0 bytes NA

GET https://wx.3cep.cn/app/UPS/files/inf_cc_30x23_mcard.gif - - 0 bytes NA

GET
https://wx.3cep.cn/app/UPS/files/
app.bundle.bf30b6e8faa99cf9.css

- - 0 bytes NA

A api.ipify.org, api.ipify.org.herokudns.com NO_ERROR

54.91.59.199,
3.220.57.224,
52.20.78.240,
3.232.242.170

api.ipify.org.herokudns.com NA

A wx.3cep.cn NO_ERROR 39.108.209.119 NA
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ARTIFACTS

File

SHA256 File Names Category File Size MIME Type Operations Verdict

URL

URL Category IP Address Country HTTP Methods Verdict

5f2a84f496ac33697e26b312
5ead04ab7ef1cfdafe7eec03d
f355f33929bc304

- Downloaded File 12.55 KB text/plain - CLEAN

3b638ba058e418f41ec8bd77
c6fbe6fe9608b59bf71db9d68
6b4de1819482de3

- Downloaded File 146.46 KB text/x-asm - CLEAN

7713d48a070c6c91327113c
9479c6bfe2323357ef37c0db
63a90192192d3b6ea

- Downloaded File 203.16 KB text/html - CLEAN

https://wx.3cep.cn/app/UPS/files/
creditcard_visa_electron.png

- 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/fr.png - 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/
inf_cc_30x23_discover.gif

- 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/ - 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/fonts/Roboto-
Medium.woff2

- 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/ajax-loader-
transparent.gif

- 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/
creditcard_vpay.webp

- 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/loading.html - 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/
app.bundle.bf30b6e8faa99cf9.css

- 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/
inf_cc_30x23_visa.webp

- 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/
inf_cc_30x23_amex.gif

- 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/
creditcard_maestro.png

- 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/vbv.html - 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/onelink.css - 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/
jquery-3.6.0.min.js

- 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/
libs.bundle.d4af436688895680.css

- 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/widgets.css - 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/
creditcard_carte_bleue.webp

- 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/fonts/Roboto-
Medium.woff

- 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/
inf_cc_30x23_mcard.gif

- 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/fonts/Roboto-
Regular.woff

- 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/all.css - 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/ups.css - 39.108.209.119 - GET MALICIOUS
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URL Category IP Address Country HTTP Methods Verdict

https://wx.3cep.cn/app/UPS/favicon.ico - 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/UPS_logo.svg - 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/styles.css - 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/us.png - 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/modules.css - 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/vs.png - 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/scripts.js - 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/vendor.css - 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/apps-nbs.css - 39.108.209.119 - GET MALICIOUS

https://wx.3cep.cn/app/UPS/files/fonts/Roboto-
Regular.woff2

- 39.108.209.119 - GET MALICIOUS

https://www.ups.com.track.perfhost.net/ca/en/
services/tracking/mychoice.page

- - - - CLEAN

https://www.ups.com.track.perfhost.net/ca/en/
services/individual-shipper.page

- - - - CLEAN

https://www.ups.com.track.perfhost.net/ca/en/
tracking/quantum-view.page

- - - - CLEAN

https://api.ipify.org/?format=jsonp&callback=getIP -
3.220.57.224, 54.91.59.199,
3.232.242.170, 52.20.78.240

- GET CLEAN

https://www.ups.com.track.perfhost.net/ca/en/
services/shipping.page

- - - - CLEAN

https://www.ups.com.track.perfhost.net/ca/en/
services/tracking/my-choice-for-business.page

- - - - CLEAN

https://www.ups.com.track.perfhost.net/ca/en/
services/technology-integration.page

- - - - CLEAN

https://www.ups.com.track.perfhost.net/ca/en/
services/contract-logistics.page

- - - - CLEAN

https://www.ups.com.track.perfhost.net/ca/en/
service-alerts.page?id=alert1

- - - - CLEAN

https://www.ups.com.track.perfhost.net/ca/en/w1-
location-finder-page.page?
quickStart=true&widget=locationFinder

- - - - CLEAN

https://www.ups.com.track.perfhost.net/ca/en/
services/international-shipping.page

- - - - CLEAN

https://www.ups.com.track.perfhost.net/ca/en/
services/small-business.page

- - - - CLEAN

https://www.ups.com.track.perfhost.net/ca/en/
services.page

- - - - CLEAN

https://www.ups.com.track.perfhost.net - - - - CLEAN

https://www.ups.com.track.perfhost.net/ca/en/
SearchResults.page

- - - - CLEAN

https://www.ups.com.track.perfhost.net/ca/en/
services/billing.page

- - - - CLEAN

https://www.ups.com.track.perfhost.net/ca/en/
shipping/international/services.page

- - - - CLEAN

https://www.ups.com.track.perfhost.net/ca/en/
service-alerts.page?id=alert2

- - - - CLEAN

https://www.ups.com.track.perfhost.net/ca/en/
help-center/packaging-and-supplies.page

- - - - CLEAN

https://www.ups.com.track.perfhost.net/ca/en/
shipping.page

- - - - CLEAN
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URL Category IP Address Country HTTP Methods Verdict

Domain

Domain IP Address Country Protocols Verdict

IP

IP Address Domains Country Protocols Verdict

https://www.ups.com.track.perfhost.net/ca/en/
services/tracking.page

- - - - CLEAN

wx.3cep.cn 39.108.209.119 - TLS, HTTPS, TCP, DNS CLEAN

www.ups.com.track.perfhost.net - - - CLEAN

api.ipify.org
3.220.57.224, 54.91.59.199, 3.232.242.170,
52.20.78.240

- TLS, HTTPS, TCP, DNS CLEAN

api.ipify.org.herokudns.com
3.220.57.224, 54.91.59.199, 3.232.242.170,
52.20.78.240

- TLS, HTTPS, TCP, DNS CLEAN

54.91.59.199 api.ipify.org, api.ipify.org.herokudns.com United States TLS, HTTPS, TCP, DNS CLEAN

3.232.242.170 api.ipify.org, api.ipify.org.herokudns.com United States DNS CLEAN

52.20.78.240 api.ipify.org, api.ipify.org.herokudns.com United States DNS CLEAN

3.220.57.224 api.ipify.org, api.ipify.org.herokudns.com United States DNS CLEAN

39.108.209.119 wx.3cep.cn China TLS, HTTPS, TCP, DNS CLEAN
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YARA / AV

No YARA or AV matches available.
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ENVIRONMENT

Virtual Machine Information

Platform Information

Software Information

System Information

Name win10_64_th2_en_web

Description win10_64_th2_en_web

Architecture x86 64-bit

Operating System Windows 10 Threshold 2

Kernel Version 10.0.10586.0 (0de6dc23-8e19-4bb7-8608-d54b1e6fa379)

Network Scheme Name Local Gateway

Network Config Name Local Gateway

Platform Version 4.7.0

Web Engine Version 1.5.0 / 10/11/2022 03:25

Static Engine Version 4.7.0.0 / 2022-10-11 02:00:18

AV Exceptions Version 4.7.1.7 / 2022-10-27 16:01:27

ML Detection Models Version 4.7.1.7 / 2022-10-27 16:01:27

Link Detonation Heuristics Version 4.7.1.8 / 2022-10-30 09:01:20

Signature Trust Store Version 4.7.1.8 / 2022-10-30 09:01:20

VMRay Threat Identifiers Version 4.7.1.12 / 2022-11-15 10:04:31

Web Engine Auto UI Rules Version 4.7.1.7 / 2022-10-27 16:01:27

YARA Built-in Ruleset Version 4.7.1.10

Adobe Acrobat Reader Version Not installed

Microsoft Office Not installed

Microsoft Office Version Not installed

Hangul Office Not installed

Hangul Office Version Not installed

Internet Explorer Version 11.0.10586.0

Chrome Version 90.0.4430.85

Firefox Version Not installed

Flash Version Not installed

Java Version 8.0.1710.11

Computer Name XC64ZB

User Domain XC64ZB

User Name RDhJ0CNFevzX

User Profile C:\Users\RDhJ0CNFevzX

Temp Directory C:\Users\RDHJ0C~1\AppData\Local\Temp

System Root C:\Windows
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