DYNAMIC ANALYSIS REPORT

#10849382

Classifications: Spyware Injector
MALICIOUS Threat Names: FormBook

Verdict Reason: -

Sample Type Windows Exe (x86-32)

File Name f28fc7b2cb 76f0a714ef1e43b37ec0f5aa6c497d 25d 7de4379e8e0b91913d 1c0.exe
ID #5067910

MD5 557232ed6bcc3043cba02aedcbc96891

SHAL bd739f8686a3a535h9d2faee8990c77f0de06884

SHA256 f28fc7h2ch76f0a714efle43b37ec0f5aabe497d25d7de4379e8e0091913d1cO

File Size 986.00 KB

Report Created 2022-08-05 15:47 (UTC+2)

Target Environment winl0_64_th2_en mso02016 | exe
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OVERVIEW

VMRay Threat Identifiers (10 rules, 10 matches)

[72]
" (2]
S
D

5/5

Category Operation Count Classification
Extracted Configuration FormBook configuration was extracted 1 Spyware

« A configuration for FormBook was extracted from artifacts of the dynamic analysis.

YARA Malicious content matched by YARA rules 1 Spyware

* Rule "FormBook_2021" from ruleset "Malware" has matched on a memory dump for (process #1) f28fc7b2ch76f0a714efle43b37ec0f5aa6c497d25d7de4379e8e0091913d1c0.exe.
Injection Writes into the memory of another process 1 Injector

« (Process #1) f28fc7b2ch76f0a714efle43b37ecOf5aabe497d25d7de4379e8e0091913d1c0.exe modifies memory of (process #2) sndvol.exe.

Injection Modifies control flow of another process 1 Injector

« (Process #1) f28fc7b2ch76f0a714efle43b37ecOf5aabe497d25d7de4379e8e0091913d1c0.exe creates thread in (process #2) sndvol.exe.

Reputation Known malicious file 1 -

« The sample itself is a known malicious file.

Persistence Installs system startup script or application 1 -

« (Process #1) f28fc7b2ch76f0a714efle43b37ecOf5aabe497d25d7de4379e8e0091913d1c0.exe adds “C:\Users\Public\Libraries\ocecdT.url" to Windows startup via registry.

Hide Tracks Creates process with hidden window 1 -

« (Process #1) f28fc7b2ch76f0a714efle43b37ecOf5aabe497d25d7de4379e8e0091913d1c0.exe starts (process #2) sndvol.exe with a hidden window.

Discovery Enumerates running processes 1 -

« (Process #1) f28fc7b2ch76f0a714efle43b37ecOf5aabe497d25d7de4379e8e0b91913d1c0.exe enumerates running processes.

Obfuscation Creates a page with write and execute permissions 1 -

« (Process #1) f28fc7b2ch76f0a714efle43b37ecOf5aabe497d25d7de4379e8e0091913d1c0.exe allocates a page in a foreign process with "PAGE_EXECUTE_READWRITE" permissions,
often used to dynamically unpack code.

Obfuscation Resolves API functions dynamically 1 -

« (Process #1) f28fc7b2ch76f0a714efle43b37ecOf5aabe497d25d7de4379e8e0091913d1c0.exe resolves 322 API functions by name.
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Malware Configuration: FormBook

Metadata Key Extracted Value
Version Value 41
Mission ID Value t3c9
URL Url www.kingnat.xyz/t3c9/

X-Ray Vision for Malware - www.vmray.com 3/17



DYNAMIC ANALYSIS REPORT

49382

Value waidfu.com

Value sjglyshsv.com

Value sdztgy.com

Value health-magazines.info

Value bajoarmadura.com

Value oxian.xyz

Value jonspearman.com

Value fusodu.online

Value jx1718.net

Value arminvasétinderella.xyz

Value susuhiwah.com

Value novotherm.online

Value superbloomerz.com

Value kuaida56.com

Value 74hc86.com

Value stellumml.com

Value neurocalibration.com

Value pinkspirit.store

Value solitaipat.com

Value eassiy.com

Value w-coinbase.xyz

Value transliberation.space

Value food2goscunthorpeonline.com

Value as2082m.icu

Value goodhistoryhealth.com

Value albertojanderson.space

Value idc169.com

Value silverholleorganicfarms.com

Value influxpr.com

Value lechecondensada.info

Value airyflamy.com

Value rangersmix.com
Other: Decoy URL

Value muadogiadungtot.site

Value feldfire.store

Value splitdrinks.com

Value Ibzyfj.com

Value mydailycash.online

Value ifa-samsung.com

Value bzfim.net

Value 001gr.com

Value elylil.com

Value coloradogives365.com

Value vmpapp.com

Value yourcoachsteph.com

Value annalenaroeder.com

Value gsolartech.com

Value vsecom.net

Value digihouse.biz

Value paxof.com

Value spectrumfxstudio.com

Value cwmijcs.com

Value borilicious.com

Value bigmammal121.com

Value future.hockey

Value billionaero.com

Value ebavconnect.com

Value X-Regniidigierofor Malware - www.vmray.com 4 /17
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Mitre ATT&CK Matrix

. . . Privilege Defense Credential A Lateral A Command . .
Initial Access Execution Persistence o E o e Discovery e Collection e o] Exfiltration Impact
#T1060
Registry Run #T1112 Modify g:;)lcoessl
Keys / Startup Registry Bleeses
Folder y
#T1143 Hidden
Window
#T1045
Software
Packing
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Sample Information

ID #5067910

MD5 557232ed6bcc3043cha02aedcbc96891

SHA1L bd739f8686a3a535b9d2faee8990c 77f0de06884

SHA256 f28fc7b2ch76f0a714efle43b37ecOf5aabe497d25d7de4379e8e0091913d1c0

SSDeep 24576:5DA1mchKTwkH17WtMBhiUDxvHIMYStUtVSn52pAf2r DNt 2aCH X:5Dhc8ZPbVI5Sn52KN
ImpHash 205f6434858f3f8cc9e8096d094507a2

File Name f28fc7b2ch76f0a714efle43b37ecOf5aabe497d25d7de4379e8e0b91913d1c0.exe

File Size 986.00 KB

Sample Type Windows Exe (x86-32)

Has Macros v

Analysis Information

Creation Time

2022-08-05 15:47 (UTC+2)

Analysis Duration 00:04:00
Termination Reason Timeout
Number of Monitored Processes 2
Execution Successful False
Reputation Enabled v
WHOIS Enabled v
Built-in AV Enabled x

Built-in AV Applied On
Number of AV Matches
YARA Enabled

YARA Applied On

Number of YARA Matches

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

X-Ray Vision for Malware - www.vmray.com
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NETWORK

General

3.57 KB total sent

9.42 KB total received

3 ports 443, 53, 445

2 contacted IP addresses
1 URLs extracted

0 files downloaded

0 malicious hosts detected

DNS

1 DNS requests for 1 domains
1 nameservers contacted

0 total requests returned errors

HTTPIS

1 URLs contacted, 1 servers

1 sessions, 2.64 KB sent, 13.99 KB received

HTTP Requests

Method URL

https://onedrive.live.com/download?
GET cid=FB5C5DB4B53601EB&resid=FB5C5DB4B53601EBY
21540&authkey=ANMH1ELgXQdJslw

DNS Requests

Type Hostname

onedrive.live.com, odc-web-geo.onedrive.akadns.net, odc-
web-brs.onedrive.akadns.net,
odwebpl.trafficmanager.net.|-0004.dc-msedge.net.I-0004.1-
msedge.net, I-0004.]-msedge.net

Dest. IP

Response Code

NO_ERROR

Dest. Port

Resolved IPs

13.107.42.13

X-Ray Vision for Malware - www.vmray.com

Status Code
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Response Size Verdict

0 bytes

CNames Verdict
odc-web-

geo.onedrive.akadns.net,

odc-web-

brs.onedrive.akadns.net,
odwebpl.trafficmanager.net.|

-0004.dc-

msedge.net.|-0004.-

msedge.net, 1-0004.1-

msedge.net
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BEHAVIOR

Process Graph

Create Remote Thread
#1 Modify Memory
Sample Start f28fc7b2ch76f0a714efle43b37ec0f5aa6c497d25d7de4379e8e0b91913d1c0.exe —w/:
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Process #1: f28fc7b2cb76f0a714efle43b37ec0f5aa6¢c497d25d7de4379e8e0b91913d1c0.exe

ID 1

File Name c:\users\rdhjOcnfevzx\desktop\f28fc 7b2ch76f0a714efle43b37ecOf5aa6c497d25d7de4379e8e0091913d1c0.exe
Command Line "C:\Users\RDhJOCNFevzX\Desktop\f28fc 7b2ch76f0a714efle43b37ecOf5aabc497d25d7de4379e8e0091913d1c0.exe”
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 56816, Reason: Analysis Target

Unmonitor End Time End Time: 144751, Reason: Terminated

Monitor duration 87.94s

Return Code 0

PID 5036

Parent PID 1972

Bitness 32 Bit

Dropped Files (2)

File Name File Size SHA256 YARA Match
\CJ sers\RDhJOCNFevzX\Desktop\f28fc 7h2ch7610a714ef1e43037ecOl5  986.00 KB flzcsgcmcb76f°a714‘3fle43b37eC°f5aaf’°497d25d7de4379€89°b91913d x
aa6c497d25d7de4379e8e0b91913d1c0.exe
C:\Users\Public\Libraries\ocecdT.url 98 bytes égggdaﬁ2169377e4152fa689eled0016420c5a93bc78262d677f355630 x
Host Behavior

Type Count
Module 1147
Keyboard 8
System 2003
Registry 14
- 10
Window 9
File 12
Process 110
- 6
- 1
Network Behavior

Type Count
HTTPS 2

X-Ray Vision for Malware - www.vmray.com 11 /17
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Process #2: sndvol.exe

ID 2

File Name c:\windows\syswow64\sndvol.exe
Command Line "C:\Windows\System32\SndVol .exe"
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 141387, Reason: Child Process
Unmonitor End Time End Time: 172190, Reason: Terminated
Monitor duration 30.80s

Return Code 3221225786

PID 3168

Parent PID 5036

Bitness 32 Bit

Injection Information (4)

Injection Type Source Process Source | Target TID Address | Name Size Success Count

#l:c:
\users\rdhjOcnfevzx\desktop
Modify Memory \f28fc7b2cb76f0a714efled3b Oxbb4 0x50480000(1346895872) 0x2f000 v 1
37ec0f5aa6c497d25d7de437
9e8e0b91913d1c0.exe

#1.c:
\users\rdhjOcnfevzx\desktop
Modify Memory \f28fc7b2ch76f0a714efle43b  Oxbb4 0x30000(196608) 0x8 v 1
37ec0f5aa6c497d25d7de437
9e8e0b91913d1c0.exe

#1:c:
\users\rdhjOcnfevzx\desktop
Modify Memory \f28fc7b2ch76f0a714efle43b Oxbb4 0x190000(1638400) 0x19% v 1
37ec0f5aa6c497d25d7de437
9e8e0b91913d1c0.exe

#1:c:
\users\rdhjOcnfevzx\desktop
Create Remote Thread \f28fc7b2ch76f0a714efle43b Oxbb4 0x190000(1638400) - v 1
37ec0f5aa6c497d25d7de437
9e8e0b91913d1c0.exe

X-Ray Vision for Malware - www.vmray.com 12 /17
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ARTIFACTS

File

SHA256 File Names

C:
\Users\RDhJOCNFevzX\Desktop\f28f
c7b2cb76f0a714ef1e43b37ecOf5aabed
97d25d7de4379e8e0b91913d1c0.exe,
C:\Users\Public\Libraries\Tdceco.exe

f28fc7b2cb76f0a714efle43b
37ec0f5aa6c497d25d7de437
9e8e0b91913d1c0

16d3da3f2169377e4152fabe
9eedfd0016420c5a93bc782e
2d677f3556303055

C:\Users\Public\Libraries\ocecdT.url

c2d814a34b184b7cdf10e4e7
a4311ff15db99326d6dd8d32
8b53bf9e19ccf858

Filename

File Name

C:\Users\Public\Libraries\Tdceco.exe

C:

\Users\RDhJOCNFevzX\Desktop\f28fc 7b2cb76f0a714efle43b37ecOf5
aab6c497d25d7de4379e8e0b91913d1c0.exe

c:
\users\rdhjOcnfevzx\appdatallocal\microsoftwindows\inetcachelie\rvit
krmh\tdcecogbbgrxarcelvdgocpkcdmaqukp[1]

c
\users\rdhjOcnfevzx\appdata\local\microsoft\windows\inetcache\count

ers.dat
C:\Users\Public\Libraries\ocecdT.url
SndVol.exe

C:\Users\Public\Libraries

URL

URL Category

http:/iwww.kingnat.xyz/t3c9/ -

https://onedrive.live.com/download?
cid=FB5C5DB4B53601EB&resid=FB5C5DB4B5 -
3601EB%21540&authkey=ANMH1ELgXQdJslw

Domain

Domain

onedrive.live.com
odc-web-geo.onedrive.akadns.net
1-0004.1-msedge.net
www.kingnat.xyz -
odc-web-brs.onedrive.akadns.net

odwebpl.trafficmanager.net.|-0004.dc-msedge.net.I-0004.1-
msedge.net

IP Address

Category File Size MIME Type
application/
Sample File 986.00 KB vnd.microsoft.portable-
executable
Dropped File 98 bytes text/plain
Modified File 128 bytes application/octet-stream
Category

Dropped File, Accessed File, VM File

Sample File, Accessed File, VM File

Downloaded File, Extracted File

Modified File

Dropped File, Accessed File

Accessed File

Accessed File

Accessed File

IP Address Country

13.107.42.13

Country

13.107.42.13 -

13.107.42.13 -

13.107.42.13 -

13.107.42.13 -

13.107.42.13 -

X-Ray Vision for Malware - www.vmray.com

Operations Verdict

MALICIOUS

Access, Create, Read, Write

CLEAN

Access, Create, Write

- CLEAN

Verdict

MALICIOUS

Operations

Access, Create, Write

MALICIOUS

Access, Read

- CLEAN

- CLEAN
CLEAN

Access, Create, Write

Access CLEAN
Access CLEAN
HTTP Methods Verdict
:
GET CLEAN
Protocols Verdict

TCP, HTTPS, DNS
TCP,HTTPS, DNS

TCP, HTTPS, DNS

TCP, HTTPS, DNS

TCP, HTTPS, DNS

13/17



DYNAMIC ANALYSIS REPORT

49382

IP
IP Address Domains Country Protocols Verdict
odc-web-brs.onedrive.akadns.net, I-0004.1-
msedge.net,
13.107.42.13 odwebpl.trafficmanager.net.-0004.dc- United States TCP, HTTPS, DNS
msedge.net.I-0004.I-msedge.net, odc-web-
geo.onedrive.akadns.net, onedrive.live.com
Registry
Registry Key Operations Parent Process Name
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows read, access f28fc7b2cb76f0a714efle43b37ecOf5aabc497d25d7de4379e8 CLEAN
NT\CurrentVersion\FontSubstitutes\M S Shell Dig 2 ! e0b91913d1c0.exe

HKEY_CURRENT_USER\SOFTWAREMicrosoft\Windows\Current
Version\Run\Tdceco

f28fc7b2ch76f0a714efle43b37ecOf5aabc497d25d7de4379e8

e0b91913d1c0.exe CLEAN

access, write

HKEY LOCAL MACHINE\Software\Borland\Locales access f28fc7b2cb76f0a714efle43b37ecOf5aabc497d25d7de4379e8 CLEAN
- - e0b91913d1c0.exe

f28fc7b2ch76f0a714ef1e43b37ec0f5aab6c497d25d7de4379e8

<
]
=
Q

HKEY_CURRENT_USER\Software\Borland\Locales access €0b91913d1c0.exe CLEAN
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows access f28fc7b2cb76f0a714efle43b37ecOf5aabc497d25d7de4379e8 CLEAN
NT\CurrentVersion\FontSubstitutes e0b91913d1c0.exe
HKEY_CURRENT_USER\SOFTWAREMicrosoft\Windows\Current f28fc7b2ch76f0a714efle43b37ecOf5aabe497d25d7de4379e8
— - access CLEAN
Version\Run e0b91913d1c0.exe
§ f28fc7b2cb76f0a714efle43b37ecOf5aabc497d25d7de4379e8
HKEY_CURRENT_USER\Software\Borland\Delphi\Locales access e0b91913d1c0.exe CLEAN
Process
Process Name Commandline Verdict
"C:
f2B1c Thach76i0aT14ef1e43037ec0r5aabeA972507dea379e8e00919130  \jsers\RDRJOCNevzX\Desktopif28icTh2ch7610a714ef1e43h37ec0i5aabeA97d2507de4379e8e0b10
’ 13d1c0.exe"
sndvol.exe "C:\Windows\System32\SndVol.exe"

X-Ray Vision for Malware - www.vmray.com 14 /17
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YARA (1)
Ruleset Name Rule Name Rule Description File Type File Name Classification Verdict
Malware FormBook_2021 FormBook Memory Dump - Spyware 5/5
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ENVIRONMENT

Virtual Machine Information

Name

Description
Architecture

Operating System
Kernel Version

Network Scheme Name

Network Config Name

Platform Information

Platform Version
Dynamic Engine Version
Static Engine Version

AV Exceptions Version

Link Detonation Heuristics Version

Smart Memory Dumping Rules
Version

Config Extractors Version
Signature Trust Store Version
VMRay Threat Identifiers Version

YARA Built-in Ruleset Version

Software Information

Adobe Acrobat Reader Version
Microsoft Office

Microsoft Office Version
Hangul Office

Hangul Office Version

Internet Explorer Version
Chrome Version

Firefox Version

Flash Version

Java Version

System Information

Sample Directory
Computer Name
User Domain
User Name

User Profile

Temp Directory

winl0_64 th2_en_mso02016

winl0_64_th2_en mso02016

x86 64-bit

Windows 10 Threshold 2

10.0.10586.0 (0de6dc23-8e19-4bb7-8608-d54ble6fa379)
Local Gateway

Local Gateway

4.6.0

4.6.0/07/08/2022 04:26
4.6.0.0/2022-07-08 03:00:22
4.6.1.9/2022-07-29 14:01:00

4.6.1.9/2022-07-29 14:01:00

4.6.1.9/2022-07-29 14:01:00

4.6.1.12 / 2022-08-02 11:53:09
4.6.1.9/2022-07-29 14:01:00
4.6.1.14 / 2022-08-03 12:19:21

46.1.10

Not installed
2016
16.0.4266.1001
Not installed
Not installed
11.0.10586.0
Not installed
Not installed
Not installed

Not installed

C:\Users\RDhJOCNFevzX\Desktop
XC64zB

XC64ZB

RDhJOCNFevzX
C:\Users\RDhJOCNFevzX

C:\Users\RDHJOC~1\AppData\Local\Temp

X-Ray Vision for Malware - www.vmray.com
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System Root C:\Windows
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