DYNAMIC ANALYSIS REPORT

#10850988

Classifications: Downloader
MALICIOUS Threat Names: Mal/HTMLGen-A

Verdict Reason: -

Sample Type Word Document

File Name c7351eddf1e255e0b5d5d6¢7dbd054427f5fef62b7cd9d 25b67166e57df21d9b.doc
ID #5068756

MD5 aaea73067h34013e5c1c9715dcf715a4

SHAL alcf21c352a13b91a2b0ab22c4367e07151c4292

SHA256 c7351eddf1e255e0b5d5d6¢ 7dbd054427f5fef62b7cd9d25b67166e57df21d9b

File Size 72.03 KB

Report Created 2022-08-05 19:27 (UTC+2)

Target Environment win7_64_spl_en_mso2016 | ms_office
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#10850988

OVERVIEW

VMRay Threat Identifiers (4 rules, 4 matches)

Score Category Operation Count Classification
“ Network Connection Downloads file 1 Downloader

« Downloads file via http from http://198.23.207.54/shp/doc_200.doc.
“ Reputation Contacts known malicious URL 1 -
< Reputation analysis labels the contacted URL "http://198.23.207.54/dashboard/" as Mal/[HTMLGen-A.
“ YARA Malicious content matched by YARA rules 1 -
* Rule "RTF_Header_obfuscation" from ruleset "Malicious-Documents" has matched on downloaded file.
Heuristics Contains suspicious meta data 1

« Office document contains below average content data.
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Mitre ATT&CK Matrix

. A q Privilege Defense Credential - Lateral q Command and i B
Initial Access Execution Persistence Eacmian Srctr e Discovery e Collection Control Exfiltration Impact
#T1071
FAI105) Standard
Remote File .
Copy Application
Layer Protocol
#T71105
Remote File
Copy
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Sample Information

ID #5068756

MD5 aaea73067b34013e5¢1c9715dcf715a4

SHA1L alcf21c352a13h91a2b0ab22c4367e07151c4292

SHA256 c7351eddf1e255e0b5d5d6¢ 7dbd054427f5fef62b7cd9d25b67166e57df21d9b

SSDeep 1536:+Uk/JRECKLAG51Y5/kPMaqvyM76mC178spn0jQWa:+1BKLAASPPn2F 1XCRa
File Name c7351eddf1e255e0b5d5d6¢ 7dbd054427f5fef62b7cd9d25b67166e57df21d9b.doc

File Size 72.03 KB

Sample Type Word Document

Has Macros

Analysis Information

Creation Time

2022-08-05 19:27 (UTC+2)

Analysis Duration 00:04:04
Termination Reason Timeout
Number of Monitored Processes 4
Execution Successful False
Reputation Enabled v
WHOIS Enabled v
Built-in AV Enabled x

Built-in AV Applied On
Number of AV Matches
YARA Enabled

YARA Applied On

Number of YARA Matches

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
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NETWORK

General

2.74 KB total sent

27.88 KB total received

1 ports 80

1 contacted IP addresses
0 URLs extracted

1 files downloaded

0 malicious hosts detected

DNS

0 DNS requests for 0 domains
0 nameservers contacted

0 total requests returned errors

HTTPIS

4 URLs contacted, 1 servers

3 sessions, 5.48 KB sent, 55.76 KB received

HTTP Requests

Method URL
GET http://198.23.207.54/shp/doc_200.doc
OPTIONS http://198.23.207.54/shp/
OPTIONS http://198.23.207.54
OPTIONS http://198.23.207.54/dashboard/

Dest. IP Dest. Port Status Code Response Size Verdict

- - 0 bytes
- - 0 bytes
- - 0 bytes

- - 0 bytes
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BEHAVIOR

Process Graph

Child Process

Sample Start — Child Process >
Child Process
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Process #1: winword.exe

ID 1

File Name c:\program files (x86)\microsoft office\officel6\winword.exe
Command Line "C:\Program Files (x86)\Microsoft Office\Office]16\WINWORD.EXE" /n
Initial Working Directory C:\Users\kEecfMwgj\Desktop\

Monitor Start Time Start Time: 52992, Reason: Analysis Target

Unmonitor End Time End Time: 201207, Reason: Terminated

Monitor duration 148.22s

Return Code 0

PID 2252

Parent PID 1916

Bitness 32 Bit
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Process #2: msosync.exe

ID 2

File Name c:\program files (x86)\microsoft office\officel6\msosync.exe
Command Line "C:\Program Files (x86)\Microsoft Office\Office16\MsoSync.exe"
Initial Working Directory C:\Users\kEecfMwgj\Documents\

Monitor Start Time Start Time: 73959, Reason: Child Process

Unmonitor End Time End Time: 80927, Reason: Terminated

Monitor duration 6.97s

Return Code 0

PID 2284

Parent PID 2252

Bitness 32 Bit
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Process #3: msosync.exe

ID 3

File Name c:\program files (x86)\microsoft office\officel6\msosync.exe
Command Line "C:\Program Files (x86)\Microsoft Office\Office16\MsoSync.exe"
Initial Working Directory C:\Users\kEecfMwgj\Documents\

Monitor Start Time Start Time: 74194, Reason: Child Process

Unmonitor End Time End Time: 304657, Reason: Terminated by timeout

Monitor duration 230.46s

Return Code Unknown

PID 2292

Parent PID 2252

Bitness 32 Bit
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Process #4: splwow64.exe

ID 4

File Name c:\windows\splwow64.exe

Command Line C:\Windows\splwow64.exe 8192

Initial Working Directory C:\Windows\

Monitor Start Time Start Time: 107799, Reason: Child Process
Unmonitor End Time End Time: 183601, Reason: Terminated
Monitor duration 75.80s

Return Code 1993806794

PID 2792

Parent PID 2252

Bitness 64 Bit
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ARTIFACTS

File
SHA256 File Names Category File Size MIME Type Operations Verdict
C: application/
c7351eddfLe255e005d5d6¢ 7 .
\Users\kEecfMwgj\Desktop\c7351eddf . vnd.openxmlformats- R _
dbd05aZTIoNefoab7cd9d250  Jepsbenbsdsdberobad0sad2rtstefozy P File 7203KB officedocumentwordproces MARICIONS
¢d9d25h67166e57df21d9b.doc singml.document
4f52bc586093aaach63b758D
980e03c0216992645742h9 Downloaded File ~ 24.02 KB textrtf -
966242dce79cd0ag9
3eb6f3a04¢31420689c02bb O e,
f5ebedb622¢b500299834084  Microsoft_Excel Worksheetl.xlsx Extracted File 3036 KB e et atondshoet
2297€70b4164c37d =
ml.sheet
911ddf76dafcac9a0e827ae8
2cc3475(6e6d199b0d7921d6  imagel.png Extracted File 14.10KB image/png -
T7acf4ce9b13619ad
0434412869938(lce34955044
C689005a6066616004addba  UNKNOWN_L Extracted File 395KB application/octet-stream -
3eal9d1h6a86ef187
Filename
File Name Category Operations Verdict
C:
\Users\kEecfMwgj\Desktop\c7351eddf1e255e005d506c 7dbd054427f5f  Sample File, VM File -
€f62b7cd9d25b67166e57df21d9b.doc
imagetong : :
Microsoft_Excel_Worksheetl.xIsx - -
URL
URL Category IP Address Country HTTP Methods Verdict
http://198.23.207.54/dashboard/ - 198.23.207.54 OPTIONS
http://198.23.207.54/shp/doc_200.doc - 198.23.207.54 GET, HEAD
http://198.23.207.54/shp/ - 108.23.207.54 OPTIONS
hitp://198.23.207.54 - 198.23.207.54 OPTIONS
1P
IP Address Domains Country Protocols Verdict
198.23.207.54 - United States TCP,HTTP
Process

Verdict

CLEAN

Process Name Commandline

msosync.exe "C:\Program Files (x86)\Microsoft Office\Office16\MsoSync.exe"

splwow64.exe C:\Windows\splwow64.exe 8192
winword.exe “C:\Program Files (x86)\Microsoft Office\Officel6WINWORD.EXE" /n

CLEAN

msosync.exe "C:\Program Files (x86)\Microsoft Office\Office16\MsoSync.exe"
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YARA | AV

YARA (1)

Ruleset Name Rule Name Rule Description File Type File Name Classification Verdict
Malicious- RTF_Header_obfuscation Malformed RTF header; commonly Downloaded File - - “
Documents used to confuse analyzers
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ENVIRONMENT

Virtual Machine Information

Name

Description
Architecture

Operating System
Kernel Version

Network Scheme Name

Network Config Name

Platform Information

Platform Version
Dynamic Engine Version
Static Engine Version

AV Exceptions Version

Link Detonation Heuristics Version

Smart Memory Dumping Rules
Version

Config Extractors Version
Signature Trust Store Version
VMRay Threat Identifiers Version

YARA Built-in Ruleset Version

Software Information

Adobe Acrobat Reader Version
Microsoft Office

Microsoft Office Version
Hangul Office

Hangul Office Version

Internet Explorer Version
Chrome Version

Firefox Version

Flash Version

Java Version

System Information

Sample Directory
Computer Name
User Domain
User Name

User Profile

Temp Directory

win7_64_spl_en_ms02016

win7_64_spl_en_mso2016

x86 64-bit

Windows 7

6.1.7601.18741 (2e37f962-d699-492c-aaf3-f9f4e9770b1d)
Local Gateway

Local Gateway

4.6.0

4.6.0/07/08/2022 04:26
4.6.0.0/2022-07-08 03:00:22
4.6.1.9/2022-07-29 14:01:00

4.6.1.9/2022-07-29 14:01:00

4.6.1.9/2022-07-29 14:01:00

4.6.1.12 / 2022-08-02 11:53:09
4.6.1.9/2022-07-29 14:01:00
4.6.1.14 / 2022-08-03 12:19:21

46.1.10

Not installed
2016
16.0.4266.1001
Not installed
Not installed
8.0.7601.17514
Not installed
Not installed
Not installed

Not installed

C:\Users\kEecfMwgj\Desktop
QIIATRKPRH

QIIATRKPRH

kEectMwgj
C:\Users\kEecfMwgj

C:\Users\KEECFM~1\AppData\Local\Temp
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System Root C:\Windows
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