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OVERVIEW

VMRay Threat Identifiers (33 rules, 194 matches)

Score Category Operation Count Classification
5/5 User Data Modification Modifies content of user files 1 Ransomware
« (Process #21) 51f0.exe modifies the content of multiple user files.
55 User Data Modification Renames user files 1 Ransomware

« (Process #21) 51f0.exe renames multiple user files.

5/5 User Data Modification Appends the same extension to many filenames 1 Ransomware

* Renames 207 files by appending the extension ".neqp".

5/5 Extracted Configuration Smoke Loader configuration was extracted 1 Downloader

« A configuration for Smoke Loader was extracted from artifacts of the dynamic analysis.

5/5 YARA Malicious content matched by YARA rules 100 Ransomware
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* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Desktop\DsHy6owCtF.wav.negp.

* YARA detected "Djvu" from ruleset "Ransomware" in memory dump data from (process #21) 51f0.exe.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae NA4HXEP_8V\BgMJYpJI5- Av.csv.negp.
* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Music\5_uaNmfND3.m4a.neqp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Pictures\5tjED T 2i8f.png.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Music\UZ21XYbO5jhJZg.mp3.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae7\OvrR6bzipPtcj.docx.neqp.

* YARA detected "Djvu" from ruleset "Ransomware" in memory dump data from (process #13) 51f0.exe.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Music\u8_500ZXD_BvAYx.wav.neqp.

* YARA detected "Djvu" from ruleset "Ransomware" in memory dump data from (process #4) 51f0.exe.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Contacts\Administrator.contact.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae7\ukOCS4.csv.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Pictures\XyS3y_CU 624bSCdh.bmp.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Documents\ewxkZosyJKHNwpoz.docx.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Pictures\M Xfa2rZxqyhANkfzM\dohGxO0T L.jpg.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Videos\bZ_MAu7.avi.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae7\A4HXEP_8W\G_bTFo.odp.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae\A4HXEP_8VAUYKNW JF11037vr\XwO
5hxcA.pptx.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Documents\sU3gV4 mwzLmj.pps.neqp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Music\By0ls29bBPKLp63109b.m4a.neqp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae7\A4HXEP_8V\h9Ysje.pptx.neqp.
* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Music\XgIXfBNrZqo t.mp3.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Desktop\U pkLen56967zJ.flv.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Documents\OeH 1e-xhit5le6VWmu4M xIsx.neqp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Pictures\M Xfa2rZxqyhANkfzM\1CIt3S.jpg.neqgp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae NA4HXEP_8W\GhhediFJZwrUSkMr.xIsx.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Pictures\dCjDLPjgt.png.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Desktop\ET8KrYKeuj73U.swf.neqp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Videos\ups 17.mkv.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Music\n-diJdt93vgl.XJ.wav.neqp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae7\A4AHXEP_8W\3traX2.xIsx.neqp.
* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Desktop\aM OhOBR8.wav.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae NA4HXEP_8W\Ydwe3q9JyYweb_55_.ots.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae NA4HXEP_8VAuYKNWJIF11037vi\RRMO0O7_xCINdkabdTozN.xIsx.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Videos\80uy.mkv.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Documents\k7QtcBphpiUfUfeh4.rtf.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Pictures\c8-qdtkNHuObJGmu.jpg.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Music\DcXaZQH.m4a.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Pictures\M Xfa2rZxqyhANkizM\zT3A4flgAWYzt7r4Xm .png.negp.
* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Videos\kCiA6GopKG9.avi.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Videos\ueJknWfWvw.mkv.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Documents\2VNUKKMN xIsx.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Desktop\twNoqg6elV6eelj TB7f\kduc8M4g0iGO.xIsx.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Videos\ N93Zziz9RNY.mp4.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Pictures\M Xfa2rZxqyhANkfzM\rUec4u8CN1U .jpg.neqp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Favorites\MSN Websites\MSN Entertainment.url.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Desktop\twNoqg6elV6eelj TB7ADjPSItvQ\gXUwPJ.csv.neqp.
* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae7\OY4eRU0530Z.rtf.negp.
* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Videos\bGt49H OvptpF2AsDKI.mkv.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae7\A4HXEP_8W\6ayIRIeTh vqlgbRJ-
L\aZ2H X2t0pm3.ots.neqp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Pictures\M Xfa2rZxqyhANkfzM\OepL7uNfz0.jpg.negp.
* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Documents\G8oUQ7rKtGSWcT.ots.neqp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae NAAHXEP_8\W\6ayIRIeTh vglgbRJ-
L\oV6zFBL.rtf.negp.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Desktop\tkAxolHRI8qEDbn.gif.negp.
* YARA detected "Djvu" from ruleset "Ransomware" in memory dump data from (process #31) 3024.exe.

* YARA detected "DjvuEncryptedFile" from ruleset "Ransomware" in the dropped file C:\Users\kEecfMwgj\Videos\qG8i9G0tihejna tR3l.flv.negp.

* YARA detected "DjvuEncryptedFile" from rulggém}(séﬁ\ﬁégnrjmé M&L@#@J@\Ué@(&\%&fﬂ%ﬂ\%&%&h XhA WA4EKESpF8l.mp4.neap. 3 / 7 2
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Score Category Operation Count Classification

Defense Evasion Obscures afile's origin 1 -

« (Process #2) explorer.exe tries to delete zone identifier of file "C:\Users\kEecfMwgj\AppData\Roaming\uaieedr".

Privilege Escalation Creates elevated child process 2 -

« (Process #4) 51f0.exe creates (process #12) 51f0.exe with elevated privileges.

« (Process #25) 3024.exe creates (process #30) 3024.exe with elevated privileges.

Injection Writes into the memory of another process 1 Injector

« (Process #18) uaieedr modifies memory of (process #23) explorer.exe.

Injection Modifies control flow of another process 1 Injector

* (Process #18) uaieedr creates thread in (process #23) explorer.exe.

Reputation Known malicious file 2 -

« Reputation analysis labels the sample itself as Mal/Generic-S.

« Reputation analysis labels embedded file *" as Mal/Generic-S.

“ Reputation Contacts known malicious URL 6 -

« Reputation analysis labels the URL "hxxps://paraslegal[.Jcom/tmp/index.php" which was contacted by (process #2) explorer.exe as Troj/Krypt-XU.

« Reputation analysis labels the URL "hxxp://zexeq[.Jcom/lancer/get.php?pid=3822B4A9E2D4C 1F 1D 716E5E90C8DEO7D" which was contacted by (process #21) 51f0.exe as Mal/
HTMLGen-A.

« Reputation analysis labels the URL "hxxp://45[.]9[.]74[.]80/wall.exe" which was contacted by (process #2) explorer.exe as Mal/HTMLGen-A.

» Reputation analysis labels the URL "hxxp://zexeq[.Jcom/lancer/get.php?pid=3822B4A9E2D4C 1F 1D 716ESE90C8DEO7D &first=true" which was contacted by (process #13) 51f0.exe as
Mal/HTMLGen-A.

« (Process #2) explorer.exe contacted known malicious URL hxxp://potunulit[.Jorg.

« Reputation analysis labels the URL "hxxp://colisumy[.Jcom/di/build.exe" which was contacted by (process #2) explorer.exe as Mal/[HTMLGen-A.

“ Reputation Resolves known malicious domain 4 -

« Reputation analysis labels the resolved domain "colisumy.com" as Mal/HTMLGen-A.
* Resolved domain "paraslegal.com" is a known malicious domain.
* Resolved domain "potunulit.org” is a known malicious domain.

* Reputation analysis labels the resolved domain “zexeq.com" as Mal/HTMLGen-A.

YARA Suspicious content matched by YARA rules 6 -

* YARA detected "PDF_Missing_startxref' from ruleset "Malicious-Documents™ in the dropped file C:\Users\kEecfMwgj\Documents\FU2 nzV-k.pdf.neqp.

* YARA detected "PDF_Missing_EOF" from ruleset "Malicious-Documents" in the dropped file C:\Users\kEecfMwgj\Documents\FU2 nzV-k.pdf.negp.

* YARA detected "PDF_Missing_EOF" from ruleset "Malicious-Documents" in the dropped file C:\Users\kEecfMwgj\Documents\p5SHGkq_|z1hzZZQ1QzX\7IvhY-.pdf.negp.

* YARA detected "PDF_Missing_startxref' from ruleset "Malicious-Documents" in the dropped file C:\Users\kEecfMwgj\Documents\pSHGkq_1z1hzZZQ1QzX\7IvhY-.pdf.neqp.

* YARA detected "PDF_Missing_EOF" from ruleset "Malicious-Documents" in the dropped file C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae7\S7LH3hXti T TmcVgH\4kaBTKDmjtKkDpmZU4\uc2h_7ZMsMjV1iwdpv4D.pdf.neqp.

* YARA detected "PDF_Missing_startxref* from ruleset "Malicious-Documents" in the dropped file C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae7\S7LH3hXti T TmcVgH\4kaBTKDmjtKkDpmZU4\uc2h_7ZMsMjViwdpv4D.pdf.neqp.

Anti Analysis Tries to detect debugger 1 -
« (Process #1) c0832b1008aa0fc828654f9762e37bda019080chdd92bd2453a05cfh3b79abb3.exe tries to detect a debugger via API "NtQueryInformationProcess"”.

Hide Tracks Deletes file after execution 3 -

X-Ray Vision for Malware - www.vmray.com 4 /72
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Score Category Operation Count Classification

« (Process #2) explorer.exe deletes executed executable "C:\Users\kEecfMwgj\AppData\Roaming\uaieedr"”.
« (Process #2) explorer.exe deletes executed executable "C:\Users\kEecfMwgj\Desktop\c0832b1008aa0fc828654f9762e37bda019080chdd92bd2453a05cth3b79abh3.exe".

« (Process #4) 51f0.exe deletes executed executable "C:\Users\kEecfMwgj\AppData\Local\de09289d- 6a73-4dff-8fad-e9599bbc 1 7bd\51F0.exe".

Anti Analysis Delays execution 1 -

« (Process #13) 51f0.exe has a thread which sleeps more than 5 minutes.

Anti Analysis Makes direct system call to possibly evade hooking based sandboxes 4 -

« (Process #9) uaieedr makes a direct system call to "NtQueryInformationProcess".
« (Process #1) c0832b1008aa0fc828654f9762e37bda019080chdd92bd2453a05cfh3b79abb3.exe makes a direct system call to "NtQueryInformationProcess".
« (Process #1) c0832b1008aa0fc828654f9762e37bda019080chdd92bd2453a05cfh3b79abb3.exe makes a direct system call to "NtQuerySystemInformation”.

« (Process #9) uaieedr makes a direct system call to "NtQuerySystemInformation".
Injection Writes into the memory of a process started from a created or modified executable 5 -

« (Process #3) 51f0.exe modifies memory of (process #4) 51f0.exe.

« (Process #12) 51f0.exe modifies memory of (process #13) 51f0.exe.
« (Process #20) 51f0.exe modifies memory of (process #21) 51f0.exe.
« (Process #24) 3024.exe modifies memory of (process #25) 3024.exe.

« (Process #30) 3024.exe modifies memory of (process #31) 3024.exe.
Injection Modifies control flow of a process started from a created or modified executable 5 -

« (Process #3) 51f0.exe alters context of (process #4) 51f0.exe.

« (Process #12) 51f0.exe alters context of (process #13) 51f0.exe.
« (Process #20) 51f0.exe alters context of (process #21) 51f0.exe.
« (Process #24) 3024.exe alters context of (process #25) 3024.exe.

« (Process #30) 3024.exe alters context of (process #31) 3024.exe.

Task Scheduling Schedules task 3 -

 Schedules task for command "C:\Users\kEecfMwgj\AppData\Roaming\uaieedr", to be triggered by LOGON.
« Schedules task for command "C:\Users\kEecfMwgj\AppData\Roaming\uaieedr", to be triggered by TIME. Task has been rescheduled by the analyzer.

« Schedules task for command "C:\Users\kEecfMwgj\AppData\Local\de09289d- 6a73-4dff-8fad-e9599bbc17bd\51F0.exe", to be triggered by TIME. Task has been rescheduled by the
analyzer.

“ Discovery Enumerates running processes 7 -

« (Process #2) explorer.exe enumerates running processes.
* (Process #4) 51f0.exe enumerates running processes.

* (Process #13) 51f0.exe enumerates running processes.

* (Process #21) 51f0.exe enumerates running processes.

« (Process #23) explorer.exe enumerates running processes.
« (Process #25) 3024.exe enumerates running processes.

« (Process #31) 3024.exe enumerates running processes.

“ Mutex Creates mutex 4 -

« (Process #2) explorer.exe creates mutex with name "DCEBF3F5A707CB556B65BC9D3C6783D08443A5AF".
« (Process #13) 51f0.exe creates mutex with name "{1D6FC66E-D1F3-422C-8A53-COBBCF3D900D}".
« (Process #21) 51f0.exe creates mutex with name "{1D6FC66E-D1F3-422C-8A53-COBBCF3D900D}".

« (Process #23) explorer.exe creates mutex with name "DCEBF3F5A707CB556B65BC 9D 3C6783D08443A5AF".

“ Hide Tracks Creates process with hidden window 5 -
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Score

Category Operation Count Classification

« (Process #2) explorer.exe starts (process #3) 51f0.exe with a hidden window.

« (Process #3) 51f0.exe starts (process #4) 51f0.exe with a hidden window.

« (Process #4) 51f0.exe starts (process #6) icacls.exe with a hidden window.

* (Process #23) explorer.exe starts (process #24) 3024.exe with a hidden window.

* (Process #24) 3024.exe starts (process #25) 3024.exe with a hidden window.

Obfuscation Reads from memory of another process 5 -

* (Process #3) 51f0.exe reads from (process #4) 51f0.exe.

« (Process #12) 51f0.exe reads from (process #13) 51f0.exe.
« (Process #20) 51f0.exe reads from (process #21) 51f0.exe.
* (Process #24) 3024.exe reads from (process #25) 3024.exe.

* (Process #30) 3024.exe reads from (process #31) 3024.exe.
Obfuscation Creates a page with write and execute permissions 5 -

« (Process #3) 51f0.exe allocates a page in a foreign process with "PAGE_EXECUTE_READWRITE" permissions, often used to dynamically unpack code.

« (Process #12) 51f0.exe allocates a page in a foreign process with "PAGE_EXECUTE_READWRITE" permissions, often used to dynamically unpack code.
« (Process #20) 51f0.exe allocates a page in a foreign process with "PAGE_EXECUTE_READWRITE" permissions, often used to dynamically unpack code.
« (Process #24) 3024.exe allocates a page in a foreign process with "PAGE_EXECUTE_READWRITE" permissions, often used to dynamically unpack code.

« (Process #30) 3024.exe allocates a page in a foreign process with "PAGE_EXECUTE_READWRITE" permissions, often used to dynamically unpack code.
Persistence Installs system startup script or application 1 -

« (Process #4) 51f0.exe adds ""C:\Users\kEecfMwgj\AppData\Local\de09289d- 6a73-4dff-8fad-e9599bbc17bd\51F0.exe" --AutoStart" to Windows startup via registry.
Discovery Tries to get network statistics 1 -

« (Process #21) 51f0.exe gets network statistics via API.
Network Connection Downloads executable 2 Downloader

« (Process #2) explorer.exe downloads Windows executable via http from hxxp://45[.]9[.]74[.]80/wall.exe.

« (Process #23) explorer.exe downloads Windows executable via http from hxxp://45[.]9[.]74[.]80/wall.exe.
Network Connection Downloads file 2 -

« (Process #2) explorer.exe downloads file via http from hxxp:/potunulit[.Jorg.

« (Process #23) explorer.exe downloads file via http from hxxp:/potunulit[.Jorg.
Execution Drops PE file 2 -

« (Process #2) explorer.exe drops file "C:\Users\KEECFM~1\AppData\Local\Temp\51F0.exe".

« (Process #23) explorer.exe drops file "C:\Users\KEECFM~1\AppData\Local\Temp\3024.exe".

Execution Executes dropped PE file 1 -
 Executes dropped file "C:\Users\KEECFM~1\AppData\Local\Temp\51F0.exe".

Obfuscation Resolves API functions dynamically 10 -
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Score Category Operation Count Classification

« (Process #3) 51f0.exe resolves 39 API functions by name.

« (Process #4) 51f0.exe resolves 37 API functions by name.

« (Process #12) 51f0.exe resolves 39 API functions by name.
« (Process #13) 51f0.exe resolves 37 API functions by name.
« (Process #20) 51f0.exe resolves 39 API functions by name.
« (Process #21) 51f0.exe resolves 58 API functions by name.
« (Process #24) 3024.exe resolves 39 API functions by name.
« (Process #25) 3024.exe resolves 36 API functions by name.
« (Process #30) 3024.exe resolves 39 API functions by name.

« (Process #31) 3024.exe resolves 37 API functions by name.

_ Trusted Known clean file 1 -

« File "C:\SystemID\PersonalID.txt" is a known clean file.
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Malware Configuration: SmokelLoader

Metadata Key Extracted Value

Mission ID Value 2022
Key PvBoKg==
Tags Network Communication Decryption Key
Algorithm RC4

Encryption Key
Key 1F9PzA==
Tags Network Communication Encryption Key
Algorithm RC4
Url http:/potunulit.org/
Url http:/hutnilior.net/
Url http:/bulimu55t.net/
Url http://soryytlic4.net/
Url http://novanosaSorg.org/
Url http:/nuljjjnuli.org/

URL Url http://tolilolihul.net/
Url http://somatoka51hub.net/
Url http:/hujukui3.net/
Url http:/bukubukal.net/
Url http://golilopaster.org/
Url http://newzelannd66.org/
Url http://otriluyttn.org/
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#14345768

Mitre ATT&CK Matrix

Initial Access Execution

#T1053
Scheduled
Task

Persistence

#T1060
Registry Run
Keys / Startup

Folder

#T1053
Scheduled
Task

Privilege
Escalation

#T1053
Scheduled
Task

Defense
Evasion

#T1096 NTFS
File Attributes

#T71143 Hidden
Window

#T71045
Software
Packing

#T71112 Modify
Registry

Credential
Access

Discovery

#T1057
Process
Discovery

#T1016
System
Network
Configuration
Discovery

#T1049
System
Network
Connections
Discovery

Lateral
Movement

#T1105
Remote File
Copy

X-Ray Vision for Malware - www.vmray.com

Collection

Command . .
ot ] Exfiltration
#T1071
Standard
Application
Layer Protocol

#T1105
Remote File
Copy

Impact

#T71486 Data
Encrypted for
Impact
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DYNAMIC ANALYSIS REPORT

#14345768

Sample Information

ID

MD5

SHA1L
SHA256
SSDeep
ImpHash
File Name
File Size
Sample Type

Has Macros

Analysis Information

Creation Time
Analysis Duration
Termination Reason
Number of Monitored Processes
Execution Successful
Reputation Enabled
WHOIS Enabled
Built-in AV Enabled
Built-in AV Applied On
Number of AV Matches
YARA Enabled

YARA Applied On

Number of YARA Matches

#7980376

22acf65ad76e4322a020bclafdc2c935

808c2d353ded6249bdb2cc560047fh374e8bc5h2

€0832h1008aa0fc828654f9762e37bda019080chdd92bd2453a05cfb3b79abb3

3072:cLeg2PMPu+JhaCkBmxvMcKedN T Yko2WglgEYhQLRARwObINwaUiraf2nXn:7g2P3ehaOxvD DrKUYhQOOwINwfirj
cffb13fd9da7f89cf243dfbae0e78962

c0832b1008aa0fc828654f9762e37bda019080chdd92bd2453a05cfh3b79abb3.exe

270.50 KB

Windows Exe (x86-32)

v

2023-06-07 02:15 (UTC)
00:04:00

Timeout

21

False
v

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

295
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#14345768

w.

Recycle Bin MET8KrYKeuOXbmOfISVaYISLEGEd0

2 B e

LA, [pllanil®) l P

S |

e SN0 ) m ) sy w0 |

%) User Account Control @

|@ Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name:  c0832b10082a0fc82865419762¢37bda019080cbdd92b...
Publisher: Unknown
File origin: Hard drive on this computer

V) Show details

Change when these notifications appear
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#14345768

216AM | |
6/1/203

216AM | |

) O
O 60

Screenshots truncated
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DYNAMIC ANALYSIS REPORT

#14345768

NETWORK

General

163.51 KB total sent
11537.77 KB total received
4 ports 80, 53, 443, 445

8 contacted IP addresses
13 URLs extracted

23 files downloaded

0 malicious hosts detected

DNS
12 DNS requests for 5 domains
1 nameservers contacted

3 total requests returned errors

HTTPIS

6 URLs contacted, 6 servers

12 sessions, 104.54 KB sent, 18421.62 KB received

HTTP Requests

Method URL Dest. IP Dest. Port Status Code Response Size Verdict

POST hxxp://potunulit].Jorg - - - 0 bytes MALICIOUS
GET hxxp://45[.]9].]74].]80/wall.exe - - - 0 bytes MALICIOUS

hxxp://zexeq[.Jcom/lancer/get.php? R B .
GET pid=3822B4A9E2DAC 1F 1D 716ESE90C8DEQ7D&first=true Obytes MALICIOUS

GET hxxp://colisumy[.Jcom/dl/build.exe - - - 0 bytes MALICIOUS

hxxp://zexeq[.Jcom/lancer/get.php? R B .
GET pid=3822B4A9E2DAC 1F 1D 716E5E90CEBDEQTD Obytes MALICIOUS

GET hxxps://paraslegal[.Jcom/tmp/index.php - - - 0 bytes MALICIOUS

GET hxxps://api[.]2ip[.]Jua/geo.json - - - 0 bytes CLEAN

DNS Requests

Type Hostname Response Code Resolved IPs CNames Verdict

A colisumy[.Jcom - - - MALICIOUS
A paraslegal[.Jcom - - - MALICIOUS

104.21.18.99,

A potunulit] Jorg NO_ERROR 172.67.181.144

MALICIOUS

37.34.248.24,
115.88.24.200,
201.110.217.38,
210.182.29.70,
58.235.189.192,
A zexeq[.Jcom NO_ERROR 183.100.39.157, - MALICIOUS
109.98.58.98,
5.204.64.195,
195.158.3.162,
211.40.39.251

A api[J2ip[Jua NO_ERROR 162.0.217.254 - CLEAN
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DYNAMIC ANALYSIS REPORT

#14345768

BEHAVIOR

Process Graph

Child Process #2 - rol Flow #25 Child Process

Child Process

Child Process

Child Process —_— Child Process

B -

RPC Server

Child Process Child Process

€0832b1008a: 9080chd92b42453a05C379abb3 exe

Child Process
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#14345768

Process #1: c0832b1008aa0fc828654f9762e37bda019080chdd92bd2453a05cfh3b79abb3.exe

ID 1

File Name c:\users\keecfmwgj\desktop\c0832b1008aa0fc828654f9762e37bda019080chdd92bd2453a05cfh3b79abb3.exe
Command Line "C:\Users\kEecfMwgj\Desktop\c0832b1008aa0fc828654f9762e37bda019080chdd92bd2453a05cfh3b79abb3.exe™
Initial Working Directory C:\Users\kEecfMwgj\Desktop\

Monitor Start Time Start Time: 37943, Reason: Analysis Target

Unmonitor End Time End Time: 49019, Reason: Terminated

Monitor duration 11.08s

Return Code 0

PID 3704

Parent PID 1908

Bitness 32 Bit

Dropped Files (1)

File Name File Size SHA256 YARA Match
C:
\Users\kEecfMwgj\Desktop\c0832b1008aa0ic82865419762e37bda019  270.50 KB ;gggzbmogaa%828654f9762€37bda°19080‘3bddgzbd2453a°5°fb3b79 x
080chdd92bd2453a05¢ch3b79abb3.exe

Host Behavior

Type Count
System 6
Module 40
File 4
Environment 1
Keyboard 2
- 1
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DYNAMIC ANALYSIS REPORT

#14345768

Process #2: explorer.exe

ID 2

File Name c:\windows\explorer.exe

Command Line C:\Windows\Explorer.EXE

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 47947, Reason: Injection
Unmonitor End Time End Time: 109649, Reason: Terminated
Monitor duration 61.70s

Return Code 1073807364

PID 1908

Parent PID -

Bitness 64 Bit

Dropped Files (3)

File Name File Size SHA256 YARA Match
C:\Users\KEECFM~1\AppDatalLocal\Tem pi51F0.exe 749.50 KB 23130&163577d637eecfd075abf530d62b2c913098b2bd38e116ﬁb8c21e5 ®
C:\Users\kEeciMwgj\AppData\Roaming\uaieedr 27050 KB 28332b1008aa0fc828654f9762€37bda019080cbdd92bd2453a050fb3b79 x
CA\Users\KEECFM~1\AppDatalLocal\Templ51F0.mp 0 bytes Egggczmz%fc 1c149afbf4c8996fh92427ae41e4649b934ca495991b7852 ®

Host Behavior

Type Count
Module 23
System 2526
Process 514
Mutex 1
Registry 3
File 14
User 1
COM 1

Network Behavior

Type Count
HTTP 8
HTTPS 1
TCP 1
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#14345768

Process #3: 51f0.exe

ID 3

File Name c:\users\keecfmwgj\appdatallocal\temp\51f0.exe
Command Line C:\Users\KEECFM~1\AppData\Local\Temp\51F0.exe
Initial Working Directory C:\Users\KEECFM~1\AppData\Local\Temp\
Monitor Start Time Start Time: 70044, Reason: Child Process
Unmonitor End Time End Time: 74116, Reason: Terminated

Monitor duration 4.07s

Return Code 0

PID 3768

Parent PID 1908

Bitness 32 Bit

Host Behavior

Type Count
System 3
Module 52
File 6
Environment 1
Window 1
Process 1
- 3
- 9
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#14345768

Process #4: 51f0.exe

ID 4

File Name c:\users\keecfmwgj\appdatallocal\temp\51f0.exe
Command Line C:\Users\KEECFM~1\AppData\Local\Temp\51F0.exe
Initial Working Directory C:\Users\KEECFM~1\AppData\Local\Temp\
Monitor Start Time Start Time: 72360, Reason: Child Process
Unmonitor End Time End Time: 83093, Reason: Terminated

Monitor duration 10.73s

Return Code 0

PID 3776

Parent PID 3768

Bitness 32 Bit

Injection Information (8)

Injection Type Source Process Source | Target TID Address | Name Size Success Count
#3: ¢
Modify Memory \users\keecfmwgj\appdatall Oxebc 0x400000(4194304) 0x400 v 1
ocal\temp\51f0.exe
#3.c:
Modify Memory \users\keecfmwgj\appdatall Oxebc 0x401000(4198400) 0Oxca600 v 1

ocal\temp\51f0.exe

#3: ¢
Modify Memory \users\keecfmwgj\appdatall Oxebc 0x4cc000(5029888) 0x3dc00 v 1
ocal\temp\51f0.exe

#3.C:

Modify Memory \users\keecfmwgj\appdatall Oxebc 0x50a000(5283840) 0x6400 v 1
ocal\temp\51f0.exe
#3:C:

Modify Memory \users\keecfmwgj\appdatall Oxebc 0x52b000(5419008) 0x200 v 1

ocal\temp\51f0.exe

#3:c:

Modify Memory \users\keecfmwgj\appdatall Oxebc 0x52c000(5423104) 0xa400 v 1
ocal\temp\51f0.exe
#3: ¢

Modify Memory \users\keecfmwgj\appdatall Oxebc 0x7efde008(2130567176) Ox4 v 1

ocal\temp\51f0.exe

#3: ¢
Modify Control Flow \users\keecfmwgj\appdatall Oxebc / Oxec4 0x77e201c4(2011300292) - v 1
ocal\temp\51f0.exe

Dropped Files (2)

File Name File Size SHA256 YARA Match
C:\Users\kEecfMwgj\AppData\lLocal\de09289d- 6a73-4dff-8fad- 749.50 KB 5d1b0a63577d637eecfd075abf530d62b2c913c98h2bd38e116ffb8c21e5 *®
€9599bbc17bd\51F0.exe ) dd13

fbe85e72ef956a08f392ecaccd7d16ddbfOf5e92c6c4c487bad722d6bec25
- 489 bytes 208 x
Host Behavior

Type Count
System 4
Module 47
File 6
Environment 1
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#14345768

Type Count
Process 96
Registry 4
CcOoMm 1
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#14345768

Process #5: svchost.exe

ID 5

File Name c:\windows\system32\svchost.exe

Command Line C:\Windows\system32\svchost.exe -k netsvcs
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 75663, Reason: RPC Server
Unmonitor End Time End Time: 279684, Reason: Terminated by timeout
Monitor duration 204.02s

Return Code Unknown

PID 876

Parent PID 3776

Bitness 64 Bit
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#14345768

Process #6: icacls.exe

ID 6

File Name c:\windows\syswow64\icacls.exe
Command Line icacls "C:\Users\kEecfMwgj\AppData\Local\de09289d- 6a73- 4dff-8fad-e9599bbc17bd" /deny *S-1-1-0:(OI)(Cl)(DE,DC)
Initial Working Directory C:\Users\KEECFM~1\AppData\Local\Temp\
Monitor Start Time Start Time: 76492, Reason: Child Process
Unmonitor End Time End Time: 78175, Reason: Terminated
Monitor duration 1.68s

Return Code 0

PID 3808

Parent PID 3776

Bitness 32 Bit

X-Ray Vision for Malware - www.vmray.com 21 /72



DYNAMIC ANALYSIS REPORT

#14345768

Process #8: taskeng.exe

ID 8

File Name c:\windows\system32\taskeng.exe
Command Line taskeng.exe {D864A465-DF92-41F7-B6FE-4C380B7E9468} S-1-5-21-4219442223-4223814209-3835049652- 1000:QIIATRKPRH\kEecfMwgj:Interactive:LUA[1]
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 78943, Reason: Child Process
Unmonitor End Time End Time: 102364, Reason: Terminated
Monitor duration 23.42s

Return Code 1073807364

PID 3872

Parent PID 876

Bitness 64 Bit

X-Ray Vision for Malware - www.vmray.com 22 /72



DYNAMIC ANALYSIS REPORT

#14345768

Process #9: uaieedr

ID 9

File Name c:\users\keecfmwgj\appdata\roaming\uaieedr
Command Line C:\Users\kEecfMwgj\AppData\Roaming\uaieedr
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 79465, Reason: Child Process
Unmonitor End Time End Time: 94278, Reason: Terminated
Monitor duration 14.81s

Return Code 0

PID 3920

Parent PID 3872

Bitness 32 Bit

Host Behavior

Type Count
System 6
Module 38
File 4
Environment 1
Keyboard 2
- 1
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#14345768

Process #12: 51f0.exe

ID 12

File Name c:\users\keecfmwgj\appdatallocal\temp\51f0.exe
Command Line "C:\Users\KEECFM~1\AppData\Local\Temp\51F0.exe" --Admin IsNotAutoStart IsNotTask
Initial Working Directory C:\Users\KEECFM~1\AppData\Local\Temp\
Monitor Start Time Start Time: 81694, Reason: Child Process
Unmonitor End Time End Time: 85018, Reason: Terminated

Monitor duration 3.32s

Return Code 0

PID 4024

Parent PID 3776

Bitness 32 Bit

Host Behavior

Type Count
System 3
Module 52
File 6
Environment 1
Window 1
Process 1
- 3
- 9
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#14345768

Process #13: 51f0.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

13

c:\users\keecfmwgj\appdatallocal\temp\51f0.exe

"C:\Users\KEECFM~1\AppData\Local\Temp\51F0.exe" --Admin IsNotAutoStart IsNotTask

C:\Users\KEECFM~1\AppData\Local\Temp\

Start Time: 83532, Reason: Child Process

End Time: 100988, Reason: Terminated

17.46s

4036

4024

32 Bit

Injection Information (8)

Injection Type

Modify Memory

Modify Memory

Modify Memory

Modify Memory

Modify Memory

Modify Memory

Modify Memory

Modify Control Flow

Dropped Files (3)

File Name

C:\SystemID\PersonalID.txt

Source Process

#12: c:
\users\keecfmwgj\appdatall
ocal\temp\51f0.exe

#12: c:
\users\keecfmwgj\appdatall
ocal\temp\51f0.exe

#12: c:
\users\keecfmwgj\appdatall
ocal\temp\51f0.exe

#12: c:
\users\keecfmwgj\appdatall
ocal\temp\51f0.exe

#12: c:
\users\keecfmwgj\appdatall
ocal\temp\51f0.exe

#12: c:
\users\keecfmwgj\appdatall
ocal\temp\51f0.exe

#12: c:
\users\keecfmwgj\appdatall
ocal\temp\51f0.exe

#12: c:
\users\keecfmwgj\appdatall
ocal\temp\51f0.exe

C:\Users\kEecfMwgj\AppData\Local\bowsakkdestx.txt

Host Behavior

Type

System
Module

File

Source | Target TID

Oxfbc

Oxfbc

Oxfbc

Oxfbc

Oxfbc

Oxfbc

Oxfbc

Oxfbc / Oxfc8

File Size

42 bytes

562 bytes

0 bytes

Address | Name Size Success
0x400000(4194304) 0x400 v
0x401000(4198400) 0xca600 v
0x4cc000(5029888) 0x3dc00 v
0x50a000(5283840) 0x6400 v
0x52b000(5419008) 0x200 v
0x52c000(5423104) 0xa400 v
0x7efde008(2130567176) 0x4 v
0x77e201c4(2011300292) - v

SHA256

094c4931fdb2f2af417c9e0322a9716006e8211fe9017f671ac6e3251300a
cca

abecf24713b62ba28ad4fdd406221134b49afb2b1d0092943dafhf8427b92
cff

€3b0c44298fc1c149afbf4c8996f092427ae41e46490934ca495991b7852
b855

Count

47

16
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#14345768

Type Count
Environment 1
Process 98
Registry 7
COM 1

2
Mutex 1
User 1
Window 1
3

Network Behavior

Type Count
HTTP 1
HTTPS 1
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#14345768

Process #15: 51f0.exe

ID 15

File Name c:\users\keecfmwgj\appdatallocal\de09289d- 6a73-4dff-8fad-e9599bbc17bd\51f0.exe
Command Line C:\Users\kEecfMwgj\AppData\Local\de09289d- 6a73-4dff-8fad-e9599bbc 17bd\51F0.exe --Task
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 96115, Reason: Child Process

Unmonitor End Time End Time: 105574, Reason: Terminated

Monitor duration 9.46s

Return Code 1073807364

PID 2808

Parent PID 3872

Bitness 32 Bit

Host Behavior

Type Count
System 3
Module 7
File 3
Environment 1
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#14345768

Process #17: taskeng.exe

ID 17
File Name c:\windows\system32\taskeng.exe

taskeng.exe {BS9EC091-DBC7-4BE9-AC74-DC40D81A85AE}

Command Line S-1-5-21-4219442223-4223814209-3835049652- 1000:QIIATRKPRH\KEecfMwgj:Interactive: LUA[1]

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 168463, Reason: Created Scheduled Job
Unmonitor End Time End Time: 279684, Reason: Terminated by timeout
Monitor duration 111.22s

Return Code Unknown

PID 1288

Parent PID 4036

Bitness 64 Bit
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#14345768

Process #18: uaieedr

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

Host Behavior

Type

System
Module

File
Environment

Keyboard

Registry

Process

18
c:\users\keecfmwgj\appdata\roaming\uaieedr
C:\Users\kEecfMwgj\AppData\Roaming\uaieedr
C:\Windows\system32\

Start Time: 169123, Reason: Child Process

End Time: 199021, Reason: Terminated

29.90s

1336
1288

32 Bit
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#14345768

Process #20: 51f0.exe

ID 20

File Name c:\users\keecfmwgj\appdatallocal\de09289d- 6a73-4dff-8fad-e9599bbc17bd\51f0.exe
Command Line "C:\Users\kEecfMwgj\AppData\Local\de09289d-6a73- 4dff-8fad-e9599bbc17bd\51F0.exe" --AutoStart
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 178763, Reason: Autostart

Unmonitor End Time End Time: 186382, Reason: Terminated

Monitor duration 7.62s

Return Code 0

PID 1868

Parent PID 1632

Bitness 32 Bit

Host Behavior

Type Count
System 3
Module 52
File 6
Environment 1
Window 1
Process 1
- 3
- 9
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Process #21: 51f0.exe

ID 21

File Name c:\users\keecfmwgj\appdatallocal\de09289d- 6a73-4dff-8fad-e9599bbc17bd\51f0.exe
Command Line "C:\Users\kEecfMwgj\AppData\Local\de09289d-6a73- 4dff-8fad-e9599bbc17bd\51F0.exe" --AutoStart
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 185476, Reason: Child Process

Unmonitor End Time End Time: 279684, Reason: Terminated by timeout

Monitor duration 94.21s

Return Code Unknown

PID 2012

Parent PID 1868

Bitness 32 Bit

Injection Information (8)

Injection Type Source Process Source | Target TID Address | Name Size Success Count

#20: c:

\users\keecfmwgj\appdatall
ocal\de09289d-6a73-4dff-8f
ad-e9599bbc17bd\51f0.exe

Modify Memory 0x750 0x400000(4194304) 0x400 v 1

#20: c:

\users\keecfmwgj\appdatall
ocal\de09289d-6a73-4dff-8f
ad-e9599bbc17bd\51f0.exe

Modify Memory 0x750 0x401000(4198400) 0Oxca600 v 1

#20: c:

\users\keecfmwgj\appdatall
ocal\de09289d-6a73-4dff-8f
ad-e9599bbc17bd\51f0.exe

Modify Memory 0x750 0x4cc000(5029888) 0x3dc00 v 1

#20: c:

\users\keecfmwgj\appdatall
ocal\de09289d-6a73-4dff-8f
ad-e9599bbc17bd\51f0.exe

Modify Memory 0x750 0x50a000(5283840) 0x6400 v 1

#20: c:

\users\keecfmwgj\appdatall
ocal\de09289d-6a73-4dff-8f
ad-e9599bbc17bd\51f0.exe

Modify Memory 0x750 0x52b000(5419008) 0x200 v 1

#20: c:

\users\keecfmwgj\appdatall
ocal\de09289d- 6a73-4dff-8f
ad-e9599bbc17bd\51f0.exe

Modify Memory 0x750 0x52c000(5423104) 0xa400 v 1

#20: c:

\users\keecfmwgj\appdatall
ocal\de09289d- 6a73- Adff-8f
ad-e9599bbc17bd\51f0.exe

Modify Memory 0x750 0x7efde008(2130567176) Ox4 v 1

#20: c:

\users\keecfmwgj\appdatall
ocal\de09289d-6a73-4dff-8f
ad-e9599bbc17bd\51f0.exe

Modify Control Flow 0x750/ 0x7e0 0x775901c4(2002321860) - v 1

Dropped Files (209)

File Name File Size SHA256 YARA Match

ciusers\keecfmwogj\desktop\dshy6owctf:wav.negp 10.27 KB ggggdf{%ec54489a6(:58ba485bfa2€2f970b3305a35d7ea422b2f084acle9 v

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljcBAeVAAHXEP_ 8 50.33KB 3dac19d1db4685f8bB01b3ac78121a3f049d72e1bbade246b187abdacba

VABgMJYpJI5- Av.csv.negp 16e94

C:\Users\kEecfMwgiMusic\5_uaNmfND3.m4a.neqp 2819 KB 3221;&3&4@cf79b88d20db5352538217f97d7a0288b3b54386b014<:99539 v

2b548bd083d6d10alc5b1632fc5h7663861d0a949d61f0c48aa2bbeetile

C:\Users\kEecfMwgj\Pictures\5t ED T 2i8f.png.neqp 85.86 KB bsbe
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File Name

c:\users\keecfmwgj\music\uz21xybo5jhjzq.mp3.neqp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae7\OvrR6bzip
Ptcj.docx.neqp

C:\Users\kEecfMwgj\Music\u8_500ZXD_BvAYx.wav.negp

c:\users\keecfmwgj\contacts\administrator.contact.neqp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae7\ukOCS4.cs
v.negp

c:\users\keecfmwgj\pictures\xys3y_cu 624bscdh.bomp.negp
c:\users\keecfmwgj\documents\ewxkzosyjkhnwpoz.docx.negp
c:\users\keecfmwgj\pictures\mxfa2rzxgyhankfzm\dohgx0t |.jpg.neqp

C:\Users\kEecfMwgj\Videos\bZ_MAu7.avi.negp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae NA4HXEP_8
VAG_bTFo.odp.negp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae NA4HXEP_8
WVAUYKNWJF11037vr\XwO0 5hxcA.pptx.neqp

C:\Users\kEecfMwgj\Documents\sU3gV4 mwzLmj.pps.negp

c:\users\keecfmwgj\music\by0ls29bbpklp63109b.m4a.negp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae\AAHXEP_8
WAh9Ysje.pptx.negp

C:\Users\kEecfMwgj\Music\XqIXfBNrZgo t.mp3.neqp
c:\users\keecfmwgj\desktop\upklen56967zj.flv.neqp
c:\users\keecfmwgj\documents\oehle-xhit5le6vwmudm.xIsx.negp

c:\users\keecfmwgj\pictures\mxfa2rzxqyhankfzm\1clt3s.jpg.negp

c
\users\keecfmwgj\documents\1bzpfxjukgmx2ljc8ae7\adhxep_8v\ghhe
difizwruSkmr.xIsx.neqp

C:\Users\kEecfMwgj\Pictures\dCjDLPjgt.png.negp
c:\users\keecfmwgj\desktop\et8krykeuj73u.swf.negp
C:\Users\kEecfMwgj\Videos\ups 17.mkv.negp

C:\Users\kEecfMwgj\Music\n-diJdt93vglLXJ.wav.neqp

c
\users\keecfmwgj\documents\1bzpfxjukgmx2ljc8ae7\adhxep_8v\3trax
2.xIsx.neqp

C:\Users\kEecfMwgj\Desktop\aMOhOBR8.wav.negp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae N\A4HXEP_8
W\Ydwe3q9JyYweb_55_.ots.negp

File Size

59.37 KB

65.09 KB

93.44 KB

67.11 KB

56.24 KB

60.09 KB

97.98 KB

37.67 KB

29.32KB

73.33KB

92.34 KB

2243 KB

93.49 KB

48.19 KB

48.39 KB

41.72 KB

70.10 KB

60.07 KB

72.65 KB

20.07 KB

24.49 KB

50.34 KB

3.12KB

98.01 KB

49.71 KB

11.28 KB

SHA256

7eclcafedf5ed9bd1a2ef28ed03b9ae8273edff5ee2df4c 7cd9c869f7f0a98
10

176f6d8ebc37d77fa5a61394aa9809f7cad3948f0407807294db31fb5460e

b4872e0ab090d3a3dfb72bd37f27cd6a952b2dc3bbe587780ac10174330

0898b

0589c922ccababe7987ed88bb6d3d26fafd777352200a931bdf698d95543
f2f9

3fh9f1ff7a0b42b72ba37137d30803667156941c3ad37a547cfedd97d379c

816d25ee80e83a6aa290262a57h5920b5fc2246890786559046¢357af9bf

46d4

7eBc4e7fa926ce5073608f7934366fdaeccaa39736f818c 7b967554f1075d

045d92a16de78b54ch5ab77996284cee6d69d455c9d1e8e8f02d841acdb
497ea

a69cdaf695dc8acfabalddb526547edefaf737bdc6e4101de84516178f835b
cf8

c7fcffe6da5321f201b5cad712d4d104a1054d63236eed7d7a4h8848a09¢
2781

817e9f64f100b4eb711f14ch603e566hb8511a5d42915b8506f571c1ab07e
9938

1ac82344c6443711e1ab35a893814bbd58bc41393b41dd460f5113fbd01
8bdb8

1b4713efb38bba7ef00d4171db3222e2dbb4144c50aa65e18ac63chllab
cb71f

57017979cdf0ece4fh9973b6eff066db73a84bde37cf948fc6dcele04624d
767

89a410c0f3aa7b9bceal 7710cad7f6448ca5d65b97194639a2f868c 2f7a3
9d38

7ca9bc6375d215a2ecaead97a489ceb55fdf3caac83eabb60d847a97235
522d8

2be60964729e3e7698d9148fe21d3766daf0c03caffac854b822bae 7cb25f
5b4

aBe765290eadbaea90a128c60ed158854d150bed8d3974d956ch99175¢
8f983c

73fec684c1abcObcO6ccac566¢360b6550345e3a860achl1ctbcdIctab7c
d5d3

9205d3085h52dee0c9e3872097cc5b3d9d2aed5affe35ffcfa0abd5dc 7f84
566

b077b4ed30cccee7435dedf2493ea9d39ce51c48f8e725539f82311b373
073c

€73c01d3f4e170fb5dc671de42914c1973afcac3919bedef46518b3f10e0d
14d

€309bd448204da08748d872e7acf3fd0bfd686700eaafa043d704c9fa8bda

69950c165ec0b9f5hdb3e79dd754d174afe788c5f2e40842945a13f55b96
78

3ebha71b6ch632e12ae119980e72a86120476b8e11b096c07564367aa4
7doed7

71bca71399f874fald1b9a4954880af860bb4d9df7c1ch6549aff1774be22
as2
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File Name

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae \AAHXEP_8
WVAUYKNWJIF11037vi\RRM0O7_xCINdkabdTozN.xIsx.negp

C:\Users\kEecfMwgj\Videos\80uy.mkv.neqp
C:\Users\kEecfMwgj\Documents\k7QtcBphpiUfUféh4.rtf.negp
c:\users\keecfmwgj\pictures\c8-qdtknhuObjgmu.jpg.negp

c:\users\keecfmwgj\music\dcxazgh.m4a.negp

c
\users\keecfmwgj\pictures\mxfa2rzxqyhankfzm\zt3a4flgawjyzt7r4xm.
png.negp

c:\users\keecfmwgj\videos\kciaégopkg9.avi.negp
C:\Users\kEecfMwgj\Videos\ueJknWfWvw.mkv.negp

c:\users\keecfmwgj\documents\2vnukkmn.xlsx.negp

C:\Users\kEecfMwgj\Desktop\twNog6elV6eel |
TB7Akduc8M4qQiGO.xIsx.negp

c:\users\keecfmwgj\videos\ _n93zziz9rny.mp4.negp
c:
\users\keecfmwgj\pictures\mxfa2rzxqgyhankfzm\ruec4u8cnlu.jpg.neqp

c:\users\keecfmwgj\favorites\msn websites\msn
entertainment.url.neqp

c:\users\keecfmwgj\desktop\twnog6elvéeelj
th7f\djfpsjtva\gxuwpj.csv.negp

c
\users\keecfmwgj\documents\1bzpfxjukgmx2ljc8ae7\oy4eruo53o0z.rtf.
neqgp

C:\Users\kEecfMwgj\Videos\bGt49HOvptpF2AsDKI.mkv.negp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae NA4HXEP_8
W\6ayIRleTh vglgbRJ-L\aZ2HX2t0pm3.ots.negp

c:\users\keecfmwgj\pictures\mxfa2rzxgyhankfzm\oepl 7unfz0.jpg.neqp
C:\Users\kEecfMwgj\Documents\G8oU Q7rKtGSWcT.ots.neqp
c:

\Users\kEeCfMng\D ocuments\1bZpFXJUkgMx2ljc8Ae\A4HXEP_8
W\6ayIRleTh vqlgbRJ-L\oV6zFBL.rtf.neqp

c:\users\keecfmwgj\desktop\tkaxol hrI8gedbn.gif.neqp
c:\users\keecfmwgj\videos\qg8i9gOtihejna tr3l.flv.neqp
c:\users\keecfmwgj\videos\fmxha_w4eke5pf8l.mp4.neqp
c:\users\keecfmwgj\favorites\msn websites\msn sports.url.neqp
c:\users\keecfmwgj\documents\koomr.pptx.neqp
c:\users\keecfmwgj\pictures\byf8cfOeozrq2jwpt66.gif.neqp

c:\users\keecfmwgj\favorites\msn websites\msn.url.neqp

File Size

32.04 KB

22.95 KB

80.09 KB

81.98 KB

87.50 KB

39.86 KB

24.69 KB

24.18 KB

45.08 KB

47.83KB

99.42 KB

8.96 KB

467 bytes

15.36 KB

47.26 KB

9.61 KB

27.57KB

38.08 KB

34.10KB

17.15KB

75.29 KB

91.53 KB

84.52 KB

467 bytes

65.97 KB

7.79KB

467 bytes

SHA256

9136f8bbb40b030dala32e3856f1d41db3b131a598c39%ee3b27134fda307
d10a

6cc5ade8e249e3bfbaed056ddf1c1803464f7ff4004c5aae6eb08a2bas2ffo

6ea3563e008269ecdd0f630cacead8c74bcf8970401dad252d281bd65e6
7e061

a2ac9ald0c1779549ac732ef64456735ebafal52d2d257a6160196a51fc4
262¢

40c616bbbb7a696fcbe40f83dd4cd8192abe8bc65f6¢c335b176d7b79c8h9
e58c

3da8c5dfe9c18bf5830852a8c8b861e8a40bfe9b5Sdedaat686ceeth7fe52
3bcb

€7765038781cd3244fd96242b2971ac5fd05f0cha0e5ch93ad1158453732
fe08

da51d9fe5e748d055446e6e0db0db683d3fc369449c53ed54d992b849dc
cc3bd

2792¢50009dc 1d367956d8c08654e1f69ed8acde53130297e2ebfb2d6d4
98al5

5591760e26390270da6aa832ff595201308d820fe37a0944ba71628d6c6h
aad2

21a7a27731f45ff005c0a2003463ba695a779f5dff6ffe 7a5c645306d4cdcaf
1

73b5belea2ec586b130560f88bad383dd27738e25fe528852fceafaef6585
be3

64d20dc7145a6014bd955d9eadc02afd318577b329bbf0dabe786553a48
aaa3c

cc4ebed9b5ha507180e3d3cd89025f7cal41e35479cc40ed foffeadad2fs

71f582b5d18272207699f1b1ch74cad4207a8d12a8alc4eadad56bcbads
61e64

6770607 1ac7a92d98c 7dfd1139f0d42e0e60ebf41e6c6cff335a84a42fh 76
cfc

26fbA0f54a2f8364cefc330f291bccObedecha819189fh77737ebbaOb5d6d
c31

b9687ffc3fead13f4ca368003868788484cad0bdd3b68b29eb6b2124c57a
ab7a

e5de7541f322ea5b1d436fc00a4b1f7hSeda86c7752c 1a3afa31b5h557ed
eeel

3d8fa947bdcd9of309e67ddc08a696ef5915ef40981a17406e783360ed931
8ec3

ca76b849fe783671d86d396fedf8eb52aaa34c546204e7042a655e28e1de
003d

19f5f2dd29bbcfeade1d9b7c03d269aafacf42714f20ea705c2cecd2f7b450
70

159d189b403545fc73c2eae42d91ba59fe66190918e6d1fe6c552f12cc3b
deéef

5fff09985946ab4c541e335925f853caBfh5fd8c3b034af584c3e38fc8alca
b7

ba82cca3e24aeaB6e0af29a0a3h7d2ff300678bd6bealfaec72cf1a910431
9d4

a71b66c0c077595753fbbb61c893fafOb0a65bd98411af80d1ccac4ef4249

b8ee614ea2d827c73ec11b98bf3bc274c5a8d0ed0635b045b0ee 7143892
65bfc
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File Name

C:\Users\kEecfMwgj\Videos\n 7DfguJMJ.mp4.neqp

C:\Users\kEecfMwgj\Favorites\Microsoft Websites\Microsoft At
Home.url.negp

c:\users\keecfmwgj\favorites\microsoft websites\ie site on
microsoft.com.url.neqp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae N\A4HXEP_8
W\cOY tBs zGXD9sK\qJ TFnnuSQ.ppt.neqp

c:\users\keecfmwgj\pictures\mxfa2rzxqyhankfzm\jtbbgg -
ujwe3.bmp.negp

C:
\Users\kEecfMwgj\Pictures\M Xfa2rZxqyhANkfzM\NEC DkoymaUw.p
ng.neqp

c
\users\keecfmwgj\documents\1bzpfxjukgmx2ljc8ae7\adhxep_8v\6ayir
leth vglgbrj-I\gbpglruevstl.pptx.neqp

c:
\users\keecfmwgj\documents\1bzpfxjukgmx2ljc8ae7\vztrk63idaphpss
tgre.pptx.negp

c:\users\keecfmwgj\videos\gfravduy 7lom.swf.neqp
C:\Users\kEecfMwgj\Music\qYyGPLt60oKeyh2R.m4a.negp
C:\Users\kEecfMwgj\Desktop\VuYJSL8GFd0.mp3.negp
C:\Users\kEecfMwgj\Music\HAyp2zHURXEkt5y6c.mp3.negp
C:\Users\kEecfMwgj\Videos\OINEj2xIV52LVtvj-s0.flv.negp

C:\Users\kEecfMwgj\Desktop\aFVf9.swf.negp

C:\Users\kEecfMwgj\Desktop\twNoqg6elV6eelj TB7\qf
XQc2cUy7GFzzIXBjR.m4a.neqp

c:\users\keecfmwgj\music\hvolbk.mp3.negp
c:\users\keecfmwgj\desktop\eysfOphwch.mp3.neqp
C:\Users\kEecfMwgj\Desktop\N Bxo5Eh8J.swf.negp

C:\Users\kEecfMwgj\Videos\N hQ2zMaqJr.flv.neqp

c:\users\keecfmwgj\desktop\twnog6elv6eelj
tb7A\djfpsjtva\-6sm.bmp.negp

C:\Users\kEecfMwgj\Favorites\Windows Live\Windows Live
Gallery.url.negp

C:\Users\kEecfMwgj\Music\YiJlu.mp3.neqp
C:\Users\kEecfMwgj\Documents\SZzcxiUb3S1yOE.pptx.negp
c:\users\keecfmwgj\pictures\mxfa2rzxgyhankfzm\rx-ru.png.negp
c:\users\keecfmwgj\pictures\nqugwix.bmp.negp
C:\Users\kEecfMwgj\Pictures\dwHz _UcKn2C.bmp.negp

c:\users\keecfmwgj\videos\jcuukzkpdwtrtf.flv.neqp

File Size

32.55KB

467 bytes

467 bytes

83.41 KB

45.80 KB

62.52 KB

17.26 KB

89.56 KB

34.41 KB

74.98 KB

27.13KB

58.05 KB

72.87 KB

22.38 KB

24.60 KB

91.71 KB

53.65 KB

17.97 KB

58.28 KB

65.52 KB

467 bytes

49.57 KB

55.67 KB

49.89 KB

58.94 KB

68.60 KB

65.06 KB

SHA256

afb02b0290206b01cceed5d8fI8f2e35ae219d5640070696d894004f615d
21d7

44f4ea2126b623bdc8bad736084c369a662330ca25805b04ee3fdb8ee24
07463

48d258fec956¢0dd3d0bf3b53751517b045f556999a012dceaf0f83b7fa25
084

fc41fa34a2680ceba80fcfOflealbaf337651b613f5f9a88d5h6h92555dbal
Se

46ccfbb7dal962ccd7fb5c9ed1bedfaaa832dda81d436206bd12402e7110
90d5

ba1278861d1e551337fh560h14bfd9669307bb824b390a2e166fec8a6d243
e56¢

56bf3749556649ch55983f5251f487924d12ef6bd1adeed31c4dib2e8d161
c20

321f7cc6122278e81286764c399ae72bad1a03086f09bc87ch0b81ccobl
659d1

6C78d46432{8cd84b5e81d4bfc77da4ff826432890a219a51f0e76a3b91fd

74ae57d78ad228016874fc29ad90fb35a82b35579c3071f36dc4c44ff7034

a8caad6758c82¢1f3a67808e3d5559d0986c83e2129d318caddf5h15d83
df2ac

24bcff8f996c37406034de292c0a2a755a43cd9c0bd8da0862a8921215e4
6322

0bc3226ae404d35c1ff34b10c23d0e64c6c284f52da31cf5d7e17e9b402a
27b

3c6db4dbc82aa01319e8bbb9d757161c39b9b0091117e89a8fd54e3703f
212dd

e13cf3f73f060f9338b866fd39241c041aa3b5fc9ac8297e67dc710adac3l

0956fed7cbfld6ec29a544962a39785c55d148970ada824be469061d984
bbfo1

55ef6f13bdf69ae788b2098e2069c3adch83d85ad7b5658dbaas79aed 79
e6fd

€360ad4c59d573dc334fe9d4b972302d4bf9c 14b6be87d81a669eb 72798
717d0

€d47f9c4b3b6c33f29b81c6921b25391f98a870cf9a153639d089a9c 182a
a4b6

492ce60054c78e32c636cc34c1200333e8d3f98158adb5d65dch29d19b4
50977

850027588e455fc72023a04b7b8118a072e7a7¢23558d653ccdc537642d
e9bfb

db2786ef7701c64a6601da55979530c685h3db423fd1683f668c92a642ec
9ec8

b59¢174297e759d859a2d26€051614064025fc6555037d2ec62c9f38204
426d3

cc36568442eede7a01af47d4d80bc015aa31ch91929ed64c8436dd784cd
16e98

ecbe7bdad612287562bbe87309830e1bebf10fef9f568e15b682c6902f055
52

8eb549c551f1dac7873d96a352145b237492820aa047a5ee20f8784f973
29bc

e3fe6bcd13e044be02878ddf0elffc43a730bf30547b71b4e75¢7d319f1d4
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File Name

c:\users\keecfmwgj\videos\osw75x 00982bw.swf.negp
c:\users\keecfmwgj\videos\ompo2s.flv.neqp

c:\users\keecfmwgj\music\epp3ouzeazkkijjshj.wav.neqp

c:\users\keecfmwgj\favorites\microsoft websites\ie add-on
site.url.negp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae \A4HXEP_8
W\cOY tBs zGXD9sK\Yz_Q1.doc.neqp

c
\users\keecfmwgj\documents\1bzpfxjukgmx2ljc8ae7\s 7Ih3hxtittmcvg
h\r6fjlezzg_wtj.ots.neqp

c:\users\keecfmwgj\desktop\twnog6elvéeelj tb7fiiyl6m -
whjjeo.wav.neqp

C:\Users\kEecfMwgj\Documents\FU2 nzV-k.pdf.neqp
C:\Users\kEecfMwgj\Desktop\gwqsS.gif.negp
c:\users\keecfmwgj\music\d7illvxbgi6g.wav.negp
c:\users\keecfmwgj\favorites\links\web slice gallery.url.negp
c:\users\keecfmwgj\pictures\ote5jpyt.jpg.neqp

C:\Users\kEecfMwgj\Desktop\AQRFNBZ8zX.jpg.negp
c:\users\keecfmwgj\music\uftbdwa27mlfv.mp3.negp

C:\Users\kEecfMwgj\Desktop\h5j527Mxht9SX2raeS80.mp3.neqp

c:\users\keecfmwgj\music\rrbusch3n2s3k7tf26.wav.neqp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae\S7TLH3hXt T
TmcVgH\VDXnqC 6DK_84Fuegb.xIsx.neqp

C:\Users\kEecfMwgj\Documents\r5XN Simbuw.xIsx.negp
C:\Users\kEecfMwgj\Music\BBgFu3hstVTMPJIkSfOH.mp3.negp
c:\users\keecfmwgj\videos\8nyqrh805h9- og.avi.negp
c:\users\keecfmwgj\favorites\windows live\get windows live.url.neqp
C:\Users\kEecfMwgj\Favorites\M SN Websites\MSN Autos.url.negp
C:\Users\kEecfMwgj\Documents\3rOMOW hcIDm.pptx.negp
c:\users\keecfmwgj\music\xvszdg6io_y8wijxIgib.wav.negp

C:\Users\kEecfMwgj\Documents\A8Ch.xlsx.neqp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae7\3BEbviVEL
d-ggz.doc.negp

C:\Users\kEecfMwgj\Music\mqLZS906DtidQLz.m4a.neqp

File Size

17.20 KB

9.55KB

82.14 KB

467 bytes

15.96 KB

68.20 KB

41.00 KB

33.53KB

23.29KB

28.39KB

560 bytes

74.38 KB

13.37KB

7.51 KB

95.32 KB

61.13KB

3.14KB

4.85 KB

21.01KB

56.58 KB

467 bytes

467 bytes

14.35KB

13.62KB

59.82 KB

23.06 KB

22.91 KB

SHA256

e5eb5b1a0bbd8b059b4e49a573766f807b01d3efb2adf49e130bfbc09b5f5
ede

363034c912bbaaba361e7d0f49bb7e7fd73c9e171a6821aacctb549e78dd
6al9

47126b13c5ab1b98c030985425h4b63927954ade768ddbb06falOcab819
42d68

9304907895a74fcec35934937a066d8792ca22dc0bd0733d6adadde8e48
af55d

a57a769c198326295¢7733e10e8h78c2e9e91abffba02bbcfal82e137889
838b

293b437fdbeb5f42575519f649927086e0c6¢f3389a5f81d05de2abeat 63
c0

5ec80fca38ab6bb8a331218c2cf0a0831b8b02354d7c1ca79d862470daac
9c6ff

f79da05e1456bc0c17153e35454bac68b5d89e1f77a139d70058d8cfa693
25e7

b9593847de0c67f0f23ec0556fc86327530f78034d9aal3ed88e71a954257
8ed4

e5fd3efa78dd1245625130a2c4e50ddb04f259cefb82¢10d1d91fc231af1f5
cb

1890500ca302d79185164dc 7bb18c58ea70feb885d28929d8aeab831ba3
cfe72

8aa22e70515ff35e039bf99¢chcc644f7€9f36390b1e4f5¢c3d1f356e18ef192

2b4e417e5594a5e9aec3322803aed47fbfba1b7f11033ea38ccd938c91d6
3%a

8fclae1a523131741fc18ef2fcffcc5dd174a60516253¢38dfff5he2e648f06h

e8e572570459fbdb3170b2ce002¢ 7b45¢40de0b3fhff5d4f88913857f0ch0

8df32ebbf3ecfcal40e3d62b435e229cdfa858736acae633ef5a9670f5736
72c

0876ae69b6af6791dbb1cbbh657eaa814d410767e44037931f859eeb8b4
6fada

€82112f4307f5b2604c9c84dbd70b15271aba5fh58e8a2114651a511e597
b442

€8849d3c3d667761e66594bda703eb352ac 1d6864a18a6e014d62257a0
85b618

3b1568f911b06cc6280dba3a7d8e960051d1787c96ebfa771db94935438
14d46

ab00ee5292b3701499d7ade179fc 704fc 77fa4952b624733099d17cad197
7dsf

4alc4e2fh3046808fb3142a9c3bedladede0167c422e708chlleba27e49
96182

€33053fa94a314a88h45f93965896e21e6h44b425d570aa0f7360a9b5020
4bac

e779e406f7fea68e80a0al24b01e527bbcfdd427e3chbbe6c1c0a2c29103
8621

6f22e0c30545bcd7e6612186a068b8fd5fal966b11105e20af5dde0ch769
98af

74b49a04f3a9b50228f8099dddcf56876425608d7ddb84431dc 1f0f18997a
25¢

6211a386dfd7c018509aeb638c471d55dfc 7fcc628c81b63d88fd2aeef02
db9
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#14345768

File Name

c:
\users\keecfmwgj\documents\1bzpfxjukgmx2ljc8ae7\fcf5zjapsinelg.c
sv.negp

c:\users\keecfmwgj\favorites\windows live\windows live
spaces.url.neqp

C:\Users\kEecfMwgj\Desktop\tmPI-YXq5d584Uoy2.png.neqp

C:\Users\kEecfMwgj\Videos\hnzlwvtZPb.avi.neqp

c:\users\keecfmwgj\desktop\twnog6elvéeelj
th7A\djfpsjtva\fojpf2zsdfusywc2g.m4a.neqp

c:\users\keecfmwgj\music\ttfstme9.mp3.neqp
c:\users\keecfmwgj\videos\wb gjymk2xb5.avi.neqp
C:\Users\kEecfMwgj\Desktop\2Hs3CvzmY0al.doc.negp
c:\users\keecfmwgj\favorites\msn websites\msnbc news.url.negp

C:\Users\kEecfMwgj\Music\LESBAEqM T.wav.neqp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae N\A4HXEP_8
W\6ayIRleTh vqlgbRJ-L\jSVU\rH20411w9Tc5d.pptx.neqp

c:\users\keecfmwgj\desktop\rnObvg.png.negp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae\A4HXEP_8
WVAUYKNWJIF11037vi\Wx5NaR Q.xIsx.neqp

c:\users\keecfmwgj\desktop\zsmkkxcply mwj1j 8. mp3.negp

C:\Users\kEecfMwgj\Music\UHzfZtepjKuO.wav.negp

C:
\Users\kEecfMwgj\Pictures\M Xfa2rZxqyhANkfzM\fDxmHCHVp_.pn
g.negp

c:\users\keecfmwgj\documents\1bzpfxjukgmx2ljc8ae7\71py6.ots.neqp
c:\users\keecfmwgj\documents\gcnsphuvaisovbzltws.xIsx.neqp
C:\Users\kEecfMwgj\Pictures\WzLSzXw7M.bmp.negp

C:\Users\kEecfMwgj\Pictures\U4sW Op.gif.negp

c
\users\keecfmwgj\documents\1bzpfxjukgmx2ljc8ae7\adhxep_8v\uykn
wijfl1o37vr\gr566la_hbzp.docx.negp

c:\users\keecfmwgj\desktop\twnog6elvéeelj th7f\dxid.mp3.negp

c:\users\keecfmwgj\favorites\microsoft websites\microsoft
store.url.negp

C:\Users\kEecfMwgj\Desktop\twNog6elV6eelj
TB7Aszqw0g07Ao\gLyOrCg95A6.wav.negp

c:\users\keecfmwgj\favorites\msn websites\msn money.url.negp

c:\users\keecfmwgj\desktop\f1f3a2atwy iz-.png.negp

File Size

84.38 KB

467 bytes

13.37KB

3.77KB

63.31 KB

98.36 KB

36.25 KB

27.49 KB

467 bytes

63.40 KB

53.88 KB

31.85KB

50.81 KB

33.58 KB

50.11 KB

99.90 KB

83.52KB

31.70 KB

42.94 KB

10.32 KB

42.84 KB

22.90 KB

468 bytes

33.43KB

1.09KB

467 bytes

88.68 KB

SHA256

2761b6f1806fe4086dca316c39d88dc686f38e34bee58792a8be9b620626
5104

ccf6412efb5a4c33bf466106b5h121ffac32bf8c826361ca26a96cch51448
2da

bd323b859fh2b00b57d54e833d77h7342eae3900eal4271754a55268b1c
ff16d

adah2d45e4723f33293ea7c5d2f0d5f7h31e05483h2a7h8c1032e524cd3e

169be5f4c885cf368e95c0921c1b3c260edc6a53db7c2aa01219e87fhla9
8a%a

3554f260939e76db8ch830d0776ec42f842ad4ee04670c4eadh27b7932e
8a691

8de68e17d891d138c353abe776aa366037563d271c1chd2a6c830abdel
Sbb6be

3a225bbb9d296055883fcacdh26dad4ad30084bc502af1h29a4300ceec2a
dfla0

6e2a2716c98bfadd1d069eb4208453a1b8ad42ddec3a56d63e575534c7c

96e173d264e5ba34dc80ff6h87000e8d10f8342c605457f5627fdf1b6487a
32a

€597cd6f1f9308bf48404592907044d34cfle3e223eb16dd845f970e5de07

be138077b206b61d13ccel3cdbaldecel7f953edh48aab44dd9e85a3623
1b997

13332¢c8b72974d633550cc9aca5187d29015c 1f6b4ee8864ach00bcdd25
46959

da2d6169c1b208052fc51b3ad0aatbebe3aec9885fh99a973a5494650d0
f122

a751c5c624690372298d230103dedfd50a4da8de2e23e7e9a198c145¢che
bdd39

bc916ad232998f1b70846dc06ca651d0fca5f44ed09e8d8a29c46b6ee2b0
4b16

287779e5dfd1218691ba2781hf5fd28dd21b376eb021d0ec97614d7ab1f9
ar2c

847h16daf286d03d2b83c1e9achd572e9b042eec75090dbd3f5e26ea491
aal%

6b9050c2b31a85h92b17fc6bd368e548d1cc8168d8d825¢ 7f65c6a06b66
def66

4a912259c7791ad1f1f882122a03873077afc425682e9ac77947abc4cara
523d

21c3e5b485b6f8208ad1e0de4d4d7h5345b837e02ba25384e48d3263ec4
37659

a357h518b2deb0a119306d20845d6a40ba27588ed5d686273013896601
f3dsf

62478c1149ce37alc7ff2175d845543¢5120f9b782c 7a576b534e58¢11¢c5
T4aa

91167c51c66f9932413cae719b56ceff7h2149e6e969c3764d5accd706f4
0b01

726c52b586acd544bd1ae75afb1ed3609de03b2c50c687813c8d8d393ab
85272

b5e9794486c8db092ad52bea012ff32a296dfd18e51edef241ad3eea5c07
3ebl

9f0dad6e27902e2b184404e1f9fe314f9dbal694133b6f12b0dc437d5f677
e5f
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#14345768

File Name

c:\users\keecfmwgj\music\dkfwau.mp3.negp

C:
\Users\kEecfMwgj\Documents\pSHGkq_|z1hzZZQ1QzX\7IvhY-.pdf.n
eqp

C:

\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae \A4HXEP_8
WVAUYKNWJF11037vr\FvaFjmImszyo741.ots.negp

c:\users\keecfmwgj\pictures\mxfa2rzxgyhankfzm\vifvérf
5h82idznir.png.neqp

c:\users\keecfmwgj\pictures\mxfa2rzxqyhankfzm\pkdosd r
3vyy2rn3diw.png.negp

C:\Users\kEecfMwgj\Desktop\k5szpLuntD .wav.negp

C:\Users\kEecfMwgj\Documents\FfstE6t9XHw9p.docx.negp

c:
\users\keecfmwagj\pictures\mxfa2rzxayhankfzm\gh3ediyqvyh.jpg.neqp
c:

\Users\kEechng\D ocuments\1bZpFXJUkgMx2ljc8Ae\A4HXEP_8
W\cOY tBs zGXD9sK\pe4_1B.pptx.negp

C:
\Users\kEecfMwgj\AppDatalLocal Low\Sun\Java\Deployment\deploy
ment.properties.negp

c:\users\keecfmwgj\documents\outlook files\franc@gdllo.de.pst.neqp

C:\Users\kEecfMwgj\Videos\qo gbMr5VasZaX.flv.negp
Reduced dataset

Host Behavior

Type

System
Module

File
Environment
Process
Registry
Mutex

User

Window

Network Behavior

Type
HTTP

HTTPS

File Size

72.19KB

80.98 KB

56.33 KB

64.45 KB

80.64 KB

99.46 KB

74.18 KB

52.15KB

57.68 KB

1.04 KB

265.33 KB

38.45 KB

SHA256

445de135beh94766fdd2af738bb2077505e7d0de 7a87901643c632bdfaed
Shed

f7d8dccfe4d3893389f55299ef95ded2a028256236dd216df0db3fc2c 1ff4b
ea

04a349da27f3c1539a75910966ef4ed9bb69339103583eb3d49f3d0527ca
f123

836d1278f41fbSbbc28f1498d29h3c531e4332be334dalffc843a855a5¢ 7d
38a

€38799068eb8e81038c9e1328dce78h9df70d3blebcbel6ac001292df44
Ocbd4

34caa77albe370f740391889ed59bd4c2e73h95658hd7e4b18e0a82a070
57e21

56c8bch5hbddedsflc23delced4el088e62023faeaaOb9cc41blff59dbf1681

ca9fh363d85hbfch3518f7127a8e60b7c2160a07597f58c2edd23a59b2174
e7b0

df5f20fdb79d202433ff69627574ddb65bb942218a99ab6b7877915fe8d78
2e9

d3f588bedc7cefla5219cfe51445c728046487b28a47f3c7ch1b534af3c95
f9e

222035d3ac676ba3e1166a63185e36bfc46aa3595e5f709b3519f3fd736¢
502d

1258565caf500684fche9109eaacc 764bb163eb8458fae8285073ch107e9
8b55

Count

290

184

2206

53

Count
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DYNAMIC ANALYSIS REPORT

#14345768

Process #23: explorer.exe

ID 23

File Name c:\windows\explorer.exe

Command Line C:\Windows\Explorer.EXE

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 198010, Reason: Injection
Unmonitor End Time End Time: 279684, Reason: Terminated by timeout
Monitor duration 81.67s

Return Code Unknown

PID 1632

Parent PID 1336

Bitness 64 Bit

Injection Information (3)

Injection Type Source Process Source | Target TID Address | Name Size Success Count
#18: c:
Modify Memory \users\keecfmwgj\appdata\r 0x53c 0x2610000(39911424) 0x5000 v 1
oaming\uaieedr
#18: c:
Modify Memory \users\keecfmwgj\appdata\r 0x53c 0x2760000(41287680) 0x16000 v 1

oaming\uaieedr

#18: c:
Create Remote Thread \users\keecfmwgj\appdata\r 0x53c 0x2760000(41287680) - v 1
oaming\uaieedr

Dropped Files (2)

File Name File Size SHA256 YARA Match
C:\Users\KEECFM~1\AppData\Local\Temp\3024.exe 74950 KB 3330363577d637eecfd0753bf530d62bZC913c98b2bd388116ﬁb8(:21€5 x
C:\Users\KEECFM~1\AppDatalLocal\Temp\3024.tmp 0bytes 222204429&0 1c149afbf4c8996fh92427ae41e4649b934ca495991b 7852 x

Host Behavior

Type Count
Module 12
Process 17656
System 4712
Mutex 1
Registry 3
COM 2
User 1
File 6

Network Behavior

Type Count
HTTP 6
HTTPS 1
TCP 1
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DYNAMIC ANALYSIS REPORT

#14345768

Process #24: 3024.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

Host Behavior

Type

System
Module

File
Environment
Window

Process

24
c:\users\keecfmwgj\appdatallocal\temp\3024.exe
C:\Users\KEECFM~1\AppData\Local\Temp\3024.exe
C:\Users\KEECFM~1\AppData\Local\Temp\

Start Time: 224789, Reason: Child Process

End Time: 228994, Reason: Terminated

4.21s

1284
1632

32 Bit

X-Ray Vision for Malware - www.vmray.com
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DYNAMIC ANALYSIS REPORT

#14345768

Process #25: 3024.exe

ID 25

File Name c:\users\keecfmwgj\appdatallocal\temp\3024.exe
Command Line C:\Users\KEECFM~1\AppData\Local\Temp\3024.exe
Initial Working Directory C:\Users\KEECFM~1\AppData\Local\Temp\
Monitor Start Time Start Time: 226388, Reason: Child Process
Unmonitor End Time End Time: 261146, Reason: Terminated

Monitor duration 34.76s

Return Code 0

PID 1380

Parent PID 1284

Bitness 32 Bit

Injection Information (8)

Injection Type Source Process Source | Target TID Address | Name Size Success Count

#24: c:
Modify Memory \users\keecfmwgj\appdatall 0x558 0x400000(4194304) 0x400 v 1
ocal\temp\3024.exe

#24: c:
Modify Memory \users\keecfmwgj\appdatall 0x558 0x401000(4198400) 0Oxca600 v 1
ocal\temp\3024.exe

#24: c:
Modify Memory \users\keecfmwgj\appdatall 0x558 0x4cc000(5029888) 0x3dc00 v 1
ocal\temp\3024.exe

#24: c:
Modify Memory \users\keecfmwgj\appdatall 0x558 0x50a000(5283840) 0x6400 v 1
ocal\temp\3024.exe

#24: c:
Modify Memory \users\keecfmwgj\appdatall 0x558 0x52b000(5419008) 0x200 v 1
ocal\temp\3024.exe

#24: c:
Modify Memory \users\keecfmwgj\appdatall 0x558 0x52c000(5423104) 0xa400 v 1
ocal\temp\3024.exe

#24: c:
Modify Memory \users\keecfmwgj\appdatall 0x558 0x7efde008(2130567176) Ox4 v 1
ocal\temp\3024.exe

#24: c:
Modify Control Flow \users\keecfmwgj\appdatall 0x558 / 0x55¢ 0x775901c4(2002321860) - v 1
ocal\temp\3024.exe

Host Behavior

Type Count
System 4
Module 45
File 4
Environment 1
Process 26
Registry 2
COM 1
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#14345768

Network Behavior

Type Count
HTTPS 1
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DYNAMIC ANALYSIS REPORT

#14345768

Process #26: uaieedr

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

Host Behavior

Type

System
Module
File

Environment

26

c:\users\keecfmwgj\appdata\roaming\uaieedr
C:\Users\kEecfMwgj\AppData\Roaming\uaieedr
C:\Windows\system32\

Start Time: 234328, Reason: Child Process

End Time: 279684, Reason: Terminated by timeout
45.36s

Unknown

1732

1288

32 Bit

X-Ray Vision for Malware - www.vmray.com
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DYNAMIC ANALYSIS REPORT

#14345768

Process #30: 3024.exe

ID 30

File Name c:\users\keecfmwgj\appdatallocal\temp\3024.exe
Command Line "C:\Users\KEECFM~1\AppData\Local\Temp\3024.exe" --Admin IsNotAutoStart IsNotTask
Initial Working Directory C:\Users\KEECFM~1\AppData\Local\Temp\
Monitor Start Time Start Time: 259500, Reason: Child Process
Unmonitor End Time End Time: 268841, Reason: Terminated

Monitor duration 9.34s

Return Code 0

PID 1932

Parent PID 1380

Bitness 32 Bit

Host Behavior

Type Count
System 3
Module 52
File 6
Environment 1
Window 1
Process 1
- 3
- 9
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DYNAMIC ANALYSIS REPORT

#14345768

Process #31: 3024.exe

ID 31

File Name c:\users\keecfmwgj\appdatallocal\temp\3024.exe
Command Line "C:\Users\KEECFM~1\AppData\Local\Temp\3024.exe" --Admin IsNotAutoStart IsNotTask
Initial Working Directory C:\Users\KEECFM~1\AppData\Local\Temp\
Monitor Start Time Start Time: 266118, Reason: Child Process
Unmonitor End Time End Time: 279684, Reason: Terminated by timeout
Monitor duration 1357s

Return Code Unknown

PID 1260

Parent PID 1932

Bitness 32 Bit

Injection Information (8)

Injection Type Source Process Source | Target TID Address | Name Size Success Count

#30: c:
Modify Memory \users\keecfmwgj\appdatall Ox7ac 0x400000(4194304) 0x400 v 1
ocal\temp\3024.exe

#30: c:
Modify Memory \users\keecfmwgj\appdatall Ox7ac 0x401000(4198400) 0Oxca600 v 1
ocal\temp\3024.exe

#30: c:
Modify Memory \users\keecfmwgj\appdatall Ox7ac 0x4cc000(5029888) 0x3dc00 v 1
ocal\temp\3024.exe

#30: c:
Modify Memory \users\keecfmwgj\appdatall Ox7ac 0x50a000(5283840) 0x6400 v 1
ocal\temp\3024.exe

#30: c:
Modify Memory \users\keecfmwgj\appdatall Ox7ac 0x52b000(5419008) 0x200 v 1
ocal\temp\3024.exe

#30: c:
Modify Memory \users\keecfmwgj\appdatall Ox7ac 0x52c000(5423104) 0xa400 v 1
ocal\temp\3024.exe

#30: c:
Modify Memory \users\keecfmwgj\appdatall Ox7ac 0x7efde008(2130567176) Ox4 v 1
ocal\temp\3024.exe

#30: c:
Modify Control Flow \users\keecfmwgj\appdatall Ox7ac / 0x534 0x775901c4(2002321860) - v 1
ocal\temp\3024.exe

Host Behavior

Type Count
System 3
Module 46
File 5
Environment 1
Process 26
Registry 2
COM 1
- 2
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#14345768

Network Behavior

Type Count
HTTPS 1
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DYNAMIC ANALYSIS REPORT

#14345768

ARTIFACTS

File
SHA256

dOaddB83ec54489a6c58had8
5hfa2c2f970b3305a35d7ead
22b2f084ac1€95550

ef1682f582ae280b5ab2d4fc2
c1d3fh28c312751c6697577f
28f7663dcc8cd07

3dac19d1db4685f8b801b3ac
78121a3f049d72e1bb4de246
b187abdachal6e94

48fd3ee4f0cf79b88d20dbc3c
253e217f97d7a02e8b305438
60b014¢99539d329

2b548bd083d6d10alc5hb163
2fc5b7663861d0a949d61f0c
48aa2b6eebflebShe

Teclcafedf5ed9bdla2ef28ed
03b9ae8273edff5ee2df4c7cd
9c869f7f0a9810

176f6d8ebc37d77fa5a61394
aa9809f7cad3948f04078072
94db31fh5460e338

89e078fh68353108924d444d
aac30761e2f3al7b0ac7ded2
€9f30334eaff9646

Tfe6e06a41e7da91a8d71068
fdbfa3d39310b0feld2ace3b6
651h92c1bfd982c

b4872e0ab090d3a3dfb72bd3
7f27cd6a952b2dc3bbe58778
0ac101743300898b

3445e80809f2a260a7d9ad20
ef528840976968ee43ba52a6
3abba0a56381aecO

0589c922ccababe7987ed88
bb6d3d26fafd777352200a93
1bdf698d95543f2f9

3fbof1ff7a0ba2b72ba37137d
30803667156941c3ad37a54
7cfed897d379c835

816d25ee80e83a6aa29d262
a57fb592b5fc224689078655
9046¢357af9bf46d4

7e8c4e7fa926ce5073608f79
34366fdaeccaa39736f818c7
b967554f1075d916

File Names

c
\users\keecfmwgj\desktop\dshyGowctf
.wav.negp, C:
\Users\kEecfMwgj\Desktop\DsHy6ow
CtF.wav.negp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8Ae\AAHXEP_8V\BgMJ
YpJI5- Av.csv.negp, c:
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljcBae7\adhxep_8v\bgmijypjis-
av.csv.negp

C:
\Users\kEectMwgj\Music\5_uaNmfN
D3.m4a.negp, c:
\users\keecfmwgj\music\5_uanmfnd3.
mda.negp

C:
\Users\kEecfMwgj\Pictures\5t EDT2i8
f.png.negp, c:
\users\keecfmwgj\pictures\Stjedt2i8f.p
ng.negp

c
\users\keecfmwgj\music\uz21xybo5jhj
zg.mp3.negp, C:
\Users\kEecfMwgj\Music\UZ21XYbO
5jhJZg.mp3.negp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8Ae7\OvrR6bzipPtcj.doc
X.neqp, c:
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljcBae7\ovrr6ébzipptcj.docx.neqp

C:
\Users\kEecfMwgj\Music\u8_500ZX
D_BvAYx.wav.neqgp, c:
\users\keecfmwgj\music\u8_5o00zxd_b
vayx.wav.negp

c
\users\keecfmwgj\contacts\administra
tor.contact.negp, C:
\Users\kEecfMwgj\Contacts\Administ
rator.contact.neqp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8Ae7\ukOCS4.csv.negp,
c:
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljcBae7\ukocs4.csv.negp

c:\users\keecfmwgj\pictures\xys3y_cu
624bscdh.bmp.negp, C:
\Users\kEecfMwgj\Pictures\XyS3y_C
U 624bSCdh.bmp.neqp

c
\users\keecfmwgj\documents\ewxkzo
syjkhnwpoz.docx.neqp, C:
\Users\kEecfMwgj\Documents\ewxkZ
osyJKHNwpoz.docx.neqp

Category

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Memory Dump

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

File Size

10.27 KB

1244.00 KB

50.33 KB

28.19KB

85.86 KB

59.37 KB

65.09 KB

1244.00 KB

1244.00 KB

93.44 KB

1244.00 KB

67.11 KB

56.24 KB

60.09 KB

97.98 KB

MIME Type

application/octet-stream

application/
vnd.microsoft.portable-
executable

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/zip

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/octet-stream

application/
vnd.microsoft.portable-
executable

application/octet-stream

application/octet-stream

application/octet-stream

application/zip
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

2
2
=
g
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#14345768

SHA256

045d92a16de78b54ch5ab77
996284cee6d69d455c9d1e8
e8f02d841acdb497ea

a69cdaf695dc8acfaba3db52
6547e4efaf737bdc6e4101de
84516178f835bcf8

c7fcffe6da5321f201bScad71
2d4d104a1054d63236eed7d
7a4bB8848a09c2781

817e9f64f100b4eb711f14chb6
03e566b8511a5d42915hb850
6f571c1ab07€9938

8ed6dfe9d6815dc22¢326¢30
8b7402ab97af5h76b37a4ce7
f76a6793e8642615

1ac82344c6443711elab35a
893814bbd58bc41393b41dd
460f5113fbd018bdb8

1b4713efb38bba7ef00d4171
db3222e2dbb4144c50aa65e
18ac63ch11abch71f

57017979cdfOece4fb9973b6
eff066db73a84bde37cf948fc
6dcele04624d767

89a410c0f3aa7h9bceal7710
cad7f6448ca5d65b97194639
a2f868c2f7a39d38

7cadbc6375d215a2ecaead9d
7a489cebb55fdf3caac83eabb
60d847a97235522d8

420d80df5d3d75e956€07971
9b6c0ce0303406f1b513d136
clabefd4686a5840

2be60964729e3e7698d9148f
e21d3766daf0c03caffac854b
822bae7ch25f5b4

aBe765290ead6aead0al28c
60ed158854d150bed8d3974
d956ch99175c8f983c

73fec684clabcObcO6ecacs6
6c360b6550345e3a860achl
1cfbcd9cfa67cd5d3

File Names

c:
\users\keecfmwgj\pictures\mxfa2rzxq
yhankfzm\dohgx0t |.jpg.neqp, C:
\Users\kEecfMwgj\Pictures\M Xfa2rZx
qyhANkfzM\dohGxOT L.jpg.negp

C:
\Users\kEecfMwgj\Videos\bZ_MAu7.a
vi.negp, c:
\users\keecfmwgj\videos\bz_mau7.avi
.negp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJIUkgMx2ljc8Ae\AAHXEP_8V\G_bT
Fo.odp.negp, c:
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljc8ae7\adhxep_8v\g_btfo.odp.n
eqp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8AeN\A4HXEP_8VAUYKN
WJIF11037vr\Xw0

5hxcA.pptx.negp, c:
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljc8ae7\adhxep_8viuyknwjfl1o3
7vr\xwO0 5hxca.pptx.negp

C:
\Users\kEecfMwgj\Documents\sU3qV
4 mwzLmj.pps.negp, c:
\users\keecfmwgj\documents\su3qv4
mwzlmj.pps.negp

(o
\users\keecfmwgj\music\by0ls29bbpk|
p63109b.m4a.neqp, C:
\Users\kEecfMwgj\Music\By0ls29bBP
KLp63109b.m4a.neqp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8AeNA4HXEP_8\V\Ah9Ysj
e.pptx.neqp, c:
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljc8ae7\adhxep_8v\h9ysje.pptx.
neqp

C:
\Users\kEecfMwgj\Music\XqIXfBNrZq
ot.mp3.negp, c:
\users\keecfmwgj\music\xqgixfbnrzqo
t.mp3.negp

c:
\users\keecfmwgj\desktop\upklen5696
7zj flv.negp, C:
\Users\kEecfMwgj\Desktop\UpkLen56
967zJ.flv.neqp

c:\users\keecfmwgj\documents\oehle-
xhitsle6vwmudm .xIsx.negp, C:
\Users\kEecfMwgj\Documents\OeH1
e-xhlt5le6VWmu4M xIsx.neqp

c:
\users\keecfmwgj\pictures\mxfa2rzxq
yhankfzm\1clt3s.jpg.negp, C:
\Users\kEecfMwgj\Pictures\M Xfa2rZx
qyhANkfzM\1CIt3S.jpg.neqp

c
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljc8ae7\adhxep_8v\ghhedifizwr
uskmr.xIsx.negp, C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8Ae7\A4HXEP_8W\Ghhe
diFJZwrU5kMr.xIsx.neqp

Category

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

File Size

37.67 KB

29.32 KB

73.33KB

92.34 KB

1244.00 KB

2243 KB

93.49 KB

48.19 KB

48.39 KB

41.72 KB

1244.00 KB

70.10 KB

60.07 KB

72.65KB

MIME Type

image/jpeg

application/octet-stream

application/zip

application/zip

application/
vnd.microsoft.portable-
executable

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

video/x-flv

application/
vnd.microsoft.portable-
executable

application/zip

image/jpeg

application/zip
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

g
s
g
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SHA256

9205d3085h52dee0c9e3872
097cc5b3d9d2ae45affe35ffcf
a0a6d5dc7f84566

b077b4ed30cccee7435dedf2
493ea9d39ce51c48f8e72553
9f82311h37f3073c

e73c01d3f4e170fb5dc671de
42914c¢1973afcac3919bedef
46518b3f10e0d14d

0c0b6a4685e84f89f8c444e8
4864bh70790dcc090ef99e83
fc9dacf81f9605cc

€309bd448204da08748d872
e7acf3fd0bfd686700eaafa04
3d704c9fa8bda356

69950c165ec0b9f5bdb3e79d
d754d174afe788c5f2e40842
94f5a13f55h967f8

f3f2ddd6a521ee76a224delc
ac93b3d80ebffa75e65cdd98
4f8e0al36199c5a3

che28fa5e05b394252bda748
39e4f7b04b62b382aaaldcee
5196919f1912410c

3ebba71b6ch632e12ae1199
80e72a86120476b8e11b096
€07564367aa47d06d7

71bca71399f874fald1b9a49
54880af860bb4d9df7c1ch65
49aff1774be22a82

9136f8bbb40b030dala32e38
56f1d41db3b131a598c3%ee3
b27134fda307d10a

6cc5ade8e249e3bfbaed056d
df1c1803464f7ff4004c5aae6
eb08a2ba52ffo6f

6ea3563e008269ecdd0f630c
acead8c74bcf8970401dad25
2d281bd65e67€061

a2ac9ald0c1779549ac732ef
64456735ebafal52d2d257a6
160196a51fc4262¢

40c616bbbb7a696fcbe40f83
dd4cd8192abe8bc65f6c335h
176d7b79c8b9e58c

File Names

C:
\Users\kEecfMwgj\Pictures\dCjDLPjg
t.png.neqp, c:
\users\keecfmwgj\pictures\dcjdlpjgt.pn
g.neqp

c:
\users\keecfmwgj\desktop\et8krykeuj7
3u.swf.negp, C:
\Users\kEecfMwgj\Desktop\ET8KrYK
euj73U.swf.negp

C:\Users\kEecfMwgj\Videos\ups
17.mkv.negp, c:
\users\keecfmwgj\videos\ups
i7.mkv.neqp

C:\Users\kEecfMwgj\Music\n-
diJdt93vgLXJ.wav.neqp, c:
\users\keecfmwgj\music\n-
dijdt93valxj.wav.neqp

c
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljcBae7\adhxep_8v\3trax2.xIsx.
negp, C:
\Users\kEecfMwgj\Documents\1bZpF
XJIUkgMx2ljc8Ae\A4HXEP_8W\3traX
2.xIsx.neqp

C:

\Users\kEecfMwgj\Desktop\aM 0hOB
R8.wav.neqp, c:
\users\keecfmwgj\desktop\amOhobr8.
wav.neqp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8Ae\A4HXEP_8W\Ydwe
3g9JyYweb_55_.ots.negp, c:
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljcBae7\adhxep_8v\ydwe3q9jyy
web_55_.ots.negp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJIUkgMx2ljc8Ae\A4HXEP_8VAUYKN
WJIF11037vr\RRMO0O7_xCINdkabdT
0zN.xlIsx.neqgp, c:
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljcBae7\adhxep_8viuyknwjfl1lo3
7vr\rrm007_xclndkabdtozn.xIsx.neqp

C:
\Users\kEecfMwgj\Videos\80uy.mkv.n
eqp, c:
\users\keecfmwgj\videos\80uy.mkv.ne
ap

C:
\Users\kEecfMwgj\Documents\k7Qtc
Bphpiufufeh4.rtf.negp, c:
\users\keecfmwgj\documents\k7gtcbp
hpiufuféh4.rtf.neqp

c:\users\keecfmwgj\pictures\c8-
qdtknhuObjgmu.jpg.negp, C:
\Users\kEecfMwgj\Pictures\c8-
qdtkNHuObJGmu.jpg.negp

c:
\users\keecfmwgj\music\dcxazgh.m4
anegp, C:
\Users\kEecfMwgj\Music\DcXaZQH.
mda.negp

Category

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

Memory Dump

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

20.07 KB

24.49 KB

50.34 KB

1244.00 KB

3.12KB

98.01 KB

1244.00 KB

1244.00 KB

49.71 KB

11.28 KB

32.04 KB

22.95KB

80.09 KB

81.98 KB

87.50 KB

MIME Type

application/octet-stream

application/x-shockwave-
flash

application/octet-stream

application/
vnd.microsoft.portable-
executable

application/octet-stream

application/zip

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/octet-stream

application/octet-stream

application/zip

application/octet-stream

text/rtf

image/jpeg

application/octet-stream
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Verdict

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS
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#14345768

SHA256

3daBc5dfe9c18hbf5830852a8
c8b861e8a40bfedbSdedaatd
86ceebb7fe523bch

3c5571a767be08f4e53c 7069
5c84ef1fdf162432d9811d8c7
12299fb110850bd

€7765038781cd3244{d96242
b2971ac5fd05f0chale5ch93
ad1158453732fe08

da51d9fe5e748d055446e6e0
db0db683d3fc369449c53ed5
4d992b849dccc3bd

2792c50009dc1d367956d8c
08654e1f69ed8acde5313029
7e2ebfb2d6d498al15

5591760e26390270da6aa83
2ff595201308d820fe37a0944
ba71628d6c6baad2

21a7a27731f45ff005c0a2003
463ba695a779f5dff6ffe7abc6
45306d4cdcafl

73b5belea2ec586hb130560f8
8ba4383dd27738e25fe52885
2fceafaef6585be3

43500d99e886576aa2f3367
d538b8d6cad05c81c34a924
b4f3a8eb84b243714

bc2549b38d66f9eeb9895647
caf5dc4d866376de1396b504
4f95e97ce19608a7

64d20dc7145a6014bd955d9
eadc02afd318577b329bbf0d
a6e786553a48aaa3c

ccdebed9b5ba507180e3d3c
d89025f7cal41e35479cc40e
dffoffeadad2f5h1f

71f582b5d18272207699f1b1
ch74cad4207a8d12a8alcde
a%a956bchad861e64

67706071ac7a92d98c7dfd11
39f0d42e0e60ebf41e6c6eff3
35aB4a42fb76cfc

26fb40f54a2f8364cefc330f29
1bccObcdecha819189fh7773
7ebbalOb5d6dc31

File Names

c:
\users\keecfmwgj\pictures\mxfa2rzxq
yhankfzm\zt3a4flgawjyzt7r4xm.png.ne
ap, C:

\Users\kEecfMwgj\Pictures\M Xfa2rZx
qyhANkfzM\zT3A4flgAW]Yzt7r4Xm.p
ng.negp

c
\users\keecfmwgj\videos\kciaégopkg9
.avi.negp, C:
\Users\kEecfMwgj\Videos\kCiA6Gop
KG9.avi.neqp

C:
\Users\kEecfMwgj\Videos\ueJknWfw
vw.mkv.negp, c:
\users\keecfmwgj\videos\uejknwiwvw.
mkv.negp

c:
\users\keecfmwgj\documents\2vnukk
mn.xlsx.negp, C:
\Users\kEecfMwgj\Documents\2VNU
KKMN .xIsx.negp

C:
\Users\kEecfMwgj\Desktop\twNog6el
V6eelj TB7Akduc8M4qQiGO.xIsx.neqgp,
c:
\users\keecfmwgj\desktop\twnog6elv
6eel]j th7f\lkduc8m4qOigo.xIsx.negp

c
\users\keecfmwgj\videos\ _n93zziz9r
ny.mp4.negp, C:
\Users\kEecfMwgj\Videos\__N93Zziz
9RNY.mp4.negp

c
\users\keecfmwgj\pictures\mxfa2rzxq
yhankfzm\ruec4u8cnlu.jpg.negp, C:
\Users\kEecfMwgj\Pictures\M Xfa2rZx
qyhANkfzM\rUec4u8CN1U .jpg.negp

c:\users\keecfmwgj\favorites\msn
websites\msn entertainment.url.neqp,
C:\Users\kEecfMwgj\Favorites\M SN
Websites\MSN Entertainment.url.negp

c:
\users\keecfmwgj\desktop\twnog6éelv
6eelj th7f\djfpsjtvg\gxuwpj.csv.neqp, C:
\Users\kEecfMwgj\Desktop\twNog6el
V6eelj
TB7ADjfPSJtvQ\gXUwPJ.csv.negp

(o
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljc8ae7\oy4eruo53oz.rtf.neqp,
C:

\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8Ae7\OY4eRU0530Z.rtf
.negp

C:
\Users\kEecfMwgj\Videos\bGt49HOv
ptpF2AsDKI.mkv.negp, c:
\users\keecfmwgj\videos\bgt49hovptpf
2asdkl.mkv.negp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJIUkgMx2ljc8Ae\A4HXEP_8W\6ayIR
leTh vglgbRJ-

L\aZ2H X2t0pm3.ots.neqp, c:
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljc8ae7\adhxep_8v\6ayirleth
vlgbrj-Naz2hx2tOpm3.ots.negp

Category

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

39.86 KB

1244.00 KB

24.69 KB

24.18 KB

45.08 KB

47.83 KB

99.42 KB

8.96 KB

1244.00 KB

1244.00 KB

467 bytes

15.36 KB

47.26 KB

9.61KB

27.57KB

MIME Type

application/octet-stream

application/
vnd.microsoft.portable-
executable

application/octet-stream

application/octet-stream

application/zip

application/zip

application/octet-stream

image/jpeg

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/octet-stream

application/octet-stream

text/rtf

application/octet-stream

application/octet-stream
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Verdict

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS
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#14345768

SHA256

3al678ecda6f53b6eabdechb
b07d30bba268edbd28fe7ect
6eeee0838hb62820f

b9687ffc3feadl3f4ca3680d3
868788484cad0bdd3b68b29
eb6b2124c57aab7a

e5de7541f322ea5b1d436fcO
0Oadb1f7b5eda86c7752c1a3a
fa31b5b557edeee0

3d8fa947bdcd9f309e67ddcO
8a696ef5915ef40981a17406
e783360ed9318ec3

ca76b849fe783671d86d396f
edf8eb52aaa34c546204e704
2a655e28e1de003d

0d24aa85f5dde8bb3d59h783
©23500c25bc0deaf80ef6d8e
2b1578cadh4076ea

19f5f2dd29bbcfeade1d9b7c0
3d269aafacf42714f20ea705c
2cec42f7b45070

7d2a17a1969eb01411d5635
2a0f7008df8127d35bf9bbcce
f76590d2474ad2cc

159d189b403545fc73c2eaes
2d91ba59fe66190918e6d1fe
6¢552f12cc3bd6ef

7d5a7c649121fe8ffdb3f33d7
990e72f782d348393b691f9c
73f545d72fb58

5fff09985946ab4c541e33592
5f853cadfb5fd8c3h034af584
c3e38fc8alcab?

8611096fe95209aeldbadlde
2822e1846ef5d334a498f925
9a425bcc4417a460

ba82ccal3e24aea86e0af29a0
a3b7d2ff300678bd6bealfaec
72cf1a9104319d4

a71b66c0c077595753fbbb61
¢893fafOb0a65bd98411af80d
1ccac4ef4249360

bBee614ea2d827c73ec11b9
8bf3bc274c5a8d0ed0635b04
5b0ee714389265bfc

afb02b0290206b01cceed5d8
f98f2e35ae219d5640070696
d894004f615d21d7

44f4ea2126b623bdc8ba9736
084¢3692662330ca25805h0
4ee3fdb8ee2407463

File Names

c
\users\keecfmwgj\pictures\mxfa2rzxq
yhankfzm\oepl 7unfz0.jpg.negp, C:
\Users\kEecfMwgj\Pictures\M Xfa2rZx
qyhANkfzM\OepL7uNfz0.jpg.negp

C:
\Users\kEecfMwgj\Documents\G8oU
Q7rKtGSWcT.ots.negp, c:
\users\keecfmwgj\documents\g8ouq7r
ktgswct.ots.negp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8Ae\A4HXEP_8W\6ayIR
leTh vglgbRJ-L\oV6zFBL.rtf.negp, c:
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljcBae7\adhxep_8v\6ayirleth
vglgbrj-Nov6zfbl.rtf.negp

c:
\users\keecfmwgj\desktop\tkaxolhrl8q
edbn.gif.negp, C:
\Users\kEecfMwgj\Desktop\tk AxolHR
18qEDbn.gif.neqp

c
\users\keecfmwgj\videos\qg8i9gOtihej
na tr3l.flv.negp, C:
\Users\kEecfMwgj\Videos\qG8i9G0tlh
ejna tR3l.flv.negp

(o
\users\keecfmwgj\videos\fmxha_w4ek
e5pf8l.mp4.negp, C:
\Users\kEecfMwgj\Videos\FMXhA_W
4EKESpF8l.mp4.neqp

c:\users\keecfmwgj\favorites\msn
websites\msn sports.url.negp, C:
\Users\kEecfMwgj\Favorites\M SN
Websites\MSN Sports.url.negp

c
\users\keecfmwgj\documents\koomr.p
ptx.negp, C:
\Users\kEecfMwgj\Documents\kOOm
R.pptx.negp

c:
\users\keecfmwgj\pictures\byf8cfieoz
ro2jwpt66.gif.negp, C:
\Users\kEecfMwgj\Pictures\BYF8cF9
EOzR2jWpt66.gif.negp

c:\users\keecfmwgj\favorites\msn
websites\msn.url.neqp, C:
\Users\kEecfMwgj\Favorites\M SN
Websites\MSN.url.neqp

C:\Users\kEecfMwgj\Videos\n
7DfguIMJ.mp4.negp, c:
\users\keecfmwgj\videos\n
7dfgujmj.mp4.neqp

C:
\Users\kEecfMwgj\Favorites\Microsoft
Websites\Microsoft At Home.url.negp,
c:\users\keecfmwgj\favorites\microsoft
websites\microsoft at home.url.negp

Category

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Memory Dump

Dropped File

Memory Dump

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

1244.00 KB

38.08 KB

34.10KB

17.15KB

75.29 KB

1244.00 KB

91.53 KB

1244.00 KB

84.52 KB

1244.00 KB

467 bytes

1244.00 KB

65.97 KB

7.79 KB

467 bytes

32.55KB

467 bytes

MIME Type

application/
vnd.microsoft.portable-
executable

image/jpeg

application/zip

text/rtf

image/gif

application/
vnd.microsoft.portable-
executable

video/x-flv

application/
vnd.microsoft.portable-
executable

application/octet-stream

application/
vnd.microsoft.portable-
executable

application/octet-stream

application/
vnd.microsoft.portable-
executable

application/zip

image/gif

application/octet-stream

application/octet-stream

application/octet-stream

X-Ray Vision for Malware - www.vmray.com

Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

g
s
g

MALICIOUS
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DYNAMIC ANALYSIS REPORT

#14345768

SHA256

48d258fec956c0dd3d0bf3b5
3751517b045f556999a012dc
eaf0f83b7fa25084

fc41fa34a2680ceba80fcfOfle
albaf337651b613f5f9a88d5h
6b92555dbalse

4f0f5de45b74e5ea989f7a9d6
2940bd776723ce15983d27fa
72c617738d32d7a

46ccfbb7dal962ccd7fb5c9e
d1be4faaa832dda81d436206
bd12402e711090d5

bal1278861d1e551337fb56b1
4bfd9669307bb824h390a2el
66fec8ab6d243e56¢

56bf3749556649ch55983f52
51f487924d12ef6bdladeed3
1c4dfb2e8d161c20

be56d11b01efd115e7fbachd
93f74c406e54dealf66e25be
dcd2d54ded46954c

321f7cc6122278e81286764¢
399ae72ba41a03086f09bc87
ch0b81ccIh1659d1

6c78d46432f8cd84b5e81d4b
fc77da4ff826432890a219a51
f0e76a3b91fd164

74ae57d78ad228016874fc29
ad90fh35a82b35579c3b71f3
6dc4c44ff70343d4

aBcaad6758c82c1f3a67808e
3d55590d0986c83e2129d318
caddf5b15d83df2ac

24hcff8f996c37406034de292
c0a2a755a43cd9cObd8da08
62a8921215e46322

0bc3226ae404d35c1f34b10
€23d0e64c6c284f52da31cff5
d7e17e9b402a27b

3c6db4dbc82aa01319e8bbb
9d757161c39b9b0091117e8
9a8fd54e3703f212dd

File Names

c:\users\keecfmwgj\favorites\microsoft
websites\ie site on
microsoft.com.url.negp, C:
\Users\kEecfMwgj\Favorites\Microsoft
Websites\|E site on
Microsoft.com.url.neqp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8Ae\AAHXEP_8W\cOY
tBs

zGXD9sK\qJTFNnuSQ.ppt.negp, c:
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljcBae7\adhxep_8v\cOy ths
zgxd9sk\qjtfnnusg.ppt.negp

c
\users\keecfmwgj\pictures\mxfa2rzxq
yhankfzm\jtbbgg -ujwe3.bmp.negp, C:
\Users\kEecfMwgj\Pictures\M Xfa2rZx
qyhANkfzM\ TBbgg -UJwe3.bmp.neqp

C:

\Users\kEecfMwgj\Pictures\M Xfa2rZx
qyhANkfzM\NECDkoymaUw.png.neq
p,c
\users\keecfmwgj\pictures\mxfa2rzxq
yhankfzm\necdkoymauw.png.negp

c:
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljc8ae7\adhxep_8v\6ayirleth
vqlgbrj-I\gbpglruev5tl.pptx.negp, C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8Ae\A4HXEP_8W\6ayIR
leTh vglgbRJ-
L\GbPQIrueV5TI.pptx.negp

c
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljc8ae7\vztrk63idaphpsstgre.ppt
x.neqp, C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8Ae7\VZ TRK63idApHP
SstGrE.pptx.negp

c
\users\keecfmwgj\videos\gfravduy7lo
m.swf.negp, C:
\Users\kEecfMwgj\Videos\GIRAVAUY
7LOm.swf.neqp

C:
\Users\kEecfMwgj\Music\qYyGPLt6O
oKeyh2R.m4a.negp, c:
\users\keecfmwgj\music\qyygplt6ooke
yh2r.m4a.negp

C:
\Users\kEecfMwgj\Desktop\VuYJSL8
GFd0.mp3.neqp, c:
\users\keecfmwgj\desktop\vuyjs|8gfd0
.mp3.neqp

C:
\Users\kEecfMwgj\Music\HAyp2zHU
RXEkt5y6c.mp3.negp, c:
\users\keecfmwgj\music\hayp2zhurxe
kt5y6c.mp3.neqp

C:
\Users\kEecfMwgj\Videos\OINEj2xIV
521 Vivj-s0.flv.neqp, c:
\users\keecfmwgj\videos\ojnej2xiv52|
vtvj-s0.flv.negp

C:
\Users\kEecfMwgj\Desktop\aFVf9.swf
.neqp, c:
\users\keecfmwgj\desktop\afvf9.swf.n
eqp

Category

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

467 bytes

83.41 KB

1244.00 KB

45.80 KB

62.52 KB

17.26 KB

1244.00 KB

89.56 KB

34.41KB

74.98 KB

27.13KB

58.05 KB

72.87 KB

22.38 KB

MIME Type

application/octet-stream

application/octet-stream

application/
vnd.microsoft.portable-
executable

application/octet-stream

application/octet-stream

application/octet-stream

application/
vnd.microsoft.portable-
executable

application/zip

application/x-shockwave-
flash

application/octet-stream

application/octet-stream

application/octet-stream

video/x-flv

application/x-shockwave-
flash

X-Ray Vision for Malware - www.vmray.com

Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

g
s
g

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS
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DYNAMIC ANALYSIS REPORT

#14345768

SHA256

e13cf3f73f060f93380b866fd39
241c041aa3b5fc9ac8297e67
dc710adac3171f

0956fed7chfld6ec29a54496
2a39785c550148970ada824
be469061d984bbfa1

c2d124851a7fc5228ad860e0
649c0622d8cdadf030954935
d188f23470057c49

c86b6d25a821db817f9d4812
529b7a4a0f7d7f33b2c14000
251193bfe00cd1bd

55ef6f13bdf69ae 7880209862
069c3adchB83d85ad7b5f658d
baa579aed79e6fd

e360ad4c59d573dc334fe9d4
b972302d4bf9c14b6be87d81
a669eb72798717d0

e50366970c63f29h549ef31f8
04d55860e4350cefe5d4d19f
5634cd05b400fc9

€d47f9c4b3b6c33f29h81c69
21b25391f98a870cf9a15363
9d089a9c182aa4h6

492ce60054c78e32c636cC3
4c1200333e8d3f98158adb5d
65dcb29d19b450977

850027588e455fc72023a04b
7b8118a072e7a7c23558d65
3ccdc537642de9bfb

db2786ef7701c64a6601da55
979530c685h3db423fd1683f
668c92a642ec9ec8

d1652¢1d808a6395d5ef182¢
05ded57b733b869a18d4bas
89941edef8bc08e68

1ef7f8b580e6444d3fc 7b7c89
99443d346f3c0be496875649
fa90c37709b601b

b59c174297e7590d859a2d26
€051614064025fc6555037d2
€c62c9f38204426d3

€Cc36568442eede7a0laf47d4
d80bc015aa31ch91929ed64
€8436dd784cd16e98

ecbhe7bdad612287562bbe87
3b9830e1bebf10fefof568e15
b682c69b2f0555f2

File Names

C:
\Users\kEecfMwgj\Desktop\twNog6el
V6eelj TB7A\qf
XQc2cUy7GFzzIXBjR.m4a.neqp, c:
\users\keecfmwgj\desktop\twnog6elv
6eelj th7f\qf
xqc2cuy7gfzzIxbjr.m4a.neqp

c:
\users\keecfmwgj\music\hvolbk.mp3.
neqgp, C:
\Users\kEecfMwgj\Music\hVOIbk.mp
3.negp

c:
\users\keecfmwgj\desktop\eysfOphwc
b.mp3.neqgp, C:
\Users\kEecfMwgj\Desktop\EySFOPh
wCB.mp3.negp

C:
\Users\kEecfMwgj\Desktop\NBxo5Eh
8J.swf.negp, c:
\users\keecfmwgj\desktop\nbxo5eh8;.
swf.negp

C:\Users\kEecfMwgj\Videos\N
hQ2zMaJr.flv.negp, c:
\users\keecfmwgj\videos\n
hg2zmqjr.fiv.negp

c
\users\keecfmwgj\desktop\twnog6elv
6eelj th7f\djfpsjtvq\-6sm.bmp.negp, C:
\Users\kEecfMwgj\Desktop\twNog6el
Véeel
TB7ADjfPSJtvQ\-6Sm.bmp.negp

C:
\Users\kEecfMwgj\Favorites\Windows
Live\Windows Live Gallery.url.negp, c:
\users\keecfmwgj\favorites\windows
live\windows live gallery.url.neqp

C:
\Users\kEecfMwgj\Music\YiJlu.mp3.n
eqp, ¢
\users\keecfmwgj\musiclyijlu.mp3.ne
ap

C:
\Users\kEecfMwgj\Documents\SZzcx
iUb3S1yOE.pptx.negp, c:
\users\keecfmwgj\documents\szzcxiu
b3s1yOe.pptx.neqp

c
\users\keecfmwgj\pictures\mxfa2rzxq
yhankfzm\rx-ru.png.negp, C:
\Users\kEecfMwgj\Pictures\M Xfa2rZx
qyhANkfzM\Rx-ru.png.neqp

c
\users\keecfmwgj\pictures\nqugwix.b
mp.negp, C:
\Users\kEecfMwgj\Pictures\NqUgwIX
.bmp.negp

Category

Dropped File

Dropped File

Memory Dump

Memory Dump

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Memory Dump

Dropped File

Dropped File

Dropped File

File Size

24.60 KB

91.71 KB

1244.00 KB

1244.00 KB

53.65 KB

17.97 KB

1244.00 KB

58.28 KB

65.52 KB

467 bytes

49.57 KB

1244.00 KB

1244.00 KB

55.67 KB

49.89 KB

58.94 KB

MIME Type

application/octet-stream

application/octet-stream

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/octet-stream

application/x-shockwave-
flash

application/
vnd.microsoft.portable-
executable

video/x-flv

application/octet-stream

application/octet-stream

application/octet-stream

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/zip

application/octet-stream

application/octet-stream
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Verdict

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS
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DYNAMIC ANALYSIS REPORT

#14345768

SHA256

8eb549c551f1dac7873d96a3
52145h2374928f20aa047a5e
e20f8784f97329bc

b275bd4c85167€0585d8979
07d5aaca02f473b95f6f3bf2b
4582¢825d0b6c5db

e3fe6bcd13e044be02878ddf
0elffc43a730bf30547h71bde
75c7d319f1d422b

e5eb5h1a0bbd8b059b4e49a
573766f807b01d3efb2adf49%
130bfbc09b5f5ede

363034c912bbaaba361e7dof
49bb7e7fd73c9el71a6821aa
ccfb549e78dd6al9

47126b13c5ab1b98c030985
425h4b63927954ade768ddb
bO6fal0cab81942d68

9304907895a74fcec3593493
7a066d8792ca22dc0bd0733
d6adadde8e48af55d

a57a769c198326295c7733e
10e8b78c2e9e91abffba02bb
cfa182e137889838h

293b437fdbeb5f42575519f64
9927086e0c6cf3389a5f81d0
5de2a6ea6ff63c0

24h05b9eh992fd995ad217c8
eb2ec4cfe1472960f70be82a
7d197b5b790489%1

5ec80fca38abbb8a331218c2
cf0a0831b8b02354d7c1ca79
d862470daac9c6ff

40a2518bf4a3cc5c663278f0f
5e9fla7a0d51e57f2c13cc20
09c1d5cf0a87d36

f79da05e1456bc0c17153e35
454bac68b5d89e1f77a139d7
0058d8cfa69325e7

b9593847de0c67f0f23ec055
6fc86327530f78034d%aa3ed
88e71a9542578ed4

e5fd3efa78dd1245625130a2
c4e50ddb04f259cefh82c10d
1d91fc231aflf5ch

92f4134cc013553a811aa371
570d7e2e66a2537b4eac3db
deafOch5f02e6ec56

File Names

C:\Users\kEecfMwgj\Pictures\dwHz
_UcKn2C.bmp.negp, c:
\users\keecfmwgj\pictures\dwhz
_uckn2c.bmp.negp

c
\users\keecfmwgj\videos\jcuukzkpdwt
rif.flv.negp, C:
\Users\kEecfMwgj\Videos\JcUUkzkP
DWTrtFflv.negp

c:\users\keecfmwgj\videos\osw75x
00982bw.swf.negp, C:
\Users\kEecfMwgj\Videos\Osw 75X
00982Bw.swf.neqp

c:
\users\keecfmwgj\videos\ompo2s.flv.n

egp, C:
\Users\kEecfMwgj\Videos\omPO2s.flv
.negp

c
\users\keecfmwgj\music\epp3ouzeazk
kjj5hj.wav.negp, C:
\Users\kEecfMwgj\Music\EpP30uZe
AzKKjI5H].wav.neqp

c:\users\keecfmwgj\favorites\microsoft
websites\ie add-on site.url.negp, C:
\Users\kEecfMwgj\Favorites\Microsoft
Websites\IE Add-on site.url.neqp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8Ae7\A4HXEP_8W\cOY
tBs zGXD9sK\Yz_Q1.doc.neqgp, c:
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljc8ae7\adhxep_8v\cOy ths
zgxd9sk\yz_q1.doc.negp

c
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljc8ae7\s7Ih3hxtittmcvgh\réfjlez
zg_wtj.ots.neqp, C:
\Users\kEecfMwgj\Documents\1bZpF
XIUkgMx2ljc8Ae7\S7LH3NXtTTmcV
gH\r6fjIEZZg_wtj.ots.neqp

c:
\users\keecfmwgj\desktop\twnog6elv
6eelj th7fliylém -whjjeo.wav.neqgp, C:
\Users\kEecfMwgj\Desktop\twNog6el
V6eelj TB7A\IYI6M -WhJjeO.wav.neqp

C:\Users\kEecfMwgj\Documents\FU2
nzV-k.pdf.negp, c:
\users\keecfmwgj\documents\fu2 nzv-
k.pdf.neqp

C:
\Users\kEecfMwgj\Desktop\gwgsS.gif.
negp, c:
\users\keecfmwgj\desktop\gwgs.gif.ne
ap

c:
\users\keecfmwgj\music\d7illvxbgi6q.
wav.negp, C:
\Users\kEecfMwgj\Music\d7IILVXBGI
6Q.wav.negp

Category

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Downloaded File

File Size

68.60 KB

1244.00 KB

65.06 KB

17.20 KB

9.55 KB

82.14 KB

467 bytes

15.96 KB

68.20 KB

1244.00 KB

41.00 KB

1244.00 KB

33.53KB

23.29KB

28.39 KB

5008.50 KB

MIME Type

application/octet-stream

application/
vnd.microsoft.portable-
executable

video/x-flv

application/x-shockwave-
flash

video/x-flv

application/octet-stream

application/octet-stream

application/octet-stream

application/zip

application/
vnd.microsoft.portable-
executable

application/octet-stream

application/
vnd.microsoft.portable-
executable

application/pdf

image/gif

application/octet-stream

application/
vnd.microsoft.portable-
executable
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

g
s
g

MALICIOUS
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SHA256

c0832h1008aa0fc828654f97
62e37bda019080chdd92bd2
453a05cfh3b79abb3

5d1b0a63577d637eecfd075a
bf530d62b2c913c98b2bd38e
116ffb8c21e5dd13

f7d8dccfe4d3893389f55299%
95ded22028256236dd216df
0db3fc2c1ffdbea

7hed4d1ffdbed3e4841728ff7
b25dc6fc151592d203d133e
8cb6d0caf06h18a

8365cace85761c3b80e8605f
€9360d8c008e35eaeact7d0a
acc28hb8485cf76h9

094c4931fdb2f2af417c9e032
2a9716006e8211fe9017f671
ac6e3251300acca

8b8eB83d2dde30fde592f97c0
79590dahdfbe15edd117cf38
5edf1930d6ce3c3b

68c3d502ba5230fheab7c93e
9f49edabc07d26f41ece661b
a4b44ae6aesfc5ad

ec376aee00528541763fca52
93338302eb42e95237c 7fcd3
fd3d7af2ed434978

6f252ce951f59597h04eecd3
ecc55663e48b38chOadae24
€18c1920fb4bef61f

abecf24713b62ba28ad4fdd4
06221134b49afb2b1d009294
3dafbf8427h92cff

132a5d3b0232783chdéela0
2h9bc6eech032b12a984385
7fdbee736c1b640439

b2ce910645dfc37215793af0
742cdb787e18991c107de3af
Sfe745a7balc2e8d

1890500ca302d79185164dc
7bb18c58ea70feh885d28929
d8aeab831ba3cfe72

8aa22e70515f35e0390f99ch
€C644f7e9f36390b1e4f5c3d1
356e18ef1927b

Oc5ccebabc416d542438779
4429f89a2456b5326e2c 7e5d
8d2bd67f34bb616ec

File Names

C:
\Users\kEecfMwgj\AppData\Roaming\
uaieedr, C:
\Users\kEecfMwgj\Desktop\c0832b10
08aalfc828654f9762e37bda019080chd
d92bd2453a05cfh3b79abb3.exe

C:
\Users\KEECFM~1\AppData\Local\Te
mp\51F0.exe, C:
\Users\KEECFM~1\AppData\Local\Te
mp\3024.exe, C:
\Users\kEecfMwgj\AppData\Local\deO
9289d-6a73-4dff-8fad-
€9599bbc17bd\51F0.exe

C:
\Users\kEecfMwgj\Documents\p5HG
kq_1z1hzZZQ1QzX\7IvhY-.pdf.neqgp, c:
\users\keecfmwgj\documents\p5hgka
1z1hzzzqlgzx\7Ivhy-.pdf.negp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJIUkgMx2ljc8Ae7\S7LH3hXtTTmeV
gHWMkaBTKfDmjtKDpmZU4\uc2h_7Z
MsMjViwdpv4D.pdf.negp, c:
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljc8ae7\s7Ih3hxtittm cvgh\dkabt
kfdmjtkdpmzud\uc2h_7zmsmjviwdpv
4d.pdf.neqp

C:\SystemID\PersonalID..txt

c
\users\keecfmwgj\appdata\local\micro
softwindows\history\history.ie5\index.
dat

C:
\Users\kEecfMwgj\AppData\Local\bo
wsakkdestx.txt, c:
\users\keecfmwgj\appdata\local\micro
softwindows\temporary internet
files\content.ie5\x9ohk109\get[1].php

c:\users\keecfmwgj\favorites\links\web
slice gallery.url.negp, C:
\Users\kEecfMwgj\Favorites\Links\W
eb Slice Gallery.url.negp

c:
\users\keecfmwgj\pictures\ote5jpyt.jpg
.negp, C:
\Users\kEecfMwgj\Pictures\oTE5]PYT
Jpg-neqp

c
\users\keecfmwgj\appdata\roaming\mi
crosoftiwindows\cookies\index.dat

Category

Dropped File

Dropped File

Dropped File

Dropped File

Downloaded File

Dropped File

Downloaded File

Downloaded File

Downloaded File

Modified File

Downloaded File

Downloaded File

Downloaded File

Dropped File

Dropped File

Memory Dump

File Size

270.50 KB

749.50 KB

80.98 KB

6.66 KB

44 bytes

42 bytes

7 bytes

213 bytes

294 bytes

64.00 KB

562 bytes

749.50 KB

285 bytes

560 bytes

74.38 KB

32.00 KB

MIME Type

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/pdf

application/pdf

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/json

application/octet-stream

application/octet-stream

application/octet-stream

image/jpeg

application/octet-stream
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Operations

Access, Create, Delete,
Write

Access, Create, Delete,

Write

Access, Create, Write

Access, Create, Write

Access, Create, Read

Access, Create, Delete,
Read, Write

Access, Create, Write

Access, Create, Write

Verdict

MALICIOUS

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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DYNAMIC ANALYSIS REPORT

#14345768

SHA256 File Names Category File Size MIME Type Operations Verdict
C:
2b4e417e5594a5e9aec3322 \Users\kEecfMwgj\Desktop\AQRFNB
803aed47fbfbd1b7f11033ea3 Z8zX.jpg.neqp, c: Dropped File 13.37KB image/jpeg Access, Create, Write
8ccd938c91d6394a \users\keecfmwgj\desktop\agrfnbz8zx.
ipg.neqp
c:
8fclaela523131741fc18ef2f \users\keecfmwgj\music\uftbOwa27ml|
cffcc5dd174a60516253c38df fv.mp3.negp, C: Dropped File 7.51KB application/octet-stream Access, Create, Write
ff5be2e648f06h \Users\kEecfMwgj\Music\uF TBOWa2
7mlfv.mp3.neqp
C:
e8e572570459fbdb3170b2ce \Users\kEecfMwgj\Desktop\h5j527Mx
002c7b45c40de0b3fbff5d4f8 ht9SX2raeS80.mp3.negp, c: Dropped File 95.32 KB application/octet-stream Access, Create, Write
8913857f0ch0887 \users\keecfmwgj\desktop\h5j527mxht
9sx2raes80.mp3.negp
c
8df32ebbf3ecfcal40e3d62b4 \users\keecfmwgj\music\rrbusch3n2s
35e229cdfa858736acact33e 3k7tf26.wav.neqp, C: Dropped File 61.13KB application/octet-stream Access, Create, Write
f5a9670f573672c \Users\kEecfMwgj\Music\rRbuSch3N
2s3k7tf26.wav.negp
C:
\Users\kEecfMwgj\Documents\1bZpF
0876a66906af6791dbblchbh oo IMAICBACTSTLHINXIT Tmey
657eaa814d410767e440379 g q - 9b. -neap, Dropped File 3.14KB application/octet-stream Access, Create, Write
31f859eeb8b46fada . ; .
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljc8ae7\s7Ih3hxtittmcvgh\vdxngc
6dk_84fuegh.xlsx.neqp
C:
€82112f4307f5b2604c9c84d \Users\kEecfMwgj\Documents\r5XNS
bd70b15271aba5fh58e8a211 imbuw.xIsx.negp, c: Dropped File 4.85KB application/octet-stream Access, Create, Write
4651a511e597b442 \users\keecfmwgj\documents\r5xnsim
buw.xIsx.neqp
C:
€8849d3c3d667761e66594b \Users\kEecfMwgj\Music\BBgFu3hst
da703eb352ac1d6864a18a6 VTMPJIKSFOH.mp3.negp, c: Dropped File 21.01 KB application/octet-stream Access, Create, Write
€014d62257a085h618 \users\keecfmwgj\music\bbgfushstvt
mpjksfoh.mp3.negp
¢155100c733586f8042f9f4ab
9ae255c44390f2ab8b0cf4c9 - Downloaded File 244 bytes application/octet-stream -
2caf2belblc2a7b
c:
3b1568f911b06cc6280dba3a  \users\keecfmwgj\videos\8nygrh805h9-
7d8e960051d1787c96ebfa77 og.avi.negp, C: Dropped File 56.58 KB application/octet-stream Access, Create, Write
1db9493543814d46 \Users\kEecfMwgj\Videos\8nYQrh805
h9- og.avi.negp
ab00ee52020370140907ade - e weecmgifavoritesiwindows
179fc704fc77fa4952b624733 U g \KEecf \ . qR’ - d Dropped File 467 bytes application/octet-stream Access, Create, Write
099d17caa1977dsf Jsers\kEecfMwgj\Favorites\Windows
Live\Get Windows Live.url.negp
4alc4e2ih30468081b314229 \il;Lt;' Ssi‘f;tkﬂ'zseﬁf’x:nvgi\iﬁ"sgtES\C"_" SN
c3bedladede0167c422e708 utos.url.neqp, C: Dropped File 467 bytes application/octet-stream Access, Create, Write
\users\keecfmwgj\favorites\msn
chlleba27e4996182 .
websites\msn autos.url.negp
C:
€33053fa94a314a88b45f939 \Users\kEecfMwgj\Documents\3rOM
65896e21e6b44b425d570aa OWhcIDm.pptx.negp, c: Dropped File 14.35 KB application/octet-stream Access, Create, Write
0f7360a9b50204bac \users\keecfmwgj\documents\3rOmow
hcidm.pptx.negp
Reduced dataset
Filename
File Name Category Operations Verdict

C:\Users\kEecfMwgj\Desktop\twNog6elV6eelj
TB7Akduc8M4qOiGO.xIsx.negp

C:\Users\kEecfMwgj\Desktop\aFVf9.swf.negp

C:\Users\kEecfMwgj\Videos\TGEZ_H53zjM.swf.neqp

c:\users\keecfmwgj\music\uz21xybo5jhjzq.mp3.neqp

C:\Users\kEecfMwgj\Videos\80uy.mkv.negp

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File
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Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write
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File Name

c:\users\keecfmwgj\desktop\twnog6elv6eelj
th7f\szqw0q07ao\uamkl9um 1jjolc.m4a.neqp

c:\users\keecfmwgj\music\epp3ouzeazkkijj5hj.wav.negp
C:\Users\kEecfMwgj\Documents\A8Ch.xIsx.neqp
c:\users\keecfmwgj\documents\gcnsphuvaisovbzltws.xIsx.neqp
c:\users\keecfmwgj\music\rrbusch3n2s3k7tf26.wav.neqp
c:\users\keecfmwgj\videos\osw75x 00982bw.swf.neqp

c:\users\keecfmwgj\pictures\mxfa2rzxgyhankfzm\jtbbgg -
ujwe3.bmp.negp

C:\Users\kEecfMwgj\Desktop\VuYJSL8GFd0.mp3.negp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae\S7TLH3hXt T
TmcVgHkaBTKDmjtKDpmZU4\uc2h_7ZMsMjV1lwdpv4D .pdf.negp

c:\users\keecfmwgj\music\d7illvxbgi6g.wav.negp
C:\Users\kEecfMwgj\Desktop\k5szpLuntD .wav.neqp
C:\Users\kEecfMwgj\Videos\qo gbMr5VasZaX .flv.negp
C:\Users\kEecfMwgj\Music\LEBAEqM T.wav.negp
C:\Users\kEecfMwgj\Videos\ueJknWfWvw.mkv.negp
C:\Users\kEecfMwgj\Desktop\r17tM8VNaibQT 6aoUz.flv.neqp

c:\users\keecfmwgj\pictures\mxfa2rzxgyhankfzm\vifvérf
5h82idznir.png.neqp

C:\Users\kEecfMwgj\Videos\n 7DfguJMJ.mp4.negp
C:\Users\kEecfMwgj\Videos\OINEj2xIV52LVtvj-s0.flv.negp

c:\users\keecfmwgj\documents\koomr.pptx.neqp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae NA4HXEP_8
W\6ayIRleTh vqlgbRJ-L\oV6zFBL.rtf.neqp

c
\users\keecfmwgj\pictures\mxfa2rzxqyhankfzm\zt3a4flgawjyzt7r4xm.
png.negp

C:\Users\kEecfMwgj\Desktop\AQRFNBZ8zX.jpg.negp
c:\users\keecfmwgj\videos\fmxha_w4eke5pf8l.mp4.neqp

C:

\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae NA4HXEP_8
VAUYKNWJIF11037vr\FvaFjmImszyo741.ots.neqp
c:\users\keecfmwgj\music\ttfstme9.mp3.neqp

c:\users\keecfmwgj\favorites\msn websites\msn.url.negp

C:\Users\kEecfMwgj\Desktop\2Hs3CvzmY0al.doc.negp

C:
\Users\kEecfMwgj\Pictures\M Xfa2rZxqyhANkfzM\W FPEZk.png.negp

c:\users\keecfmwgj\desktop\twnog6elvéeel
th7A\zg2v3ms\5gbgags8xn8mkwdzflf.jpg.negp

C:\Users\kEecfMwgj\Music\UHzfZtepjKuO.wav.negp
c:\users\keecfmwgj\videos\ _n93zziz9rny.mp4.negp

C:\Users\kEecfMwgj\Favorites\Microsoft Websites\Microsoft At
Home.url.negp
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Category

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Verdict

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS
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File Name

C:\Users\kEecfMwgj\Music\u8_500ZXD_BVvAYx.wav.negp
c:\users\keecfmwgj\pictures\mxfa2rzxgyhankfzm\yme7whbiiz.jpg.neqp
c:\users\keecfmwgj\pictures\byf8cfoeozrq2jwpt66.gif.neqp

C:\Users\kEecfMwgj\Documents\r5XN Simbuw.xIsx.negp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae NA4HXEP_8
W\Ydwe3q9JyYweb_55_.ots.negp

C:
\Users\kEecfMwgj\Documents\pSHGkq_|z1hzZZQ1QzX\7IvhY-.pdf.n
eqp

c:\users\keecfmwgj\documents\oehle-xhit5le6vwmudm.xIsx.negp
c:\users\keecfmwgj\videos\stwus 7dzu.swf.negp
c:\users\keecfmwgj\music\xbtul.mp3.neqp

c:\users\keecfmwgj\desktop\twnog6elv6eelj
th7A\djfpsjtva\tpxsaac.flv.negp

c:\users\keecfmwgj\documents\n725zjx2gdficklh7td.docx.negp
C:\Users\kEecfMwgj\Pictures\WzLSzXw7M.bmp.negp
c:\users\keecfmwgj\videos\amp3as_oww3syrk.avi.negp

c:\users\keecfmwgj\favorites\links\web slice gallery.url.negp
C:\Users\kEecfMwgj\AppData\Roaming\uaieedr

c:\users\keecfmwgj\videos\wkvm-pmusOiogbh_dbp.flv.neqp
C:\Users\kEecfMwgj\Documents\k7QtcBphpiUfUfeh4.rtf.neqp
c:\users\keecfmwgj\videos\8nyqrh805h9- og.avi.negp
C:\Users\kEecfMwgj\Music\NsPZMxJeou0glvK3d8z.mp3.neqp
c:\users\keecfmwgj\favorites\msn websites\msn money.url.negp
c:\users\keecfmwgj\videos\gfravduy 7lom.swf.neqp
C:\Users\kEecfMwgj\Music\5_uaNmfND3.m4a.negp

C:\Users\kEecfMwgj\Pictures\U4sW Op.gif.negp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae NA4HXEP_8
W\G_bTFo.odp.negp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae \A4HXEP_8
W\cOY tBs zGXD9sK\qJTFnnuSQ.ppt.negp

C:\Users\kEecfMwgj\Desktop\twNog6elV6eel |
TB7Aszqw0g07Ao\gLyOrCq95A6.wav.neqp

c
\users\keecfmwgj\documents\1bzpfxjukgmx2ljc8ae7\adhxep_8v\6ayir
leth vglgbrj-I\gbpglruevstl.pptx.neqp

C:\Users\kEecfMwgj\Music\sxV MFLVBA-7.wav.neqp
c:\users\keecfmwgj\videos\ke3zobew8cfbfyhp10.mkv.negp
c:\users\keecfmwgj\desktop\oxbmofdd2mfzdb.avi.negp

C:\Users\kEecfMwgj\Favorites\Windows Live\Windows Live
Mail.url.neqp

C:\Users\kEecfMwgj\Videos\ 45H8TouB7ZmCtr3W4dN.swf.negp
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Category

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Operations Verdict

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
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File Name

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae \AAHXEP_8
W\GpPyohbygjl YL-.xIsx.negp

C:\Users\kEecfMwgj\Desktop\gwgsS.gif.negp
c:\users\keecfmwgj\desktop\f1f3a2atwy iz-.png.negp

C:

\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae N\A4HXEP_8
WVAUYKNWJIF11037vi\RRM0O7_xCINdkabdTozN.xIsx.negp

c:\users\keecfmwgj\documents\outlook files\franc@gdllo.de.pst.neqp

C:\Users\kEecfMwgj\Music\HAyp2zHURXEkt5y6c.mp3.negp

c
\users\keecfmwgj\documents\1bzpfxjukgmx2ljc8ae7\adhxep_8v\ghhe
difizwruskmr.xIsx.negp

c:\users\keecfmwgj\music\xvszdg6io_y8wijxIgib.wav.negp
C:\Users\kEecfMwgj\Documents\3rOMOW hcIDm.pptx.negp

c:\users\keecfmwgj\desktop\twnog6elv6eelj
th7Adjfpsjtvag\gxuwpj.csv.neqp

c:\users\keecfmwgj\videos\gftzrag.flv.neqp
c:\users\keecfmwgj\videos\ompo2s.flv.negp
C:\Users\kEecfMwgj\Music\_xXA ucctq R.m4a.neqp

c:\users\keecfmwgj\desktop\twnog6elv6eelj
tb7A\djfpsjtvag\rngvg0d.mp3.negp

C:

\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae NA4HXEP_8
VABgMJYpJI5- Av.csv.negp
c:\users\keecfmwgj\pictures\mxfa2rzxgyhankfzm\oepl 7unfz0.jpg.neqp

c:\users\keecfmwgj\favorites\microsoft websites\ie site on
microsoft.com.url.negp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae N\A4HXEP_8
WAh9Ysje.pptx.neqp

c:\users\keecfmwgj\desktop\twnog6elvéeelj
th7f\djfpsjtva\l_uac.ppt.negp

c:\users\keecfmwgj\desktop\twnog6elvéeelj tb7f\dxid. mp3.negp
C:\Users\kEecfMwgj\Pictures\dCjDLPjgt.png.negp

c
\users\keecfmwgj\pictures\mxfa2rzxqyhankfzm\gh3ediyqvyh.jpg.negp

c:\users\keecfmwgj\pictures\nqugwix.bmp.negp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae\S7TLH3hXt T
TmcVgH\VDXnqC 6DK_84Fuegb.xIsx.neqp

C:\Users\kEecfMwgj\Documents\EwhZ8pVI.pptx.neqp
C:\Users\kEecfMwgj\Documents\G8oUQ7rKtGSWcT.ots.neqp
C:\Users\kEecfMwgj\Documents\sU3gV4 mwzLmj.pps.neqp
c:\users\keecfmwgj\videos\8hk5sk-a_pdrv5z.avi.neqp
c:\users\keecfmwgj\desktop\hjiarewyjcogtlym7.swf.neqp

c:\users\keecfmwgj\favorites\msn websites\msn
entertainment.url.neqp

X-Ray Vision for Malware - www.vmray.com

Category

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Operations Verdict
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
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File Name

c:\users\keecfmwgj\pictures\mxfa2rzxgyhankfzm\pkdosd r
3vyy2rn3diw.png.neqp

\CU:serS\kEechng\D ocuments\1bZpFXJUkgMx2ljc8Ae7\3BEbvIVEL
d-ggz.doc.neqp
C:\Users\kEecfMwgj\Pictures\4HJuy4oV-6dm.gif.negp
c:\users\keecfmwgj\desktop\tkaxolhrl8gedbn.gif.neqp
c:\users\keecfmwgj\music\dcxazgh.m4a.negp

c:\users\keecfmwgj\documents\2vnukkmn.xlsx.negp

c:\users\keecfmwgj\favorites\msn websites\msn sports.url.neqp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae \A4HXEP_8
W\6ayIRleTh vqlgbRJ-L\aZ2HX2t0pm3.ots.negp

c:\users\keecfmwgj\music\hvolbk.mp3.neqp

C:\Users\kEecfMwgj\Desktop\twNoqg6elV6eelj
TB7AD]jfPSJtvQ\eGbXF478cclI5In.mkv.negp

C:\Users\kEecfMwgj\Pictures\dwHz _UcKn2C.bmp.negp

c:\users\keecfmwgj\favorites\microsoft websites\ie add-on
site.url.negp

c:\users\keecfmwgj\desktop\et8krykeuj73u.swf.negp
c:\users\keecfmwgj\videos\qg8i9gOtihejna tr3l.flv.neqp

c:\users\keecfmwgj\favorites\windows live\windows live
spaces.url.neqp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae \A4HXEP_8
W\cOY tBs zGXD9sK\ped_1B.pptx.negp

c:\users\keecfmwgj\desktop\dshy6owctf.wav.neqp

C:\Users\kEecfMwgj\Favorites\Microsoft Websites\Microsoft At
Work.url.negp

C:\Users\kEecfMwgj\Documents\h_rOVYpvzAgf_OPUZHZ.docx.neqp

C:\Users\kEecfMwgj\Desktop\twNoqg6elV6eelj TB7qf
XQc2cUy7GFzzIXBjR.m4a.negp

c:\users\keecfmwgj\desktop\eysfOphwch.mp3.neqp
c:\users\keecfmwgj\pictures\mxfa2rzxgyhankfzm\dohgxOt |.jpg.neqp
c

\Lisers\keecfmng\docum ents\1bzpfxjukgmx2ljc8ae7\oy4eruo53o0z.rtf.
neqp

C:\Users\kEecfMwgj\Pictures\M Xfa2rZxqyhANkizM\RXmN
gPo8AXsc.gif.negp

c:\users\keecfmwgj\favorites\microsoft websites\microsoft
store.url.negp

C:\Users\kEecfMwgj\Videos\bZ_MAu7.avi.negp
C:\Users\kEecfMwgj\Videos\ups 7.mkv.negp
C:\Users\kEecfMwgj\Pictures\5 ED T 2i8f.png.neqp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae NA4HXEP_8
W\6ayIRleTh vqlgbRJ-L\jSVU\rH20411w9Tc5d.pptx.neqp

c:\users\keecfmwgj\desktop\zsmkkxcply mwj1j 8.mp3.neqp

C:\Users\kEecfMwgj\Music\qYyGPLt60oKeyh2R.m4a.negp

X-Ray Vision for Malware - www.vmray.com

Category

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Operations Verdict
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
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File Name

c:\users\keecfmwgj\pictures\mxfa2rzxgyhankfzm\1clt3s.jpg.neqp
c:\users\keecfmwgj\pictures\c8-qdtknhuObjgmu.jpg.neqp

C:\Users\kEecfMwgj\Desktop\tmPI-YXq5d584Uoy2.png.neqp

C:
\Users\kEecfMwgj\Pictures\M Xfa2rZxqyhANkfzM\f{DxmHCHVp_.pn
g.neqp

c:
\users\keecfmwgj\documents\1bzpfxjukgmx2ljc8ae7\adhxep_8viuykn
wjf11037vr\gr566la_hbzp.docx.negp

C:\Users\kEecfMwgj\Pictures\hUUFrkBWN6F.bmp.negp
C:\Users\kEecfMwgj\Videos\N hQ2zMgJr.flv.neqp

C:
\Users\kEecfMwgj\Documents\1bZpFXJUkgMx2ljc8Ae NA4HXEP_8
W\cOY tBs zGXD9sK\Yz_Q1.doc.neqgp

C:\Users\kEecfMwgj\Music\EcSir8. mp3.negp
c:\users\keecfmwgj\contacts\administrator.contact.neqp
c:\users\keecfmwgj\music\uftb9wa27mlfv.mp3.negp
C:\Users\kEecfMwgj\Favorites\M SN Websites\M SN Autos.url.neqp
C:\Users\kEecfMwgj\Music\BBgFu3hstVTMPJIkSfOH.mp3.neqp
C:\Users\kEecfMwgj\Videos\bGt49HOvptpF2AsDKI.mkv.negp
c:\users\keecfmwgj\videos\wxg_cat-2c902tc5.mkv.negp
C:\Users\kEecfMwgj\Music\YiJlu.mp3.neqp

C:\Users\kEecfMwgj\Videos\ B 9LyHgp8kW TgOV.mp4.negp

c:
\users\keecfmwgj\documents\1bzpfxjukgmx2ljc8ae7\s7Ih3hxtittmcvg
h\r6fjlezzg_wtj.ots.negp

C:\Users\kEecfMwgj\Documents\SZzcxiUb3S1yOE.pptx.negp

c:\users\keecfmwgj\pictures\mxfa2rzxqyhankfzm\gfusf.jpg.neqp

Reduced dataset

URL

URL Category
hxxp://somatoka51hubl[.Jnet Extracted
hxxp:/nuljjjnuli[.Jorg Extracted
hxxp://hutnilior[.Jnet Extracted
hxxps://paraslegal[.Jcom/tmp/index.php Extracted
hxxp:/fotriluyttn[.Jorg Extracted
hxxp:/Inewzelannd66[.Jorg Extracted

hxxp:/izexeq[.Jcom/lancer/get.php?
pid=3822B4A9E2D4C1F1D716E5E90C8DEQ7D

Contacted, Extracted

Category

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File, Dropped File

IP Address

103.25.130.193

58.235.189.192,
5.204.64.195,
201.110.217.38,
210.182.29.70,
183.100.39.157,
211.40.39.251,

Country

India

Kuwait, Uzbekistan, Mexico,
Romania, Hungary, South
Korea

Operations

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

3
3 g
s g
8

HTTP Methods

- MALICIOUS

- MALICIOUS

- MALICIOUS

= MALICIOUS

MALICIOUS

- MALICIOUS

GET MALICIOUS

115.88.24.200, 37.34.248.24,
109.98.58.98, 195.158.3.162

hxxp://golilopaster[.Jorg Extracted - - - MALICIOUS

X-Ray Vision for Malware - www.vmray.com 60 /72



DYNAMIC ANALYSIS REPORT

#14345768

5.239.240.61, 211.59.14.90, 190.229.19.7,
175.126.109.15, 175.120.254.9, 61.253.71.111, Iran, Colombia, Argentina,

URL Category IP Address Country HTTP Methods Verdict
hxxp://45[.]9[.]74[.]180/wall .exe Contacted, Extracted 45.9.74.80 Seychelles GET
hxxp://bulimus5t[.Jnet Extracted - - -
hxxp://soryytlic4].Jnet Extracted - - -
hxxp:/itolilolihul[.Jnet Extracted - - -
hxxp://potunulit].Jorg Contacted, Extracted 104.21.18.99, 172.67.181.144  United States POST
hxxpi//bukubukad[ Jnet Extracted - - -
hxxp://novanosa5org[.Jorg Extracted - - -
58.235.189.192,
5.204.64.195,
hxxp://zexeq[.Jcom/lancer/get.php? g%ﬁggézgg Kuwait, Uzbekistan, Mexico,
pid=3822B4A9E2DACIFID716ESE9OCSDEOTD  Contacted, Extracted 183 100,30 157 Romania, Hungary, South GET
&first=true 211.40.39.251, Korea
115.88.24.200, 37.34.248.24,
109.98.58.98, 195.158.3.162
5.239.240.61, 211.59.14.90,
190.229.19.7,
175.126.109.15,
. . . 175.120.254.9, Iran, Colombia, Argentina, _
hxxp:/lcolisumyl[.Jcom/dl/build.exe Contacted, Extracted 61.253.71.111, Romania, South Korea GET MALICIOUS
210.182.34.10,
211.119.84.112,
82.78.247.152, 177.254.85.20
hxxp://hujukui3[.Jnet Extracted - - -
hxxps://api[.]2ip[.Jua/geo.json Contacted, Extracted 162.0.217.254 Netherlands GET
Domain
Domain IP Address Country Protocols Verdict
paraslegal[.Jcom 103.25.130.193 India TCP, TLS, DNS
58.235.189.192, 5.204.64.195, 201.110.217.38 ) . )
; . ’ Kuwait, Uzbekistan, Mexico,
210.182.29.70, 183.100.39.157, 211.40.39.251, " ' ! _
zexeq[.Jcom 115.88.24.200. 37.34.248.24, 109.98.58.98, Egrme:ma, Hungary, South TCP,HTTP, DNS MALICIOUS
195.158.3.162
potunulitfJorg 104.21.18.99, 172.67.181.144 United States TCP, HTTP, DNS
colisumy[Jeom 210.182.34.10, 211.119.84.112, 82.78.247.152, Romania, South Korea TCRHTTR DNS
177.254.85.20
aoliopsierorg : : :
bukubukad Jnet s : s
ki3 e : : :
apil.]2ip[.Jua 162.0.217.254 Netherlands TCP, TLS, DNS, HTTPS
tliloliuif et : : :
somatoka51hub[.Jnet - - -
soryytic4Inet s : s
- : : :
newzslameJorg : : :
rovaosaSorgijor - : -
aviytoljorg - : -
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Domain

hutnilior[.Jnet

IP

IP Address

45.9.74.80
211.40.39.251
162.0.217.254
175.126.109.15
61.253.71.111
211.59.14.90
82.78.247.152
5.204.64.195
172.67.181.144
103.25.130.193
5.239.240.61
58.235.189.192
104.21.18.99
183.100.39.157
201.110.217.38
211.119.84.112
210.182.34.10
175.120.254.9
195.158.3.162
177.254.85.20
210.182.29.70
109.98.58.98
37.34.248.24
115.88.24.200

190.229.19.7

Mutex
Name

{1D6FC66E-D1F3-422C-8A53-COBBCF3D900D}

DCEBF3F5A707CB556B65BC9D3C6783D08443A5AF

Registry

Registry Key

HKEY_LOCAL_MACHINE\Software\Microsoft\Internet
Explorer\Version

IP Address

Domains

zexeq[.Jcom

api[.]2ip[Jua

colisumy[.Jcom

colisumy[.Jcom

colisumy[.Jcom

colisumy[.Jcom

zexeq[.Jcom

potunulit].Jorg

paraslegal[.Jcom

colisumy[.Jcom

zexeq[.Jcom

potunulit].Jorg

zexeq[.Jcom

zexeq[.Jcom

colisumy[.Jcom

colisumy[.Jcom

colisumy[.Jcom

zexeq[.Jcom

colisumy[.Jcom

zexeq[.Jcom

zexeq[.Jcom

zexeq[.Jcom

zexeq[.Jcom

colisumy[.Jcom

Operations

access

access

Operations

access, read

Country

Country

Seychelles

South Korea

Netherlands

South Korea

South Korea

South Korea

Romania

Hungary

United States

India

Iran

South Korea

South Korea

Mexico

South Korea

South Korea

South Korea

Uzbekistan

Colombia

South Korea

Romania

Kuwait

South Korea

Argentina

Parent Process Name

51f0.exe

explorer.exe

Parent Process Name

explorer.exe

X-Ray Vision for Malware - www.vmray.com

Protocols

Protocols

TCP,HTTP

DNS

TCP, TLS, DNS, HTTPS

DNS

DNS

DNS

DNS

DNS

DNS

TCP, TLS, DNS

TCP,HTTP, DNS

DNS

TCP, HTTP, DNS

TCP, HTTP, DNS

DNS

DNS

DNS

DNS

DNS

DNS

DNS

DNS

TCP,HTTP, DNS

DNS

DNS

Verdict

CLEAN

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

Verdict

CLEAN

CLEAN

Verdict

CLEAN
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Registry Key Operations Parent Process Name Verdict

HKEY_LOCAL_MACHINE\Software\Microsoft\Internet

Explorer\svcVersion access, read explorer.exe CLEAN

:ErIIEY_C URRENT_USER\Software\Microsoft\Windows\CurrentVer access 51f0.exe CLEAN

HKEY_CURRENT_USER\Software\Microsoftt\Windows\CurrentVer

sion\Run access 3024.exe, 51f0.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\internet Explorer access explorer.exe CLEAN

HKEY_CURRENT_USER\Software\Microsoftt\Windows\CurrentVer

sion\SysHelper write, access, read 51f0.exe CLEAN

HKEY_CURRENT_USER\Software\Microsoftt\Windows\CurrentVer

. write, access, read 3024.exe, 51f0.exe CLEAN
sion\Run\SysHelper

Process
Process Name Commandline Verdict

SO 008aANICA286541976263Tda019080cbddI20A2453205C 3079 I\t;t(J;;ers}kEecflvlng\Desktop\c0832bloosaaOfc828654f9762e37bda019080cbddgzbd2453a05cfb3b79ab

.exe’

uaieedr C:\Users\kEecfMwgj\AppData\Roaming\uaieedr
uaieedr C:\Users\kEecfMwgj\AppData\Roaming\uaieedr
uaieedr C:\Users\kEecfMwgj\AppData\Roaming\uaieedr
51f0.exe C:\Users\KEECFM~1\AppData\Local\Temp\51F0.exe

51f0.exe C:\Users\KEECFM~1\AppData\Local\Temp\51F0.exe

51f0.exe "C:\Users\KEECFM~1\AppData\Local\Temp\51F0.exe" --Admin IsNotAutoStart IsNotTask

51f0.exe "C:\Users\KEECFM~1\AppData\Local\Temp\51F0.exe" --Admin IsNotAutoStart IsNotTask

51f0.exe C:\Users\kEecfMwgj\AppData\Local\de09289d- 6a73- 4dff-8fad-e9599bbc17bd\51F0.exe --Task

explorer.exe C:\Windows\Explorer.EXE

explorer.exe C:\Windows\Explorer.EXE

51f0.exe "C:\Users\kEecfMwgj\AppData\Local\de09289d-6a73-4dff-8fad-e9599bbc17bd\51F0.exe" -- AutoStart

51f0.exe "C:\Users\kEecfMwgj\AppData\Local\de09289d- 6a73-4dff-8fad-e9599bbc17bd\51F0.exe" -- AutoStart

3024.exe C:\Users\KEECFM~1\AppData\Local\Temp\3024.exe

3024.exe C:\Users\KEECFM~1\AppData\Local\Temp\3024.exe

3024.exe "C:\Users\KEECFM~1\AppData\Local\Temp\3024.exe" --Admin IsNotAutoStart IsNotTask

3024.exe "C:\Users\KEECFM~1\AppData\local\Temp\3024.exe" --Admin IsNotAutoStart IsNotTask

icacls.exe |(<:Oa|<):l(sC I;“E i:\)UE?ngS;kEGCfM wgj\AppDatalLocal\de09289d- 6a73-Adff-8fad-e9599bbc17bd" /deny *S-1-1-0:
taskeng.exe IsaskengAexe {D864A465-DF92-41F7- BGFE»4CSSOB7!59468} ) o

-1-5-21-4219442223-4223814209-3835049652- 1000: QIIAT RKPRH\kEecfMwgj:Interactive: LUA[1]

svchost.exe C:\Windows\system32\svchost.exe -k netsvcs
taskeng.exe taskeng.exe {B59EC091-DBC7-4BE9-AC74-DC40D81A85AE}

S-1-5-21-4219442223-4223814209-3835049652- 1000:Q9IATRKPRH\kEecfMwgj:Interactive: LUA[1]
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YARA | AV

YARA (295)

Ruleset Name

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware
Ransomware
Ransomware

Ransomware

Ransomware
Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Rule Name

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

Djvu

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

Rule Description

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File Type

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Memory Dump

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

File Name

c:
\users\keecfmwgj\desktop\dshy6owctf
.wav.neqp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJIUkgMx2ljc8Ae\AAHXEP_8\V\BgMJ
YpJI5- Av.csv.negp

C:
\Users\kEecfMwgj\Music\5_uaNmfN
D3.m4a.negp

C:
\Users\kEecfMwgj\Pictures\Stj EDT2i8
f.png.negp

c
\users\keecfmwgj\music\uz21xybo5jhj
z0.mp3.neqp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8Ae7\OvrR6bzipPtcj.doc
x.negp

C:
\Users\kEecfMwgj\Music\u8_500ZX
D_BvAYx.wav.neqp

c:
\users\keecfmwgj\contacts\administra
tor.contact.negp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8Ae7T\ukOC S4.csv.negp

c:\users\keecfmwgj\pictures\xys3y_cu
624bscdh.bmp.neqgp

c
\users\keecfmwgj\documents\ewxkzo
syjkhnwpoz.docx.negp

c:
\users\keecfmwgj\pictures\mxfa2rzxq
yhankfzm\dohgx0t |.jpg.negp

C:
\Users\kEecfMwgj\Videos\bZ_MAu7.a
vi.negp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJIUkgMx2ljc8AeT\AAHXEP_8W\G_bT
Fo.odp.negp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJIUkgMx2ljc8Ae\AAHXEP_8\VAUYKN
WJF11037vr\XwO0 5hxcA.pptx.negp

C:
\Users\kEecfMwgj\Documents\sU3qV
4 mwzLmj.pps.negp

c
\users\keecfmwgj\music\byOls29bbpk|
p63109h.m4a.neqp

X-Ray Vision for Malware - www.vmray.com

Classification

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware
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Ruleset Name

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Rule Name

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Rule Description

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File Type

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

Memory Dump

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Name

C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8AeNA4HXEP_8WV\Ah9Ysj
e.pptx.negp

C:
\Users\kEecfMwgj\Music\XqIXfBNrZq
o t.mp3.neqp

c
\users\keecfmwgj\desktop\upklen5696
7zj.flv.negp

c:\users\keecfmwgj\documents\oehle-
xhit5le6vwmudm xIsx.negp

c
\users\keecfmwagj\pictures\mxfa2rzxq
yhankfzm\1clt3s.jpg.neqp

c
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljc8ae7\adhxep_8v\ghhedifjzwr
uskmr.xIsx.negp

C:
\Users\kEecfMwgj\Pictures\dCjDLPjg
t.png.negp

c
\users\keecfmwgj\desktop\et8krykeu;7
3u.swf.negp

C:\Users\kEecfMwgj\Videos\ups
17.mkv.neqp

C:\Users\kEecfMwgj\Music\n-
diJdto3vgLXJ.wav.negp

c
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljc8ae7\adhxep_8v\3trax2.xIsx.
neqp

C:
\Users\kEecfMwgj\Desktop\aM 0hOB
R8.wav.negp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8Ae7\A4HXEP_8W\Ydwe
3g9JyYweb 55 .ots.negp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8AeNA4HXEP_8VAUYKN
WJF11037vr\RRMO0O7_xCINdkabdT
ozN .xIsx.neqgp

C:
\Users\kEecfMwgj\Videos\80uy.mkv.n
eqp

C:
\Users\kEecfMwgj\Documents\k7Qtc
BphpiUfufehd.rtf.neqp

c:\users\keecfmwgj\pictures\c8-
qdtknhuObjgmu.jpg.neqp

c
\users\keecfmwgj\music\dcxazgh.m4
anegp

c
\users\keecfmwgj\pictures\mxfa2rzxq
yhankfzm\zt3a4flgawjyzt7r4xm.png.ne
qp
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Classification

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware
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Ruleset Name

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Rule Name

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

Rule Description

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File Type

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Memory Dump

Dropped File

Memory Dump

Dropped File

File Name

c
\users\keecfmwgj\videos\kcia6gopkg9
.avi.neqp

C:
\Users\kEecfMwgj\Videos\ueJknWfW
vw.mkv.negp

c
\users\keecfmwgj\documents\2vnukk
mn.xIsx.neqp

C:
\Users\kEecfMwgj\Desktop\twNog6el
V6eelj TB7\kduc8M4g0iGO.xIsx.neqp

c:
\users\keecfmwgj\videos\ n93zziz9r
ny.mp4.neqp

c
\users\keecfmwgj\pictures\mxfa2rzxq
yhankfzm\ruec4u8cn1u.jpg.neqp

c:\users\keecfmwgj\favorites\msn
websites\msn entertainment.url.neqp

c
\users\keecfmwgj\desktop\twnog6elv
6eelj th7f\djfpsjtvg\gxuwpj.csv.negp

c:
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljc8ae7\oy4eruo53oz.rtf.neqp

C:
\Users\kEecfMwgj\Videos\bGt49HOv
ptpF2AsDKI.mkv.negp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8Ae\A4HXEP_8W\6ayIR
leTh vglgbRJ-
L\aZ2HX2t0pm3.0ts.negp

c
\users\keecfmwgj\pictures\mxfa2rzxq
yhankfzm\oepl 7unfz0.jpg.negp

C:
\Users\kEecfMwgj\Documents\G8oU
Q7rKtGSWCcT.ots.negp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8Ae\A4HXEP_8W\6ayIR
leTh vglgbRJ-L\oV6zFBL.rtf.negp

c
\users\keecfmwgj\desktop\tkaxolhrl8q
edbn.gif.negp

c
\users\keecfmwgj\videos\qg8i9gOtihej
natr3l.flv.negp

c
\users\keecfmwgj\videos\fmxha_w4ek
e5pf8l.mp4.negp

c:\users\keecfmwgj\favorites\msn
websites\msn sports.url.negp

X-Ray Vision for Malware - www.vmray.com

Classification

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware
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Ruleset Name

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Rule Name

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

Djvu

Rule Description

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

Djvu Ransomware

File Type

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Memory Dump

File Name

c
\users\keecfmwgj\documents\koomr.p
ptx.negp

c:
\users\keecfmwgj\pictures\byf8cfoeoz
rg2jwpt66.gif.negp

c:\users\keecfmwgj\favorites\msn
websites\msn.url.negp

C:\Users\kEecfMwgj\Videos\n
7DfguIMJ.mp4.negp

C:
\Users\kEecfMwgj\Favorites\Microsoft
Websites\Microsoft At Home.url.negp

c:\users\keecfmwgj\favorites\microsoft
websites\ie site on
microsoft.com.url.neqp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8Ae7\AAHXEP_8W\cOY
tBs zGXD9sK\qJTFnnuSQ.ppt.negp

c
\users\keecfmwagj\pictures\mxfa2rzxq
yhankfzm\jtbbgg -ujwe3.bmp.negp

C:
\Users\kEecfMwgj\Pictures\M Xfa2rZx
qyhANkfzM\NECDkoymaUw.png.negp

c:
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljc8ae7\adhxep_8v\6ayirleth
vglgbrj-I\gbpglruevstl.pptx.neqp

c
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljc8ae7\vztrk63idaphpsstgre.ppt
x.negp

c
\users\keecfmwagj\videos\gfravduy7lo
m.swf.negp

C:
\Users\kEecfMwgj\Music\qYyGPLt6O
oKeyh2R.m4a.neqp

C:
\Users\kEecfMwgj\Desktop\VuYJSL8
GFd0.mp3.negp

C:
\Users\kEecfMwgj\Music\HAyp2zHU
RXEkt5y6c.mp3.neqp

C:
\Users\kEecfMwgj\Videos\OINEj2xIV
521 Vtvj-s0.flv.negp

C:
\Users\kEecfMwgj\Desktop\aFVf9.swf
.negp

C:
\Users\kEecfMwgj\Desktop\twNog6el
V6eelj TB7A\qf
XQc2cUy7GFzzIXBjR.m4a.neqp

[
\users\keecfmwgj\music\hvolbk.mp3.
neqp

X-Ray Vision for Malware - www.vmray.com

Classification

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware
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Ruleset Name

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Rule Name

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

Rule Description

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File Type

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Memory Dump

Dropped File

File Name

c:
\users\keecfmwgj\desktop\eysfOphwc
b.mp3.negp

C:
\Users\kEecfMwgj\Desktop\NBxo5Eh
8J.swf.negp

C:\Users\kEecfMwgj\Videos\N
hQ2zMqJr.flv.negp

c
\users\keecfmwgj\desktop\twnog6elv
6eelj th7f\djfpsjtvg\-6sm.bmp.neqp

C:
\Users\kEecfMwgj\Favorites\Windows
Live\Windows Live Gallery.url.negp

C:
\Users\kEecfMwgj\Music\YiJlu.mp3.n
eqp

C:
\Users\kEecfMwgj\Documents\SZzcx
iUb3S1yO0E.pptx.negp

c
\users\keecfmwgj\pictures\mxfa2rzxq
yhankfzm\rx-ru.png.neqgp

c
\users\keecfmwgj\pictures\nqugwix.b
mp.negp

C:\Users\kEecfMwgj\Pictures\dwHz
_UcKn2C.bmp.negp

c:
\users\keecfmwgj\videos\jcuukzkpdwt
rtf.flv.neqp

c:\users\keecfmwgj\videos\osw75x
00982bw.swf.neqp

(o
\users\keecfmwgj\videos\ompo2s.flv.n
eqp

c
\users\keecfmwgj\music\epp3ouzeazk
kijj5hj.wav.negp

c:\users\keecfmwgj\favorites\microsoft
websites\ie add-on site.url.neqp

C:
\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8Ae\A4HXEP_8W\cOY
tBs zGXD9sK\Yz_Q1.doc.negp

c:
\users\keecfmwgj\documents\1bzpfxju
kgmx2ljc8ae7\s7Ih3hxtittmcvgh\r6fjlez
zg_wtj.ots.neqp

c:
\users\keecfmwgj\desktop\twnog6elv
6eelj th7fliylém -whjjeo.wav.negp

C:\Users\kEecfMwgj\Documents\FU2
nzV-k.pdf.negp

X-Ray Vision for Malware - www.vmray.com

Classification

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

2
g
=
8

5/5

5/5

5/5

5/5

&
G

&
G
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Ruleset Name

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Rule Name

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

Djvu

Djvu

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

Djvu

Rule Description

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

Djvu Ransomware

File Type

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

Memory Dump

Memory Dump

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Memory Dump

Dropped File

Memory Dump

Dropped File

Memory Dump

Memory Dump

Memory Dump

Dropped File

Dropped File

Dropped File

Memory Dump

Memory Dump

File Name

C:
\Users\kEecfMwgj\Desktop\gwgS.gif.
neqgp

c
\users\keecfmwgj\music\d7illvxbgi6q.
wav.neqp

c:\users\keecfmwgj\favorites\links\web
slice gallery.url.negp

c
\users\keecfmwgj\pictures\ote5jpyt.jpg
.negp

C:
\Users\kEecfMwgj\Desktop\AQRFNB
Z8zX.jpg.neqp

c
\users\keecfmwgj\music\uftbOwa27ml
fv.mp3.neqp

C:
\Users\kEecfMwgj\Desktop\h5j527Mx
ht9SX2raeS80.mp3.neqp

c
\users\keecfmwgj\music\rrbusch3n2s
3k7tf26.wav.neqp

C:

\Users\kEecfMwgj\Documents\1bZpF
XJUkgMx2ljc8Ae7\S7LH3hXtiTTmcV
gH\VDXngC 6DK_84Fuegb.xIsx.negp

C:
\Users\kEecfMwgj\Documents\r5SXNS
imbuw.xIsx.negp

C:
\Users\kEecfMwgj\Music\BBgFu3hst
VTMPJIKSFOH.mp3.negp

c
\users\keecfmwgj\videos\8nyqrh805h9-
og.avi.neqp

c:\users\keecfmwgj\favorites\windows
live\get windows live.url.negp

C:\Users\kEecfMwgj\Favorites\M SN
Websites\MSN Autos.url.negp

C:
\Users\kEecfMwgj\Documents\3rOM
OWhcIDm.pptx.negp

C:
\users\keecfmwgj\music\xvszdq6io_y
8wijxlgib.wav.neqp

X-Ray Vision for Malware - www.vmray.com

Classification

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

2
g
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Ruleset Name Rule Name Rule Description File Type File Name Classification Verdict

C:

Ransomware DjvuEncryptedFile File encrypted by Djvu Ransomware Dropped File \Users\kEecfMwgj\Documents\A8Ch. Ransomware “
xIsx.neqp
C:

. . \Users\kEecfMwgj\Documents\1bZpF _

Ransomware DjvuEncryptedFile File encrypted by Djvu Ransomware Dropped File XJUkgMx2ljc8Ae\3BEbVIVELd- Ransomware 5/5
gqz.doc.negp
C:

Ransomware DjvuEncryptedFile File encrypted by Djvu Ransomware Dropped File \Users\kEecfMwgj\Music\mglL.ZS906 Ransomware “
DtidQLz.m4a.neqp
c:

Ransomware DjvuEncryptedFile File encrypted by Djvu Ransomware Dropped File \users\keecfmwgj\documents\1bzpfxju Ransomware

kgmx2ljc8ae7\fcf5zjaps1nelg.csv.negp

Reduced dataset
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ENVIRONMENT

Virtual Machine Information

Name

Description
Architecture

Operating System
Kernel Version

Network Scheme Name

Network Config Name

Platform Information

Platform Version
Dynamic Engine Version
Static Engine Version

AV Exceptions Version

Link Detonation Heuristics Version

Smart Memory Dumping Rules
Version

Config Extractors Version
Signature Trust Store Version
VMRay Threat Identifiers Version

YARA Built-in Ruleset Version

Software Information

Adobe Acrobat Reader Version
Microsoft Office

Microsoft Office Version
Hangul Office

Hangul Office Version

Internet Explorer Version
Chrome Version

Firefox Version

Flash Version

Java Version

System Information

Sample Directory
Computer Name
User Domain
User Name

User Profile

Temp Directory

win7_64_spl_en_ms02016

win7_64_spl_en_mso2016

x86 64-bit

Windows 7

6.1.7601.18741 (2e37f962-d699-492c-aaf3-f9f4e9770b1d)
Local Gateway

Local Gateway

2023.2.0

2023.2.0/ 04/13/2023 04:20
2023.2.0.0 / 2023-04-13 03:00:20
2023.2.1.4/ 2023-04-17 18:38:13

2023.2.1.11/ 2023-05-25 14:08:46

2023.2.1.4/ 2023-04-17 18:38:13

2023.2.1.11/ 2023-05-25 14:08:46
2023.2.1.4/ 2023-04-17 18:38:13
2023.2.1.13/ 2023-06-02 06:54:11

2023.2.1.13

Not installed
2016
16.0.4266.1001
Not installed
Not installed
8.0.7601.17514
Not installed
Not installed
Not installed

8.0.1710.11

C:\Users\kEecfMwgj\Desktop
QIIATRKPRH

QIIATRKPRH

kEectMwgj
C:\Users\kEecfMwgj

C:\Users\KEECFM~1\AppData\Local\Temp

X-Ray Vision for Malware - www.vmray.com
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System Root C:\Windows
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