DYNAMIC ANALYSIS REPORT

#10016244

Classifications: -

MALICIOUS Threat Names: -

Sample Type

File Name

ID

MD5

SHAL

SHA256

File Size
Report Created

Target Environment

Verdict Reason: -

Windows Exe (x86-32)
9f9bae001065a649a78ce6d e997f160ef32d 03a2c28f4633a8386f 75c938cadf.exe
#4415474

dabc6f0c75c134e5310ba3526adba833
854ec103a64182c97e8f25e45da04889dbbbf3ff
9f9bae001065a649a78ce6de997f160ef32d03a2c 28f4633a8386f75c938cadf
217.50 KB

2022-05-22 15:21 (UTC+2)

winl0_64_th2_en _mso02016 | exe
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DYNAMIC ANALYSIS REPORT

#10016244

OVERVIEW

VMRay Threat Identifiers (18 rules, 41 matches)

Category Operation Count Classification
Defense Evasion Obscures afile's origin 1 -

« (Process #1) 9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a8386f75c938cadf.exe tries to delete zone identifier of file "C:\ProgramData\images.exe".

Injection Writes into the memory of another process 1 Injector

« (Process #16) images.exe modifies memory of (process #19) cmd.exe.

Injection Modifies control flow of another process 1 Injector

« (Process #16) images.exe creates thread in (process #19) cmd.exe.

Privilege Escalation Creates elevated child process 2 -

(2]
o
=
(1]

« (Process #7) images.exe creates (process #9) sdclt.exe with elevated privileges.

« (Process #7) images.exe creates (process #12) sdclt.exe with elevated privileges.

Hide Tracks Uses Alternate Data Stream (ADS) file attributes 2 -
« (Process #1) 9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a8386f75c938cadf.exe uses alternate data stream in "C:
\Users\RDhJOCNFevzX\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\programs.bat:start".

« (Process #1) 9f9bae001065a649a78ce6ded97f160ef32d03a2c28f4633a8386f75c938cadf.exe uses alternate data stream in "C:\ProgramData:ApplicationData".
Discovery Executes WMI query 1 -
« (Process #16) images.exe executes WMI query: .
Anti Analysis Makes direct system call to possibly evade hooking based sandboxes 1 -

« (Process #16) images.exe makes a direct system call to "NtUser SetWindowsHookEx".

“ System Modification Modifies application directory 6 -

« (Process #1) 9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a8386f75c938cadf.exe modifies "C:\Program Files\Microsoft DN1".
« (Process #7) images.exe modifies "C:\Program Files\Microsoft DN1".

« (Process #14) images.exe modifies "C:\Program Files\Microsoft DN1".

« (Process #16) images.exe modifies "C:\Program Files\Microsoft DN1".

« (Process #16) images.exe modifies "C:\Program Files\Microsoft DN1\sglmap.dll".

« (Process #16) images.exe modifies "C:\Program Files\Microsoft DN 1\rdpwrap.ini".

“ Hide Tracks Creates process with hidden window 3 -
« (Process #1) 9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a8386f75c938cadf.exe starts (process #1)
9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a8386f75c938cadf.exe with a hidden window.
« (Process #14) images.exe starts (process #14) images.exe with a hidden window.

« (Process #16) images.exe starts (process #16) images.exe with a hidden window.

“ Persistence Installs system startup script or application 4 -

* (Process #1) 9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a8386f75¢c938cadf.exe adds “C:\Users\RDhJOCNFevzX\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\programs.bat" to Windows startup folder.

« (Process #1) 9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a8386f75c938cadf.exe adds "C:\Users\RDhJOCNFevzX\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\programs.bat:start" to Windows startup folder.

« (Process #1) 9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a8386f75c938cadf.exe adds "C:\ProgramDatalimages.exe" to Windows startup via registry.

« (Process #16) images.exe adds "0" to Windows startup via registry.

X-Ray Vision for Malware - www.vmray.com 2 /46



DYNAMIC ANALYSIS REPORT

#10016244

Score Category Operation Count Classification

Obfuscation Creates a page with write and execute permissions 1 -

« (Process #16) images.exe allocates a page in a foreign process with "PAGE_EXECUTE_READWRITE" permissions, often used to dynamically unpack code.

Discovery Reads system data 1 -

« (Process #16) images.exe reads the cryptographic machine GUID from registry.

System Modification Modifies operating system directory 2 -

« (Process #16) images.exe creates file "C:\Windows\System32\rixvmt.dll" in the OS directory.

« (Process #16) images.exe modifies file "C:\Windows\System32\rixvmt.dll" in the OS directory.

Network Connection Connects to remote host 1 -

* (Process #16) images.exe opens an outgoing TCP connection to host "23.227.202.157:8080".

Obfuscation Overwrites code 5 -

« (Process #1) 9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a8386f75c938cadf.exe overwrites code to possibly hide behavior.
« (Process #16) images.exe overwrites code to possibly hide behavior.

« (Process #7) images.exe overwrites code to possibly hide behavior.

« (Process #14) images.exe overwrites code to possibly hide behavior.

« (Process #4) images.exe overwrites code to possibly hide behavior.

“ Obfuscation Resolves API functions dynamically 5 -

« (Process #1) 9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a8386f75c938cadf.exe resolves 346 API functions by name.
« (Process #4) images.exe resolves 346 API functions by name.

« (Process #7) images.exe resolves 347 API functions by name.

« (Process #14) images.exe resolves 346 API functions by name.

« (Process #16) images.exe resolves 523 API functions by name.

“ Execution Executes itself 3 -

« (Process #1) 9f9bae001065a649a78ce6de997f160ef32d03a2¢28f4633a8386f75c938cadf.exe executes a copy of the sample at C:
\Users\RDhJOCN FevzX\Desktop\9f9bae001065a649a78ce6de997f160ef32d03a2c 28f4633a8386f75c938cadf.exe.

« (Process #11) control.exe executes a copy of the sample at C:\Users\RDhJOCNFevzX\Desktop\9f9bae001065a649a78ce6ded97f160ef32d03a2c28f4633a8386f75c938cadf.exe.

« (Process #14) images.exe executes a copy of the sample at C:\Users\RDhJOCN FevzX\Desktop\9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a8386f75c938cadf.exe.

“ Execution Drops PE file 1 -

« (Process #16) images.exe drops file "C:\Program Files\Microsoft DN1\sgimap.dl".
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Mitre ATT&CK Matrix

- . A Privilege
Initial Access Execution Persistence Eacmian
#T1047 #T1060
Windows Registry Run
Management Keys / Startup

Instrumentation Folder

DYNAMIC ANA

Defense Credential q Lateral A Command . .
Evasion Access DEENER Movement Ealleeon and Control Editialion
#T71082
#T1143 Hidden System
Window Information
Discovery
#T1096 NTFS #T71012 Query

File Attributes Registry

#T1112 Modify
Registry

#T71045

Software
Packing
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DYNAMIC ANALYSIS REPORT

#10016244

Sample Information

ID #4415474
MD5 dabc6f0c75c134e5310ba3526adba833

SHA1L 854ec103a64182c97e8f25e45da04889dbbbf3ff

SHA256 9f9bae001065a649a78ce6de997f160ef32d03a2c 28f4633a8386f75¢c938cadf

SSDeep 6144:DcsB/VW g2pmz2W GO3LPIRW E/4F0xXKK7ETkFI49Poih:D ciKMoO3LD ndux XKk 7F14d
ImpHash 12223521b494f53df3a1fd878d789144

File Name 9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a8386f75c938cadf.exe

File Size 217.50 KB

Sample Type Windows Exe (x86-32)

Has Macros

Analysis Information

Creation Time

v

2022-05-22 15:21 (UTC+2)

Analysis Duration 00:03:52
Termination Reason Timeout
Number of Monitored Processes 30
Execution Successful False
Reputation Enabled v
WHOIS Enabled v
Built-in AV Enabled x

Built-in AV Applied On
Number of AV Matches
YARA Enabled

YARA Applied On

Number of YARA Matches

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
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- DYNAMIC ANALYSIS REPORT
2 VMRAY #10016244

ToO@E@E

Recycle Bin 9f9bae0010... mpSi WY7grEA-...

E O @

BebUxb_LOu  NUSmGS...  ysY10XaOc...

B

bXWTAXEy...  NWxAF

2 B

5VkdZWN... C11f5-TKN... " OUrovc
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6-sZdCcya...  hENwr5TV... PC7-6NOP7
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7ja920nGs... hxiLH3 PDCaG
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8kZufEsHv...  ifSMBc  -qKHOBkw...
Ym710c

8znigKO_M j6HmME8 " RSQBAKVN...

® User Account Control

Do you want to allow this app from an unknown
publisher to make changes to your PC?

Program name:  9f9bae001065a649a78ce6de997F160ef32d03a2c28646...
Publisher: Unknown
File origin: Hard drive on this computer
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DYNAMIC ANALYSIS REPORT
#10016244

M VMRAY

® User Account Control

Do you want to allow this app from an unknown
publisher to make changes to your PC?

Program name:  9f9bae001065a649a78ce6de997f160ef32d03a2c28f46...
Publisher: Unknown
File origin: Hard drive on this computer
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DO E 50

Screenshots truncated
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#10016244

NETWORK

General

3.59 KB total sent

423.36 KB total received
1 ports 8080

1 contacted IP addresses
0 URLs extracted

0 files downloaded

0 malicious hosts detected

DNS

0 DNS requests for 0 domains
0 nameservers contacted

0 total requests returned errors

HTTPIS

0 URLs contacted, O servers

0 sessions, 0 bytes sent, 0 bytes received
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DYNAMIC ANALYSIS REPORT

#10016244

BEHAVIOR

Process Graph

Child Process

Child Process

5
comd.exe

Child Process

Moty Memor

Child Process

Child Process

Reboot #1 Child Process

controlexe Child Process

e Remote Thre

Child Process

Created Daemon

Child Process

Child Process
Child Process

Child Process

Child Process

Child Process

Sample Start

0f9bae001065a649a78ce6de907

Child Process

Child Process

Child Process

Child Process
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DYNAMIC ANALYSIS REPORT

#10016244

Process #1: 9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a8386f75c938cadf.exe

ID 1

File Name c:\users\rdhjOcnfevzx\desktop\9fobae001065a649a78ce6de997f160ef32d03a2¢ 28f4633a8386f75c938cadf.exe
Command Line "C:\Users\RDhJOCN FevzX\Desktop\9f9bae001065a649a78ce6de997f160ef32d03a2c 28f4633a8386f75c938cadf.exe”
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 91117, Reason: Analysis Target

Unmonitor End Time End Time: 146808, Reason: Terminated

Monitor duration 55.69s

Return Code 0

PID 4940

Parent PID 1932

Bitness 32 Bit

Dropped Files (2)

File Name File Size SHA256 YARA Match
C:
\Users\RDhJOCNFevzX\Deskiop\9fohae001065a649a78¢e6de99716 21750 KB g&?baeoom653649378°96de997f1609f32d0332028f463338386f75c 93B/C
0ef32d03a2c 28f4633a8386(75c938cad. exe
.

\UserS\R DhJOCNFevzX\AppData\Roaming\Microsoft\Windows\Start 59 bytes 651388071467adi91e20504326d724d2cd5b43709aaci5i83721af3407Oce x

Menu\Programs\Startup\programs.bat:start s

Host Behavior

Type Count
Module 465
Window 249
System 139
Mutex 14
Process 2
File 16
Registry 9
- 7
CcOoMm 1
Environment 1
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DYNAMIC ANALYSIS REPORT

#10016244

Process #2: powershell.exe

ID 2

File Name c:\windows\syswow64\windowspowershell\v1.0\powershell.exe
Command Line powershell Add-MpPreference -ExclusionPath C:\
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 132341, Reason: Child Process
Unmonitor End Time End Time: 168860, Reason: Terminated

Monitor duration 36.52s

Return Code 1073807364

PID 2916

Parent PID 4940

Bitness 32 Bit
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DYNAMIC ANALYSIS REPORT

#10016244

Process #4: images.exe

ID 4

File Name c:\programdata\images.exe

Command Line "C:\ProgramDatalimages.exe"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 135411, Reason: Child Process
Unmonitor End Time End Time: 168846, Reason: Terminated
Monitor duration 33.44s

Return Code 1073807364

PID 1320

Parent PID 4940

Bitness 32 Bit

Host Behavior

Type Count
Window 498
Module 444
System 79
File 3
COM 1
Environment 1
Mutex 1
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DYNAMIC ANALYSIS REPORT

#10016244

Process #5: cmd.exe

ID 5
File Name c:\windows\system32\cmd.exe

Command Line C:\Windows\system32\cmd.exe /c ""C:\Users\RDhJOCNFevzX\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\programs.bat" "
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 253318, Reason: Autostart

Unmonitor End Time End Time: 263543, Reason: Terminated

Monitor duration 10.22s

Return Code 0

PID 3468

Parent PID 2004

Bitness 64 Bit

Dropped Files (1)

File Name File Size SHA256 YARA Match
C:
\Users\RDhJOCNFevzX\AppData\Roaming\Microsoft\Windows\Start 147 bytes g;gggceeﬂamek966celechde0e9560cb36b4e2230d641577b21ac1 x

Menu\Programs\Startup\programs.bat

Host Behavior

Type Count
File 17
Module 1
Environment 1
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DYNAMIC ANALYSIS REPORT

#10016244

Process #7: images.exe

ID 7

File Name c:\programdata\images.exe
Command Line "C:\ProgramDatalimages.exe"

Initial Working Directory C:\Windows\SysWOW64\

Monitor Start Time Start Time: 259472, Reason: Autostart
Unmonitor End Time End Time: 286283, Reason: Terminated
Monitor duration 26.81s

Return Code 0

PID 3544

Parent PID 4940

Bitness 32 Bit

Host Behavior

Type Count
Module 466
System 146
Window 498
File 8
Environment 1
Registry 10
- 7
Mutex 8
Process 2
COoM 1
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DYNAMIC ANALYSIS REPORT

#10016244

Process #8: sdclt.exe

ID 8

File Name c:\windows\system32\sdclt.exe
Command Line "C:\Windows\system32\sdclt.exe"

Initial Working Directory C:\Windows\SysWOW64\

Monitor Start Time Start Time: 269494, Reason: Child Process
Unmonitor End Time End Time: 270532, Reason: Terminated
Monitor duration 1.04s

Return Code 3221226540

PID 3620

Parent PID 3544

Bitness 64 Bit
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DYNAMIC ANALYSIS REPORT

#10016244

Process #9: sdclt.exe

ID 9

File Name c:\windows\system32\sdclt.exe
Command Line "C:\Windows\system32\sdclt.exe"

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 272837, Reason: Child Process
Unmonitor End Time End Time: 281687, Reason: Terminated
Monitor duration 8.85s

Return Code 0

PID 3772

Parent PID 3544

Bitness 64 Bit
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DYNAMIC ANALYSIS REPORT

#10016244

Process #10: sdclt.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

10

c:\windows\system32\sdclt.exe
"C:\Windows\system32\sdclt.exe"
C:\Windows\SysWOW 64\

Start Time: 273569, Reason: Child Process
End Time: 275339, Reason: Terminated
1.77s

3221226540

3784

3544

64 Bit

X-Ray Vision for Malware - www.vmray.com
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DYNAMIC ANALYSIS REPORT

#10016244

Process #11: control.exe

ID 11

File Name c:\windows\system32\control.exe
Command Line "C:\Windows\System32\control.exe" /name Microsoft.BackupAndRestoreCenter
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 281202, Reason: Child Process
Unmonitor End Time End Time: 286065, Reason: Terminated
Monitor duration 4.86s

Return Code 1

PID 3884

Parent PID 3772

Bitness 64 Bit

Host Behavior

Type Count
Module 2
COM 1
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DYNAMIC ANALYSIS REPORT

#10016244

Process #12: sdclt.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

12

c:\windows\system32\sdclt.exe
"C:\Windows\system32\sdclt.exe"
C:\Windows\system32\

Start Time: 281911, Reason: Child Process
End Time: 283545, Reason: Terminated

1.63s

3988
3544

64 Bit

X-Ray Vision for Malware - www.vmray.com
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DYNAMIC ANALYSIS REPORT
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Process #14: images.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

Dropped Files (1)
File Name

C:\ProgramData\images.exe

Host Behavior

Type
Module

System
Window

Environment

Registry
File
Mutex
Process

CcoMm

14
c:\programdatalimages.exe
"C:\ProgramDatalimages.exe"

C:\Windows\system32\

Start Time: 283720, Reason: Child Process

End Time: 291570, Reason: Te

7.85s

4000

3884

32 Bit

rminated

File Size

217.50 KB

SHA256

9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a8386f75¢938c
adf

Count

465

128

249

10

14

X-Ray Vision for Malware - www.vmray.com

YARA Match

x

20 /46



DYNAMIC ANALYSIS REPORT
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Process #15: powershell.exe

ID 15

File Name c:\windows\syswow64\windowspowershell\v1.0\powershell.exe
Command Line powershell Add-MpPreference -ExclusionPath C:\
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 289662, Reason: Child Process
Unmonitor End Time End Time: 323971, Reason: Terminated by timeout
Monitor duration 34.31s

Return Code Unknown

PID 4016

Parent PID 4000

Bitness 32 Bit

Host Behavior

Type Count
File 2
Environment 2
System 1
Registry 1
User 1
Module 1
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Process #16: images.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time

Unmonitor End Time

16

c:\programdatalimages.exe
"C:\ProgramDatalimages.exe"
C:\Windows\system32\

Start Time: 289748, Reason: Child Process

End Time: 323971, Reason: Terminated by timeout

Monitor duration 34.22s
Return Code Unknown
PID 4024
Parent PID 4000
Bitness 32 Bit
Dropped Files (3)

File Name File Size
C:\Program Files\Microsoft DN1\rdpwrap.ini 247.75 KB
C:\Program Files\Microsoft DN1\sglmap.dil 114.00 KB
C:\Users\RDhJOCNFevzX\AppData\Local\Microsoft Obytes

Vision\22-05-2022_13.27.02

Host Behavior

Type

Module
Window
System

Registry

File

Mutex

Environment

COoM

Process

Network Behavior

Type
TCP

SHA256

c59a7cf7b08fa7f79c51ca9126300b32fceece6972a9e8837d384804fd613

e24

798af20db39280f90ald35f2ac2c 1d62124d15218a2a0fa29d87a13340bd

3e4

€3b0c44298fc1c149afbf4c8996fh92427ae41e46490934ca495991b7852

b855

Count

767

249

160

21

24

15

Count

X-Ray Vision for Malware - www.vmray.com
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DYNAMIC ANALYSIS REPORT
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Process #18: powershell.exe

ID 18

File Name c:\windows\syswow64\windowspowershell\v1.0\powershell.exe
Command Line powershell Add-MpPreference -ExclusionPath C:\
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 298846, Reason: Child Process
Unmonitor End Time End Time: 323971, Reason: Terminated by timeout
Monitor duration 25.12s

Return Code Unknown

PID 636

Parent PID 4024

Bitness 32 Bit

Host Behavior

Type Count
File 2
Registry 1
System 1
Environment 2
User 1
Module 1
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DYNAMIC ANALYSIS REPORT

#10016244

Process #19: cmd.exe

ID 19

File Name c:\windows\syswow64\cmd.exe

Command Line "C:\Windows\System32\cmd.exe"

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 298885, Reason: Child Process
Unmonitor End Time End Time: 323971, Reason: Terminated by timeout
Monitor duration 25.09s

Return Code Unknown

PID 1780

Parent PID 4024

Bitness 32 Bit

Injection Information (3)

Injection Type Source Process Source | Target TID Address | Name Size Success Count
Modify Memor #16: c: oxcco 0x20000(131072) 0x800 v 1
y \programdata\images.exe
. #16: C:
Modify Memory . OxccO 0x30000(196608) 0x103 v 1
\programdata\images.exe
Create Remote Thread 6. c: OxccO 0x2010e(131342) - v 1
\programdata\images.exe
Host Behavior
Type Count
Registry 17
Environment 12
File 61
System 4
Module 11
Process 1
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#10016244

Process #24: System

ID 24
File Name System
Command Line -

Initial Working Directory -

Monitor Start Time Start Time: 318079, Reason: Created Daemon
Unmonitor End Time End Time: 323971, Reason: Terminated by timeout
Monitor duration 5.89s

Return Code Unknown

PID 4

Parent PID -

Bitness 64 Bit
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DYNAMIC ANALYSIS REPORT

#10016244

Process #25: services.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

25

c:\windows\system32\services.exe
C:\Windows\system32\services.exe
C:\Windows\system32\

Start Time: 318080, Reason: Created Daemon
End Time: 323971, Reason: Terminated by timeout
5.89s

Unknown

532

4024

64 Bit

X-Ray Vision for Malware - www.vmray.com
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#10016244

Process #26: svchost.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

26

c:\windows\system32\svchost.exe
C:\Windows\system32\svchost.exe -k DcomLaunch
C:\Windows\system32\

Start Time: 318080, Reason: Child Process

End Time: 323971, Reason: Terminated by timeout
5.89s

Unknown

628

532

64 Bit

X-Ray Vision for Malware - www.vmray.com
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Process #27: svchost.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

27

c:\windows\system32\svchost.exe
C:\Windows\system32\svchost.exe -k RPCSS
C:\Windows\system32\

Start Time: 318080, Reason: Child Process

End Time: 323971, Reason: Terminated by timeout
5.89s

Unknown

660

532

64 Bit

X-Ray Vision for Malware - www.vmray.com
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Process #28: svchost.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

28

c:\windows\system32\svchost.exe
C:\Windows\system32\svchost.exe -k LocalServiceNoNetwork
C:\Windows\system32\

Start Time: 318080, Reason: Child Process

End Time: 323971, Reason: Terminated by timeout

5.89s

Unknown

876

532

64 Bit
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Process #29: svchost.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

29

c:\windows\system32\svchost.exe

C:\Windows\System32\svchost.exe -k LocalServiceNetworkRestricted
C:\Windows\system32\

Start Time: 318080, Reason: Child Process

End Time: 323971, Reason: Terminated by timeout

5.89s

Unknown

912

532

64 Bit

X-Ray Vision for Malware - www.vmray.com
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Process #30: svchost.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

30

c:\windows\system32\svchost.exe

C:\Windows\system32\svchost.exe -k Local ServiceAndNolmpersonation
C:\Windows\system32\

Start Time: 318080, Reason: Child Process

End Time: 323971, Reason: Terminated by timeout

5.89s

Unknown

928

532

64 Bit
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Process #31: svchost.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

31

c:\windows\system32\svchost.exe
C:\Windows\system32\svchost.exe -k LocalService
C:\Windows\system32\

Start Time: 318080, Reason: Child Process

End Time: 323971, Reason: Terminated by timeout
5.89s

Unknown

980

532

64 Bit
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Process #32: svchost.exe

ID 32

File Name c:\windows\system32\svchost.exe

Command Line C:\Windows\system32\svchost.exe -k Local SystemNetworkRestricted
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 318080, Reason: Child Process
Unmonitor End Time End Time: 323971, Reason: Terminated by timeout
Monitor duration 5.89s

Return Code Unknown

PID 356

Parent PID 532

Bitness 64 Bit
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Process #33: svchost.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

33

c:\windows\system32\svchost.exe
C:\Windows\system32\svchost.exe -k NetworkService
C:\Windows\system32\

Start Time: 318080, Reason: Child Process

End Time: 323971, Reason: Terminated by timeout
5.89s

Unknown

1116

532

64 Bit
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Process #34: spoolsv.exe

ID 34

File Name c:\windows\system32\spoolsv.exe
Command Line C:\Windows\System32\spoolsv.exe

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 318080, Reason: Child Process
Unmonitor End Time End Time: 323971, Reason: Terminated by timeout
Monitor duration 5.89s

Return Code Unknown

PID 1224

Parent PID 532

Bitness 64 Bit
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Process #35: svchost.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

35

c:\windows\system32\svchost.exe
C:\Windows\system32\svchost.exe -k WhioSvcGroup
C:\Windows\system32\

Start Time: 318080, Reason: Child Process

End Time: 323971, Reason: Terminated by timeout
5.89s

Unknown

1340

532

64 Bit
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Process #36: officeclicktorun.exe

ID 36

File Name c:\program files\common files\microsoft shared\clicktorun\officeclicktorun.exe
Command Line "C:\Program Files\Common Files\Microsoft Shared\ClickToRun\OfficeClickToRun.exe" /service
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 318080, Reason: Child Process

Unmonitor End Time End Time: 323971, Reason: Terminated by timeout

Monitor duration 5.89s

Return Code Unknown

PID 1504

Parent PID 532

Bitness 64 Bit
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Process #37: svchost.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

37

c:\windows\system32\svchost.exe
C:\Windows\system32\svchost.exe -k appmodel
C:\Windows\system32\

Start Time: 318080, Reason: Child Process

End Time: 323971, Reason: Terminated by timeout
5.89s

Unknown

1572

532

64 Bit
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Process #38: svchost.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

38

c:\windows\system32\svchost.exe
C:\Windows\System32\svchost.exe -k wsappx
C:\Windows\system32\

Start Time: 318080, Reason: Child Process

End Time: 323971, Reason: Terminated by timeout
5.89s

Unknown

2108

532

64 Bit
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ARTIFACTS

File

SHA256 File Names Category File Size MIME Type Operations Verdict

C:
\Users\RDhJOCNFevzX\Desktop\9fob

9f9bae001065a649a78ce6de application/
907M160ef32003a2c2814633  Gout 0e019a7Bee00e9TT0SMN sample File 21750 KB vnd microsoft portable- Access, Create, Read, Wite
8386f75c938cadf N as caclexe, & executable

\ProgramDatalimages.exe, C:

\ProgramData:ApplicationData
c59a7cf7b08fa7f79c51cag12 C:\Program Files\Microsoft lication/x-wine-
6300b32fceece6972a9e8837 DNl\rg ranini Dropped File 247.75 KB ap{) P Access, Create, Write
d384804fd613624 pwrap: extension-mni
B55eeceeb1aldcrcobocele \CLjsers\RDhJOCNFesz\A Data\Ro
13cde0e9560ch36b4e2230d : ; B P Dropped File 147 bytes text/plain Access, Create, Read, Write
641577b21ac1dffobe aming\Microsoft\Windows\Start

Menu\Programs\Startup\programs.bat
798af20db39280f90al1d35f2a E . . application/
€2c1d62124d1f5218a2a0fa2 g&ir\gglrra:g FC'I:leS\MlcrOSOﬂ Dropped File 114.00 KB vnd.microsoft.portable- Access, Create, Write
9d87a13340bd3e4 aimap. executable

C:
65138897f467adf9fe2059432 \Users\RDhJOCNFevzX\AppData\Ro
6d724d2cd5b437d9aact5f83 aming\Microsoftt\Windows\Start Dropped File 59 bytes text/plain Access, Create, Write
721af340f70ce3c Menu\Programs\Startup\programs.bat

start
Filename

File Name Category Operations Verdict

C:
\Users\RDhJOCNFevzX\Desktop\9f9bae001065a649a78ce6ded97f16 Sample File, Accessed File, VM File Access, Read
0ef32d03a2c28f4633a8386f75c938cadf.exe
C:\ProgramData\images.exe Sample File, Dropped File, VM File, Accessed File Access, Create, Read, Write
C:\ProgramData:ApplicationData Sample File, Dropped File, VM File, Accessed File Access, Create, Write
C:\Windows\System32 Accessed File Access
"C:
\Users\RDhJOCNFevzX\AppData\Roaming\Microsoft\Windows\Start Accessed File Access
Menu\Programs\Startup\programs.bat"
C:\ProgramData\images.exe:Zone.ldentifier Accessed File Access, Delete
C:\Program Files\Microsoft DN1 Accessed File Access, Create
C:
\Users\RDhJOCNFevzX\AppData\Roaming\Microsoft\Windows\Start Dropped File, Accessed File Access, Create, Read, Write
Menu\Programs\Startup\programs.bat
C:
\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Management. . _
Automation\v4.0_3.0.0.0_31bf3856ad364e35\System ManagementA  /\ccessed File Access CLEAN
utomation.dll
C:\Program Files\Microsoft DN1\sgimap.dl| Dropped File, Accessed File Access, Create, Write
C:\Users\RDhJOCNFevzX\AppData\Local\Microsoft . . _
Vision\22-05-2022_13.27.02 Dropped File, Accessed File, Not Extracted Access, Create CLEAN
C:\Program Files\Microsoft DN1\rdpwrap.ini Dropped File, Accessed File Access, Create, Write
C:\Windows\System32\rixvmt.dil Accessed File Access, Create
C:
\Users\RDhJOCNFevzX\AppData\Roaming\Microsoft\Windows\Start Dropped File, Accessed File Access, Create, Write
Menu\Programs\Startup\programs.bat:start
c:\windows\system32\user32.dll Accessed File Access, Read
C:\Windows\SysWOW 64\WindowsPower Shell\v1.0\powershell.exe Accessed File Access
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File Name

C:\Windows\SysWOW64\cmd.exe
C:\Users\RDhJOCNFevzX\AppData\Local\Microsoft Vision\

C:
\Windows\SysW OW 64\WindowsPower Shell\v1.0\powershell.exe.co
nfig

C:\ProgramData

IP

IP Address

23.227.202.157 -

Mutex

Name

Registry

Registry Key

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon\Special Accounts\UserList

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ter
mService\lmagePath

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVer
sion\Explorer\L15UQINRPS\inst

HKEY_LOCAL_MACHINE\Software\MicrosofttCommand
Processor\EnableExtensions

HKEY_LOCAL_MACHINE\Software\Microsoftt\Windows\CurrentVer
sion\Run

HKEY_CURRENT_USER\Software\MicrosofttCommand
Processor\DisableUNCCheck

HKEY_LOCAL_MACHINE\Software\MicrosofttCommand
Processor\PathCompletionChar

HKEY_LOCAL_MACHINE\Software\MicrosoftCommand
Processor\DisableUNCCheck

HKEY_CURRENT_USER\Software\Microsoftt\Windows\CurrentVer
sion\Explorer\L1I5UQINRPS

HKEY_CURRENT_USER\Software\Classes\Folder\shell\open\com
mand

HKEY_LOCAL_MACHINE\Software\MicrosofttCommand
Processor\AutoRun

HKEY_CURRENT_USER\Software\MicrosoftCommand
Processor\CompletionChar

HKEY_CURRENT_USER\Software\Microsoft\Command
Processor\DelayedExpansion

HKEY_CURRENT_USER\Software\MicrosoftCommand
Processor\EnableExtensions

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ter
mService\Parameters\ServiceDI!

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVer
sion\Internet Settings\MaxConnectionsPer Server

Domains

Category

Accessed File

Accessed File

Accessed File

Accessed File

Operations

delete, access

Operations

access, create

access

access, read

access, read, write

access, read

access

access, read

access, read

access, read

access, create

delete, access, create, write

access, read

access, read

access, read

access, read

access, read

access, write

Operations

Access

Access, Create

Access

Access, Create

Country Protocols

United States TCP

Parent Process Name

images.exe,
9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a83
86f75c938cadf.exe

Parent Process Name

images.exe

images.exe

images.exe

images.exe,
9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a83
86f75c938cadf.exe

cmd.exe

9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a83
86f75c938cadf.exe

cmd.exe

cmd.exe

cmd.exe

images.exe,
9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a83
86f75c938cadf.exe

images.exe

cmd.exe

cmd.exe

cmd.exe

cmd.exe

images.exe

images.exe,
9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a83
86f75c938cadf.exe
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CLEAN

CLEAN

CLEAN

CLEAN

<
@
<
=
IIIIQ

Verdict

CLEAN

Verdict

CLEAN

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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Registry Key

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ter
mService

HKEY_LOCAL_MACHINE\Software\MicrosofttCommand
Processor\DefaultColor

HKEY_CURRENT_USER\Software\Microsoftt\Windows\CurrentVer
sion\Explorer\L15UQINRPS\rudp

HKEY_LOCAL_MACHINE\Software\Microsoft\Command Processor

HKEY_CURRENT_USER\Software\Microsoft\Command
Processor\AutoRun

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVer
sion\Run\Images

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Cryptography\Ma
chineGuid

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ter
mService\Parameters

HKEY_CURRENT_USER\Software\Microsoftt\Windows\CurrentVer
sion\Internet Settings

HKEY_LOCAL_MACHINE\Software\MicrosofttCommand
Processor\DelayedExpansion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon\Special Accounts\UserList\BsChnow

HKEY_CURRENT_USER\Software\MicrosofttCommand
Processor\PathCompletionChar

HKEY_LOCAL_MACHINE\Software\MicrosoftCommand
Processor\CompletionChar

HKEY_CURRENT_USER\Software\MicrosoftCommand Processor

HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\Sy
stem

HKEY_CURRENT_USER\Software\Microsoftt\Windows\CurrentVer
sion\Internet Settings\MaxConnectionsPer1_0Server

HKEY_CURRENT_USER\Software\Microsoftt\Windows\CurrentVer
sion\Explorer\L15UQINRPS\rpdp

HKEY_CURRENT_USER\Software\Classes\Folder\shell\open\com
mand\DelegateExecute

HKEY_CURRENT_USER\Software\MicrosofttCommand
Processor\DefaultColor

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
AppContext

Process
Process Name

9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a8386f75c938¢
adf.exe

images.exe
images.exe
powershell.exe
images.exe
System
services.exe

svchost.exe

Operations Parent Process Name
access images.exe
access, read cmd.exe

access, write images.exe
access cmd.exe
access, read cmd.exe

9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a83

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

access, write 86750938cadf exe CLEAN

access, read images.exe CLEAN

access images.exe CLEAN
images.exe,

access, create 9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a83 CLEAN
86f75c938cadf.exe

access, read cmd.exe CLEAN

access, write images.exe CLEAN

access, read cmd.exe CLEAN

access, read cmd.exe CLEAN

access cmd.exe CLEAN

access cmd.exe CLEAN
images.exe,

access, write 9f9bae001065a649a78ce6de997f160ef32d03a2c28f4633a83 CLEAN
86f75c938cadf.exe

access, write images.exe CLEAN

access, write images.exe CLEAN

access, read cmd.exe CLEAN

access powershell.exe CLEAN

Commandline

"C:
\Users\RDhJOCNFevzX\Desktop\9fobae001065a649a78ce6de997f160ef32d03a2c 28f4633a838675¢9

38cadf.exe”

"C:\ProgramDatalimages.exe"

"C:\ProgramDatalimages.exe"

powershell Add-MpPreference -ExclusionPath C:\

"C:\ProgramData\images.exe"

C:\Windows\system32\services.exe

C:\Windows\system32\svchost.exe -k DcomLaunch

X-Ray Vision for Malware - www.vmray.com
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MALICIOUS

MALICIOUS
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Process Name Commandline Verdict

svchost.exe C:\Windows\system32\svchost.exe -k RPCSS CLEAN

svchost.exe C:\Windows\system32\svchost.exe -k LocalServiceNoNetwork CLEAN

svchost.exe C:\Windows\System32\svchost.exe -k LocalServiceNetworkRestricted CLEAN

svchost.exe C:\Windows\system32\svchost.exe -k LocalServiceAndNolmpersonation CLEAN

svchost.exe C:\Windows\system32\svchost.exe -k LocalService CLEAN

svchost.exe C:\Windows\system32\svchost.exe -k LocalSystemNetworkRestricted CLEAN

svchost.exe C:\Windows\system32\svchost.exe -k NetworkService CLEAN

spoolsv.exe C:\Windows\System32\spoolsv.exe CLEAN

svchost.exe C:\Windows\system32\svchost.exe -k WhioSvcGroup CLEAN

officeclicktorun.exe "C:\Program Files\Common Files\Microsoft Shared\ClickToRun\OfficeClickToRun.exe" /service CLEAN

svchost.exe C:\Windows\system32\svchost.exe -k appmodel CLEAN

svchost.exe C:\Windows\System32\svchost.exe -k wsappx CLEAN

C:\Windows\system32\cmd.exe /c ""C:
cmd.exe \Users\RDhJOCNFevzX\AppData\Roaming\Microsoft\Windows\Start CLEAN
Menu\Programs\Startup\programs.bat" "

sdclt.exe "C:\Windows\system32\sdclt.exe" CLEAN

sdclt.exe "C:\Windows\system32\sdclt.exe" CLEAN

sdclt.exe "C:\Windows\system32\sdclt.exe" CLEAN

control.exe "C:\Windows\System32\control.exe" /name Microsoft.BackupAndRestoreCenter CLEAN

sdclt.exe "C:\Windows\system32\sdclt.exe" CLEAN

images.exe "C:\ProgramDatalimages.exe" CLEAN

powershell.exe powershell Add-MpPreference -ExclusionPath C:\ CLEAN

powershell.exe powershell Add-MpPreference -ExclusionPath C:\ CLEAN

cmd.exe "C:\Windows\System32\cmd.exe" CLEAN
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YARA | AV

No YARA or AV matches available.
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ENVIRONMENT

Virtual Machine Information

Name

Description
Architecture

Operating System
Kernel Version

Network Scheme Name

Network Config Name

Platform Information

Platform Version
Dynamic Engine Version
Static Engine Version

AV Exceptions Version

Link Detonation Heuristics Version

Smart Memory Dumping Rules
Version

Config Extractors Version
Signature Trust Store Version
VMRay Threat Identifiers Version

YARA Built-in Ruleset Version

Software Information

Adobe Acrobat Reader Version
Microsoft Office

Microsoft Office Version
Hangul Office

Hangul Office Version

Internet Explorer Version
Chrome Version

Firefox Version

Flash Version

Java Version

System Information

Sample Directory
Computer Name
User Domain
User Name

User Profile

Temp Directory

winl0_64 th2_en_mso02016

winl0_64_th2_en mso02016

x86 64-bit

Windows 10 Threshold 2

10.0.10586.0 (0de6dc23-8e19-4bb7-8608-d54ble6fa379)
Local Gateway

Local Gateway

451

4.5.1/05/09/2022 04:24
4.5.1.0/2022-05-09 03:00:28
4.5.1.25/ 2022-04-28 14:12:58

4.5.1.26 / 2022-04-29 08:24:51

4.5.1.25/ 2022-04-28 14:12:58

4.5.1.30/ 2022-05-16 06:57:54
4.5.1.30/ 2022-05-16 06:57:54
4.5.1.32/ 2022-05-17 14:24:05

45129

Not installed
2016
16.0.4266.1003
Not installed
Not installed
11.0.10586.0
Not installed
Not installed
Not installed

Not installed

C:\Users\RDhJOCNFevzX\Desktop
XC64zB

XC64ZB

RDhJOCNFevzX
C:\Users\RDhJOCNFevzX

C:\Users\RDHJOC~1\AppData\Local\Temp
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System Root C:\Windows
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