
DYNAMIC ANALYSIS REPORT
#10848542

MALICIOUS

Classifications: Injector Spyware

Threat Names: ArkeiStealer Mal/HTMLGen-A Mal/Generic-S

Verdict Reason: -

Sample Type Windows Exe (x86-32)

File Name 9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f163d01f8.exe

ID #5067452

MD5 eb84aeef20ea974bf207dd6df8446567

SHA1 624a1e8510a1d7f3ff05693c30d724f19aaf5a1a

SHA256 9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f163d01f8

File Size 366.17 KB

Report Created 2022-08-05 13:49 (UTC+2)

Target Environment win10_64_th2_en_mso2016 | exe
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DYNAMIC ANALYSIS REPORT
#10848542

OVERVIEW

VMRay Threat Identifiers (16 rules, 27 matches)

Score Category Operation Count Classification

5/5 YARA Malicious content matched by YARA rules 1 Spyware

Rule "ArkeiStealer" from ruleset "Malware" has matched on a memory dump for (process #2) cvtres.exe.• 

4/5 Injection Writes into the memory of another process 1 Injector

(Process #1) 9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f163d01f8.exe modifies memory of (process #2) cvtres.exe.• 

4/5 Injection Modifies control flow of another process 1 -

(Process #1) 9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f163d01f8.exe alters context of (process #2) cvtres.exe.• 

4/5 Reputation Known malicious file 1 -

Reputation analysis labels the sample itself as Mal/Generic-S.• 

4/5 Reputation Contacts known malicious URL 1 -

Reputation analysis labels the URL "https://climatejustice.social/@ffoleg94" which was contacted by (process #2) cvtres.exe as Mal/HTMLGen-A.• 

4/5 Reputation Resolves known malicious domain 1 -

Reputation analysis labels the resolved domain "climatejustice.social" as Mal/HTMLGen-A.• 

4/5 Reputation File has embedded malicious URL 8 -

Reputation analysis labels embedded URL "https://climatejustice.social/custom.css" as Mal/HTMLGen-A.

Reputation analysis labels embedded URL "https://climatejustice.social" as Mal/HTMLGen-A.

Reputation analysis labels embedded URL "https://climatejustice.social/users/ffoleg94/followers" as Mal/HTMLGen-A.

Reputation analysis labels embedded URL "https://climatejustice.social/users/ffoleg94" as Mal/HTMLGen-A.

Reputation analysis labels embedded URL "https://climatejustice.social/@ffoleg94.rss" as Mal/HTMLGen-A.

Reputation analysis labels embedded URL "https://climatejustice.social/@ffoleg94/with_replies" as Mal/HTMLGen-A.

Reputation analysis labels embedded URL "https://climatejustice.social/@ffoleg94/media" as Mal/HTMLGen-A.

Reputation analysis labels embedded URL "https://climatejustice.social/users/ffoleg94/following" as Mal/HTMLGen-A.

• 

• 

• 

• 

• 

• 

• 

• 

2/5 Anti Analysis Tries to detect debugger 2 -

(Process #1) 9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f163d01f8.exe tries to detect a debugger via API "IsDebuggerPresent".

(Process #1) 9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f163d01f8.exe tries to detect a debugger via API "CheckRemoteDebuggerPresent".

• 

• 

2/5 Anti Analysis Delays execution 1 -

(Process #2) cvtres.exe has a thread which sleeps more than 5 minutes.• 

2/5 Heuristics Signed executable failed signature validation 1 -

C:\Users\RDhJ0CNFevzX\Desktop\9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f163d01f8.exe is signed, but signature validation failed.• 

1/5 Hide Tracks Creates process with hidden window 1 -

(Process #1) 9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f163d01f8.exe starts (process #1)
9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f163d01f8.exe with a hidden window.

• 

1/5 Obfuscation Reads from memory of another process 1 -
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Score Category Operation Count Classification

(Process #1) 9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f163d01f8.exe reads from (process #1)
9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f163d01f8.exe.

• 

1/5 Obfuscation Creates a page with write and execute permissions 1 -

(Process #1) 9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f163d01f8.exe allocates a page in a foreign process with "PAGE_EXECUTE_READWRITE" permissions,
often used to dynamically unpack code.

• 

1/5 Discovery Reads system data 1 -

(Process #2) cvtres.exe reads the cryptographic machine GUID from registry.• 

1/5 Heuristics Content is served from a user home directory 4 -

URL https://climatejustice.social/users/ffoleg94/followers indicates the page is served from a user home directory.

URL https://climatejustice.social/users/ffoleg94/following indicates the page is served from a user home directory.

URL https://climatejustice.social/users/ffoleg94/followers of loaded resource indicates it is hosted on a user home directory.

URL https://climatejustice.social/users/ffoleg94/following of loaded resource indicates it is hosted on a user home directory.

• 

• 

• 

• 

1/5 Obfuscation Resolves API functions dynamically 1 -

(Process #2) cvtres.exe resolves 98 API functions by name.• 
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Mitre ATT&CK Matrix
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Sample Information

Analysis Information

ID #5067452

MD5 eb84aeef20ea974bf207dd6df8446567

SHA1 624a1e8510a1d7f3ff05693c30d724f19aaf5a1a

SHA256 9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f163d01f8

SSDeep 6144:wZJyvX/Kbhi5cqHYUAze34brlMoiGmWMG7u7isZaozdV4vMqmKEVDA:UJyvki3HYeMrlvKG7QiWbV4vMqmKF

ImpHash f34d5f2d4577ed6d9ceec516c1f5a744

File Name 9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f163d01f8.exe

File Size 366.17 KB

Sample Type Windows Exe (x86-32)

Has Macros ✔

Creation Time 2022-08-05 13:49 (UTC+2)

Analysis Duration 00:04:00

Termination Reason Timeout

Number of Monitored Processes 2

Execution Successful False

Reputation Enabled ✔

WHOIS Enabled ✔

Built-in AV Enabled ✖

Built-in AV Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Number of AV Matches 0

YARA Enabled ✔

YARA Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Number of YARA Matches 32

X-Ray Vision for Malware - www.vmray.com 5 / 19



DYNAMIC ANALYSIS REPORT
#10848542

X-Ray Vision for Malware - www.vmray.com 6 / 19



DYNAMIC ANALYSIS REPORT
#10848542

Screenshots truncated
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NETWORK

General

DNS

HTTP/S

HTTP Requests

Method URL Dest. IP Dest. Port Status Code Response Size Verdict

13.69 KB total sent

281.32 KB total received

3 ports 80, 443, 53

4 contacted IP addresses

29 URLs extracted

14 files downloaded

0 malicious hosts detected

2 DNS requests for 2 domains

1 nameservers contacted

0 total requests returned errors

2 URLs contacted, 2 servers

8 sessions, 31.78 KB sent, 744.52 KB received

GET http://telegram.org/img/favicon.ico - - 0 bytes NA

GET
http://telegram.org/dl?
tme=9874e38d7a40874163_13464307505952449189

- - 0 bytes NA

GET http://telegram.org/img/favicon-32x32.png - - 0 bytes NA

GET http://telegram.org - - 0 bytes NA

GET http://telegram.org/js/tgwallpaper.min.js?3 - - 0 bytes NA

GET http://telegram.org/img/apple-touch-icon.png - - 0 bytes NA

GET http://telegram.org/img/website_icon.svg?4 - - 0 bytes NA

GET http://telegram.org/img/favicon-16x16.png - - 0 bytes NA

GET http://telegram.org/css/bootstrap.min.css?3 - - 0 bytes NA

GET http://telegram.org/css/telegram.css?231 - - 0 bytes NA

GET http://45.159.249.4/1474 - - 0 bytes NA

GET https://docs.joinmastodon.org/client/intro/ - - 0 bytes NA

GET https://docs.joinmastodon.org - - 0 bytes NA

GET https://joinmastodon.org - - 0 bytes NA

GET https://joinmastodon.org/apps - - 0 bytes NA

GET https://climatejustice.rocks - - 0 bytes NA

GET https://fonts.googleapis.com/css?family=Roboto:400,700 - - 0 bytes NA

GET https://github.com/mastodon/mastodon - - 0 bytes NA
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Method URL Dest. IP Dest. Port Status Code Response Size Verdict

DNS Requests

Type Hostname Response Code Resolved IPs CNames Verdict

GET https://funk.climatejustice.global - - 0 bytes NA

GET https://climatejustice.global - - 0 bytes NA

GET https://web.telegram.org - - 0 bytes NA

GET https://climatejustice.social/users/ffoleg94/following - - 0 bytes NA

GET https://climatejustice.social - - 0 bytes NA

GET https://climatejustice.social/@ffoleg94/media - - 0 bytes NA

GET https://climatejustice.social/@ffoleg94.rss - - 0 bytes NA

GET https://climatejustice.social/users/ffoleg94 - - 0 bytes NA

GET https://climatejustice.social/@ffoleg94 - - 0 bytes NA

GET https://climatejustice.social/custom.css - - 0 bytes NA

GET https://climatejustice.social/@ffoleg94/with_replies - - 0 bytes NA

GET https://climatejustice.social/users/ffoleg94/followers - - 0 bytes NA

GET https://t.me/korstonsales - - 0 bytes NA

A climatejustice.social NO_ERROR 167.86.107.75 NA

A t.me NO_ERROR 149.154.167.99 NA
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BEHAVIOR

Process Graph

Sample Start
#1

9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f163d01f8.exe
#2

cvtres.exe

Modify Memory

Modify Control Flow

Child Process
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Process #1: 9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f163d01f8.exe

Host Behavior

Type Count

ID 1

File Name c:\users\rdhj0cnfevzx\desktop\9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f163d01f8.exe

Command Line "C:\Users\RDhJ0CNFevzX\Desktop\9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f163d01f8.exe" 

Initial Working Directory C:\Users\RDhJ0CNFevzX\Desktop\

Monitor Start Time Start Time: 57880, Reason: Analysis Target

Unmonitor End Time End Time: 116915, Reason: Terminated

Monitor duration 59.03s

Return Code 0

PID 5020

Parent PID 1972

Bitness 32 Bit

Module 27

- 2

Registry 1

Process 1

- 3

- 8
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Process #2: cvtres.exe

Injection Information (7)

Injection Type Source Process Source / Target TID Address / Name Size Success Count

Host Behavior

Type Count

ID 2

File Name c:\windows\microsoft.net\framework\v4.0.30319\cvtres.exe

Command Line "C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe"

Initial Working Directory C:\Users\RDhJ0CNFevzX\Desktop\

Monitor Start Time Start Time: 114809, Reason: Child Process

Unmonitor End Time End Time: 309721, Reason: Terminated by timeout

Monitor duration 194.91s

Return Code Unknown

PID 3264

Parent PID 5020

Bitness 32 Bit

Modify Memory

#1: c:
\users\rdhj0cnfevzx\desktop
\9f532c8749bc71b3fc723d42
f86300ae5a583515817da2aa
d40c858f163d01f8.exe

0x13a0 0x400000(4194304) 0x400 ✔ 1

Modify Memory

#1: c:
\users\rdhj0cnfevzx\desktop
\9f532c8749bc71b3fc723d42
f86300ae5a583515817da2aa
d40c858f163d01f8.exe

0x13a0 0x401000(4198400) 0x34000 ✔ 1

Modify Memory

#1: c:
\users\rdhj0cnfevzx\desktop
\9f532c8749bc71b3fc723d42
f86300ae5a583515817da2aa
d40c858f163d01f8.exe

0x13a0 0x435000(4411392) 0xde00 ✔ 1

Modify Memory

#1: c:
\users\rdhj0cnfevzx\desktop
\9f532c8749bc71b3fc723d42
f86300ae5a583515817da2aa
d40c858f163d01f8.exe

0x13a0 0x443000(4468736) 0x1c00 ✔ 1

Modify Memory

#1: c:
\users\rdhj0cnfevzx\desktop
\9f532c8749bc71b3fc723d42
f86300ae5a583515817da2aa
d40c858f163d01f8.exe

0x13a0 0x459000(4558848) 0x4a00 ✔ 1

Modify Memory

#1: c:
\users\rdhj0cnfevzx\desktop
\9f532c8749bc71b3fc723d42
f86300ae5a583515817da2aa
d40c858f163d01f8.exe

0x13a0 0x355008(3493896) 0x4 ✔ 1

Modify Control Flow

#1: c:
\users\rdhj0cnfevzx\desktop
\9f532c8749bc71b3fc723d42
f86300ae5a583515817da2aa
d40c858f163d01f8.exe

0x13a0 / 0xcb8 0x41ff7c(4325244) - ✔ 1

Module 115

File 3

Environment 1

System 60

Registry 2

- 1
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Network Behavior

Type Count

HTTP 7

HTTPS 14

TCP 7
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ARTIFACTS

File

SHA256 File Names Category File Size MIME Type Operations Verdict

Filename

File Name Category Operations Verdict

72e9f594001d1f5dbbfda95b6
d0afba38429f8c0c8463a704
39a33776551da20

- Downloaded File 25.33 KB text/html - MALICIOUS

9f532c8749bc71b3fc723d42f
86300ae5a583515817da2aa
d40c858f163d01f8

C:
\Users\RDhJ0CNFevzX\Desktop\9f53
2c8749bc71b3fc723d42f86300ae5a583
515817da2aad40c858f163d01f8.exe

Sample File 366.17 KB
application/
vnd.microsoft.portable-
executable

- MALICIOUS

835a453208437920a27efa9f
9e097b09377d6938a657cf59
60a67904dafda082

- Downloaded File 25.33 KB text/html - CLEAN

e079478f7129e38eddb49d74
eab7b0635b05ea5df1f5d43d
83f580b8b1d8ac88

- Downloaded File 25.33 KB text/html - CLEAN

4541c5a6eb3aea52f3b18da8
c7aab988ef3b7e8fd9399290
285bb133feaa68e1

- Downloaded File 25.33 KB text/html - CLEAN

9cae8a7f3b76652356d2168b
154b101cb88497c046eaeeb
8b85640e930116afa

- Downloaded File 25.33 KB text/html - CLEAN

dea99138fa385f30aca6751b
9c32ff7083af2db9574d38727
09d9f058b843122

- Web Response 9.41 KB text/html - CLEAN

823ac0cbd3e55db1927e168f
ff0322c3370638f31a3a2ded6
cc43503d639155b

- Downloaded File 25.33 KB text/html - CLEAN

c2d814a34b184b7cdf10e4e7
a4311ff15db99326d6dd8d32
8b53bf9e19ccf858

- Modified File 128 bytes application/octet-stream - CLEAN

03bb045ee8ee4f87244d12e4
474d949f98f2898bb1d22f89e
1cd5b318a3c57fc

- Web Response 9.41 KB text/html - CLEAN

74ed590754b66015500fc2b8
1d7c7f7c4eb591f25d59ad93
0e85500d4b0be306

- Downloaded File 25.33 KB text/html - CLEAN

b57c61191542bff66352d55a
e0731c68a7760a55b230375
36d373980cf98e9c5

- Web Response 9.41 KB text/html - CLEAN

a68869a13913ad3195f9a7c6
dfba77c38d7a40be5a79d4c4
fdf7416687afc7eb

- Web Response 9.41 KB text/html - CLEAN

699234afebe79cf636714ab0
4043d4392d1063d50fc51315
1742280675e0b666

- Web Response 9.41 KB text/html - CLEAN

c4714f06397c1aeb4cb271d6
2559fb37fc135d2bdc4c8cff1
ed61b7b8f09e77b

- Web Response 9.41 KB text/html - CLEAN

18fcd44a2a3714fe96e1d610
213eb4a618ee67810b2614d
776c888df362ec448

- Web Response 9.41 KB text/html - CLEAN

C:
\Users\RDhJ0CNFevzX\Desktop\9f532c8749bc71b3fc723d42f86300a
e5a583515817da2aad40c858f163d01f8.exe

Sample File, VM File - MALICIOUS

C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe Accessed File Access CLEAN

c:
\users\rdhj0cnfevzx\appdata\local\microsoft\windows\inetcache\count
ers.dat

Modified File - CLEAN

System Paging File Accessed File Access CLEAN
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URL

URL Category IP Address Country HTTP Methods Verdict

https://climatejustice.social/custom.css - 167.86.107.75 - - MALICIOUS

https://climatejustice.social - 167.86.107.75 - - MALICIOUS

https://climatejustice.social/users/ffoleg94/
followers

- 167.86.107.75 - - MALICIOUS

https://climatejustice.social/users/ffoleg94 - 167.86.107.75 - - MALICIOUS

https://climatejustice.social/@ffoleg94.rss - 167.86.107.75 - - MALICIOUS

https://climatejustice.social/@ffoleg94/
with_replies

- 167.86.107.75 - - MALICIOUS

https://climatejustice.social/@ffoleg94 - 167.86.107.75 - GET MALICIOUS

https://climatejustice.social/@ffoleg94/media - 167.86.107.75 - - MALICIOUS

https://climatejustice.social/users/ffoleg94/
following

- 167.86.107.75 - - MALICIOUS

http://telegram.org - - - - CLEAN

http://telegram.org/img/favicon-32x32.png - - - - CLEAN

https://github.com/mastodon/mastodon - - - - CLEAN

http://telegram.org/dl?
tme=9874e38d7a40874163_13464307505952449
189

- - - - CLEAN

https://funk.climatejustice.global - - - - CLEAN

https://climatejustice.global - - - - CLEAN

https://docs.joinmastodon.org/client/intro/ - - - - CLEAN

https://docs.joinmastodon.org - - - - CLEAN

http://telegram.org/img/favicon-16x16.png - - - - CLEAN

https://fonts.googleapis.com/css?family=Roboto:
400,700

- - - - CLEAN

http://telegram.org/img/website_icon.svg?4 - - - - CLEAN

https://t.me/korstonsales - 149.154.167.99 - GET CLEAN

http://telegram.org/img/apple-touch-icon.png - - - - CLEAN

http://telegram.org/img/favicon.ico - - - - CLEAN

https://joinmastodon.org - - - - CLEAN

https://web.telegram.org - - - - CLEAN

https://climatejustice.rocks - - - - CLEAN

https://joinmastodon.org/apps - - - - CLEAN

http://telegram.org/css/bootstrap.min.css?3 - - - - CLEAN

http://telegram.org/css/telegram.css?231 - - - - CLEAN

http://45.159.249.4/1474 - 45.159.249.4 - - CLEAN

http://telegram.org/js/tgwallpaper.min.js?3 - - - - CLEAN
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Domain

Domain IP Address Country Protocols Verdict

IP

IP Address Domains Country Protocols Verdict

Registry

Registry Key Operations Parent Process Name Verdict

Process

Process Name Commandline Verdict

climatejustice.social 167.86.107.75 - TCP, HTTPS, DNS MALICIOUS

t.me 149.154.167.99 - TCP, HTTPS, DNS CLEAN

joinmastodon.org - - - CLEAN

climatejustice.rocks - - - CLEAN

docs.joinmastodon.org - - - CLEAN

telegram.org - - - CLEAN

funk.climatejustice.global - - - CLEAN

climatejustice.global - - - CLEAN

fonts.googleapis.com - - - CLEAN

web.telegram.org - - - CLEAN

github.com - - - CLEAN

149.154.167.99 t.me United Kingdom TCP, HTTPS, DNS CLEAN

45.159.249.4 - Russia TCP CLEAN

167.86.107.75 climatejustice.social Germany TCP, HTTPS, DNS CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
AppContext

access
9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40
c858f163d01f8.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography access cvtres.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Ma
chineGuid

read, access cvtres.exe CLEAN

9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f163d
01f8.exe

"C:
\Users\RDhJ0CNFevzX\Desktop\9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f16
3d01f8.exe" 

MALICIOUS

cvtres.exe "C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe" SUSPICIOUS
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YARA / AV

YARA (32)

Ruleset Name Rule Name Rule Description File Type File Name Classification Verdict

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5

Malware ArkeiStealer ArkeiStealer Memory Dump - Spyware 5/5
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ENVIRONMENT

Virtual Machine Information

Platform Information

Software Information

System Information

Name win10_64_th2_en_mso2016

Description win10_64_th2_en_mso2016

Architecture x86 64-bit

Operating System Windows 10 Threshold 2

Kernel Version 10.0.10586.0 (0de6dc23-8e19-4bb7-8608-d54b1e6fa379)

Network Scheme Name Local Gateway

Network Config Name Local Gateway

Platform Version 4.6.0

Dynamic Engine Version 4.6.0 / 07/08/2022 04:26

Static Engine Version 4.6.0.0 / 2022-07-08 03:00:22

AV Exceptions Version 4.6.1.9 / 2022-07-29 14:01:00

Link Detonation Heuristics Version 4.6.1.9 / 2022-07-29 14:01:00

Smart Memory Dumping Rules
Version

4.6.1.9 / 2022-07-29 14:01:00

Config Extractors Version 4.6.1.12 / 2022-08-02 11:53:09

Signature Trust Store Version 4.6.1.9 / 2022-07-29 14:01:00

VMRay Threat Identifiers Version 4.6.1.14 / 2022-08-03 12:19:21

YARA Built-in Ruleset Version 4.6.1.10

Adobe Acrobat Reader Version Not installed

Microsoft Office 2016

Microsoft Office Version 16.0.4266.1001

Hangul Office Not installed

Hangul Office Version Not installed

Internet Explorer Version 11.0.10586.0

Chrome Version Not installed

Firefox Version Not installed

Flash Version Not installed

Java Version Not installed

Sample Directory C:\Users\RDhJ0CNFevzX\Desktop

Computer Name XC64ZB

User Domain XC64ZB

User Name RDhJ0CNFevzX

User Profile C:\Users\RDhJ0CNFevzX

Temp Directory C:\Users\RDHJ0C~1\AppData\Local\Temp
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System Root C:\Windows

X-Ray Vision for Malware - www.vmray.com 19 / 19


	DYNAMIC ANALYSIS REPORT
	#10848542

	DYNAMIC ANALYSIS REPORT
	#10848542

	OVERVIEW
	VMRay Threat Identifiers (16 rules, 27 matches)

	DYNAMIC ANALYSIS REPORT
	#10848542

	DYNAMIC ANALYSIS REPORT
	#10848542
	Mitre ATT&CK Matrix

	DYNAMIC ANALYSIS REPORT
	#10848542
	Sample Information
	Analysis Information

	DYNAMIC ANALYSIS REPORT
	#10848542

	DYNAMIC ANALYSIS REPORT
	#10848542
	Screenshots truncated

	DYNAMIC ANALYSIS REPORT
	#10848542

	NETWORK
	General
	DNS
	HTTP/S
	HTTP Requests

	DYNAMIC ANALYSIS REPORT
	#10848542
	DNS Requests

	DYNAMIC ANALYSIS REPORT
	#10848542

	BEHAVIOR
	Process Graph

	DYNAMIC ANALYSIS REPORT
	#10848542
	Process #1: 9f532c8749bc71b3fc723d42f86300ae5a583515817da2aad40c858f163d01f8.exe
	Host Behavior

	DYNAMIC ANALYSIS REPORT
	#10848542
	Process #2: cvtres.exe
	Injection Information (7)
	Host Behavior

	DYNAMIC ANALYSIS REPORT
	#10848542
	Network Behavior

	DYNAMIC ANALYSIS REPORT
	#10848542

	ARTIFACTS
	File
	Filename

	DYNAMIC ANALYSIS REPORT
	#10848542
	URL

	DYNAMIC ANALYSIS REPORT
	#10848542
	Domain
	IP
	Registry
	Process

	DYNAMIC ANALYSIS REPORT
	#10848542

	YARA / AV
	YARA (32)

	DYNAMIC ANALYSIS REPORT
	#10848542

	ENVIRONMENT
	Virtual Machine Information
	Platform Information
	Software Information
	System Information

	DYNAMIC ANALYSIS REPORT
	#10848542


