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MALICIOUS

Classifications: Spyware

Threat Names: Mal/HTMLGen-A Mal/Generic-S

Verdict Reason: -

Sample Type Windows Exe (x86-32)

File Name 7fd0c18e417e77f1b4019024738211632265864ea3acf9f985eea6c0c75ba3ba.exe

ID #5068401

MD5 ffba715730cdb446fa832c8fcaa4f783

SHA1 c15cccf1ba94a7e67e615bf4f94d1266fc9d3c7b

SHA256 7fd0c18e417e77f1b4019024738211632265864ea3acf9f985eea6c0c75ba3ba

File Size 1241.96 KB

Report Created 2022-08-05 17:57 (UTC+2)

Target Environment win7_64_sp1_en_mso2016 | exe
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OVERVIEW

VMRay Threat Identifiers (36 rules, 296 matches)

Score Category Operation Count Classification

5/5 Data Collection Takes screenshot 5 -

(Process #13) eu1.exe takes a screenshot using BitBlt API.

(Process #8) real.exe takes a screenshot using BitBlt API.

(Process #12) tag.exe takes a screenshot using BitBlt API.

(Process #7) namdoitntn.exe takes a screenshot using BitBlt API.

(Process #9) safert44.exe takes a screenshot using BitBlt API.

• 

• 

• 

• 

• 

5/5 _data_collection Tries to read cached credentials of various applications 1 Spyware

Tries to read sensitive data of: Electrum-LTC Litecoin Wallet, Total Commander, Exodus Cryptocurrency Wallet, CocCoc, Windows Mail... ...Comodo IceDragon, Amigo, CentBrowser,
Opera, 7Star, Chedot, MultiDoge DogeCoin wallet, Torch, k-Meleon, Mozilla Firefox, Cyberfox.

• 

5/5 Discovery Combination of other detections shows configuration discovery 1 -

Based on a combination of other detections, the sample gathers information about the running system to identify it.• 

5/5 Data Collection Combination of other detections shows multiple input capture behaviors 5 Spyware

(Process #13) eu1.exe takes screenshots and potentially exfiltrates data.

(Process #8) real.exe takes screenshots and potentially exfiltrates data.

(Process #12) tag.exe takes screenshots and potentially exfiltrates data.

(Process #7) namdoitntn.exe takes screenshots and potentially exfiltrates data.

(Process #9) safert44.exe takes screenshots and potentially exfiltrates data.

• 

• 

• 

• 

• 

4/5 Reputation Known malicious file 7 -

Reputation analysis labels embedded file "0" as Mal/Generic-S.

Reputation analysis labels embedded file "2" as Mal/Generic-S.

The sample itself is a known malicious file.

Embedded file "C:\Program Files (x86)\Company\NewProduct\F0geI.exe" is a known malicious file.

Reputation analysis labels embedded file "C:\Program Files (x86)\Company\NewProduct\tag.exe" as Mal/Generic-S.

Reputation analysis labels embedded file "C:\Program Files (x86)\Company\NewProduct\real.exe" as Mal/Generic-S.

Reputation analysis labels embedded file "C:\Program Files (x86)\Company\NewProduct\EU1.exe" as Mal/Generic-S.

• 

• 

• 

• 

• 

• 

• 

4/5 Reputation Contacts known malicious URL 1 -

Reputation analysis labels the URL "http://62.204.41.126/1521" which was contacted by (process #13) eu1.exe as Mal/HTMLGen-A.• 

4/5 Reputation Contacts known malicious IP address 3 -

Reputation analysis labels the contacted IP address 31.41.244.134 as Mal/HTMLGen-A.

Reputation analysis labels the contacted IP address 103.89.90.61 as Mal/HTMLGen-A.

Reputation analysis labels the contacted IP address 62.204.41.144 as Mal/HTMLGen-A.

• 

• 

• 

3/5 _data_collection Reads cryptocurrency wallet locations 20 -

X-Ray Vision for Malware - www.vmray.com 2 / 50



DYNAMIC ANALYSIS REPORT
#10850318

Score Category Operation Count Classification

(Process #13) eu1.exe tries to read the cryptocurrency wallet "Ethereum" for "ETH".

(Process #13) eu1.exe tries to read the cryptocurrency wallet "Electrum Bitcoin Wallet" for "BTC".

(Process #13) eu1.exe tries to read the cryptocurrency wallet "Electrum-LTC Litecoin Wallet" for "LTC".

(Process #13) eu1.exe tries to read the cryptocurrency wallet "Exodus Cryptocurrency Wallet".

(Process #13) eu1.exe tries to read the cryptocurrency wallet "Electron Cash Bitcoin Cash Wallet" for "BCH".

(Process #13) eu1.exe tries to read the cryptocurrency wallet "MultiDoge DogeCoin wallet" for "DOGE".

(Process #13) eu1.exe tries to read the cryptocurrency wallet "Bitcoin" for "BTC".

(Process #8) real.exe tries to read the cryptocurrency wallet "Ethereum" for "ETH".

(Process #8) real.exe tries to read the cryptocurrency wallet "Electrum Bitcoin Wallet" for "BTC".

(Process #8) real.exe tries to read the cryptocurrency wallet "Electrum-LTC Litecoin Wallet" for "LTC".

(Process #8) real.exe tries to read the cryptocurrency wallet "Exodus Cryptocurrency Wallet".

(Process #8) real.exe tries to read the cryptocurrency wallet "Electron Cash Bitcoin Cash Wallet" for "BCH".

(Process #8) real.exe tries to read the cryptocurrency wallet "MultiDoge DogeCoin wallet" for "DOGE".

(Process #8) real.exe tries to read the cryptocurrency wallet "Bitcoin" for "BTC".

(Process #12) tag.exe tries to read the cryptocurrency wallet "Electrum Bitcoin Wallet" for "BTC".

(Process #12) tag.exe tries to read the cryptocurrency wallet "Exodus Cryptocurrency Wallet".

(Process #9) safert44.exe tries to read the cryptocurrency wallet "Electrum Bitcoin Wallet" for "BTC".

(Process #9) safert44.exe tries to read the cryptocurrency wallet "Exodus Cryptocurrency Wallet".

(Process #7) namdoitntn.exe tries to read the cryptocurrency wallet "Electrum Bitcoin Wallet" for "BTC".

(Process #7) namdoitntn.exe tries to read the cryptocurrency wallet "Exodus Cryptocurrency Wallet".

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

3/5 Defense Evasion Tries to detect the presence of antivirus software 3 -

(Process #9) safert44.exe tries to detect antivirus software via WMI query: "SELECT * FROM AntivirusProduct".

(Process #12) tag.exe tries to detect antivirus software via WMI query: "SELECT * FROM AntivirusProduct".

(Process #7) namdoitntn.exe tries to detect antivirus software via WMI query: "SELECT * FROM AntivirusProduct".

• 

• 

• 

3/5 Defense Evasion Tries to detect the presence of anti-spyware software 3 -

(Process #9) safert44.exe tries to detect anti-spyware software via WMI query: "SELECT * FROM AntiSpyWareProduct".

(Process #12) tag.exe tries to detect anti-spyware software via WMI query: "SELECT * FROM AntiSpyWareProduct".

(Process #7) namdoitntn.exe tries to detect anti-spyware software via WMI query: "SELECT * FROM AntiSpyWareProduct".

• 

• 

• 

3/5 Defense Evasion Tries to detect the presence of firewall software 3 -

(Process #9) safert44.exe tries to detect firewall via WMI query: "SELECT * FROM FirewallProduct".

(Process #12) tag.exe tries to detect firewall via WMI query: "SELECT * FROM FirewallProduct".

(Process #7) namdoitntn.exe tries to detect firewall via WMI query: "SELECT * FROM FirewallProduct".

• 

• 

• 

3/5 Network Connection Uses HTTP to upload a large amount of data. 2 -

(Process #13) eu1.exe uploads 127.589KB data using HTTP POST.

(Process #8) real.exe uploads 139.166KB data using HTTP POST.

• 

• 

2/5 _data_collection Reads sensitive browser data 44 -
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(Process #13) eu1.exe tries to read sensitive data of web browser "Mozilla Firefox" by file.

(Process #13) eu1.exe tries to read sensitive data of web browser "Opera" by file.

(Process #13) eu1.exe tries to read sensitive data of web browser "Google Chrome" by file.

(Process #13) eu1.exe tries to read sensitive data of web browser "Chromium" by file.

(Process #13) eu1.exe tries to read sensitive data of web browser "Amigo" by file.

(Process #13) eu1.exe tries to read sensitive data of web browser "Torch" by file.

(Process #13) eu1.exe tries to read sensitive data of web browser "Vivaldi" by file.

(Process #13) eu1.exe tries to read sensitive data of web browser "Comodo Dragon" by file.

(Process #13) eu1.exe tries to read sensitive data of web browser "Epic Privacy Browser" by file.

(Process #13) eu1.exe tries to read sensitive data of web browser "CocCoc" by file.

(Process #13) eu1.exe tries to read sensitive data of web browser "CentBrowser" by file.

(Process #13) eu1.exe tries to read sensitive data of web browser "7Star" by file.

(Process #13) eu1.exe tries to read sensitive data of web browser "Chedot" by file.

(Process #8) real.exe tries to read sensitive data of web browser "Mozilla Firefox" by file.

(Process #8) real.exe tries to read sensitive data of web browser "Opera" by file.

(Process #8) real.exe tries to read sensitive data of web browser "Google Chrome" by file.

(Process #8) real.exe tries to read sensitive data of web browser "Chromium" by file.

(Process #8) real.exe tries to read sensitive data of web browser "Amigo" by file.

(Process #8) real.exe tries to read sensitive data of web browser "Torch" by file.

(Process #8) real.exe tries to read sensitive data of web browser "Vivaldi" by file.

(Process #8) real.exe tries to read sensitive data of web browser "Comodo Dragon" by file.

(Process #8) real.exe tries to read sensitive data of web browser "Epic Privacy Browser" by file.

(Process #8) real.exe tries to read sensitive data of web browser "CocCoc" by file.

(Process #8) real.exe tries to read sensitive data of web browser "CentBrowser" by file.

(Process #8) real.exe tries to read sensitive data of web browser "7Star" by file.

(Process #8) real.exe tries to read sensitive data of web browser "Chedot" by file.

(Process #12) tag.exe tries to read sensitive data of web browser "Internet Explorer / Edge" by file.

(Process #9) safert44.exe tries to read sensitive data of web browser "Opera" by file.

(Process #9) safert44.exe tries to read sensitive data of web browser "Mozilla Firefox" by file.

(Process #9) safert44.exe tries to read sensitive data of web browser "k-Meleon" by file.

(Process #9) safert44.exe tries to read sensitive data of web browser "Comodo IceDragon" by file.

(Process #9) safert44.exe tries to read sensitive data of web browser "Cyberfox" by file.

(Process #9) safert44.exe tries to read sensitive data of web browser "Internet Explorer / Edge" by file.

(Process #12) tag.exe tries to read sensitive data of web browser "Opera" by file.

(Process #12) tag.exe tries to read sensitive data of web browser "Mozilla Firefox" by file.

(Process #12) tag.exe tries to read sensitive data of web browser "k-Meleon" by file.

(Process #12) tag.exe tries to read sensitive data of web browser "Comodo IceDragon" by file.

(Process #12) tag.exe tries to read sensitive data of web browser "Cyberfox" by file.

(Process #7) namdoitntn.exe tries to read sensitive data of web browser "Internet Explorer / Edge" by file.

(Process #7) namdoitntn.exe tries to read sensitive data of web browser "Opera" by file.

(Process #7) namdoitntn.exe tries to read sensitive data of web browser "Mozilla Firefox" by file.

(Process #7) namdoitntn.exe tries to read sensitive data of web browser "k-Meleon" by file.

(Process #7) namdoitntn.exe tries to read sensitive data of web browser "Comodo IceDragon" by file.

(Process #7) namdoitntn.exe tries to read sensitive data of web browser "Cyberfox" by file.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

2/5 _data_collection Reads sensitive ftp data 8 -
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(Process #13) eu1.exe tries to read sensitive data of ftp application "FileZilla" by file.

(Process #8) real.exe tries to read sensitive data of ftp application "FileZilla" by file.

(Process #9) safert44.exe tries to read sensitive data of ftp application "FileZilla" by file.

(Process #12) tag.exe tries to read sensitive data of ftp application "FileZilla" by file.

(Process #12) tag.exe tries to read sensitive data of ftp application "Total Commander" by file.

(Process #9) safert44.exe tries to read sensitive data of ftp application "Total Commander" by file.

(Process #7) namdoitntn.exe tries to read sensitive data of ftp application "Total Commander" by file.

(Process #7) namdoitntn.exe tries to read sensitive data of ftp application "FileZilla" by file.

• 

• 

• 

• 

• 

• 

• 

• 

2/5 _data_collection Reads sensitive mail data 11 -

(Process #13) eu1.exe tries to read sensitive data of mail application "Mozilla Thunderbird" by file.

(Process #8) real.exe tries to read sensitive data of mail application "Mozilla Thunderbird" by file.

(Process #12) tag.exe tries to read sensitive data of mail application "The Bat!" by file.

(Process #12) tag.exe tries to read sensitive data of mail application "Windows Mail" by file.

(Process #9) safert44.exe tries to read sensitive data of mail application "Mozilla Thunderbird" by file.

(Process #9) safert44.exe tries to read sensitive data of mail application "The Bat!" by file.

(Process #9) safert44.exe tries to read sensitive data of mail application "Windows Mail" by file.

(Process #12) tag.exe tries to read sensitive data of mail application "Mozilla Thunderbird" by file.

(Process #7) namdoitntn.exe tries to read sensitive data of mail application "The Bat!" by file.

(Process #7) namdoitntn.exe tries to read sensitive data of mail application "Windows Mail" by file.

(Process #7) namdoitntn.exe tries to read sensitive data of mail application "Mozilla Thunderbird" by file.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

2/5 Anti Analysis Delays execution 1 -

(Process #8) real.exe has a thread which sleeps more than 5 minutes.• 

2/5 Discovery Executes WMI query 24 -

(Process #12) tag.exe executes WMI query: SELECT * FROM Win32_DiskDrive.

(Process #9) safert44.exe executes WMI query: SELECT * FROM Win32_DiskDrive.

(Process #7) namdoitntn.exe executes WMI query: SELECT * FROM Win32_DiskDrive.

(Process #9) safert44.exe executes WMI query: SELECT * FROM AntivirusProduct.

(Process #9) safert44.exe executes WMI query: SELECT * FROM AntiSpyWareProduct.

(Process #9) safert44.exe executes WMI query: SELECT * FROM FirewallProduct.

(Process #9) safert44.exe executes WMI query: SELECT * FROM Win32_Process Where SessionId='1'.

(Process #9) safert44.exe executes WMI query: SELECT * FROM Win32_Processor.

(Process #12) tag.exe executes WMI query: SELECT * FROM Win32_Process Where SessionId='1'.

(Process #12) tag.exe executes WMI query: SELECT * FROM AntivirusProduct.

(Process #12) tag.exe executes WMI query: SELECT * FROM AntiSpyWareProduct.

(Process #12) tag.exe executes WMI query: SELECT * FROM FirewallProduct.

(Process #12) tag.exe executes WMI query: SELECT * FROM Win32_Processor.

(Process #9) safert44.exe executes WMI query: SELECT * FROM Win32_VideoController.

(Process #7) namdoitntn.exe executes WMI query: SELECT * FROM Win32_Processor.

(Process #9) safert44.exe executes WMI query: SELECT * FROM Win32_OperatingSystem.

(Process #12) tag.exe executes WMI query: SELECT * FROM Win32_VideoController.

(Process #12) tag.exe executes WMI query: SELECT * FROM Win32_OperatingSystem.

(Process #7) namdoitntn.exe executes WMI query: SELECT * FROM Win32_VideoController.

(Process #7) namdoitntn.exe executes WMI query: SELECT * FROM Win32_OperatingSystem.

(Process #7) namdoitntn.exe executes WMI query: SELECT * FROM Win32_Process Where SessionId='1'.

(Process #7) namdoitntn.exe executes WMI query: SELECT * FROM AntivirusProduct.

(Process #7) namdoitntn.exe executes WMI query: SELECT * FROM AntiSpyWareProduct.

(Process #7) namdoitntn.exe executes WMI query: SELECT * FROM FirewallProduct.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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2/5 Discovery Collects hardware properties 3 -

(Process #12) tag.exe queries hardware properties via WMI.

(Process #9) safert44.exe queries hardware properties via WMI.

(Process #7) namdoitntn.exe queries hardware properties via WMI.

• 

• 

• 

2/5 Discovery Enumerates running processes 5 -

(Process #9) safert44.exe enumerates running processes via WMI.

(Process #12) tag.exe enumerates running processes via WMI.

(Process #7) namdoitntn.exe enumerates running processes via WMI.

(Process #13) eu1.exe enumerates running processes.

(Process #8) real.exe enumerates running processes.

• 

• 

• 

• 

• 

2/5 Discovery Queries OS version via WMI 3 -

(Process #9) safert44.exe queries OS version via WMI.

(Process #12) tag.exe queries OS version via WMI.

(Process #7) namdoitntn.exe queries OS version via WMI.

• 

• 

• 

2/5 Discovery Reads network adapter information 1 -

(Process #12) tag.exe reads the network adapters' addresses by API.• 

1/5 System Modification Modifies application directory 9 -

(Process #1) 7fd0c18e417e77f1b4019024738211632265864ea3acf9f985eea6c0c75ba3ba.exe modifies "C:\Program Files (x86)\Company".

(Process #1) 7fd0c18e417e77f1b4019024738211632265864ea3acf9f985eea6c0c75ba3ba.exe modifies "C:\Program Files (x86)\Company\NewProduct".

(Process #1) 7fd0c18e417e77f1b4019024738211632265864ea3acf9f985eea6c0c75ba3ba.exe modifies "C:\Program Files (x86)\Company\NewProduct\namdoitntn.exe".

(Process #1) 7fd0c18e417e77f1b4019024738211632265864ea3acf9f985eea6c0c75ba3ba.exe modifies "C:\Program Files (x86)\Company\NewProduct\real.exe".

(Process #1) 7fd0c18e417e77f1b4019024738211632265864ea3acf9f985eea6c0c75ba3ba.exe modifies "C:\Program Files (x86)\Company\NewProduct\safert44.exe".

(Process #1) 7fd0c18e417e77f1b4019024738211632265864ea3acf9f985eea6c0c75ba3ba.exe modifies "C:\Program Files (x86)\Company\NewProduct\kukurzka9000.exe".

(Process #1) 7fd0c18e417e77f1b4019024738211632265864ea3acf9f985eea6c0c75ba3ba.exe modifies "C:\Program Files (x86)\Company\NewProduct\F0geI.exe".

(Process #1) 7fd0c18e417e77f1b4019024738211632265864ea3acf9f985eea6c0c75ba3ba.exe modifies "C:\Program Files (x86)\Company\NewProduct\tag.exe".

(Process #1) 7fd0c18e417e77f1b4019024738211632265864ea3acf9f985eea6c0c75ba3ba.exe modifies "C:\Program Files (x86)\Company\NewProduct\EU1.exe".

• 

• 

• 

• 

• 

• 

• 

• 

• 

1/5 Hide Tracks Creates process with hidden window 1 -

(Process #1) 7fd0c18e417e77f1b4019024738211632265864ea3acf9f985eea6c0c75ba3ba.exe starts (process #4) iexplore.exe with a hidden window.• 

1/5 Discovery Reads system data 3 -

(Process #13) eu1.exe reads the cryptographic machine GUID from registry.

(Process #8) real.exe reads the cryptographic machine GUID from registry.

(Process #11) f0gei.exe reads the cryptographic machine GUID from registry.

• 

• 

• 

1/5 Discovery Possibly does reconnaissance 12 -
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(Process #13) eu1.exe tries to gather information about application "Mozilla Firefox" by file.

(Process #13) eu1.exe tries to gather information about application "WinSCP" by registry.

(Process #13) eu1.exe tries to gather information about application "FileZilla" by file.

(Process #8) real.exe tries to gather information about application "Mozilla Firefox" by file.

(Process #8) real.exe tries to gather information about application "WinSCP" by registry.

(Process #8) real.exe tries to gather information about application "FileZilla" by file.

(Process #9) safert44.exe tries to gather information about application "FileZilla" by file.

(Process #12) tag.exe tries to gather information about application "FileZilla" by file.

(Process #12) tag.exe tries to gather information about application "Steam" by registry.

(Process #9) safert44.exe tries to gather information about application "Steam" by registry.

(Process #7) namdoitntn.exe tries to gather information about application "FileZilla" by file.

(Process #7) namdoitntn.exe tries to gather information about application "Steam" by registry.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

1/5 Mutex Creates mutex 1 -

(Process #11) f0gei.exe creates mutex with name "colossssss///ihaaa".• 

1/5 Privilege Escalation Enables process privilege 4 -

(Process #9) safert44.exe enables process privilege "SeDebugPrivilege".

(Process #15) wmiprvse.exe enables process privilege "SeDebugPrivilege".

(Process #12) tag.exe enables process privilege "SeDebugPrivilege".

(Process #7) namdoitntn.exe enables process privilege "SeDebugPrivilege".

• 

• 

• 

• 

1/5 Obfuscation Reads from memory of another process 87 -
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(Process #15) wmiprvse.exe reads from smss.exe.

(Process #15) wmiprvse.exe reads from csrss.exe.

(Process #15) wmiprvse.exe reads from wininit.exe.

(Process #15) wmiprvse.exe reads from winlogon.exe.

(Process #15) wmiprvse.exe reads from services.exe.

(Process #15) wmiprvse.exe reads from lsass.exe.

(Process #15) wmiprvse.exe reads from lsm.exe.

(Process #15) wmiprvse.exe reads from svchost.exe.

(Process #15) wmiprvse.exe reads from (process #17) svchost.exe.

(Process #15) wmiprvse.exe reads from (process #14) svchost.exe.

(Process #15) wmiprvse.exe reads from spoolsv.exe.

(Process #15) wmiprvse.exe reads from taskhost.exe.

(Process #15) wmiprvse.exe reads from mscorsvw.exe.

(Process #15) wmiprvse.exe reads from dwm.exe.

(Process #15) wmiprvse.exe reads from explorer.exe.

(Process #15) wmiprvse.exe reads from wmiadap.exe.

(Process #15) wmiprvse.exe reads from (process #16) wmiprvse.exe.

(Process #15) wmiprvse.exe reads from (process #2) iexplore.exe.

(Process #15) wmiprvse.exe reads from (process #3) iexplore.exe.

(Process #15) wmiprvse.exe reads from wish true situation.exe.

(Process #15) wmiprvse.exe reads from member sport.exe.

(Process #15) wmiprvse.exe reads from check_event_product.exe.

(Process #15) wmiprvse.exe reads from indicate.exe.

(Process #15) wmiprvse.exe reads from stay discuss.exe.

(Process #15) wmiprvse.exe reads from sister factor.exe.

(Process #15) wmiprvse.exe reads from bereal.exe.

(Process #15) wmiprvse.exe reads from standsignificant.exe.

(Process #15) wmiprvse.exe reads from rather.exe.

(Process #15) wmiprvse.exe reads from partner_night_public.exe.

(Process #15) wmiprvse.exe reads from live.exe.

(Process #15) wmiprvse.exe reads from whether.exe.

(Process #15) wmiprvse.exe reads from indeed so.exe.

(Process #15) wmiprvse.exe reads from amongniceletter.exe.

(Process #15) wmiprvse.exe reads from discussion-stock-source.exe.

(Process #15) wmiprvse.exe reads from foxmailincmail.exe.

(Process #15) wmiprvse.exe reads from gmailnotifierpro.exe.

(Process #15) wmiprvse.exe reads from webdrive.exe.

(Process #15) wmiprvse.exe reads from whatsapp.exe.

(Process #15) wmiprvse.exe reads from winscp.exe.

(Process #15) wmiprvse.exe reads from yahoomessenger.exe.

(Process #15) wmiprvse.exe reads from active-charge.exe.

(Process #15) wmiprvse.exe reads from accupos.exe.

(Process #15) wmiprvse.exe reads from afr38.exe.

(Process #15) wmiprvse.exe reads from aldelo.exe.

(Process #15) wmiprvse.exe reads from ccv_server.exe.

(Process #15) wmiprvse.exe reads from centralcreditcard.exe.

(Process #15) wmiprvse.exe reads from creditservice.exe.

(Process #15) wmiprvse.exe reads from edcsvr.exe.

(Process #15) wmiprvse.exe reads from fpos.exe.

(Process #15) wmiprvse.exe reads from taskeng.exe.

(Process #15) wmiprvse.exe reads from mxslipstream.exe.

(Process #15) wmiprvse.exe reads from omnipos.exe.

(Process #15) wmiprvse.exe reads from spcwin.exe.

(Process #15) wmiprvse.exe reads from spgagentservice.exe.

(Process #15) wmiprvse.exe reads from utg2.exe.

(Process #15) wmiprvse.exe reads from someone_perform.exe.

(Process #15) wmiprvse.exe reads from i_chance_vote.exe.

(Process #15) wmiprvse.exe reads from far.exe.

(Process #15) wmiprvse.exe reads from filezilla.exe.

(Process #15) wmiprvse.exe reads from flashfxp.exe.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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Score Category Operation Count Classification

1/5 Network Connection Performs DNS request 1 -

(Process #12) tag.exe resolves host name "transfer.sh" to IP "144.76.136.153".• 

1/5 Network Connection Connects to remote host 4 -

(Process #7) namdoitntn.exe opens an outgoing TCP connection to host "103.89.90.61:18728".

(Process #12) tag.exe opens an outgoing TCP connection to host "144.76.136.153:443".

(Process #9) safert44.exe opens an outgoing TCP connection to host "31.41.244.134:11643".

(Process #12) tag.exe opens an outgoing TCP connection to host "62.204.41.144:14096".

• 

• 

• 

• 

1/5 Network Connection Downloads file 2 -

(Process #8) real.exe downloads file via http from http://45.159.248.53/3742161666.zip.

(Process #13) eu1.exe downloads file via http from http://62.204.41.126/8994804269.zip.

• 

• 

1/5 Network Connection Tries to connect using an uncommon port 3 -

(Process #7) namdoitntn.exe tries to connect to TCP port 18728 at 103.89.90.61.

(Process #12) tag.exe tries to connect to TCP port 14096 at 62.204.41.144.

(Process #9) safert44.exe tries to connect to TCP port 11643 at 31.41.244.134.

• 

• 

• 

1/5 Crash A monitored process crashed 2 -

(Process #13) eu1.exe crashed.

(Process #8) real.exe crashed.

• 

• 

1/5 Obfuscation Resolves API functions dynamically 6 -

(Process #8) real.exe resolves 184 API functions by name.

(Process #11) f0gei.exe resolves 113 API functions by name.

(Process #13) eu1.exe resolves 184 API functions by name.

(Process #12) tag.exe resolves 55 API functions by name.

(Process #9) safert44.exe resolves 24 API functions by name.

(Process #7) namdoitntn.exe resolves 49 API functions by name.

• 

• 

• 

• 

• 

• 

1/5 Execution Executes dropped PE file 7 -

Executes dropped file "0".

Executes dropped file "C:\Program Files (x86)\Company\NewProduct\real.exe".

Executes dropped file "2".

Executes dropped file "C:\Program Files (x86)\Company\NewProduct\EU1.exe".

Executes dropped file "C:\Program Files (x86)\Company\NewProduct\F0geI.exe".

Executes dropped file "C:\Program Files (x86)\Company\NewProduct\kukurzka9000.exe".

Executes dropped file "C:\Program Files (x86)\Company\NewProduct\tag.exe".

• 

• 

• 

• 

• 

• 

• 

- Trusted Known clean file 9 -
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Score Category Operation Count Classification

File "C:\Users\KEECFM~1\AppData\Local\Temp\$inst\2.tmp" is a known clean file.

Embedded file "libcurl.dll" is a known clean file.

Embedded file "mozglue.dll" is a known clean file.

Embedded file "sqlite3.dll" is a known clean file.

Embedded file "freebl3.dll" is a known clean file.

Embedded file "softokn3.dll" is a known clean file.

Embedded file "nss3.dll" is a known clean file.

Embedded file "vcruntime140.dll" is a known clean file.

Embedded file "msvcp140.dll" is a known clean file.

• 

• 

• 

• 

• 

• 

• 

• 

• 

- Trusted Executable has a trusted signature 4 -

Executable mozglue.dll has a trusted signature.

Executable freebl3.dll has a trusted signature.

Executable softokn3.dll has a trusted signature.

Executable nss3.dll has a trusted signature.

• 

• 

• 

• 
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Mitre ATT&CK Matrix

Initial Access Execution Persistence
Privilege

Escalation
Defense
Evasion

Credential
Access

Discovery
Lateral

Movement
Collection

Command
and Control

Exfiltration Impact

#T1047
Windows

Management
Instrumentation

#T1143 Hidden
Window

#T1081
Credentials in

Files

#T1082
System

Information
Discovery

#T1105
Remote File

Copy

#T1119
Automated
Collection

#T1071
Standard

Application
Layer Protocol

#T1020
Automated
Exfiltration

#T1045
Software
Packing

#T1056 Input
Capture

#T1012 Query
Registry

#T1005 Data
from Local

System

#T1105
Remote File

Copy

#T1083 File
and Directory

Discovery

#T1113 Screen
Capture

#T1065
Uncommonly

Used Port

#T1057
Process

Discovery

#T1056 Input
Capture

#T1063
Security
Software

Discovery

#T1016
System
Network

Configuration
Discovery
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Sample Information

Analysis Information

ID #5068401

MD5 ffba715730cdb446fa832c8fcaa4f783

SHA1 c15cccf1ba94a7e67e615bf4f94d1266fc9d3c7b

SHA256 7fd0c18e417e77f1b4019024738211632265864ea3acf9f985eea6c0c75ba3ba

SSDeep 24576:pAT8QE+kEKkUsAqQwN7yweEOFeN5Wy7lfeSqB+HkfnC2sH2BcUSnH6NW6u0thZ:pAI+pKkkq3N7pOFE5Wy7lWSqBwgC2sHY

ImpHash c9adc83b45e363b21cd6b11b5da0501f

File Name 7fd0c18e417e77f1b4019024738211632265864ea3acf9f985eea6c0c75ba3ba.exe

File Size 1241.96 KB

Sample Type Windows Exe (x86-32)

Has Macros ✔

Creation Time 2022-08-05 17:57 (UTC+2)

Analysis Duration 00:04:00

Termination Reason Timeout

Number of Monitored Processes 15

Execution Successful False

Reputation Enabled ✔

WHOIS Enabled ✔

Built-in AV Enabled ✖

Built-in AV Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Number of AV Matches 0

YARA Enabled ✔

YARA Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Number of YARA Matches 0
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Screenshots truncated
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DYNAMIC ANALYSIS REPORT
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NETWORK

General

DNS

HTTP/S

HTTP Requests

Method URL Dest. IP Dest. Port Status Code Response Size Verdict

DNS Requests

Type Hostname Response Code Resolved IPs CNames Verdict

5589.70 KB total sent

7348.72 KB total received

6 ports 18728, 80, 14096, 443, 53, 11643

8 contacted IP addresses

1 URLs extracted

5 files downloaded

0 malicious hosts detected

1 DNS requests for 1 domains

1 nameservers contacted

0 total requests returned errors

6 URLs contacted, 2 servers

2 sessions, 981.48 KB sent, 21938.43 KB received

GET http://45.159.248.53/3742161666.zip - - 0 bytes NA

GET http://45.159.248.53/1571 - - 0 bytes NA

POST http://62.204.41.126 - - 0 bytes NA

GET http://62.204.41.126/8994804269.zip - - 0 bytes NA

GET http://62.204.41.126/1521 - - 0 bytes NA

POST http://45.159.248.53 - - 0 bytes NA

A transfer.sh NO_ERROR 144.76.136.153 NA
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BEHAVIOR

Process Graph

Sample Start
#1

7fd0c18e417e77f1b4019024738211632265864ea3acf9f985eea6c0c75ba3ba.exe

#2
iexplore.exe

Child Process

#3
iexplore.exe

Child Process

#4
iexplore.exe

Child Process

#7
namdoitntn.exe

Child Process

#8
real.exeChild Process

#9
safert44.exe

Child Process

#10
kukurzka9000.exe

Child Process

#11
f0gei.exe

Child Process

#12
tag.exe

Child Process

#13
eu1.exe

Child Process

#5
iexplore.exeChild Process

#6
iexplore.exe

Child Process

#14
svchost.exe

RPC Server #15
wmiprvse.exe

RPC Server
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Process #1: 7fd0c18e417e77f1b4019024738211632265864ea3acf9f985eea6c0c75ba3ba.exe

Dropped Files (9)

File Name File Size SHA256 YARA Match

Host Behavior

Type Count

ID 1

File Name c:\users\keecfmwgj\desktop\7fd0c18e417e77f1b4019024738211632265864ea3acf9f985eea6c0c75ba3ba.exe

Command Line "C:\Users\kEecfMwgj\Desktop\7fd0c18e417e77f1b4019024738211632265864ea3acf9f985eea6c0c75ba3ba.exe" 

Initial Working Directory C:\Users\kEecfMwgj\Desktop\

Monitor Start Time Start Time: 47965, Reason: Analysis Target

Unmonitor End Time End Time: 86704, Reason: Terminated

Monitor duration 38.74s

Return Code 0

PID 3848

Parent PID 1916

Bitness 32 Bit

C:\Users\KEECFM~1\AppData\Local\Temp\$inst\2.tmp 36 bytes
a32e0a83001d2c5d41649063217923dac167809cab50ec5784078e41c9
ec0f0f

✖

C:\Program Files (x86)\Company\NewProduct\namdoitntn.exe 245.00 KB
b064af166491cb307cfcb9ce53c09696d9d3f6bfa65dfc60b237c275be9b6
55c

✖

C:\Program Files (x86)\Company\NewProduct\kukurzka9000.exe 1500.50 KB
ef1646934a42857fd4bea5210112ab72f40dfb0ad6b2c296dcb4d0f73a429
d55

✖

C:\Program Files (x86)\Company\NewProduct\safert44.exe 244.50 KB
86aeac2a4ee8e62265ee570718bbd41a4e643e0bad69e7b4fa6c24baeb2
20709

✖

C:\Program Files (x86)\Company\NewProduct\tag.exe 107.00 KB
8e2c9fd68fc850fa610d1edfd46fc4a66adbef24e42a1841290b0e0c08597
e89

✖

C:\Program Files (x86)\Company\NewProduct\EU1.exe 289.00 KB
5e0e8817946e234867eb10b92ce613a12d1597ca53e73020ec19e1c76b
3566cb

✖

C:\Program Files (x86)\Company\NewProduct\F0geI.exe 178.00 KB
42f46c886e929d455bc3adbd693150d16f94aa48b050cfa463e399521c50
e883

✖

C:\Users\KEECFM~1\AppData\Local\Temp\$inst\temp_0.tmp 1058.83 KB
b4fa441d7e832d9a970b503de12595e64d6ab65257c236e8ccb1a2d2c4a
7711f

✖

C:\Program Files (x86)\Company\NewProduct\real.exe 289.50 KB
6e8bae93bead10d8778a8f442828aac20a0bd5c87cabe3f6d76282a9d47
b7845

✖

Module 11

Keyboard 1

System 8

Window 93

File 885

Registry 32

Process 9
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Process #2: iexplore.exe

ID 2

File Name c:\program files (x86)\internet explorer\iexplore.exe

Command Line "C:\Program Files (x86)\Internet Explorer\iexplore.exe" about:blank

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 78297, Reason: Child Process

Unmonitor End Time End Time: 289426, Reason: Terminated by timeout

Monitor duration 211.13s

Return Code Unknown

PID 2092

Parent PID 3848

Bitness 32 Bit
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Process #3: iexplore.exe

ID 3

File Name c:\program files (x86)\internet explorer\iexplore.exe

Command Line "C:\Program Files (x86)\Internet Explorer\iexplore.exe" SCODEF:2092 CREDAT:14337

Initial Working Directory C:\Users\kEecfMwgj\Desktop\

Monitor Start Time Start Time: 78297, Reason: Child Process

Unmonitor End Time End Time: 289426, Reason: Terminated by timeout

Monitor duration 211.13s

Return Code Unknown

PID 2200

Parent PID 3848

Bitness 32 Bit
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Process #4: iexplore.exe

ID 4

File Name c:\program files (x86)\internet explorer\iexplore.exe

Command Line "C:\Program Files (x86)\Internet Explorer\iexplore.exe" SCODEF:2092 CREDAT:14341

Initial Working Directory C:\Users\kEecfMwgj\Desktop\

Monitor Start Time Start Time: 78297, Reason: Child Process

Unmonitor End Time End Time: 289426, Reason: Terminated by timeout

Monitor duration 211.13s

Return Code Unknown

PID 3872

Parent PID 3848

Bitness 32 Bit
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Process #5: iexplore.exe

ID 5

File Name c:\program files (x86)\internet explorer\iexplore.exe

Command Line "C:\Program Files (x86)\Internet Explorer\iexplore.exe" SCODEF:2092 CREDAT:79874

Initial Working Directory C:\Users\kEecfMwgj\Desktop\

Monitor Start Time Start Time: 78919, Reason: Child Process

Unmonitor End Time End Time: 289426, Reason: Terminated by timeout

Monitor duration 210.51s

Return Code Unknown

PID 3884

Parent PID 2092

Bitness 32 Bit
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Process #6: iexplore.exe

ID 6

File Name c:\program files (x86)\internet explorer\iexplore.exe

Command Line "C:\Program Files (x86)\Internet Explorer\iexplore.exe" SCODEF:2092 CREDAT:145409

Initial Working Directory C:\Users\kEecfMwgj\Desktop\

Monitor Start Time Start Time: 79398, Reason: Child Process

Unmonitor End Time End Time: 289426, Reason: Terminated by timeout

Monitor duration 210.03s

Return Code Unknown

PID 3904

Parent PID 2092

Bitness 32 Bit
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Process #7: namdoitntn.exe

Host Behavior

Type Count

Network Behavior

Type Count

ID 7

File Name c:\program files (x86)\company\newproduct\namdoitntn.exe

Command Line "C:\Program Files (x86)\Company\NewProduct\namdoitntn.exe" 

Initial Working Directory C:\Program Files (x86)\Company\NewProduct\

Monitor Start Time Start Time: 80536, Reason: Child Process

Unmonitor End Time End Time: 228227, Reason: Terminated

Monitor duration 147.69s

Return Code 0

PID 4008

Parent PID 3848

Bitness 32 Bit

Module 76

Environment 2

Registry 401

Window 3

File 256

System 203

- 5

User 3

COM 108

- 11

Keyboard 3

TCP 1
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Process #8: real.exe

Dropped Files (1)

File Name File Size SHA256 YARA Match

Host Behavior

Type Count

Network Behavior

Type Count

ID 8

File Name c:\program files (x86)\company\newproduct\real.exe

Command Line "C:\Program Files (x86)\Company\NewProduct\real.exe" 

Initial Working Directory C:\Program Files (x86)\Company\NewProduct\

Monitor Start Time Start Time: 81354, Reason: Child Process

Unmonitor End Time End Time: 148221, Reason: Crashed

Monitor duration 66.87s

Return Code 3221226356

PID 4028

Parent PID 3848

Bitness 32 Bit

- 4 bytes
c19404b20d11079ed5fdb7c60156618e3d2437a4dd7b4bcc83d9946b0eb
ddcc0

✖

System 413

Module 215

File 712

Environment 1

Registry 248

- 1

User 3

Keyboard 2

Process 102

HTTP 3
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Process #9: safert44.exe

Host Behavior

Type Count

Network Behavior

Type Count

ID 9

File Name c:\program files (x86)\company\newproduct\safert44.exe

Command Line "C:\Program Files (x86)\Company\NewProduct\safert44.exe" 

Initial Working Directory C:\Program Files (x86)\Company\NewProduct\

Monitor Start Time Start Time: 81673, Reason: Child Process

Unmonitor End Time End Time: 224848, Reason: Terminated

Monitor duration 143.18s

Return Code 0

PID 4036

Parent PID 3848

Bitness 32 Bit

Module 51

Environment 2

Registry 401

File 249

User 3

Keyboard 3

System 203

- 5

Window 2

COM 108

- 11

TCP 1
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Process #10: kukurzka9000.exe

ID 10

File Name c:\program files (x86)\company\newproduct\kukurzka9000.exe

Command Line "C:\Program Files (x86)\Company\NewProduct\kukurzka9000.exe" 

Initial Working Directory C:\Program Files (x86)\Company\NewProduct\

Monitor Start Time Start Time: 83395, Reason: Child Process

Unmonitor End Time End Time: 95135, Reason: Terminated

Monitor duration 11.74s

Return Code 3221225781

PID 4044

Parent PID 3848

Bitness 32 Bit
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Process #11: f0gei.exe

Host Behavior

Type Count

ID 11

File Name c:\program files (x86)\company\newproduct\f0gei.exe

Command Line "C:\Program Files (x86)\Company\NewProduct\F0geI.exe" 

Initial Working Directory C:\Program Files (x86)\Company\NewProduct\

Monitor Start Time Start Time: 83799, Reason: Child Process

Unmonitor End Time End Time: 126417, Reason: Terminated

Monitor duration 42.62s

Return Code 0

PID 4052

Parent PID 3848

Bitness 32 Bit

System 4

Module 140

File 3

Environment 1

Mutex 2

Registry 2

User 1

X-Ray Vision for Malware - www.vmray.com 27 / 50



DYNAMIC ANALYSIS REPORT
#10850318

Process #12: tag.exe

Dropped Files (2)

File Name File Size SHA256 YARA Match

Host Behavior

Type Count

Network Behavior

Type Count

ID 12

File Name c:\program files (x86)\company\newproduct\tag.exe

Command Line "C:\Program Files (x86)\Company\NewProduct\tag.exe" 

Initial Working Directory C:\Program Files (x86)\Company\NewProduct\

Monitor Start Time Start Time: 83857, Reason: Child Process

Unmonitor End Time End Time: 224786, Reason: Terminated

Monitor duration 140.93s

Return Code 0

PID 4060

Parent PID 3848

Bitness 32 Bit

C:\Users\kEecfMwgj\AppData\Local\Temp\ingior.exe 0 bytes
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852
b855

✖

C:\Users\kEecfMwgj\AppData\Local\Temp\qdse.exe 0 bytes
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852
b855

✖

Environment 5

Registry 407

Module 82

File 282

User 3

- 13

COM 108

- 11

Keyboard 3

System 206

Window 2

- 1

DNS 1

TCP 3
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Process #13: eu1.exe

Dropped Files (1)

File Name File Size SHA256 YARA Match

Host Behavior

Type Count

Network Behavior

Type Count

ID 13

File Name c:\program files (x86)\company\newproduct\eu1.exe

Command Line "C:\Program Files (x86)\Company\NewProduct\EU1.exe" 

Initial Working Directory C:\Program Files (x86)\Company\NewProduct\

Monitor Start Time Start Time: 85179, Reason: Child Process

Unmonitor End Time End Time: 134078, Reason: Crashed

Monitor duration 48.90s

Return Code 3221226356

PID 4068

Parent PID 3848

Bitness 32 Bit

- 4 bytes
238007bab679e9334e81de144882a6a932c3f0e9c388b2f32cc58d0cc10
1ddc0

✖

System 30

Module 214

File 1284

Environment 1

Registry 246

- 1

User 2

Keyboard 2

Process 104

HTTP 3
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Process #14: svchost.exe

ID 14

File Name c:\windows\system32\svchost.exe

Command Line C:\Windows\system32\svchost.exe -k netsvcs

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 161282, Reason: RPC Server

Unmonitor End Time End Time: 289426, Reason: Terminated by timeout

Monitor duration 128.14s

Return Code Unknown

PID 872

Parent PID 4060

Bitness 64 Bit
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Process #15: wmiprvse.exe

Host Behavior

Type Count

ID 15

File Name c:\windows\system32\wbem\wmiprvse.exe

Command Line C:\Windows\system32\wbem\wmiprvse.exe -secured -Embedding

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 161282, Reason: RPC Server

Unmonitor End Time End Time: 289426, Reason: Terminated by timeout

Monitor duration 128.14s

Return Code Unknown

PID 3184

Parent PID 872

Bitness 64 Bit

Module 32

User 3

System 343

Process 1163

- 2009

Registry 6
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ARTIFACTS

File

SHA256 File Names Category File Size MIME Type Operations Verdict

7fd0c18e417e77f1b4019024
738211632265864ea3acf9f9
85eea6c0c75ba3ba

C:
\Users\kEecfMwgj\Desktop\7fd0c18e4
17e77f1b4019024738211632265864ea
3acf9f985eea6c0c75ba3ba.exe

Sample File 1241.96 KB
application/
vnd.microsoft.portable-
executable

Access, Read MALICIOUS

b064af166491cb307cfcb9ce
53c09696d9d3f6bfa65dfc60b
237c275be9b655c

0, C:\Program Files
(x86)\Company\NewProduct\namdoit
ntn.exe

Dropped File 245.00 KB
application/
vnd.microsoft.portable-
executable

Access, Create, Write MALICIOUS

86aeac2a4ee8e62265ee570
718bbd41a4e643e0bad69e7
b4fa6c24baeb220709

2, C:\Program Files
(x86)\Company\NewProduct\safert44.
exe

Dropped File 244.50 KB
application/
vnd.microsoft.portable-
executable

Access, Create, Write MALICIOUS

8e2c9fd68fc850fa610d1edfd
46fc4a66adbef24e42a18412
90b0e0c08597e89

C:\Program Files
(x86)\Company\NewProduct\tag.exe, 5

Dropped File 107.00 KB
application/
vnd.microsoft.portable-
executable

Access, Create, Write MALICIOUS

5e0e8817946e234867eb10b
92ce613a12d1597ca53e730
20ec19e1c76b3566cb

C:\Program Files
(x86)\Company\NewProduct\EU1.exe,
6

Dropped File 289.00 KB
application/
vnd.microsoft.portable-
executable

Access, Create, Write MALICIOUS

42f46c886e929d455bc3adbd
693150d16f94aa48b050cfa4
63e399521c50e883

C:\Program Files
(x86)\Company\NewProduct\F0geI.ex
e, 4

Dropped File 178.00 KB
application/
vnd.microsoft.portable-
executable

Access, Create, Write MALICIOUS

6e8bae93bead10d8778a8f44
2828aac20a0bd5c87cabe3f6
d76282a9d47b7845

C:\Program Files
(x86)\Company\NewProduct\real.exe,
1

Dropped File 289.50 KB
application/
vnd.microsoft.portable-
executable

Access, Create, Write MALICIOUS

16574f51785b0e2fc29c2c61
477eb47bb39f714829999511
dc8952b43ab17660

sqlite3.dll Memory Dump 630.46 KB
application/
vnd.microsoft.portable-
executable

- CLEAN

e2935b5b28550d47dc971f45
6d6961f20d1633b489299875
0140e0eaa9ae9d78

nss3.dll Extracted File 1216.95 KB
application/
vnd.microsoft.portable-
executable

- CLEAN

a32e0a83001d2c5d4164906
3217923dac167809cab50ec
5784078e41c9ec0f0f

C:
\Users\KEECFM~1\AppData\Local\Te
mp\$inst\2.tmp

Dropped File 36 bytes
application/vnd.ms-cab-
compressed

Access, Create, Delete,
Read, Write

CLEAN

ef1646934a42857fd4bea521
0112ab72f40dfb0ad6b2c296
dcb4d0f73a429d55

C:\Program Files
(x86)\Company\NewProduct\kukurzk
a9000.exe, 3

Dropped File 1500.50 KB
application/
vnd.microsoft.portable-
executable

Access, Create, Write CLEAN

c40bb03199a2054dabfc7a8e
01d6098e91de7193619effbd
0f142a7bf031c14d

vcruntime140.dll Extracted File 81.82 KB
application/
vnd.microsoft.portable-
executable

- CLEAN

334e69ac9367f708ce601a6f
490ff227d6c20636da5222f14
8b25831d22e13d4

msvcp140.dll Extracted File 429.80 KB
application/
vnd.microsoft.portable-
executable

- CLEAN

6babc34d089d907875aa529
4fb4c0dd1886fc8cc390e10f6
aa78ee677c78d004

libcurl.dll Extracted File 4188.57 KB
application/
vnd.microsoft.portable-
executable

- CLEAN

3fe6b1c54b8cf28f571e0c5d6
636b4069a8ab00b4f11dd842
cfec00691d0c9cd

mozglue.dll Extracted File 133.95 KB
application/
vnd.microsoft.portable-
executable

- CLEAN

f46deaa325e56e125775fa30
441b28e7be691c5dad11ccc
a9d921d60962f1160

- Downloaded File 3557.20 KB application/zip - CLEAN

c19404b20d11079ed5fdb7c6
0156618e3d2437a4dd7b4bc
c83d9946b0ebddcc0

- Downloaded File 4 bytes text/plain - CLEAN

1fa7371c982d063559e5bc1f
7126d34d303df7125345aa7f
83a26d0da5fbb450

- Downloaded File 193 bytes text/plain - CLEAN

a770ecba3b08bbabd0a567fc
978e50615f8b346709f8eb3cf
acf3faab24090ba

freebl3.dll Extracted File 326.45 KB
application/
vnd.microsoft.portable-
executable

- CLEAN

83496df6692f116665dc6810
8a112940af3ff1802db9896ef
3aa08544be480e6

- Downloaded File 112 bytes text/plain - CLEAN
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238007bab679e9334e81de1
44882a6a932c3f0e9c388b2f
32cc58d0cc101ddc0

- Downloaded File 4 bytes text/plain - CLEAN

43536adef2ddcc811c28d35f
a6ce3031029a2424ad39398
9db36169ff2995083

softokn3.dll Extracted File 141.45 KB
application/
vnd.microsoft.portable-
executable

- CLEAN

b4fa441d7e832d9a970b503d
e12595e64d6ab65257c236e
8ccb1a2d2c4a7711f

C:
\Users\KEECFM~1\AppData\Local\Te
mp\$inst\temp_0.tmp

Dropped File 1058.83 KB
application/vnd.ms-cab-
compressed

Access, Create, Delete,
Read, Write

CLEAN

C:
\Users\kEecfMwgj\Desktop\7fd0c18e417e77f1b401902473821163226
5864ea3acf9f985eea6c0c75ba3ba.exe

Sample File, Accessed File, VM File Access, Read MALICIOUS

C:\Users\KEECFM~1\AppData\Local\Temp\$inst\10.tmp Accessed File Access, Delete CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\imloifkgjagghnncjkhggdhalmcnfklk\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension
Settings\bhghoamapcdpbohphigoooaddinpkbai\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Sync Extension
Settings\bfnaelmomeimhlpmgjnjophhpkkoljpa\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Local\Amigo\User Data\\Local State Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension
Settings\mgffkfbidihjpoaomajlbgchddlicgpn\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Local\brave\\Local State Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Thunderbird\Profiles\..
\profiles.ini

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\ejbalbakoplchlghecdalmeeeajnimhm\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Sync Extension
Settings\aeachknmefphepccionboohckonoeemg\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\dkdedlpgdmmkkfjabffeganieamfklkm\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\ffnbelfdoeiohenkjibnmadjiehjhajb\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\IndexedDB\chrome-
extension_aeachknmefphepccionboohckonoeemg_0.indexeddb.leveld
b\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\bhhhlbepdkbapadjdnnojkbgioiodbic\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\nlbmnnijcnlegkjjpcfjclmcfggfefdm\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\ookjlbkiijinhpmnjffcofjonbfbgaoc\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\jaxx\Local Storage\ Accessed File Access CLEAN

c:\users\keecfmwgj\appdata\local\microsoft\windows\temporary
internet files\content.ie5\rijuql1c\45_159_248_53[1].txt

Downloaded File, Extracted File - CLEAN
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C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\IndexedDB\chrome-
extension_fnjhmkhhmkbjkkabndcnnogagogbneec_0.indexeddb.leveldb
\CURRENT

Accessed File Access CLEAN

C:\Users\KEECFM~1\AppData\Local\Temp\$inst\0.tmp Accessed File Access, Delete CLEAN

C:\Users\kEecfMwgj\AppData\Local\Vivaldi\User Data\\Local State Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\IndexedDB\chrome-
extension_acmacodkjbdgmoleebolmdjonilkdbch_0.indexeddb.leveldb\
CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\IndexedDB\chrome-
extension_bhghoamapcdpbohphigoooaddinpkbai_0.indexeddb.leveldb\
CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Sync Extension
Settings\odbfpeeihdkbihmopkbjmoonfanlbfcl\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Sync Extension
Settings\nhnkbkgjikgcigadomkphalanndcapjk\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Sync Extension
Settings\nanjmdknhkinifnkgdcggcfnhdaammmj\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\IndexedDB\chrome-
extension_pdadjkfkgcafgbceimcpbkalnfnepbnk_0.indexeddb.leveldb\C
URRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\IndexedDB\chrome-
extension_cnmamaachppnkjgnildpdmkaakejnhae_0.indexeddb.leveld
b\CURRENT

Accessed File Access CLEAN

C:\Users\KEECFM~1\AppData\Local\Temp\$inst\12.tmp Accessed File Access, Delete CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension
Settings\cjelfplplebdjjenllpjcblmjkfcffne\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\FileZilla\recentservers.xml Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\cnmamaachppnkjgnildpdmkaakejnhae\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension
Settings\jojhfeoedkpkglbfimdfabpdfjaoolaf\CURRENT

Accessed File Access CLEAN

4 Archive File - CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\jbdaocneiiinmjbjlgalhcelgbejmnid\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Local\Chedot\User Data\\Local State Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\IndexedDB\chrome-
extension_cgeeodpfagjceefieflmdfphplkenlfk_0.indexeddb.leveldb\CU
RRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension
Settings\bhhhlbepdkbapadjdnnojkbgioiodbic\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Daedalus Mainnet\wallets\ Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\hnfanknocfeofbddgcijnmhnfnkdnaad\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\gaedmjdfmmahhbjefcbgaolhhanlaolb\CURRENT

Accessed File Access CLEAN
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C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\aodkkagnadcbobfpggfnjeongemjbjca\CURRENT

Accessed File Access CLEAN

C:\Program Files (x86)\Company\NewProduct\safert44.exe.config Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\IndexedDB\chrome-
extension_kjmoohlgokccodicjjfebfomlbljgfhk_0.indexeddb.leveldb\CU
RRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Sync Extension
Settings\lpilbniiabackdjcionkobglmddfbcjo\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\hpglfhgfnhbgpjdenjgmdgoeiappafln\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\lpilbniiabackdjcionkobglmddfbcjo\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\IndexedDB\chrome-
extension_bhhhlbepdkbapadjdnnojkbgioiodbic_0.indexeddb.leveldb\C
URRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\odbfpeeihdkbihmopkbjmoonfanlbfcl\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\kpfopkelmapcoipemfendmdcghnegimn\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\IndexedDB\chrome-
extension_bfnaelmomeimhlpmgjnjophhpkkoljpa_0.indexeddb.leveldb\
CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\lpfcbjknijpeeillifnkikgncikgfhdo\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\IndexedDB\chrome-
extension_ilgcnhelpchnceeipipijaljkblbcobl_0.indexeddb.leveldb\CUR
RENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\IndexedDB\chrome-
extension_flpiciilemghbmfalicajoolhkkenfel_0.indexeddb.leveldb\CUR
RENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Moonchild Productions\Pale
Moon\Profiles\..\profiles.ini

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\ibnejdfjmmkpcnlpebklmnkoeoihofec\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Sync Extension
Settings\dkdedlpgdmmkkfjabffeganieamfklkm\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\IndexedDB\chrome-
extension_jbdaocneiiinmjbjlgalhcelgbejmnid_0.indexeddb.leveldb\CU
RRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\flpiciilemghbmfalicajoolhkkenfel\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\IndexedDB\chrome-
extension_hmeobnfnfcmdkdcmlblgagmfpfboieaf_0.indexeddb.leveldb\
CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\IndexedDB\chrome-
extension_kpfopkelmapcoipemfendmdcghnegimn_0.indexeddb.leveld
b\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\fhmfendgdocmcbmfikdcogofphimnkno\CURRENT

Accessed File Access CLEAN
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C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\IndexedDB\chrome-
extension_lpfcbjknijpeeillifnkikgncikgfhdo_0.indexeddb.leveldb\CURR
ENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\aeachknmefphepccionboohckonoeemg\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension
Settings\dngmlblcodfobpdpecaadgfbcggfjfnm\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension
Settings\flpiciilemghbmfalicajoolhkkenfel\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\IndexedDB\chrome-
extension_jojhfeoedkpkglbfimdfabpdfjaoolaf_0.indexeddb.leveldb\CU
RRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\IndexedDB\chrome-
extension_dngmlblcodfobpdpecaadgfbcggfjfnm_0.indexeddb.leveldb\C
URRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\ibnejdfjmmkpcnlpebklmnkoeoihofec\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\IndexedDB\chrome-
extension_hcflpincpppdclinealmandijcmnkbgn_0.indexeddb.leveldb\C
URRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\IndexedDB\chrome-
extension_ffnbelfdoeiohenkjibnmadjiehjhajb_0.indexeddb.leveldb\CU
RRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\jbdaocneiiinmjbjlgalhcelgbejmnid\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\IndexedDB\chrome-
extension_flpiciilemghbmfalicajoolhkkenfel_0.indexeddb.leveldb\CUR
RENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\hnfanknocfeofbddgcijnmhnfnkdnaad\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\IndexedDB\chrome-
extension_ejbalbakoplchlghecdalmeeeajnimhm_0.indexeddb.leveldb\
CURRENT

Accessed File Access CLEAN

C:\Users\KEECFM~1\AppData\Local\Temp\$inst\16.tmp Accessed File Access, Delete CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension
Settings\ookjlbkiijinhpmnjffcofjonbfbgaoc\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Sync Extension
Settings\bhghoamapcdpbohphigoooaddinpkbai\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Sync Extension
Settings\kncchdigobghenbbaddojjnnaogfppfj\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Local\TorBro\Profile\\Local State Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension
Settings\kpfopkelmapcoipemfendmdcghnegimn\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\imloifkgjagghnncjkhggdhalmcnfklk\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\kncchdigobghenbbaddojjnnaogfppfj\CURRENT

Accessed File Access CLEAN

C:\Program Files (x86)\Company\NewProduct Accessed File Access, Create CLEAN
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C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\kncchdigobghenbbaddojjnnaogfppfj\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\ilgcnhelpchnceeipipijaljkblbcobl\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\IndexedDB\chrome-
extension_cgeeodpfagjceefieflmdfphplkenlfk_0.indexeddb.leveldb\CU
RRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\cjelfplplebdjjenllpjcblmjkfcffne\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\IndexedDB\chrome-
extension_jnkelfanjkeadonecabehalmbgpfodjm_0.indexeddb.leveldb\C
URRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Local\Yandex Accessed File Access, Create CLEAN

C:\Users\kEecfMwgj\AppData\Local Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\IndexedDB\chrome-
extension_nhnkbkgjikgcigadomkphalanndcapjk_0.indexeddb.leveldb\
CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\IndexedDB\chrome-
extension_lpfcbjknijpeeillifnkikgncikgfhdo_0.indexeddb.leveldb\CURR
ENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Local\Chromium\User Data\\Local
State

Accessed File Access CLEAN

C:\Users\KEECFM~1\AppData\Local\Temp\$inst\temp_0.tmp Dropped File, Accessed File
Access, Create, Delete,
Read, Write

CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension
Settings\jbdaocneiiinmjbjlgalhcelgbejmnid\CURRENT

Accessed File Access CLEAN

C:\Program Files (x86) Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension
Settings\dkdedlpgdmmkkfjabffeganieamfklkm\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\oeljdldpnmdbchonielidgobddffflal\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\bfnaelmomeimhlpmgjnjophhpkkoljpa\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\atomic\Local Storage\leveldb\ Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\IndexedDB\chrome-
extension_fhmfendgdocmcbmfikdcogofphimnkno_0.indexeddb.leveldb
\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\acmacodkjbdgmoleebolmdjonilkdbch\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Sync Extension
Settings\kjmoohlgokccodicjjfebfomlbljgfhk\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\bhghoamapcdpbohphigoooaddinpkbai\CURRENT

Accessed File Access CLEAN

C:\Users\KEECFM~1\AppData\Local\Temp\$inst\21.tmp Accessed File Access, Delete CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Sync Extension
Settings\ilgcnhelpchnceeipipijaljkblbcobl\CURRENT

Accessed File Access CLEAN
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C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension
Settings\nanjmdknhkinifnkgdcggcfnhdaammmj\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\nhnkbkgjikgcigadomkphalanndcapjk\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\IndexedDB\chrome-
extension_mgffkfbidihjpoaomajlbgchddlicgpn_0.indexeddb.leveldb\CU
RRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Sync Extension
Settings\ffnbelfdoeiohenkjibnmadjiehjhajb\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\IndexedDB\chrome-
extension_mnfifefkajgofkcjkemidiaecocnkjeh_0.indexeddb.leveldb\CU
RRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\IndexedDB\chrome-
extension_kncchdigobghenbbaddojjnnaogfppfj_0.indexeddb.leveldb\C
URRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension
Settings\cgeeodpfagjceefieflmdfphplkenlfk\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension
Settings\ejbalbakoplchlghecdalmeeeajnimhm\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension
Settings\fhbohimaelbohpjbbldcngcnapndodjp\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Sync Extension
Settings\fhilaheimglignddkjgofkcbgekhenbh\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Sync Extension
Settings\cgeeodpfagjceefieflmdfphplkenlfk\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\cjelfplplebdjjenllpjcblmjkfcffne\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Sync Extension
Settings\kpfopkelmapcoipemfendmdcghnegimn\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\fhbohimaelbohpjbbldcngcnapndodjp\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Sync Extension
Settings\dmkamcknogkgcdfhhbddcghachkejeap\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\IndexedDB\chrome-
extension_hnfanknocfeofbddgcijnmhnfnkdnaad_0.indexeddb.leveldb\C
URRENT

Accessed File Access CLEAN

System Paging File Accessed File Access, Read CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension
Settings\bfnaelmomeimhlpmgjnjophhpkkoljpa\CURRENT

Accessed File Access CLEAN

0 Archive File - CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\kjmoohlgokccodicjjfebfomlbljgfhk\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\hcflpincpppdclinealmandijcmnkbgn\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\pdadjkfkgcafgbceimcpbkalnfnepbnk\CURRENT

Accessed File Access CLEAN
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Reduced dataset

URL

URL Category IP Address Country HTTP Methods Verdict

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Sync Extension
Settings\hcflpincpppdclinealmandijcmnkbgn\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\IndexedDB\chrome-
extension_cjelfplplebdjjenllpjcblmjkfcffne_0.indexeddb.leveldb\CURR
ENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\fhmfendgdocmcbmfikdcogofphimnkno\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension
Settings\ibnejdfjmmkpcnlpebklmnkoeoihofec\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\jnkelfanjkeadonecabehalmbgpfodjm\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Sync Extension
Settings\bhhhlbepdkbapadjdnnojkbgioiodbic\CURRENT

Accessed File Access CLEAN

C:\Users\KEECFM~1\AppData\Local\Temp\$inst\20.tmp Accessed File Access, Delete CLEAN

C:\Users\kEecfMwgj\AppData\Local\Blockstream\Green\wallets\ Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\fnjhmkhhmkbjkkabndcnnogagogbneec\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\IndexedDB\chrome-
extension_dngmlblcodfobpdpecaadgfbcggfjfnm_0.indexeddb.leveldb\C
URRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\IndexedDB\chrome-
extension_pdadjkfkgcafgbceimcpbkalnfnepbnk_0.indexeddb.leveldb\C
URRENT

Accessed File Access CLEAN

6 Archive File - CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\IndexedDB\chrome-
extension_mgffkfbidihjpoaomajlbgchddlicgpn_0.indexeddb.leveldb\CU
RRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Local Extension
Settings\jnkelfanjkeadonecabehalmbgpfodjm\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension
Settings\aodkkagnadcbobfpggfnjeongemjbjca\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension
Settings\hnfanknocfeofbddgcijnmhnfnkdnaad\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension
Settings\mgffkfbidihjpoaomajlbgchddlicgpn\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension
Settings\lpfcbjknijpeeillifnkikgncikgfhdo\CURRENT

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\Opera Software\\Opera GX
Stable\Sync Extension
Settings\lpfcbjknijpeeillifnkikgncikgfhdo\CURRENT

Accessed File Access CLEAN

C:\Users\KEECFM~1\AppData\Local\Temp\$inst\2.tmp Dropped File, Accessed File
Access, Create, Delete,
Read, Write

CLEAN

http://62.204.41.126/1521 - 62.204.41.126 - GET MALICIOUS

http://45.159.248.53/3742161666.zip - 45.159.248.53 - GET CLEAN
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Domain

Domain IP Address Country Protocols Verdict

IP

IP Address Domains Country Protocols Verdict

Mutex

Name Operations Parent Process Name Verdict

Registry

Registry Key Operations Parent Process Name Verdict

http://45.159.248.53/1571 - 45.159.248.53 - GET CLEAN

http://62.204.41.126 - 62.204.41.126 - POST CLEAN

http://62.204.41.126/8994804269.zip - 62.204.41.126 - GET CLEAN

http://45.95.11.158 - 45.95.11.158 - - CLEAN

http://45.159.248.53 - 45.159.248.53 - POST CLEAN

transfer.sh 144.76.136.153 - TCP, DNS, TLS CLEAN

31.41.244.134 - Russia TCP MALICIOUS

103.89.90.61 - Vietnam TCP MALICIOUS

62.204.41.144 - Russia TCP MALICIOUS

45.95.11.158 - Slovakia TCP CLEAN

62.204.41.126 - Russia TCP, HTTP CLEAN

45.159.248.53 - Russia TCP, HTTP CLEAN

144.76.136.153 transfer.sh Germany TCP, DNS, TLS CLEAN

colossssss///ihaaa access f0gei.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\MobileOptionPack\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-001F-040C-0000-0000000FF1CE}
\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0115-0409-0000-0000000FF1CE}
\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699A5}.KB2151757

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0019-0409-0000-0000000FF1CE}
\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{2BC3BD4D-FABA-4394-93C7-9AC82A263FE2}

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework access tag.exe CLEAN

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\Current
Version\Internet Settings\Connections

access tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{65e650ff-30be-469d-
b63a-418d71ea1765}\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0044-0409-0000-0000000FF1CE}
\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699A5}.KB2549743\Display
Version

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699A5}\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0015-0409-0000-0000000FF1CE}
\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-001B-0409-0000-0000000FF1CE}
\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\HWRPortReuseOnSocketBind

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\IE40

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0016-0409-0000-0000000FF1CE}
\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\NewProduct 1.00\Publisher

access, write
7fd0c18e417e77f1b4019024738211632265864ea3acf9f985e
ea6c0c75ba3ba.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\CSDVersion

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{3c3aafc8-d898-43ec-998f-965ffdae065a}
\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{710f4c1c-cc18-4c49-8cbf-51240c89a1a2}

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\Connection Manager

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699A5}.KB2549743

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\System.Net.ServicePointManager.SchSendAuxRecord

access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Net Framework
Setup\NDP\v4\Client\InstallPath

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\AddressBook\DisplayVersion

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_CURRENT_USER\SOFTWARE\Microsoft\.NETFramework\
XML

access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB982573

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION\System\C
entralProcessor\0\ProcessorNameString

read, access real.exe, eu1.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard Time\Dynamic
DST

access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Clients\Sta
rtMenuInternet\IEXPLORE.EXE

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{33d1fd90-4274-48a1-9bc1-97e33d9c2d6f}
\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard Time\MUI_Dlt

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-001F-0C0A-0000-0000000FF1CE}

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\IE4Data\DisplayVersion

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699A5}.KB2565063\Display
Version

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{92FB6C44-E685-45AD-9B20-
CADF4CABA132}.KB4503575\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0115-0409-0000-0000000FF1CE}

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\Office16.PROPLUS\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\InstallationType

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699A5}.KB982573

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0018-0409-0000-0000000FF1CE}

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{BD95A8CD-1D9F-35AD-981A-3E7925026EBB}

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{B175520C-86A2-35A7-8619-86DC379688B9}\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699A5}.KB2467173\Display
Name

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\IE40\DisplayVersion

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699A5}.KB2544655\Display
Name

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\RequireCertificateEKUs

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows
\CurrentVersion\Internet Settings

access tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{2BC3BD4D-
FABA-4394-93C7-9AC82A263FE2}\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-002C-0409-0000-0000000FF1CE}
\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-001F-0C0A-0000-0000000FF1CE}
\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0018-0409-0000-0000000FF1CE}
\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_CURRENT_USER\Software\Martin Prikryl\WinSCP
2\Configuration

access real.exe, eu1.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\AddressBook\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\NewProduct 1.00\EstimatedSize

access, write
7fd0c18e417e77f1b4019024738211632265864ea3acf9f985e
ea6c0c75ba3ba.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-006E-0409-0000-0000000FF1CE}
\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB2467173\DisplayVersion

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{F0C3E5D1-1ADE-321E-8167-68EF0DE699A5}

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\NewProduct 1.00\VersionMajor

access, write
7fd0c18e417e77f1b4019024738211632265864ea3acf9f985e
ea6c0c75ba3ba.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{13A4EE12-23EA-3371-91EE-EFB36DDFFF3E}
\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\UseSafeSynchronousClose

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\NewProduct 1.00\UninstallString

access, write
7fd0c18e417e77f1b4019024738211632265864ea3acf9f985e
ea6c0c75ba3ba.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB2549743\DisplayVersion

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB2544655\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0011-0000-0000-0000000FF1CE}
\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{B175520C-86A2-35A7-8619-86DC379688B9}\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-012B-0409-0000-0000000FF1CE}
\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0117-0409-0000-0000000FF1CE}
\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB2151757\DisplayVersion

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699A5}.KB2524860\Display
Version

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\SchSendAuxRecord

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\Connection Manager\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\NewProduct 1.00\DisplayName

read, access, write
eu1.exe, safert44.exe,
7fd0c18e417e77f1b4019024738211632265864ea3acf9f985e
ea6c0c75ba3ba.exe, namdoitntn.exe, real.exe, tag.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\DirectDrawEx\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0016-0409-0000-0000000FF1CE}
\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699A5}.KB2524860

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\IEData

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-00BA-0409-0000-0000000FF1CE}
\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Ma
chineGuid

read, access real.exe, eu1.exe, f0gei.exe CLEAN
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB2565063

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699A5}\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699A5}.KB2151757\Display
Name

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{9BE518E6-ECC6-35A9-88E4-87755C07200F}
\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699A5}.KB2565063\Display
Name

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\System.Net.ServicePointManager.UseSafeSynchronousC
lose

access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Internet Settings\Connections

access tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-012B-0409-0000-0000000FF1CE}
\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\System.Uri.AllowAllUriEncodingExpansion

access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699A5}.KB2467173\Display
Version

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{3c3aafc8-d898-43ec-998f-965ffdae065a}

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\System.Net.ServicePointManager.RequireCertificateEKUs

access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\Fontcore\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\ProductName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB2544655

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\NewProduct 1.00\InstallSource

access, write
7fd0c18e417e77f1b4019024738211632265864ea3acf9f985e
ea6c0c75ba3ba.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB2565063\DisplayVersion

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\AddressBook

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0018-0409-0000-0000000FF1CE}
\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0090-0409-0000-0000000FF1CE}
\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{e6e75766-da0f-4ba2-9788-6ea593ce702d}
\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ca67548a-5ebe-413a-
b50c-4b9ceb6d66c6}\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\SystemDefaultTlsVersions

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\System.Uri.AllowDangerousUnicodeDecompositions

access namdoitntn.exe, safert44.exe, tag.exe CLEAN
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{65e650ff-30be-469d-
b63a-418d71ea1765}\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-002C-0409-0000-0000000FF1CE}

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\NewProduct 1.00\NoRepair

access, write
7fd0c18e417e77f1b4019024738211632265864ea3acf9f985e
ea6c0c75ba3ba.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0044-0409-0000-0000000FF1CE}

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-00E1-0409-0000-0000000FF1CE}
\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\System.Net.ServicePointManager.UseStrictRfcInterimRe
sponseHandling

access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-00E2-0409-0000-0000000FF1CE}
\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0015-0409-0000-0000000FF1CE}

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\MobileOptionPack

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{F8CFEB22-
A2E7-3971-9EDA-4B11EDEFC185}\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{33d1fd90-4274-48a1-9bc1-97e33d9c2d6f}
\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699A5}.KB2524860\Display
Name

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\SchUseStrongCrypto

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\IEData\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{e6e75766-da0f-4ba2-9788-6ea593ce702d}
\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\UseStrictIPv6AddressParsing

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-00A1-0409-0000-0000000FF1CE}

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-00BA-0409-0000-0000000FF1CE}
\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-00E2-0409-0000-0000000FF1CE}

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{9BE518E6-ECC6-35A9-88E4-87755C07200F}
\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\DirectDrawEx\DisplayVersion

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0011-0000-0000-0000000FF1CE}
\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard Time\MUI_Std

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\IE4Data\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard
Time\MUI_Display

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN
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Reduced dataset

Process

Process Name Commandline Verdict

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\UseHttpPipeliningAndBufferPooling

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{65e650ff-30be-469d-b63a-418d71ea1765}

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
B0D5-35EC-8441-6616F567A0F7}.KB2524860\DisplayVersion

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Clients\Sta
rtMenuInternet\IEXPLORE.EXE\shell\open\command

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{0FA68574-690B-4B00-89AA-
B28946231449}\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0016-0409-0000-0000000FF1CE}

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\Connection Manager\DisplayVersion

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699A5}.KB2544655

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-001F-0409-0000-0000000FF1CE}
\DisplayVersion

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{13A4EE12-23EA-3371-91EE-EFB36DDFFF3E}

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{710f4c1c-
cc18-4c49-8cbf-51240c89a1a2}\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\IE5BAKEX\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0011-0000-0000-0000000FF1CE}

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-006E-0409-0000-0000000FF1CE}

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\SchedulingAgent\DisplayVersion

read, access namdoitntn.exe, safert44.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{BD95A8CD-1D9F-35AD-981A-3E7925026EBB}
\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{e6e75766-da0f-4ba2-9788-6ea593ce702d}

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-001B-0409-0000-0000000FF1CE}
\DisplayName

read, access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{F0C3E5D1-1ADE-321E-8167-68EF0DE699A5}.KB2467173

access eu1.exe, safert44.exe, namdoitntn.exe, real.exe, tag.exe CLEAN

7fd0c18e417e77f1b4019024738211632265864ea3acf9f985eea6c0c75b
a3ba.exe

"C:
\Users\kEecfMwgj\Desktop\7fd0c18e417e77f1b4019024738211632265864ea3acf9f985eea6c0c75ba3b
a.exe" 

MALICIOUS

namdoitntn.exe "C:\Program Files (x86)\Company\NewProduct\namdoitntn.exe" MALICIOUS

real.exe "C:\Program Files (x86)\Company\NewProduct\real.exe" MALICIOUS

safert44.exe "C:\Program Files (x86)\Company\NewProduct\safert44.exe" MALICIOUS

f0gei.exe "C:\Program Files (x86)\Company\NewProduct\F0geI.exe" MALICIOUS

tag.exe "C:\Program Files (x86)\Company\NewProduct\tag.exe" MALICIOUS
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eu1.exe "C:\Program Files (x86)\Company\NewProduct\EU1.exe" MALICIOUS

iexplore.exe "C:\Program Files (x86)\Internet Explorer\iexplore.exe" SCODEF:2092 CREDAT:14341 CLEAN

iexplore.exe "C:\Program Files (x86)\Internet Explorer\iexplore.exe" SCODEF:2092 CREDAT:79874 CLEAN

iexplore.exe "C:\Program Files (x86)\Internet Explorer\iexplore.exe" SCODEF:2092 CREDAT:145409 CLEAN

kukurzka9000.exe "C:\Program Files (x86)\Company\NewProduct\kukurzka9000.exe" CLEAN

svchost.exe C:\Windows\system32\svchost.exe -k netsvcs CLEAN

iexplore.exe "C:\Program Files (x86)\Internet Explorer\iexplore.exe" about:blank CLEAN

iexplore.exe "C:\Program Files (x86)\Internet Explorer\iexplore.exe" SCODEF:2092 CREDAT:14337 CLEAN

wmiprvse.exe C:\Windows\system32\wbem\wmiprvse.exe -secured -Embedding CLEAN

X-Ray Vision for Malware - www.vmray.com 47 / 50



DYNAMIC ANALYSIS REPORT
#10850318

YARA / AV

No YARA or AV matches available.
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Virtual Machine Information

Platform Information

Software Information

System Information

Name win7_64_sp1_en_mso2016

Description win7_64_sp1_en_mso2016

Architecture x86 64-bit

Operating System Windows 7

Kernel Version 6.1.7601.18741 (2e37f962-d699-492c-aaf3-f9f4e9770b1d)

Network Scheme Name Local Gateway

Network Config Name Local Gateway

Platform Version 4.6.0

Dynamic Engine Version 4.6.0 / 07/08/2022 04:26

Static Engine Version 4.6.0.0 / 2022-07-08 03:00:22

AV Exceptions Version 4.6.1.9 / 2022-07-29 14:01:00

Link Detonation Heuristics Version 4.6.1.9 / 2022-07-29 14:01:00

Smart Memory Dumping Rules
Version

4.6.1.9 / 2022-07-29 14:01:00

Config Extractors Version 4.6.1.12 / 2022-08-02 11:53:09

Signature Trust Store Version 4.6.1.9 / 2022-07-29 14:01:00

VMRay Threat Identifiers Version 4.6.1.14 / 2022-08-03 12:19:21

YARA Built-in Ruleset Version 4.6.1.10

Adobe Acrobat Reader Version Not installed

Microsoft Office 2016

Microsoft Office Version 16.0.4266.1001

Hangul Office Not installed

Hangul Office Version Not installed

Internet Explorer Version 8.0.7601.17514

Chrome Version Not installed

Firefox Version Not installed

Flash Version Not installed

Java Version Not installed

Sample Directory C:\Users\kEecfMwgj\Desktop

Computer Name Q9IATRKPRH

User Domain Q9IATRKPRH

User Name kEecfMwgj

User Profile C:\Users\kEecfMwgj

Temp Directory C:\Users\KEECFM~1\AppData\Local\Temp
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System Root C:\Windows
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