DYNAMIC ANALYSIS REPORT

#4865860

Classifications: -

MALICIOUS Threat Names: AgentTesla.v3

Sample Type

File Name

ID

MD5

SHA1

SHA256

File Size
Report Created

Target Environment

Verdict Reason: -

Windows Exe (x86-32)

7bb212946fd eb406¢72a8f691405d185065514d5d c1f269f8e409762ff9f6915.exe
#2101650

4c414bA73bccbbee2c7cde00248ealal
77bf848d5a1d4d0fdc252aa170e7b8af19bcc012

7bb212946fdeb406¢ 72a8f691405d185065514d5dc 1f269f8e409762ff9f6915

523.50 KB

2022-05-04 19:48 (UTC+2)

winl0_64_th2_en _mso2016 | exe
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DYNAMIC ANALYSIS REPORT

#4865860

OVERVIEW

VMRay Threat Identifiers (11 rules, 15 matches)

Score Category Operation Count Classification
5/5 YARA Malicious content matched by YARA rules 1 Spyware

* Rule "AgentTesla_StringDecryption_v3" from ruleset "Malware" has matched on a memory dump for (process #7)
7bb212946fdeb406c 72a8f691405d185065514d5dc 1f269f8e409762ff9f6915.exe.

Injection Writes into the memory of a process started from a created or modified executable 1 -

« (Process #1) 7bb212946fdeb406c7aa8f691405d185065514d5dc 1f269f8e409762ff9f6915.exe modifies memory of (process #7)
7bb212946fdeb406c 7aa8f691405d185065514d5dc 1f269f8e409762ff9f6915.exe.

Injection Modifies control flow of a process started from a created or modified executable 1 -

* (Process #1) 7bb212946fdeb406c7aa8{691405d185065514d5dc1f269f8e409762fff6915.exe alters context of (process #7)
7bb212946fdeb406c 7aa8f691405d185065514d5dc 1f269f8e409762ff9f6915.exe.

Task Scheduling Schedules task 2 -

« Schedules task for command "C:\Users\RDhJOCNFevzX\AppData\Roaming\lyfhOEwABQIG.exe", to be triggered by LOGON.
« Schedules task for command "C:\Users\RDhJOCNFevzX\AppData\Roaming\lyfhOEwWABQIG.exe", to be triggered by REGISTRATION.

Mutex Creates mutex 1 -

« (Process #1) 7bb212946fdeb406c7aa8f691405d185065514d5dc1f269f8e409762ff9f6915.exe creates mutex with name "btLgVXXoNVGzXvelgauFUkXSa".

Privilege Escalation Enables process privilege 2 -

* (Process #1) 7bb212946fdeb406c7aa8f691405d185065514d5dc1f269f8e409762fff6915.exe enables process privilege "SeDebugPrivilege".

* (Process #7) 7bb212946fdeb406c7aa8f691405d185065514d5dc 1269f8e409762ff9f6915.exe enables process privilege "SeDebugPrivilege".

m Hide Tracks Creates process with hidden window 3 -

* (Process #1) 7bb212946fdeb406c 7aa8f691405d185065514d5dc 1f269f8e409762ff9f6915.exe starts (process #2) powershell.exe with a hidden window.
« (Process #1) 7bb212946fdeb406¢ 7aa8f691405d185065514d5dc 1f269f8e409762ff9f6915.exe starts (process #4) schtasks.exe with a hidden window.

* (Process #1) 7bb212946fdeb406c 7aa8f691405d185065514d5dc 1f269f8e409762ff9f6915.exe starts (process #1)
7bb212946fdeb406c 7aa8f691405d185065514d5dc 1f269f8e409762ffof6915.exe with a hidden window.

“ Obfuscation Reads from memory of another process 1 -

« (Process #1) 7bb212946fdeb406c 7aa8f691405d185065514d5dc1f269f8e409762ff9f6915.exe reads from (process #1)
7bb212946fdeb406c 7aa8f691405d185065514d5dc 1f269f8e409762ff9f6915.exe.

“ Obfuscation Creates a page with write and execute permissions 1 -

« (Process #1) 7bb212946fdeb406c7aa8f691405d185065514d5dc 1f269f8e409762ff9f6915.exe allocates a page in a foreign process with "PAGE_EXECUTE_READWRITE" permissions,
often used to dynamically unpack code.

Obfuscation Resolves API functions dynamically 1 -

« (Process #7) 7bb212946fdeb406c72a8f691405d185065514d5dc 1269f8e409762ff9f6915.exe resolves 49 API functions by name.

Execution Executes itself 1 -

* (Process #1) 7bb212946fdeb406¢ 7aa8f691405d185065514d5dc 1f269f8e409762ff9f6915.exe executes a copy of the sample at C:
\Users\RDhJOCNFevzX\AppData\Roaming\lyfhOEwABQIG.exe.
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Mitre ATT&CK Matrix

Privilege Defense Credential

Lateral A Command
Escalation Evasion Access Collection

Initial Access Execution Persistence e e o]

Discovery Exfiltration Impact

#T71143 Hidden

Scheduled Scheduled Scheduled .
Window

#T1053 #T1053 #T1053
Task Task Task

#T71045
Software
Packing
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Sample Information

ID #2101650

MD5 4c414bA73bccbbee2c7cde00248ealal

SHA1L 77bf848d5a1d4d0fdc252aa170e7b8af19bcc012

SHA256 7bb212946fdeb406c 7aa8f691405d185065514d5dc 1269f8e409762ff9f6915

SSDeep 12288:P2L2I13W{ZbHLfAFTv3fjx5u45R XKmMPAGKAZVHID g+ qyx2H:P25117A1vtga3KpPAGNb98+qyx2H
ImpHash f34d5f2d4577ed6d9ceec516c1f5a744

File Name 7bb212946fdeb406c7aa8f691405d185065514d5dc 1f269f8e409762ff9f6915.exe

File Size 523.50 KB

Sample Type Windows Exe (x86-32)

Has Macros v

Analysis Information

Creation Time 2022-05-04 19:48 (UTC+2)

Analysis Duration 00:04:00

Termination Reason Timeout

Number of Monitored Processes 10

Execution Successful False

Reputation Enabled v

WHOIS Enabled v

Built-in AV Enabled v

Built-in AV Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
Number of AV Matches 0

YARA Enabled v

YARA Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
Number of YARA Matches 1
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M VMRAY

O I

Recycle Bin 6c5SUy4rlX.. Hu-nw9Ru  sYsMOUtAL..

- i

755~ 6DexmqGj.. vu306dnP...

B o

pN1k: 7bb212946f... kYUSTHtM... WFEV4 iCUTT

ZOMsNJON K 7KM1G4Du...  OchWvZI™ WtFBL-V-yr

e &

_19%0v. aGGCrKim... oV,

Ps3nDGWI...

2bUyBq08...  dn8lig1gU...

2lpInHPPt...  eyqvFPvxd... SfIkSPHYA...
3eXB8yziW... hczwleVSa... soMTnINC...

5:50 PM
DOE s

9 User Account Control
Do you want to allow this app from an unknown
publisher to make changes to your PC?

Program name:  7bb212946fdeb406c7228f691405d185065514d5dc 1f2...
Publisher: Unknown
File origin: Hard drive on this computer

Show details Yes

Change when these notifications appear
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© User Account Control
Do you want to allow this app from an unknown
publisher to make changes to your PC?

Program name:  7bb212946fdeb406c7aa8f691405d185065514d5dc1
Publisher Unknown
File origi Hard drive on this computer

Show details

© User Account Control
Do you want to allow this app from an unknown
publisher to make changes to your PC?

Program name:  7bb212946fdeb406c72a8f691405d185065514d5dc1f2...
Publisher: Unknown
File origin: Hard drive on this computer

Screenshots truncated
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NETWORK

General

0 bytes total sent

0 bytes total received

0 ports

0 contacted IP addresses
0 URLs extracted

0 files downloaded

0 malicious hosts detected

DNS

0 DNS requests for 0 domains
0 nameservers contacted

0 total requests returned errors

HTTPIS

0 URLs contacted, O servers

0 sessions, 0 bytes sent, 0 bytes received

X-Ray Vision for Malware - www.vmray.com 7123



BEHAVIOR

Process Graph

Child Process

Child Process

Child Process

\4

Sample Start

Child Process

Child Process
7bb212946(deb406c7aa8(6914050185065514d5dC1126918e40976211016915.exe

Moify Memory

Modify Co

DYNAMIC ANALYSIS REPORT

#4865860

7bb212946f
Child Process

#7
fdebd06c72aBf6914050185065514d5dc11269f8e40976219f6915.exe

X-Ray Vision for Malware - www.vmray.com

Created Scheduled Job |

RPC Server

#8
wmiprvse.exe
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Process #1: 7bb212946fdeb406c7aa8f691405d185065514d5dc1f269f8e409762ff9f6915.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

Dropped Files (2)

File Name

c:\users\rdhjOcnfevzx\desktop\7bb212946fdeb406c 7aa8f691405d185065514d5dc 1f269f8e409762ffof6915.exe

"C:\Users\RDhJOCNFevzX\Desktop\7bb212946fdeb406c 7aa8{691405d185065514d5dc 1f269f8e409762ff9f6915.exe”

C:\Users\RDhJOCNFevzX\Desktop\

Start Time: 112135, Reason: Analysis Target

End Time: 227819, Reason: Terminated

115.68s

1752

1864

32 Bit

C:\Users\RDhJOCNFevzX\AppData\Local\Temp\tmp5E17.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\lyfhOEwABQIG.exe

Host Behavior

Type
Module

Registry

Process

File

System

Window

User

Mutex

File Size SHA256

1.56 KB

523.50 KB 15

Count

83

10

15

X-Ray Vision for Malware - www.vmray.com

YARA Match

4bd27107d3e82c384f92¢2f65d1b98f7c8215fe19f68302955d1e0663d07

x

7bb212946fdeb406¢ 7aa8f691405d185065514d5dc 1f269f8e409762ff9f69
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Process #2: powershell.exe

ID 2
File Name c:\windows\syswow64\windowspowershell\v1.0\powershell.exe

"C:\Windows\System32\WindowsPower Shell\v1.0\powershell.exe" Add-MpPreference -ExclusionPath "C:

Command Line \Users\RDhJOCNFevzX\AppData\Roaming\lyfhOEwABQIG.exe"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 203465, Reason: Child Process
Unmonitor End Time End Time: 253447, Reason: Terminated
Monitor duration 49.98s

Return Code 1073807364

PID 2504

Parent PID 1752

Bitness 32 Bit
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Process #4: schtasks.exe

ID 4

File Name c:\windows\syswow64\schtasks.exe
Command Line "C:\Windows\System32\schtasks.exe" /Create /TN "Updates\lyfhOEWABQIG" /XML "C:\Users\RDhJOCNFevzX\AppData\Local\Temp\tmp5E17.tmp"
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 203892, Reason: Child Process
Unmonitor End Time End Time: 224519, Reason: Terminated
Monitor duration 20.63s

Return Code 0

PID 3624

Parent PID 1752

Bitness 32 Bit

Host Behavior

Type Count
Module 3
File 10
COM 1
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Process #6: svchost.exe

ID 6

File Name c:\windows\system32\svchost.exe

Command Line C:\Windows\system32\svchost.exe -k netsvcs
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 220561, Reason: Created Scheduled Job
Unmonitor End Time End Time: 352199, Reason: Terminated by timeout
Monitor duration 131.64s

Return Code Unknown

PID 864

Parent PID 3624

Bitness 64 Bit
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Process #7: 7bb212946fdeb406c7aa8f691405d185065514d5dc1f269f8e409762ffaf6915.exe

ID 7

File Name c:\users\rdhjOcnfevzx\desktop\7bb212946fdeb406c 7aa8f691405d185065514d5dc 1f269f8e409762ffof6915.exe
Command Line "C:\Users\RDhJOCN FevzX\Desktop\7bb212946fdeb406c 7aa8f691405d185065514d5dc 1f269f8e409762ff9f6915.exe”
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 223810, Reason: Child Process

Unmonitor End Time End Time: 253438, Reason: Terminated

Monitor duration 29.63s

Return Code 1073807364

PID 5036

Parent PID 1752

Bitness 32 Bit

Injection Information (6)

Injection Type Source Process Source | Target TID Address | Name Size Success Count

#l:c:
\users\rdhjOcnfevzx\desktop
Modify Memory \7bb212946fdeb406c7aa8f69  Oxdcd 0x400000(4194304) 0x200 v 1
1405d185065514d5dc1f269f
8e409762ffof6915.exe

#1.c:
\users\rdhjOcnfevzx\desktop
Modify Memory \7bb212946fdeb406c7aa8f69  Ox4cd 0x402000(4202496) 0x33c00 v 1
1405d185065514d5dc 1f269f
8e409762ff9f6915.exe

#1:c:
\users\rdhjOcnfevzx\desktop
Modify Memory \7bb212946fdeb406¢ 7aa8f69 Ox4c4 0x436000(4415488) 0x600 v 1
1405d185065514d5dc1f269f
8e409762ffof6915.exe

#1:c:
\users\rdhjOcnfevzx\desktop
Modify Memory \7bb212946fdeb406c7aa8f69 Ox4c4 0x438000(4423680) 0x200 v 1
1405d185065514d5dc1f269f
8e409762ffof6915.exe

#l.c:
\users\rdhjOcnfevzx\desktop
Modify Memory \7bb212946fdeb406c7aa8f69  Oxdcd 0x3dc008(4046856) Ox4 v 1
1405d185065514d5dc 1f269f
8e409762ffof6915.exe

#l.c:
\users\rdhjOcnfevzx\desktop
Modify Control Flow \7bb212946fdeb406c 7aa8f69 Ox4c4 [ 0x704 0x435b1e(4414238) - v 1
1405d185065514d5dc1f269f
8e409762ff9f6915.exe

Host Behavior

Type Count
File 19
Module 52
Registry 11
- 7
System 4
CcOoM 12
User 1
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Process #8: wmiprvse.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

Host Behavior

Type
Registry

System

c:\windows\system32\wbem\wmiprvse.exe

C:\Windows\system32\wbem\wmiprvse.exe -secured -Embedding

C:\Windows\system32\

Start Time: 231024, Reason: RPC Server

End Time: 352199, Reason: Terminated by timeout

121.17s

Unknown

4940

864

64 Bit

Count

X-Ray Vision for Malware - www.vmray.com
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Process #10: svchost.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

10

c:\windows\system32\svchost.exe
C:\Windows\system32\svchost.exe -k netsvcs
C:\Windows\system32\

Start Time: 283716, Reason: Created Scheduled Job
End Time: 352199, Reason: Terminated by timeout
68.48s

Unknown

856

3624

64 Bit

X-Ray Vision for Malware - www.vmray.com
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Process #11: taskhostw.exe

ID 11

File Name c:\windows\system32\taskhostw.exe
Command Line taskhostw.exe SYSTEM

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 309343, Reason: Child Process
Unmonitor End Time End Time: 352199, Reason: Terminated by timeout
Monitor duration 42.86s

Return Code Unknown

PID 1312

Parent PID 856

Bitness 64 Bit
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Process #13: sihost.exe

ID 13

File Name c:\windows\system32\sihost.exe
Command Line sihost.exe

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 310711, Reason: Child Process
Unmonitor End Time End Time: 352199, Reason: Terminated by timeout
Monitor duration 41.49s

Return Code Unknown

PID 1368

Parent PID 856

Bitness 64 Bit
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Process #14: taskhostw.exe

ID 14

File Name c:\windows\system32\taskhostw.exe
Command Line taskhostw.exe

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 325229, Reason: Child Process
Unmonitor End Time End Time: 352199, Reason: Terminated by timeout
Monitor duration 26.97s

Return Code Unknown

PID 1592

Parent PID 856

Bitness 64 Bit
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ARTIFACTS

File

SHA256 File Names
C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\lyfhOEwWABQIG.exe, C:
\Users\RDhJOCNFevzX\Desktop\7bb

7hb212946fdeb406c7aa869
1405d185065514d5dc1f269f
8e409762ff9f6915

212946fdeb406¢7aa8f691405d1850655

14d5dc1f269f8e409762ff9f6915.exe

4bd27107d3e82c38492c2f6 C:
5d1b98f7c8215fe19f68302e9

55d1e0663d07d98 al\Temp\tmp5E17.tmp

Filename

File Name
C:\Users\RDhJOCNFevzX\AppData\Roaming\lyfhOEWABQIG.exe
c:

\Users\R DhJOCNFevzX\Desktop\7bb212946fdeb406c 7aa8f691405d1
85065514d5dc1f269f8e409762ff9f6915.exe

System Paging File
C:\Users\RDhJOCNFevzX\AppData\Local\Temp\tmp5E17.tmp

C:\Windows\SysWOW 64\schtasks.exe

C:

\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.co
nfig

C:

\Users\RDhJOCNFevzX\Desktop\7bb212946fdeb406c 7aa8f691405d1
85065514d5dc1f269f8e409762ff9f6915.exe.config

Mutex

Name

btLgVXXoNVGzXvelgauFUkXSa

Registry

Registry Key

HKEY_LOCAL_MACHINE\Software\Microsoftt\Wbem\Scripting\Defa
ult Namespace

HKEY_LOCAL_MACHINE\Software\Microsoft.NETFramework

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\SchUseStrongCrypto

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
AppContext

HKEY_LOCAL_MACHINE\Software\Microsoft.NETFramework\Dbg
JITDebuglLaunchSetting

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\InstallationType

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\.NETFramework\
v4.0.30319

HKEY_LOCAL_MACHINE\Software\Microsoft\Wbem\Scripting

HKEY_LOCAL_MACHINE\Software\Microsoftt\Wbem\Scripting\Defa
ult Impersonation Level

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion

\Users\RDhJOCNFevzX\AppData\Loc

Category

Sample File

Dropped File

Category

Sample File, Dropped File, Accessed File, VM File

Sample File, Accessed File, VM File

Accessed File

File Size

523.50 KB

1.56 KB

Dropped File, Accessed File

Accessed File

Accessed File

Accessed File

Operations

access

Operations

read, access

access

read, access

access

read, access

read, access

access

access

read, access

access

MIME Type Operations
application/
vnd.microsoft.portable- Access, Create, Write
executable
textixml Access, Create, Delete,
Read, Write
Operations

Access, Create, Write

Access

Access

Access, Create, Delete,
Read, Write

Access

Access, Read

Access

Parent Process Name

7bb212946fdeb406c 7aa8f691405d185065514d5dc 1f269f8e4
09762ff9f6915.exe

Parent Process Name
7bb212946fdeb406c7aa8f691405d185065514d5dc 1269f8e4
09762ff9f6915.exe

7bb212946fdeb406¢ 7aa8f691405d185065514d5dc 1269f8e4
09762ff9f6915.exe

7bb212946fdeb406c 7aa8f691405d185065514d5dc 1f269f8e4
09762ff9f6915.exe

7bb212946fdeb406¢ 7aa8f691405d185065514d5dc 1269f8e4
09762ff9f6915.exe

7bb212946fdeb406c 7aa8f691405d185065514d5dc 1f269f8e4
09762ff9f6915.exe

7bb212946fdeb406¢ 7aa8f691405d185065514d5dc 1269f8e4
09762ff9f6915.exe

7bb212946fdeb406c 7aa8f691405d185065514d5dc 1f269f8e4
09762ff9f6915.exe

7hb212946fdeb406¢ 7aa8f691405d185065514d5dc 1269f8e4
09762ff9f6915.exe

7bb212946fdeb406c 7aa8f691405d185065514d5dc 1f269f8e4
09762ff9f6915.exe

7bb212946fdeb406¢ 7aa8f691405d185065514d5dc 1269f8e4
09762ff9f6915.exe
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Verdict

MALICIOUS

CLEAN

MALICIOUS

MALICIOUS

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

<
[}
=
| I I
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Q

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

<
1]
=
Q

19/23



DYNAMIC ANALYSIS REPORT

#4865860

Registry Key Operations Parent Process Name Verdict
HKEY_LOCAL_MACHINE\Software\Microsoft\.NETFramework\Dbg read. access 7bb212946fdeb406c 72a8f691405d185065514d5dc 1f269f8e4
ManagedDebugger ! 09762ff9f6915.exe

Process
Process Name Commandline Verdict

7bb212946fdeb406¢ 7aa8691405d185065514d5dc 1f269f8e409762ff9f69

"C:
15.exe \Users\RDhJOCNFevzX\Desktop\7bb212946fdeb406c 7aa8f691405d185065514d5dc 1f269f8e409762ff9

f6915.exe"

"C:\Windows\System32\schtasks.exe" /Create /TN "Updates\lyfhOEWABQIG" /XML “C:

schtasks.exe \Users\RDhJOCNFevzX\AppData\Local\Temp\tmpSE17.tmp"

Ig§<§946fdeb406c7aasf691405d 185065514d5dc11260f8e40976219f69 I\E;ers\R DhJOCNFevzX\Desktop\7bb212946fdeb406c7aa8f691405d185065514d5dc 1f269f8e409762ff9

f6915.exe"
svchost.exe C:\Windows\system32\svchost.exe -k netsvcs CLEAN
svchost.exe C:\Windows\system32\svchost.exe -k netsvcs CLEAN
taskhostw.exe taskhostw.exe SYSTEM CLEAN

"C:\Windows\System32\WindowsPower Shell\v1.0\powershell.exe" Add-MpPreference -

powershell.exe ExclusionPath "C:\Users\RDhJOCNFevzX\AppData\R oaming\lyfhOEWABQIG. exe”

CLEAN

wmiprvse.exe C:\Windows\system32\wbem\wmiprvse.exe -secured -Embedding CLEAN

sihost.exe sihost.exe CLEAN

taskhostw.exe taskhostw.exe CLEAN
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YARA | AV

YARA (1)

Ruleset Name Rule Name Rule Description File Type File Name Classification Verdict

AgentTesla_StringDecryptio

Malware
nv3

Agent Tesla v3 string decryption Memory Dump - Spyware 5/5
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ENVIRONMENT

Virtual Machine Information

Name

Description
Architecture

Operating System
Kernel Version

Network Scheme Name

Network Config Name

Platform Information

Platform Version
Dynamic Engine Version
Static Engine Version

AV Exceptions Version

Link Detonation Heuristics Version

Smart Memory Dumping Rules
Version

Config Extractors Version
Signature Trust Store Version
VMRay Threat Identifiers Version

YARA Built-in Ruleset Version

Software Information

Adobe Acrobat Reader Version
Microsoft Office

Microsoft Office Version
Hangul Office

Hangul Office Version

Internet Explorer Version
Chrome Version

Firefox Version

Flash Version

Java Version

System Information

Sample Directory
Computer Name
User Domain
User Name

User Profile

Temp Directory

winl0_64 th2_en_mso02016

winl0_64_th2_en mso02016

x86 64-bit

Windows 10 Threshold 2

10.0.10586.0 (0de6dc23-8e19-4bb7-8608-d54ble6fa379)
Local Gateway

Local Gateway

45.0

4.5.0/04/22/2022 19:04
4.5.0.0/2022-04-22 17:45:13
4.5.0.2/2022-04-03 15:57:54

4.5.0.19/ 2022-04-20 05:46:11

4.5.0.2/ 2022-04-03 15:57:54

4.5.0.14 / 2022-04-07 17:00:08
4.5.0.2/2022-04-03 15:57:54
4.5.0.24 / 2022-04-26 09:10:00

4502

Not installed
2016
16.0.4266.1003
Not installed
Not installed
11.0.10586.0
Not installed
Not installed
Not installed

Not installed

C:\Users\RDhJOCNFevzX\Desktop
XC64zB

XC64ZB

RDhJOCNFevzX
C:\Users\RDhJOCNFevzX

C:\Users\RDHJOC~1\AppData\Local\Temp
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System Root C:\Windows
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