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Verdict Reason: -

Windows Exe (x86-32)
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OVERVIEW

VMRay Threat Identifiers (26 rules, 162 matches)

Score Category Operation Count Classification
5/5 User Data Modification Modifies content of user files 1 Ransomware
« (Process #13) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe modifies the content of multiple user files.
55 User Data Modification Renames user files 1 Ransomware

« (Process #13) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe renames multiple user files.

5/5 User Data Modification Appends the same extension to many filenames 1 Ransomware

« Renames 219 files by appending the extension ".vvyu".

5/5 YARA Malicious content matched by YARA rules 100 Ransomware
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* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Music\zkBFKRCKZ7IX KV Wa4.m4a.vvyu'".

 Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "c:\users\keecfmwgj\desktop\ou84g9.m4a.vvyu".

» Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "c:\users\keecfmwgj\desktop\bijamby.mp3.vvyu".

« Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "c:\users\keecfmwgj\videos\zct8oosw8vOsthu.avi.vvyu".

« Rule "DjvuEncryptedFile” from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Desktop\kq__.wav.vvyu".

« Rule "DjvuEncryptedFile” from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Music\VNMhw6NdTON.m4a.vvyu".

* Rule "Djvu" from ruleset "Ransomware" has matched on a memory dump for (process #2) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe.

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "c:\users\keecfmwgj\videos\oa7uy-r84 e\v2hz 1riby\-tfbdh.mkv.vvyu".

* Rule "Djvu" from ruleset "Ransomware" has matched on a memory dump for (process #6) 55043585c15ff65¢ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe.

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file “c:\users\keecfmwgj\documents\t7c9fofd9kt\du_\dlt-gul5ir8wO0sjrhr-b\xd4m_dixrc.csv.vvyu".
* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "c:\users\keecfmwgj\favorites\msn websites\msnbc news.url.vvyu".

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file “c:\users\keecfmwgj\documents\t7cSfofdokt\du_\ndcmd g2s\yxnorxlicarsuvxvr.xls.vvyu".
* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file “c:\users\keecfmwgj\pictures\ckh5enz\utklaz\fzsdv9ic_tv.omp.vvyu".

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Documents\T4N8wuVG8gRit6NO.odp.vvyu'".

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file “c:\users\keecfmwgj\documents\wxhzvh5geamrbckdvObk.pptx.vvyu®.

 Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Documents\t7c9foF DOKt\Du_\dLt-Gu15Ir8w0sJrhR-b\ooeO67V
2A6dBdr.pps.vvyu".

« Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Music\15d3btm 7OvSINV4AxvvA\WVNa8b_DcXSUW mzm.wav.vwyu'".

« Rule "DjvuEncryptedFile” from ruleset "Ransomware" has matched on the dropped file "c:\users\keecfmwgj\desktop\i8vavhtusd8vngfl.flv.vvyu".

« Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "c:\users\keecfmwgj\documents\56a- hgjck-6jacz_y.docx.vvyu".

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "c:\users\keecfmwgj\favorites\msn websites\msn entertainment.url.vvyu".

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Desktop\sovvb9YRGyMc-1zi435.png.vvyu".

 Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file “c:\users\keecfmwgj\pictures\ckh5enz\utklaz\Odjnwc3cmex6ks4d\dxen.gif.vvyu'.

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file “c:\users\keecfmwgj\favorites\microsoft websites\ie site on microsoft.com.url.vvyu".

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file “c:\users\keecfmwgj\pictures\ckh5enz\utklaz\Odjnwc3cmex6ks4d\rqg-bsnkslémhoiol.png.vvyu”.
* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Videos\oa7U Y-r84 e\v2hZ 1rlby\LqnhMFLOC.mKkv.vvyu".

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Pictures\CkH5eNz\utKIAZ\ODjnwc3C mEX6ks4d\rMc5R T6t.bmp.vvyu".
* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "c:\users\keecfmwgj\documents\csOy__ wvetbw2qsiy.docx.vvyu'".

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Music\s12J.m4a.vvyu".

» Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Documents\t7c9foF DIKt\Du_\dLt-Gu15Ir8w0sJrhR-
b\PInb573cskZFLk.ots.vvyu".

 Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "c:\users\keecfmwgj\music\15d3btm 7ovs9nv4xvvalsy 7kzm.wav.vvyu'".

« Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "c:\users\keecfmwgj\music\pd9daotni.m4a.vvyu".

« Rule "DjvuEncryptedFile” from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Music\15d3btm 70vS9N V4AxvvA\30ZhLD JPo6htg3.wav.vvyu".
« Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "c:\users\keecfmwgj\pictures\ckh5enz\mgf6_dztb1f94j.png.vvyu".

* Rule "DjvuEncryptedFile” from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Music\q6aG5\M 7TOGO.mp3.vvyu".

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file “c:\users\keecfmwgj\desktop\gmt4lzpnvyjn.wav.vvyu".

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file “c:\users\keecfmwgj\music\15d3btm 7ovs9nvaxvvaljyj5.mp3.vvyu".

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Documents\dHBKKyUiRLEo_ihqOR .xIsx.vvyu".

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file “c:\users\keecfmwgj\documents\t7cSfofdokt\du_\dlt-gul5ir8wOsjrhr-
b\nj4aqg\rfdw37vjsnr.ods.vvyu".

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Music\15d3btm 70vSIN VAxvvA\puD bAQqOd3K9IPVjvnlu.wav.vvyu".
* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file “c:\users\keecfmwgj\desktop\h6hrgnjnvgba.png.vvyu".

» Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Desktop\-CxO zQcg.avi.vvyu".

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "c:\users\keecfmwgj\videos\jpdadhjnb.mkv.vvyu".

 Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "c:\users\keecfmwgj\music\15d3btm 7ovs9nvaxvvalgexdtyvlzlq clOjaadt.m4a.vvyu".
« Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Videos\oa7UY-r84 e\v2hZ 1rlby\2u CRZIC7nvdh_M.mkv.vvyu".
 Rule "DjvuEncryptedFile” from ruleset "Ransomware" has matched on the dropped file "c:\users\keecfmwgj\videos\oa7uy-r84 e\mhdjwhf8pwlbd.flv.vwvyu".

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "c:\users\keecfmwgj\music\15d3btm 7ovs9nvaxvva\bojvfgm.wav.vvyu".

* Rule "DjvuEncryptedFile” from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Videos\SFCuO8sW L2Jsj.flv.vvyu".

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "c:\users\keecfmwgj\favorites\links\web slice gallery.url.vvyu".

* Rule "DjvuEncryptedFile” from ruleset "Ransomware" has matched on the dropped file “c:\users\keecfmwgj\videos\fdd4gh84c4w3sg.mp4.vvyu".

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Music\15d3btm 70vSIN VAxvwA\AKXppD 7.m4a.vvyu".

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "c:\users\keecfmwgj\documents\t7c9fofd9kt\du_\ndcmd g2s\uomn
anj\8ydbvfzvuknzyhmzsw2e.pptx.vvyu".

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file “c:\users\keecfmwgj\videos\q7szl.swf.vvyu".

« Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "c:\users\keecfmwgj\videos\oa7uy-r84 e\v2hz 1riby\4zazfhouywh4e77ghf.swf.vvyu".
* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Videos\oa7U Y-r84 e\GcroBgOAp.flv.vvyu”.

* Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Documents\t7c9foF D9Kt\gnn Elw-bv2A ZdUCx.csv.vvyu".

« Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "c:\users\keecfmwgj\pictures\ckh5enz\g9op7kzr.jpg.vvyu".

« Rule "DjvuEncryptedFile" from ruleset "Ransomware" has matched on the dropped file "C:\Users\kEecfMwgj\Desktop\ctXFDNnUwfplfoZl.flv.vvyu".

« Rule "DjvuEncryptedFile" from ruleset "Ranséﬁm hygj §Me&gﬁ tM @fl)\%éyﬁe‘Mé’r\é\\(ﬁ@&ﬁM&Qéﬂmp\s%?kSQuDVZj.fIv.vvyu". 3 / 58
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Score

Category Operation Count Classification
Reputation Known malicious file 2 -

* The sample itself is a known malicious file.

» Reputation analysis labels embedded file "C:\Users\kEecfMwgj\AppData\Local\22264cfd- 727b-45d7-91c9-e74b24ble0e5\build2.exe" as Mal/Generic-S.
Reputation Contacts known malicious URL 3 -
« Reputation analysis labels the URL "http://acacaca.org/files/1/build3.exe" which was contacted by (process #6)

55043585¢15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe as Mal/HTMLGen-A.

« Reputation analysis labels the URL "http://rgyui.top/dl/build2.exe" which was contacted by (process #6) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe as
Mal/HTMLGen-A.

» Reputation analysis labels the URL "http://acacaca.org/test2/get.php?pid=9663E9B9567D 9A7D CED 1D 0F506975904&first=true" which was contacted by (process #6)
55043585¢15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe as Mal/HTMLGen-A.

Reputation Resolves known malicious domain 2 -

* Reputation analysis labels the resolved domain “rgyui.top” as Mal/HTMLGen-A.

« Reputation analysis labels the resolved domain "acacaca.org" as Mal/HTMLGen-A.

YARA Suspicious content matched by YARA rules 10 -
* Rule "PDF_Missing_EOF" from ruleset "Malicious-Documents" has matched on the dropped file "c:\users\keecfmwgj\documents\t7c9fofd9kt\du_\dlt-gu15ir8wO0sjrhr-
b\nj4aq\xq89ysrduds.pdf.vvyu".

* Rule "PDF_Missing_startxref' from ruleset "Malicious-Documents" has matched on the dropped file "c:\users\keecfmwgj\documents\t7c9fofd9kt\du_\dlt-gul5ir8wOsjrhr-
b\nj4ag\xq89ysrduds.pdf.vvyu".

* Rule "PDF_Missing_EOF" from ruleset "Malicious-Documents" has matched on the dropped file "C:\Users\kEecfMwgj\Documents\t7c9foFDIKNDu_\n4CMD g2s\Uomn
Anj\6e2w9YoR-8.pdf.vvyu".

* Rule "PDF_Missing_startxref' from ruleset "Malicious-Documents™ has matched on the dropped file "C:\Users\kEecfMwgj\Documents\t7c9foFD9Kt\Du_\n4CMD g2s\Uomn
Anj\6e2w9YoR-8.pdf.vvyu".

* Rule "PDF_Missing_startxref' from ruleset "Malicious-Documents" has matched on the dropped file “c:\users\keecfmwgj\desktop\ssz4\7qttxszIkjh_fii.pdf.vvyu".
* Rule "PDF_Missing_EOF" from ruleset "Malicious-Documents" has matched on the dropped file "c:\users\keecfmwgj\desktop\ssz4\7qttxszlkjh_fii.pdf.vvyu".

» Rule "PDF_Missing_EOF" from ruleset "Malicious-Documents" has matched on the dropped file "C:\Users\kEecfMwgj\Documents\t7c9foF DIK\Du_\dLt-Gul5Ir8w0sJrhR-
b\flrc6EXPyfw.pdf.vvyu".

« Rule "PDF_Missing_startxref' from ruleset "Malicious-Documents” has matched on the dropped file "C:\Users\kEecfMwgj\Documents\t7c9foFDOKN\Du_\dLt-Gul5Ir8w0sJIrhR-
b\flrc6EXPyfw.pdf.vvyu".

* Rule "PDF_Missing_startxref’ from ruleset "Malicious-Documents™ has matched on the dropped file "C:\Users\kEecfMwgj\Documents\t7c9foFD9Ki\Du_\n4CMD g2s\Uomn
Anj\5kZ Stye71WnSS.pdf.vvyu".

* Rule "PDF_Missing_EOF" from ruleset "Malicious-Documents" has matched on the dropped file "C:\Users\kEecfMwgj\Documents\t7c9foFDIKNDu_\n4CMD g2s\Uomn
Anj\5kZ Stye71WnSS.pdf.vvyu".

Hide Tracks Deletes file after execution 1 -

« (Process #2) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe deletes executed executable "C:\Users\kEecfMwgj\AppData\Local\1b71cfc7-59d7-431f-bf72-
fchb51f37d3b\55043585¢ 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢c.exe”.

Anti Analysis Delays execution 1 -

« (Process #6) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe has a thread which sleeps more than 5 minutes.

_data_collection Reads sensitive application data 1 -
« (Process #13) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe tries to read sensitive data of application "git" by file.

Injection Writes into the memory of a process started from a created or modified executable 4 -
« (Process #1) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe modifies memory of (process #2)
55043585¢ 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe.

« (Process #5) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe modifies memory of (process #6)
55043585¢15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe.

« (Process #7) build2.exe modifies memory of (process #8) build2.exe.

« (Process #12) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe modifies memory of (process #13)
55043585¢15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe.

Injection Modifies control flow of a process started from a created or modified executable 4 -

X-Ray Vision for Malware - www.vmray.com 4 /58



DYNAMIC ANALYSIS REPORT

#10848380

Score

Category Operation Count Classification
« (Process #1) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe alters context of (process #2)

55043585¢15ff65ca4b8df91c0b0f1c883d4cfd40933¢c6d25¢c2d9159e2f0757¢.exe.

« (Process #5) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe alters context of (process #6)
55043585 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe.

« (Process #7) build2.exe alters context of (process #8) build2.exe.

« (Process #12) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe alters context of (process #13)
55043585¢15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe.

Task Scheduling Schedules task 1 -

 Schedules task for command "C:\Users\kEecfMwgj\AppData\Local\1b71cfc7-59d7-431f-bf 72-
fcbb51f37d3b\55043585¢ 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢c.exe”, to be triggered by TIME. Task has been rescheduled by the analyzer.

Obfuscation Reads from memory of another process 4 -
« (Process #1) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe reads from (process #1)
55043585¢15ff65ca4b8ctf91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢c.exe.

« (Process #5) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe reads from (process #5)
55043585¢15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe.

« (Process #7) build2.exe reads from (process #7) build2.exe.

« (Process #12) 55043585¢15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe reads from (process #12)
55043585¢ 15ff65ca4b8cf91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe.

Obfuscation Creates a page with write and execute permissions 4 -
« (Process #1) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe allocates a page in a foreign process with "PAGE_EXECUTE_READWRITE" permissions,
often used to dynamically unpack code.

« (Process #5) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe allocates a page in a foreign process with "PAGE_EXECUTE_READWRITE" permissions,
often used to dynamically unpack code.

* (Process #7) build2.exe allocates a page in a foreign process with "PAGE_EXECUTE_READWRITE" permissions, often used to dynamically unpack code.

* (Process #12) 55043585¢15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe allocates a page in a foreign process with "PAGE_EXECUTE_READWRITE" permissions,
often used to dynamically unpack code.

Discovery Enumerates running processes 3 -

« (Process #2) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe enumerates running processes.
« (Process #6) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe enumerates running processes.
« (Process #13) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe enumerates running processes.

Persistence Installs system startup script or application 1 -

« (Process #2) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe adds ""C:\Users\kEecfMwgj\AppData\Local\1b71cfc7... ...2-
fchb51f37d3b\55043585¢ 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe” --AutoStart” to Windows startup via registry.

Hide Tracks Creates process with hidden window 1 -

« (Process #2) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe starts (process #2)
55043585¢15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe with a hidden window.

Mutex Creates mutex 2 -

» (Process #6) 55043585¢15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe creates mutex with name "{1D6FC66E-D1F3-422C-8A53-COBBCF3D900D}".
« (Process #13) 55043585¢15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe creates mutex with name “{1D6FC66E-D1F3-422C-8A53-COBBCF3D900D}".

Discovery Reads system data 1 -

« (Process #8) build2.exe reads the cryptographic machine GUID from registry.

Discovery Tries to get network statistics 1 -

« (Process #13) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe gets network statistics via API.

Network Connection Downloads executable 1 Downloader
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Score Category Operation Count Classification

* (Process #6) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe downloads Windows executable via hitp from http://rgyui.top/di/build2.exe.

“ Network Connection Downloads file 4 -

« (Process #2) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe downloads file via http from https://api.2ip.ua/geo.json.

« (Process #6) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe downloads file via http from http:/acacaca.org/test2/get.php?
pid=9663E9B9567D9A7D CED 1DOF506975904&first=true.

« (Process #6) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe downloads file via http from https://api.2ip.ua/geo.json.

« (Process #13) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe downloads file via http from https://api.2ip.ua/geo.json.

“ Obfuscation Resolves API functions dynamically 8 -

« (Process #1) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe resolves 39 API functions by name.
« (Process #2) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe resolves 37 API functions by name.
« (Process #5) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe resolves 39 API functions by name.
« (Process #6) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe resolves 37 API functions by name.
« (Process #7) build2.exe resolves 43 API functions by name.

« (Process #8) build2.exe resolves 98 API functions by name.

« (Process #12) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe resolves 39 API functions by name.

« (Process #13) 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe resolves 58 API functions by name.
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Mitre ATT&CK Matrix

Privilege Defense Credential

Lateral . Command
Escalation Evasion Access Collection

Initial Access Execution Persistence e e ot Gani]

Discovery Exfiltration Impact

SATIEED #T1053 #T1045 #T1081 #T1057 #T1105 #T1119 AR #T1486 Data
Registry Run Standard

Scheduled Software Credentials in Process Remote File Automated Encrypted for
Keys / Startup

. X Application
Folder Task Packing Files Discovery Copy Collection Layer Protocol Impact

#T1053
Scheduled
Task

#T1082

#T1112 Modify System
Registry Information
Discovery

#T1053
Scheduled
Task

#T1005 Data #T1105
from Local Remote File
System Copy

#T1143 Hidden #T1012 Query
Window Registry

#T1083 File
and Directory
Discovery

#T1016
System
Network
Configuration
Discovery

#T1049
System
Network
Connections
Discovery
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Sample Information

ID #5067212

MD5 7d3324aba9ch81871405761ea678c751

SHA1L 07d238ddaabe2010d5113354b5dac651c1dcf8cO

SHA256 55043585¢15ff65ca4b8cif91c0b0f1c883d4cfd40933¢c6d25¢2d9159e2f0757¢

SSDeep 12288:SfscGOYW 1IxHUov45u3pR XPNUNbXZ XFBoyU5r 29dN BoE15NK:SQBSUp5uHUNbXINU5Sh915!
ImpHash 52981a63110ae9001dc5c79717e57d47

File Name 55043585¢15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢c2d9159e2f0757¢c.exe

File Size 730.00 KB

Sample Type Windows Exe (x86-32)

Has Macros

Analysis Information

Creation Time

v

2022-08-05 13:25 (UTC+2)

Analysis Duration 00:04:00
Termination Reason Timeout
Number of Monitored Processes 9
Execution Successful False
Reputation Enabled v
WHOIS Enabled v
Built-in AV Enabled x

Built-in AV Applied On
Number of AV Matches
YARA Enabled

YARA Applied On

Number of YARA Matches

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

304
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M VMRAY

User Account Control @

~

U Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name:  55043585¢15ff65¢adb8df91c0bO0f1c883d4 cfd40933c6...
Publisher: Unknown
File origin: Hard drive on this computer

() Show details
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Screenshots truncated
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NETWORK

General

129.20 KB total sent
574.99 KB total received
4 ports 80, 443, 53, 445

6 contacted IP addresses
2 URLs extracted

4 files downloaded

0 malicious hosts detected

DNS

6 DNS requests for 5 domains
1 nameservers contacted

0 total requests returned errors

HTTPIS

4 URLs contacted, 3 servers

6 sessions, 6.23 KB sent, 476.65 KB received

HTTP Requests

Method URL Dest. IP Dest. Port Status Code Response Size Verdict

GET http://rgyui.top/di/build2.exe - - 0 bytes

http://acacaca.org/test2/get.php? R R
GET pid=9663E9BI567DIA7D CED 1DOF506975004& irst=true Obytes

GET http://acacaca.org/files/1/build3.exe - - 0 bytes
GET https://mas.to/@pavlenko349 - - 0 bytes
GET https://t. ne/pegasusflyl - - 0 bytes
GET https://api.2ip.ua/geo.json - - 0 bytes

DNS Requests

Type Hostname Response Code Resolved IPs CNames Verdict

A api.2ip.ua NO_ERROR 162.0.217.254
A tme NO_ERROR 149.154.167.99

A mas.to NO_ERROR 88.99.75.82

110.14.121.123,
210.182.29.70,
196.200.111.5,
5.163.244.118,
211.119.84.112,
222.236.49.123,
211.53.230.67,
41.41.255.235,
195.158.3.162,
211.119.84.111

A rgyui.top NO_ERROR
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Type Hostname Response Code Resolved IPs CNames Verdict

211.171.233.129,
196.200.111.5,
222.236.49.123,
187.170.251.250,
211.119.84.112,
211.40.39.251,
190.140.99.150,
211.53.230.67,
115.88.24.203,
116.121.62.237

A acacaca.org NO_ERROR
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BEHAVIOR

Process Graph
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Process #1: 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢c2d9159e2f0757c.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time

Unmonitor End Time

c:\users\keecfmwgj\desktop\55043585¢15ff65ca4b8df91c0b0f1c883d4cfd40933c6025¢2d9159e2f0757¢.exe
"C:\Users\kEecfMwgj\Desktop\55043585¢15ff65ca4h8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe”
C:\Users\kEecfMwgj\Desktop\

Start Time: 47611, Reason: Analysis Target

End Time: 61835, Reason: Terminated

Monitor duration 14.22s
Return Code 0

PID 3932
Parent PID 1916
Bitness 32 Bit
Dropped Files (1)

File Name File Size SHA256 YARA Match
v sers\kEecfMwgj\Desklop\55043585c 15{f650a4b8dfo1c0p0fices3ds  730.00 KB oo A3585C15ME5CaDBAIICONOCB33MCI4093300025020915062007 ¢
cfd40933c6d25c2d9159e2f0757¢.exe
Host Behavior

Type Count
System 3
Module 52
File 6
Environment 1
Window 1
Process 1
- 3
R 9
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Process #2: 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢c2d9159e2f0757c.exe

ID 2

File Name c:\users\keecfmwgj\desktop\55043585c 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe
Command Line "C:\Users\kEecfMwgj\Desktop\55043585¢15ff65ca4h8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe”
Initial Working Directory C:\Users\kEecfMwgj\Desktop\

Monitor Start Time Start Time: 59893, Reason: Child Process

Unmonitor End Time End Time: 86694, Reason: Terminated

Monitor duration 26.80s

Return Code 0

PID 3940

Parent PID 3932

Bitness 32 Bit

Injection Information (8)

Injection Type Source Process Source | Target TID Address | Name Size Success Count
#l.c:
\users\keecfmwgj\desktop\5
Modify Memory 5043585¢15ff65ca4b8dfolcO  Oxf60 0x400000(4194304) 0x400 v 1

b0f1c883d4cfd40933c6d25¢c
2d9159e2f0757c.exe

#1.c:
\users\keecfmwgj\desktop\5
Modify Memory 5043585¢15ff65ca4b8df91cO  Oxf60 0x401000(4198400) Oxca600 v 1
b0f1c883d4cfd40933c6d25¢
2d9159e2f0757c.exe

#1:c:
\users\keecfmwgj\desktop\5
Modify Memory 5043585¢15ff65ca4b8df91c0 0xf60 0x4cc000(5029888) 0x3dc00 v 1
b0f1c883d4cfd40933c6d25¢c
2d9159e2f0757c.exe

#1:c:
\users\keecfmwgj\desktop\5
Modify Memory 5043585¢15ff65ca4b8df91c0 0xf60 0x50a000(5283840) 0x6400 v 1
b0f1c883d4cfd40933c6d25¢c
2d9159e2f0757c.exe

#l.c:
\users\keecfmwgj\desktop\5
Modify Memory 5043585¢15ff65ca4b8dfolcO  Oxf60 0x52b000(5419008) 0x200 v 1
b0f1c883d4cfd40933c6d25¢
2d9159e2f0757c.exe

#l.c:
\users\keecfmwgj\desktop\5
Modify Memory 5043585¢15ff65ca4b8df1c0 0xf60 0x52c000(5423104) 0xa400 v 1
b0f1c883d4cfd40933c6d25¢
2d9159e2f0757c.exe

#1:c:
\users\keecfmwgj\desktop\5
Modify Memory 5043585¢15ff65ca4b8df91c0 0xf60 0x7efde008(2130567176) Ox4 v 1
b0f1c883d4cfd40933c6d25¢c
2d9159e2f0757c.exe

#1:c:
\users\keecfmwgj\desktop\5
Modify Control Flow 5043585¢15ff65ca4b8dfa1c0 0xf60 / Oxf68 0x76f101c4(1995506116) - v 1
b0f1c883d4cfd40933c6d25¢c
2d9159e2f0757c.exe

Dropped Files (1)
File Name File Size SHA256 YARA Match

C:\Users\kEecfMwgj\AppData\Local\1b71cfc7-59d7-431f-bf 72-
fobb51f37d3b\55043585¢1 5ff65cadb8df91c0b0f1c883d4cfd40933c6d25  730.00 KB 55043585¢15f650a4b8df91c0n0f1c883d4cfd40933c6d2502d9159e2M07 ¢

c2d9159e2{0757c.exe sre
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Host Behavior

Type Count
System 4
Module 47
File 6
Environment 1
Process 98
Registry 4
COM 1

Network Behavior

Type Count

HTTPS 1
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Process #4: icacls.exe

ID 4

File Name c:\windows\syswow64\icacls.exe
Command Line icacls "C:\Users\kEecfMwgj\AppData\Local\1b71cfc7-59d7-431f-bf72-fcbb51f37d3b" /deny *S-1-1-0:(OI)(Cl)(DE,DC)
Initial Working Directory C:\Users\kEecfMwgj\Desktop\

Monitor Start Time Start Time: 81951, Reason: Child Process
Unmonitor End Time End Time: 84233, Reason: Terminated
Monitor duration 2.28s

Return Code 0

PID 3980

Parent PID 3940

Bitness 32 Bit
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Process #5: 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢c2d9159e2f0757c.exe

ID 5

File Name c:\users\keecfmwgj\desktop\55043585c 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe
Command Line "C:\Users\kEecfMwgj\Desktop\55043585¢ 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe” --Admin IsNotAutoStart IsNotTask
Initial Working Directory C:\Users\kEecfMwgj\Desktop\

Monitor Start Time Start Time: 84379, Reason: Child Process

Unmonitor End Time End Time: 88574, Reason: Terminated

Monitor duration 4.20s

Return Code 0

PID 3996

Parent PID 3940

Bitness 32 Bit

Host Behavior

Type Count
System 3
Module 52
File 6
Environment 1
Window 1
Process 1
- 3
- 9
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Process #6: 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢c2d9159e2f0757c.exe

ID 6

File Name c:\users\keecfmwgj\desktop\55043585c 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe
Command Line "C:\Users\kEecfMwgj\Desktop\55043585¢ 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe” --Admin IsNotAutoStart IsNotTask
Initial Working Directory C:\Users\kEecfMwgj\Desktop\

Monitor Start Time Start Time: 86748, Reason: Child Process

Unmonitor End Time End Time: 110967, Reason: Terminated

Monitor duration 24.22s

Return Code 0

PID 4008

Parent PID 3996

Bitness 32 Bit

Injection Information (8)

Injection Type Source Process Source | Target TID Address | Name Size Success Count
#5:.¢c:
\users\keecfmwgj\desktop\5
Modify Memory 5043585¢15ff65ca4b8dfolcO  OxfaO 0x400000(4194304) 0x400 v 1

b0f1c883d4cfd40933c6d25¢c
2d9159e2f0757c.exe

#5.C:
\users\keecfmwgj\desktop\5
Modify Memory 5043585¢15ff65ca4b8df1c0 Oxfa0 0x401000(4198400) 0Oxca600 v 1
b0f1c883d4cfd40933c6d25¢
2d9159e2f0757c.exe

#5: C:
\users\keecfmwgj\desktop\5
Modify Memory 5043585¢15ff65ca4b8df91c0 Oxfa0 0x4cc000(5029888) 0x3dc00 v 1
b0f1c883d4cfd40933c6d25¢c
2d9159e2f0757c.exe

#5:C:
\users\keecfmwgj\desktop\5
Modify Memory 5043585¢15ff65ca4b8df91c0 Oxfa0 0x50a000(5283840) 0x6400 v 1
b0f1c883d4cfd40933c6d25¢c
2d9159e2f0757c.exe

#5. ¢
\users\keecfmwgj\desktop\5
Modify Memory 5043585¢15ff65ca4b8dfolcO  Oxfa0 0x52b000(5419008) 0x200 v 1
b0f1c883d4cfd40933c6d25¢
2d9159e2f0757c.exe

#5: ¢
\users\keecfmwgj\desktop\5
Modify Memory 5043585¢15ff65ca4b8df1c0 Oxfa0 0x52c000(5423104) 0xa400 v 1
b0f1c883d4cfd40933c6d25¢
2d9159e2f0757c.exe

#5:C:
\users\keecfmwgj\desktop\5
Modify Memory 5043585¢15ff65ca4b8df91c0 Oxfa0 0x7efde008(2130567176) Ox4 v 1
b0f1c883d4cfd40933c6d25¢c
2d9159e2f0757c.exe

#5: c:
\users\keecfmwgj\desktop\5
Modify Control Flow 5043585¢15ff65ca4b8dfa1c0 Oxfa0 / Oxfac 0x76f101c4(1995506116) - v 1
b0f1c883d4cfd40933c6d25¢c
2d9159e2f0757c.exe

Dropped Files (4)

File Name File Size SHA256 YARA Match
C:\Users\kEecfMwgj\AppData\Local\22264cfd-727b-45d7-91c9- 438.00 KB 12a51367c5c85ff3c1dc73743cface2e0laccecf2879a36adbddf566d5298 "
e74b24b1e0e5\build2.exe ’ 7b3

C:\SystemID\PersonallD.ixt 42 bytes ég?oZ:Z 6046de8f4c5849b7ee9536406e0edfc2608134b2b0e4467d9e51c2 x
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File Name File Size SHA256 YARA Match
C:\Users\kEeciMwgj\AppDatalLocal\bowsakkdestx ixt 557 bytes g?ggf5d819894fd52f4l7f9531eaddBlQSSQedcalecc944b110374bbdc8 x
R 0bytes E3b0044298fclcl49afbf4c8996fb92427ae4184649b934ca495991b7852 x

855
Host Behavior

Type Count
System 4
Module 47
File 61
Environment 1
Process 97
Registry 7
COM 1
- 2
Mutex 1
User 1
Window 1
- 3
Network Behavior

Type Count
HTTP 3
HTTPS 1
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Process #7: build2.exe

ID 7

File Name c:\users\keecfmwgj\appdatallocal\22264cfd- 727b-45d7-91c9-e74b24b1e0e5\build2.exe
Command Line "C:\Users\kEecfMwgj\AppData\Local\22264cfd- 727b-45d7-91c9-e74b24b1e0e5\build2.exe”
Initial Working Directory C:\Users\kEecfMwgj\Desktop\

Monitor Start Time Start Time: 98213, Reason: Child Process

Unmonitor End Time End Time: 102139, Reason: Terminated

Monitor duration 3.93s

Return Code 0

PID 4060

Parent PID 4008

Bitness 32 Bit

Host Behavior

Type Count
System 3
Module 76
File 6
Environment 1
Window 1
Process 1
- 3
- 7
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Process #8: build2.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

c:\users\keecfmwgj\appdatallocal\22264cfd- 727b-45d7-91c9-e74b24b1e0e5\build2.exe
"C:\Users\kEecfMwgj\AppData\Local\22264cfd- 727b-45d7-91c9-e74b24b1e0e5\build2.exe”
C:\Users\kEecfMwgj\Desktop\

Start Time: 100807, Reason: Child Process

End Time: 108963, Reason: Terminated

8.16s

1073807364

4068

4060

32 Bit

Injection Information (6)

Injection Type

Modify Memory

Modify Memory

Modify Memory

Modify Memory

Modify Memory

Modify Control Flow

Host Behavior

Type

System
Module

File
Environment

Registry

Network Behavior

Type
HTTPS

TCP

Source Process Source | Target TID Address | Name Size

#7.cC:
\users\keecfmwgj\appdatall

0cal\22264¢d-727b- 450791 OxfeO 0x400000(4194304) 0x400
c9-e74b24b1e0e5\build2.exe
#7. C.
\users\keecfmwgj\appdatall
ocal\22264¢fd-727b-4547-91 Oxfe0 0x401000(4198400) 0x34000
€9-e74b24bl1e0e5\build2.exe
#7: C:
\users\keecfmwgj\appdatall
ocal\2226actd-ToTboasd 701 OXfe0 0x435000(4411392) Oxde00
€9-e74b24ble0e5\build2.exe
#7.cC:
\users\keecfmwgj\appdatall
0cal\22264¢d- 727b- 45d7-91 OxfeO 0x443000(4468736) 0x1c00
c9-e74b24b1e0e5\build2.exe
#7. C.
\users\keecfmwgj\appdatall
occal\2026autd 73Tt asc 701 OXfe0 0x7efde008(2130567176) ox4
€9-e74b24bl1e0e5\build2.exe
#7: C:
\users\keecfmwgj\appdatall
ocal\22264cfd-727b-4547-91 Oxfe0 / Oxfe8 0x76f101c4(1995506116)
€9-e74b24ble0e5\build2.exe
Count

8

115

3

1

2

1

Count
2
2
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Process #12: 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢c2d9159e2f0757c.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

Host Behavior

Type

System
Module

File
Environment
Window

Process

12

c:\users\keecfmwgj\appdatallocal\1b71cfc7-59d7-431f-bf72-fcbb51f37d3b\55043585¢ 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢.exe

"C:\Users\kEecfMwgj\AppData\Local\1b71cfc7-59d7-431f-bf 72-fcbb51f37d3b\55043585¢ 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757c.exe” --

AutoStart

C:\Windows\system32\

Start Time: 160949, Reason: Autostart
End Time: 165926, Reason: Terminated

4.98s

1840

1712

32 Bit

Count

52
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Process #13: 55043585c15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢c2d9159e2f0757c.exe

ID 13

File Name c:\users\keecfmwgj\appdatallocal\1b71cfc7-59d7-431f-bf72-fchb51f37d3b\55043585¢ 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe

Command Line "C:\Users\kEecfMwgj\AppData\Local\1b71cfc7-59d7-431f-bf 72-fcbb51f37d3b\55043585¢ 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757c.exe” --

AutoStart
Initial Working Directory C:\Windows\system32\
Monitor Start Time Start Time: 164987, Reason: Child Process
Unmonitor End Time End Time: 198566, Reason: Terminated
Monitor duration 33.58s
Return Code 0
PID 1928
Parent PID 1840
Bitness 32 Bit
Injection Information (8)
Injection Type Source Process Source | Target TID Address | Name Size Success Count

#12: c:
\users\keecfmwgj\appdatall
ocal\1b71cfc7-59d7-431f-
bf72-
fchb51f37d3b\55043585¢ 15ff
65ca4b8df91c0b0f1c883d4ct
d40933c6d25c2d9159e2f075
7c.exe

Modify Memory 0x734 0x400000(4194304) 0x400 v 1

#12: c:
\users\keecfmwgj\appdatall
ocal\1b71cfc7-59d7-431f-
bf72-
fcbb51f37d3b\55043585¢ 15ff
65ca4b8df91c0b0f1c883d4cf
d40933c6d25c2d9159e2f075
7c.exe

Modify Memory 0x734 0x401000(4198400) 0Oxcab00 v 1

#12: c:
\users\keecfmwgj\appdatall
ocal\1b71cfc7-59d7-431f-
bf72-
fcbb51f37d3b\55043585¢ 15ff
65ca4b8df91c0b0f1c883d4cf
d40933c6d25c2d9159e2f075
7c.exe

Modify Memory 0x734 0x4cc000(5029888) 0x3dc00 v 1

#12: c:
\users\keecfmwgj\appdatall
ocal\1b71cfc7-59d7-431f-
bf72-
fcbb51f37d3b\55043585¢ 15ff
65ca4b8df91c0b0f1c883d4cf
d40933c6d25c2d9159e2f075
7c.exe

Modify Memory 0x734 0x50a000(5283840) 0x6400 v 1

#12:c:
\users\keecfmwgj\appdatall
ocal\1b71cfc7-59d7-431f-
bf72-
fcbb51f37d3b\55043585¢ 15ff
65ca4b8df91c0b0f1c883d4ct
d40933c6d25¢2d9159e2f075
7c.exe

Modify Memory 0x734 0x52b000(5419008) 0x200 v 1

#12: c:
\users\keecfmwgj\appdatall
ocal\1b71cfc7-59d7-431f-
bf72-
fcbb51f37d3b\55043585¢ 15ff
65ca4b8df91c0b0f1c883d4ct
d40933c6d25¢2d9159e2f075
7c.exe

Modify Memory 0x734 0x52c000(5423104) 0xa400 v 1
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Injection Type Source Process Source | Target TID Address | Name Size Success Count

#12: c:
\users\keecfmwgj\appdatall
ocal\1b71cfc7-59d7-431f-
bf72-

Modify Memory fehb51f37d3b\55043585¢ 15 Ox734 0x7efde008(2130567176) Ox4 v 1
65ca4b8df91c0b0f1c883d4ct
d40933c6d25c2d9159e2f075
7c.exe
#12: c:
\users\keecfmwgj\appdatall
ocal\1b71cfc7-59d7-431f-

" bf72-

Modify Control Flow fehb51f37d30\55043585¢ 15 0x734/ 0x78c 0x771601c4(1997930948) - v 1
65ca4b8df91c0b0f1c883d4ct
d40933c6d25c2d9159e2f075
7c.exe

Dropped Files (222)

File Name File Size SHA256 YARA Match
C:\Users\kEeciMwgjMusic\zkBEKRCKZ7IX KV Wad.m4a.vvyu 6421 KB ggg;aalf%blbfc745fb4d49353b241f0bac5b743929652b07a686€3bd52 v
cusersikeecimwagj\desktop\ougdg9.mdavvyu 58.36 KB g;dé%d896203d19677e2f187d6881cb05896dbeeb57d9efe4ebfd7cc42c v
ciusers\keecimwgj\desktop\bijamby:mp3.vvyu 35.74 KB ggid9d85fcd91809b4f02709599ac 59f69f1cbb6efod9ale6522469a54e8d v
cusers\keecimwg\videos\zct8oosw8vOsthu.avi vyu 83.71 KB ggLSfaaScfbdee189d99c52c4ad1564e4b3f02eb3e92e35f3bd8eefa7b0c4 v
C:\Users\kEeciMwgj\Desktoplkq__wavvvyu 86.93 KB gggs462c62d403f39d4b58437237be208854fb14ad40d3d86dfa22509aa6 v
C:\Users\kEeciMwe\MusicVNMAwBNdTON.mdavwyu 13.09 KB ggg;ia18363b93801‘5b201f603ac7abde10852!)362118629338e08a5356 v
c:\users\keecfmwgj\videos\oa7uy-r84 e\v2hz1riby\-tthdh.mkv.vvyu 63.68 KB jgf;.edcllzellfl9d19b983766685b2188f9d289b125f105bd29949b freelds v
c:\users\keecfmwgj\documents\t7c9fofd9kt\du_\dlt-gu15ir8wOsjrhr- 41.86 KB 7¢7916211ebbcc93df0e07a21596373498fc6¢10eb647cac6e5hb7a8964d v
b\xd4m_dlxrc.csv.vvyu ’ a2994
c:\users\keecfmwgj\favorites\msn websites\msnbc news.url.vvyu 467 bytes 283%76094016762501817a31749b04e9b41cea75cf83f3533e7039078c v
c:\users\keecfmwgj\documents\t7c9fofd9kt\du_\ndcmd 99.47 KB 2b933faged3c3alcOee7elele78e7e00e8bd8a9048165(7680f77b0316a3
g2s\yxnorxlicarsuvxvr.xls.vvyu ’ 0a07
c:\users\keecfmwgj\pictures\ckh5enz\utklaz\fzsdv9ic_tv.bomp.vvyu 65.31 KB 2222206d4dCef12a504cfada5b351d2&039ab14d9e4bf9d9790afc31ab51 v
C:\Users\kEecfMwgj\Documents\T4N8wuVG8qRit6NO.odp.vvyu 86.20 KB gg;lga3bab6899a4fa5e3ac0111faeedcd60bd3d0ff19d3OCabee1bc04ed8 v
c:\users\keecfmwgj\documents\wxhzvhSgeamrbckdvObk.pptx.vvyu 21.78 KB if72[§J685a61240600f580316fC 1655cad66di05793e5929099e59h5e4c 105 v
C:\Users\kEecfMwgj\Documents\t7c9foF DIKN\Du_\dLt- 9358 KB 7414f64fc678792156c5ea00e784e003e1f7ddc53chea752d035d8c319b v
Gul5Ir8w0sJrhR-b\ooeO67V 2A6dBdr.pps.vvyu : b526

C:
\Users\kEecfMwgj\Music\15d3btm 7OvSONVAxwAWNa8b_DcXSUW  56.62 KB 205ee2904d6e476c40car9e2ii976c34403c71d93ar 7caredd9299943el

mzm.wav.vvyu 522e9
ci\users\keecimwgj\desktoplivavhtusdsvngfL fivvyu 3243 KB Zég1634399aea924d98392Saf7dffb805402304d7c6&32d876d4293f98f06 v
ciusers\keecfmwgj\documents\56a-hgjck-6jacz_y.docx vyu 46.97 KB ?ggjbecercda4586a646d780233d0479d51:lbb7323ﬁda5ea7778829097 v
c:\users\keecfmwgj\favorites\msn websites\msn 149b40902583c08cea851ef887d8eb0cf34cc37hf8e860275f0c 15600445

N 467 bytes v
entertainment.url.vvyu 7279
C:\Users\kEeciMwgj\Deskiop\sovvbaYRGyMc-1zi435.png.wyu 27.04 KB 28§8§0903fd171779ab3f1b74b39a86e88daacdc1738a8d1bd9104b2543 v
c
\users\keecfmwgj\pictures\ckh5enz\utklaz\Odjnwc3cmex6ks4d\4xen.g 54.15 KB ggéngﬁcf328879882bbc58b289164&620461d5b37c4377183b7eea467e v
ifvvyu
c:\users\keecfmwgj\favorites\microsoft websites\ie site on 467 bytes Sfaad79e2e4270409af99828a960e55b46a06c0a39210daa277ca68e700
microsoft.com.url.vvyu 4 e20e3
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File Name

c:\users\keecfmwgj\pictures\ckh5enz\utklaz\Odjnwc3cmexeks4dirqg-
bsnkslémhoiol.png.vvyu

C:\Users\kEecfMwgj\Videos\oa7UY-r84
e\v2hZ1rlby\LgnhMFLOC.mKkv.vvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz\utkIAZ\ODjnwc3CmEX6ks4d\r
Mc5RT6t.bmp.vvyu

c:\users\keecfmwgj\documents\csOy__wvetbw2qsiy.docx.vvyu

C:\Users\kEecfMwgj\Music\s12J.m4a.vvyu

C:\Users\kEecfMwgj\Documents\t7c9foF DOKNDu_\dLt-
Gu15Ir8w0sJrhR-b\PInb573cskZFLk.ots.vvyu

c:\users\keecfmwgj\music\15d3btm 7ovs9nvaxvvalsy 7kzm.wav.vvyu

c:\users\keecfmwgj\music\pd9daotni.m4a.vvyu

C:
\Users\kEecfMwgj\Music\15d3btm 70vS9INV4xvvA\30ZhLD JPo6htg3
wav.vwyu

c:\users\keecfmwgj\pictures\ckh5enz\mgf6_dzth1f94j.png.vvyu
C:\Users\kEecfMwgj\Music\q6aG5\M 7TOG0.mp3.vvyu

c:\users\keecfmwgj\desktop\gmt4lzpnvyjn.wav.vvyu

c
\users\keecfmwgj\desktop\55043585¢15ff65ca4b8df91c0b0f1c883d4ct
d40933c6d25c2d9159e2f0757¢.exe.vvyu

c:\users\keecfmwgj\music\15d3btm7ovs9nvaxvvaljyj5.mp3.vvyu

C:\Users\kEecfMwgj\Documents\dHBKKyUiRLEo_ihqOR .xIsx.vvyu

c:\users\keecfmwgj\documents\t7c9fofd9kt\du_\dlt-gul5ir8wOsjrhr-
b\nj4ag\rfdw37vjsnr.ods.vvyu

C:
\Users\kEecfMwgj\Music\15d3btm 70vSIN V4xvvA\puDbAQgOd3K9
PVjvnluwav.vvyu

c:\users\keecfmwgj\desktop\h6hrgnjnvgba.png.vvyu
C:\Users\kEecfMwgj\Desktop\-CxO zQcg.avi.vvyu

c:\users\keecfmwgj\videos\jpdadhjnb.mkv.vvyu

c:
\users\keecfmwgj\music\15d3btm 7ovs9nvaxvvalgexdtyv1ziq clOjaad
tmdavvyu

C:\Users\kEecfMwgj\Videos\oa7UY-r84 e\v2hZ 1rlby\2u
CRZIC7nvdh_M.mkv.vwyu

c:\users\keecfmwgj\videos\oa7uy-r84 e\mhdjwhf8pwlbd.flv.vwyu
c:\users\keecfmwgj\music\15d3btm 7ovs9nvaxvvalbojvfgm.wav.vvyu
C:\Users\kEecfMwgj\Videos\SFCuO8sW L2Jsj.flv.vvyu
c:\users\keecfmwgj\favorites\links\web slice gallery.url.vvyu

c:\users\keecfmwgj\videos\fdd4gh84c4w3sg.mp4.vvyu

File Size

14.60 KB

2353KB

74.55 KB

14.40 KB

87.40 KB

54.95 KB

25.63 KB

66.37 KB

45.17 KB

50.93 KB

20.08 KB

45.65 KB

730.00 KB

31.87 KB

26.50 KB

71.39 KB

83.55KB

69.06 KB

91.91 KB

6.96 KB

72.22 KB

81.32KB

15.38 KB

6.86 KB

43.83 KB

560 bytes

89.71 KB

SHA256

fbaalb4babd4b4b6c2bc3a99fa7233ac5eb15ba08eef33bhlaacd55e76226
9e73

063868000370b2298e03f8b70d9db9b1762a41460d784c67a3e1h74f186
496e8

608aff464f808199d7a1f3d582c2003a49a91408c6eca71b2fe904b785030
262

b2ebddad2062a722b4740796c0132584250d61f0b10f2c 7a557285ec020
83bfb

3e459331f6a9f996471945a4dc294aded444052ee030faced71b42986hbce
b185

4c1c3385¢h9727e332b6eda90010971f6e75d2ee2594a65f5ebb042940e
83a04

55ch375291¢3109795542cf76e25ba73251df02d5h7595f3909313fddb3c
edl4

eb01b06ec780f6ha037513b42ad5d0568379f5adbab1e773bec23cc312fh
dd4b

4488b9389aa8050b61482a93ed3e60807883354c6f783f08ab942bd159b
a5bbl

d26b37ec3159d17b4f67ae157a0869d281202c83f44298aee9dd 1228089
bbae2

153c0d1ce952559684263a47f7a162b317726503b7edeb2ellaa7eb3c71
10a31

7e7061e682dca5e16b8e2d2509793fce2f85¢308b1e36fcd383618c8fe49
7122

55043585¢15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f07
57c

d90c9c8156ebch68d2ef575fb0784c9d338f93a029392badbb8e 7he9649f
1dad

89e2d36a87aa253caa34164c90c879ff4446497f1leacabd58889430d39dd
e5c6

4ba35d50dbe7073e6662a71a916df5bb2202174c9c0f5494c 79410f12f47
0590

1853ac4452599a52¢695e357e89529e09e9c943¢ 72286¢d1bef09be892
3bc54

38b3be04010e6732c683951abdb9298eac94ed069e7c8cd4e089db1f04d
59074

abafd2c7ed45ch05134a08da7e202e5ad77caf998bc91758085¢356¢ebf0
188a

35475d8f7e0fcc2e29492a2ee875f10fh34693b0eeIcee50399ch13a0460
4fa

03d2bba0297f716170ff3cebaf386b1b2395c0536adac9ab5af8026dd4ebl
e3c

907b71b06b08681080f5c28c8023f302c25302a641d8dd1fb4c6b512b559
doog

1f08ad52b977def28e847cad9bdaf97c576fcc30fd87115493fadadbbda04
387

98552f464597ee19d51f79c21b18fe0d76a7238d3d09c9461628967dad56
3059

63f7c09054d84ceb45365eee7716fc3b348441bb3f9d92e192e73f278dda
1822

6b15h2f6db55ac6ecc168a70ed8ee50db4a8233379cebbefd6fdeeaads2c0
189%

3a7e6e862di82fae548e73a66e2503e51423c41af0271041dba024f506¢c5
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File Name

C:
\Users\kEecfMwgj\Music\15d3btm 70vSIN VAxvwAAKXppD 7.m4a.vv
yu

c:\users\keecfmwgj\documents\t7c9fofd9kt\du_\ndcmd g2s\uomn
anj\8ydbvfzvuknzyhmzsw2e.pptx.vvyu

c:\users\keecfmwgj\videos\q7szl.swf.vvyu

c:\users\keecfmwgj\videos\oa7uy-r84
e\v2hz1riby\dzazfhouywh4e77ghf.swf.vvyu

C:\Users\kEecfMwgj\Videos\oa7UY-r84 e\GcroBgOAp.flv.vvyu

C:\Users\kEecfMwgj\Documents\t7c9foF D9Kt\gnn Elw-bv2A
ZdUCx.csv.vvyu

c:\users\keecfmwgj\pictures\ckh5enz\g9op7kzr.jpg.vvyu
C:\Users\kEecfMwgj\Desktop\ctXFDNnUwfpifoZl flv.vvyu
C:\Users\kEecfMwgj\Desktop\s387k8QuDVZj flv.vvyu

c:\users\keecfmwgj\desktop\ssz4\us5ftz3jimsu.mp4.vvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz\utKIAZ\ODjnwc3C mEX6ks4d\-
kPL6MXQjk.bmp.vvyu

c:\users\keecfmwgj\documents\t7c9fofd9kt\du_\dlt-gul5ir8wOsjrhr-
b\nj4ag\xq89ysrduds.pdf.vvyu

C:\Users\kEecfMwgj\Desktop\_gJDhmKEYoYDIQq.gif.vvyu

C:\Users\kEecfMwgj\Desktop\SSz4A\HT9AW JQ.png.vvyu

C:\Users\kEecfMwgj\Documents\t7c9foFDIKHADu_\n4CMD
g2s\Uomn Anj\3X s\OR 3sVLz9jj8.rtf.vvyu

C:\Users\kEecfMwgj\Desktop\oGH6r9EKez2SrD.bmp.vvyu

c:\users\keecfmwgj\appdata\locallow\microsoft\internet
explorer\services\search_{0633ee93-d776-472f-a0ff-
e1416b8b2e3a}.ico.vvyu

C:\Users\kEecfMwgj\Documents\t7c9foFD9KHADu_\nACMD
g2s\Uomn Anj\6e2w9YoR-8.pdf.vvyu

c:\users\keecfmwgj\music\q6ag5\pjtklq_dt3lt.wav.vvyu
c:\users\keecfmwgj\pictures\9 qc8otghlhix w8i.gif.vvyu
c:\users\keecfmwgj\desktop\ssz4\ol21.csv.vvyu
c:\users\keecfmwgj\favorites\windows live\windows live mail.url.vvyu
c:\users\keecfmwgj\documents\egcel.ppt.vvyu
c:\users\keecfmwgj\desktop\ssz4\7qttxszlkjh_fii.pdf.vvyu
c:\users\keecfmwgj\desktop\ssz4wmaqgvke.flv.vvyu

c:\users\keecfmwgj\desktop\jblorsrry.m4a.vvyu

C:\Users\kEecfMwgj\Pictures\CkH5eNz\UIPaZiiR-
0QnLQB3Ey2.png.vvyu

C:\Users\kEecfMwgj\Pictures\CkH5eNz\up4L8znJo05a3P,jpg.vvyu

File Size

20.20 KB

76.45 KB

29.85KB

24.81 KB

98.01 KB

51.06 KB

53.05 KB

3.20KB

32.55KB

24.63 KB

754KB

55.13KB

13.04 KB

69.06 KB

48.10 KB

100.26 KB

451KB

94.46 KB

61.53 KB

6.93 KB

19.05KB

467 bytes

61.87 KB

71.79 KB

22.81 KB

33.81KB

79.66 KB

31.65KB

SHA256

c19b9dedcd2ebc4af7d6e469f5369b2bc 73346391 1dc 70390b66d90b66a
cd31b

dc1a040695de8622736f2c61e5d178d1b7d297h2f642397dd3d5af992934
44c

887be69e9767a77f9bcf14e4f18d6912c54990095d9234ffbc9db66d27617

595559efd041f92bcf188421539¢3693c59598¢ 1875aa304c2d7c1ccc08b
250c

40c3f38b45357570e96d956b12e5358caf3dd7eca29d0cde60a20ec5e7h
84bb

40268ffc8322fefdb27603a8a9fa041f115f308ca3742ceda2asfa57ffffd943

1f8175b8526c49072acc 7b4edB86ade68a46613aaffe84cec8eb7c9c724d6
0744

d76d396590a6ec522da72da040e23526cd606ach6530b86a78c256ch01
c25eab

81708239cf69bdeeasa25983c956aac089d26e108d4d223218f9e25a333
426ab

2fbaba64c12883996ea6dd166dd7f364e10ec94d88b7c1101acdad379ac
e6f74

54b566a64e4e05544fh56b58246cc462fb492093c2093c 1alclc8d136a7
cle23

90f8h03e08e28n84a9071240046¢10a4546eb6d67dc56573dear7df3aal
7adaf

aed75eebad6b756af07chddd7601506855d5e1e87a9e9111261bbdde9bb
547d7

8h7464cf92fcf75ha7d6adfe29e4274bff6f9eb856d551deb20250h59892de

9d70904¢814896a852e358754328193d9018c4818d1109fh795d7e41686
ccac7

d247554d388711df1ce4777081d804741b4500889e5765ad9181e723348
90c09

40920dd6a636cc8f69d8dad7cbb80b361a50f7ba9a2d2e3825fc87f00424
bd88

10d3e26496761e38324c462ec9ef7226fbaf9060581adf4e1997178d6f656

88da2f03b47dcd914afaec5ccffff4a98c30b9af 7f66554b33fbcsSbl7cc6als
1

814b60678495c39281479319bcaleb6873d2a8aae625a19d98cIbbe247
71f3e5

3be6b2eada734b31552bd1389ddcd71b113afed25ad1151e9bel3621821
b1456

a1db2318077f5bd0dcfadbf47589935d4a17e898e5e0d5eche1d844¢ 1276
eflb

71dd53571da2eb390b81h52076ab1b875f2c05a43b8ddc 7af00c3d54121
eOed9

5e820f188ed3c203012c87f6c3387234dd3a2893136db68b6ddbac1663d
8dde6

e9fc8c229alal8eaadfa6i9d22d1cecaa8l2a965d9e32a41felc9e24a3d4
091e

5e3694b6ef8a20h17d447542c3639f35dda37c32a3fh9462984f07808d20
9le6

Obeb15bcf563d5f95fe48da30a5hf4aldadfc66a3ace9340e911d8237fae2
70c

855d5ebele10a82bfd72b8bbaead7ae6063ae5c91a9b8e5fc560177c3h8
62d51
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File Name

c:\users\keecfmwgj\music\15d3btm 7ovs9nv4xvvalj2t8dyq7ad
s.mda.vvyu

C:\Users\kEecfMwgj\Documents\t7c9foFDIKNDu_\ZFul6
9zRrETYF.docx.vvyu

C:\Users\kEecfMwgj\Pictures\CkH5eNz\utkKIAZ\O2U TInld.gif.vvyu

c:\users\keecfmwgj\videos\w9galst 6bnf-yf.mkv.vwyu

C:
\Users\kEecfMwgj\Documents\t7c9foF DIKH3QxjAR\T8wvyki0J9mO
.ots.vvyu

C:\Users\kEecfMwgj\Pictures\CkH5eNz\utkKIAZ\YNvx X.bmp.vvyu
c:\users\keecfmwgj\pictures\ckh5enz\Ozp is.jpg.vvyu

C:\Users\kEecfMwgj\Desktop\MWdsq1QYO68B.m4a.vvyu

c:\users\keecfmwgj\documents\t7c9fofdokt\du_\dlt-gul5ir8wOsjrhr-
b\gx_wgirqaux_.pptx.vvyu

c:\users\keecfmwgj\videos\oa7uy-r84 e\irrx7uvzuzgme6ox.avi.vvyu
c:\users\keecfmwgj\pictures\v-der pgnma_nx.png.vvyu
c:\users\keecfmwgj\documents\5w2kb0xpz679okqg9oh.doc.vvyu

C:\Users\kEecfMwgj\Music\g6aG5\w5q7V-5Q7Epp.m4a.vvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz\utKIAZ\ODjnwc3CmEX6ks4d\
JjovnSZY.bmp.vvyu

C:\Users\kEecfMwgj\Documents\EfzZ8VEEd1pSVsSES PJdQ.xIsx.vvyu
c:\users\keecfmwgj\documents\45jcquohgob2hs.xIsx.vvyu
c:\users\keecfmwgj\music\q6ag5\6gh9swuoi.wav.vvyu

C:\Users\kEecfMwgj\Videos\h8vWrl4X3qjJx.avi.vvyu

C:\Users\kEecfMwgj\Videos\oa7UY-r84
e\v2hZ1rlby\6zZsCwOqJQhE.avi.vvyu

c:\users\keecfmwgj\music\gqéag5\ylvockejtrl_ur2.m4a.vvyu
c:\users\keecfmwgj\desktop\6umy14w18jmagx-yvo.swf.vvyu
C:\Users\kEecfMwgj\Music\ucR8jvObs4.wav.vvyu
c:\users\keecfmwgj\desktop\g8m9wn ztgrqdpa.doc.vvyu

C:\Users\kEecfMwgj\Favorites\M SN Websites\MSN Money.url.vvyu

C:\Users\kEecfMwgj\Documents\t7c9foF DOKNDu_\dLt-
Gu15Ir8w0sJrhR-b\NJ4AqQURCSXUX.rtf.vvyu

c:\users\keecfmwgj\pictures\0md97n-k.bmp.vvyu
c:\users\keecfmwgj\documents\_-fr_fxi6 yovrtv.pptx.vvyu

c:\users\keecfmwgj\favorites\windows live\get windows live.url.vvyu

File Size

27.44 KB

60.06 KB

14.31 KB

94.10 KB

40.19 KB

58.19 KB

95.71 KB

45.89 KB

20.47 KB

38.65 KB

36.27 KB

24.55 KB

80.01 KB

94.32 KB

100.28 KB

9.42 KB

96.88 KB

74.65 KB

75.61 KB

3.64 KB

76.40 KB

99.21 KB

49.06 KB

467 bytes

68.86 KB

2.97 KB

42.22 KB

467 bytes

SHA256

d522bc287c6d938ace7ele23c70e80e2e42289fd66238df910432a95765
d7bc8

aabf05c61ch227bdald5c403974d7c6e759a78c68f11cc8fe973206171b0
ad61

fb2e8e3a61edc8536b3a672fc0107d5263a79ff7aaa7bf0254eea3b0e5c56
24b

€944bb460dc6647c718ed4b7eb7d4d3e4chB8c86a960baf0f15b9f93b328h
252a

4d57a63dd3bbeacc7331ada2a3d51ac2148bc8de90915b969818bc032e
7f63f9

017fa3733fa5b759bd1336f0ea699c 705ade6e5884684f1a483eee9655ha
162

4ca9df76edbc2e10be02c481aa958318412af5c2ddc05822acd6e05feOb7
70f1

7340b002ac0f953589ff172085f5024f6e8d8aa0ddb2aa2d951d0ef63ee3d
c3a3ec5f89164367eac694c703f4015ffd823e336621ec64a5ed80f99a078

4fc6d20ede54857¢1d310071235219fc95730efa229¢c0fcOb8hbb8abe3a7c
7816

ba3d838b6d06a693dd4e0e5177bac48130d80f76ef84dad2a2ceaBb7903
b5d8b

€5717d042b96213e7525d3601f1d6e2f96ebb8e78ff2c7c5e9545¢8¢ 1177
0d6

0a882c1660ad5f1bc70c5d206d16d435023f4d1e622f7ed901dccth3613c
2962

8e20e1d0e0h3861681600f77183678a3e384ad15a08fc5f0b3604137cf6e
e4fl

€2730913e97e55852274ac59fbedeea5f80606185cafdc83153b5363b968
0d5d

290c6310abfbae8fa7d98c8899ccad315h943ecfd42b510830bce1480f11
4a9%c

87bbfcfdd1574b55313220affa686725ba9%a8aa7433fdd00d677b9735c0b6
alo

149ad2cdf101b6f50f12c0c49ac7c442fca7467fdcOffcd807daf5e300fe0ab
1

dce6bBad1c2b1bf677b1ff4b8568083e3eb0ddad6b2d2cftbf8dc28b4a70b
46¢

54d2884af398a63c9299290197h73d90dd363fbfod27c31111adb0728c 70
69a6

85bdf54cf69443615c3c8cc6163car5df7alc79d29673608f46386e064f0f
1cb

632a21e6fc0b8c83fab4ab6b39de32418077112cdd27e4f3bf1a1076a204
4992

9d9d58a552¢25b03b61b27f83d0e642f90d6a75feaf89de2a5268a5d9¢ 75
1334

65ce021b0b11d5490f43b0b0d39558a4129e114346d8964ch92b8ca8392
2f45d

6814d7f1e64fc4fde721cedi6d3552d9c57f33226893739f4eb21234b1c8
ef

9ac425h276fcece7fff6236ec3b532432db7fcc227fa75c6f537c61ad43d9af
e0

72cf0e2d7e50e585963e2a4873e4724697ab6f1eb715829089f8379d9bdd
2ae2

eda2fa73a8f3554a9282a38ba85717c530520275dfc 7f88b4ac3d8ce89d6
leb
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File Name

C:\Users\kEecfMwgj\Desktop\HUD-Vd.ppt.vvyu
c:\users\keecfmwgj\favorites\msn websites\msn.url.vvyu

c:\users\keecfmwgj\music\bgn7jsn2k_hp.wav.vvyu

C:
\Users\kEecfMwgj\Documents\t7c9foF DIK\3QxjAR\ONTeT5RDjQL6
aro.csv.wyu

c:\users\keecfmwgj\pictures\scabdm3i.omp.vvyu

C:\Users\kEecfMwgj\Pictures\fjFyJ2LwCFuD.bmp.vvyu
c:\users\keecfmwgj\music\7rucdwyus.wav.vvyu
c:\users\keecfmwgj\desktoplyyv494w_m8z.mkv.vvyu

c:\users\keecfmwgj\documents\t7c9fofdokt\du_\dejpOtkawtpu.xIsx.vvyu
C:

\Users\kEecfMwgj\Documents\t7cSfoF DIK\Du_\hWLOZU2H-.doc.vv
yu

C:\Users\kEecfMwgj\Videos\oa7UY-r84
e\_9xS8m5SRrPmY7bhauad.flv.vvyu

C:\Users\kEecfMwgj\Documents\t7c9foFDIKN\Du_\n4CMD
g2s\Uomn Anj\3X s\E6LAV7pmdeNgQC2aZ.rtf.vvyu

C:\Users\kEecfMwgj\Desktop\vf vz3sgunK.m4a.vvyu

c:
\users\keecfmwgj\pictures\ckh5enz\utklaz\Odjnwc3cmexeks4d\oyuf.gi
fvvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz\utKIAZ\ODjnwc3CmEX6ks4d\
4mQ2gMUrsax_RZzVhH.png.vvyu

c:\users\keecfmwgj\desktop\pwyx2b-yoplcnSmp.wav.vvyu
c:\users\keecfmwgj\documents\wrOkwgonpwoxielpnc.pptx.vvyu
c:\users\keecfmwgj\desktop\vz5gqw9gjyrik.swf.vvyu
C:\Users\kEecfMwgj\Desktop\SSz4\9yAZz T XyNBINhh5SkD.mp3.vvyu
C:\Users\kEecfMwgj\Contacts\Administrator.contact.vvyu

C:\Users\kEecfMwgj\Desktop\kvVdOKfcoMs.docx.vvyu

c:
\users\keecfmwgj\pictures\ckh5enz\utklaz\0djnwc3cmex6ks4divnnb6
-.png.vvyu

C:\Users\kEecfMwgj\Music\PkOh2Rnp8cQPR.wav.vvyu

C:\Users\kEecfMwgj\Documents\t7c9foFDIKHADu_\dLt-
Gu15Ir8w0sJrhR-b\8OhTRGE.ods.vvyu

C:\Users\kEecfMwgj\Music\nA1Vyxh1cNbdS.mp3.vvyu

C:
\Users\kEecfMwgj\Music\qg6aG5\7URv2AMQZDAOxublg.mp3.vvyu

c
\users\keecfmwgj\documents\t7cSfofd9kt\du_\lviuhooevOpnicn.docx.v
vyu

File Size

39.87 KB

467 bytes

48.49 KB

63.67 KB

57.28 KB

25.04 KB

46.07 KB

60.80 KB

54.03 KB

17.63KB

36.72 KB

12.80 KB

81.91KB

9.47 KB

75.78 KB

7.19 KB

44.91 KB

21.06 KB

40.69 KB

67.11 KB

74.95KB

65.98 KB

51.83 KB

60.69 KB

18.29KB

39.63 KB

80.87 KB

DYNAMIC ANALYSIS REPORT

SHA256

a4b9e0ae5661623d933891127510a0e09f5f2b95ea07503f31edf2b62d1c
4d3a

b6a33245545d6d8c813981c99h398da3111d73cf923c18056df7029997¢
b169

abch50ea5d800c8c 7bffadd13737ec136db6d94b790172e4dc38ded12eb
993

6b1dd5e6161dbb38c7e512c2d6c44b95d957h5e117f9cfc574343a8035a
c725e

b50d3160ff818c4f7f9be06fe6abdd8de1032055f403f739ffcc038bf0794065

1a5c4dd3e6543038afed4e34a5313f9a31272c9e177266d7213767ca7ab
46a0f

079c11c7d28221f3c8d2c50fh7809e90ce423543f1f59db6f59cc053de83c
091

19064aeda4dc5dedfh2abc6cc95770b4a6749f44f7b7d8921d944dcOb06eh
4918

3071ee0aabd425d53fd8e4dcdleb246d091f8ecd747c9850ea71f07fb3a7
9c94

€3211fd3c9b5474da3ch165ffe9asd4e55ee6c0193866e92b95a6d1cfh26
5004

9f2a8510a52dc176e8deec99acalf9ad40baf32c6¢ 74310b8639e4611339
9df5

505038305a66d16f5795f870fdf3835913d5a7c095¢c2b6c453eef34839f25
ab

edac848d0b66hb3053ba752e0825h69226656c0ea3864al7dea68c9b04b
990e99

bcObdaf6883f3fe970e58438847ce5fa738bfa89930f5ec9al41fed549a3c0
8f

73ee17295d98f7cd8a800481c0109fh2645cf71d12aa05e843f62a106das
8934

8eadd74f33fe06dadc443508dde51b7ha0cef05a4c02b974633a103bd9dc
1b07

7¢935110b9074fc8f2cd14c657f061c072ca49954dabc9505f68463c4c58
2976

341bf813f7cabl1709b641d5b6a37836b0a6e63050f03c344e424dd4500c4
96ed

40139799669ala752a7b5e0109007¢c463b06bc77b064b5ae1036524c62
228e7e

1f76f0af856367c1932faa8d151822d5¢2f96d304951b8a37adef15c 14015
333

Ocb62dba7b0c20949d92e2a0382fb9af6e48771e7f75114bdaa3cda2dasff
98f

4952e06f4fb9c1b2fb917f3a003c2dbbc200d851a1604279436da48ch10c
4277

24411e55ef73a6723¢7687531f2d0cf8db0b9bbb0387ec 7hadc20bffb6fd20
f1

a709fdd42a3f15aa945116121480eec5569a7a0a1a2c4444089200b9640
5494

25135h6a5cee92d2d7423daf80h895330611bd03271d0af2a079ch6b835
Sfa7e

a961ab4c96e8c785877067639b1c7b0ae695b6b38072d63633080373dc
5472ff

0a5fh393094de01c32al5ch7dedelfc183e6d401dfbacebf25132af9810dc
fle
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File Name

c:\users\keecfmwgj\videos\oa7uy-r84 e\v2hz 1riby\d4g2ikayi.swf.vvyu
c:\users\keecfmwgj\pictures\ckh5enz\utklaz\jnrbiji7doab7.bmp.vvyu
c:\users\keecfmwgj\videos\Okzy5iydb0_9j1mvgm.avi.vvyu
c:\users\keecfmwgj\desktop\ye2nvj3b.gif.vvyu
C:\Users\kEecfMwgj\Desktop\o 1Cxif2UWijY.omp.vvyu
c:\users\keecfmwgj\music\15d3btm 7ovs9nv4xvvalxwnlbab.m4a.vvyu
C:\Users\kEecfMwgj\Music\XP3a5K43w Y YvtQY.wav.vwyu
c:\users\keecfmwgj\desktop\3yd_u.doc.vvyu

C:\Users\kEecfMwgj\Music\x5xovotgfAL_W9MsP.wav.vwyu

C:\Users\kEecfMwgj\Documents\t7c9foF D9KNDu_\dLt-
Gu15Ir8w0sJrhR-b\flrc6EXPyfw.pdf.vvyu

c:\users\keecfmwgj\documents\t7c9fofdokt\du_\dlt-gul5ir8wOsjrhr-
b\gwmlsc2zpdOnk-c.ods.vvyu

C:\Users\kEecfMwgj\Documents\t7c9foFDIKNDu_\n4CMD
92s\5GbLDOSSAI.ppt.vvyu

c:\users\keecfmwgj\music\jéymsltmtmc.wav.vvyu

c:\users\keecfmwgj\favorites\microsoft websites\microsoft at
home.url.vwyu

C:

\Users\kEechng\Pi ctures\CkH5eNz\utkIAZ\ODjnwc3CmEX6ks4d\
m6h6LTvd.bmp.vvyu

C:\Users\kEecfMwgj\Videos\EOKz9As_PQ-0e NIZu2.swf.vvyu

c:\users\keecfmwgj\documents\t7c9fofd9kt\du_\ndcmd g2s\uomn
anj\tpc-xlgkaoki.ots.vvyu

c:\users\keecfmwgj\desktop\iiy6urtkmkg.swf.vvyu

C:\Users\kEecfMwgj\Documents\mQVKO4ih33AabglOBNO.xIsx.vvyu

Reduced dataset

Host Behavior

Type

System
Module

File
Environment
Process
Registry
Mutex

User

Window

File Size

17.99 KB

94.59 KB

95.62 KB

65.37 KB

94.16 KB

89.89 KB

28.62 KB

4.00 KB

23.63 KB

53.16 KB

48.08 KB

82.15KB

18.25KB

467 bytes

20.08 KB

32.74 KB

57.78 KB

24.83 KB

50.43 KB

DYNAMIC ANALYSIS REPORT

SHA256

¢527d45374e7a7e54b9ef909e15b5961c80e76¢267b06b4cabff80cchas2
2494

01092879025f551f3bffeal16916637c9235c85ae55513efc3c3abd887f2b
e6b

1b8f7dbce30a828e26285ebd310cd987c4674e92dd53ee50c86c418793f
73d23

6949f9851893f1ac27d2421545a34778b15a34eee7c6e2ad4arh9af687b1
dafa

f1d379a1039155237c540cbfc9395529a8aa00526d05628336a0d93e9f6¢C
2ecc

a35444c1b3f981ebd6488a7573417259ef14574686ad53aef244ecfofa519
b7e

a516db7de0e90c6910ed9bb105bd3c 7e4981fead9837607879a323380f7
b44d8

a96da9526h076218ae385854766%eecfa8d96a6571922bd32b1532fh88d
cd2al

2a402bed573d72e41d37984fdec37ff3ae8c9057f7d285783d7919b4bfd95
b58

6ca3d3c832a3dbca50a6f35129b47ed4h77099a7a500595b3be55447516
ed6d6

clafbc02698d2bfcbcc95fd488b38047f550413db767db1564809099780b
€100

68a0d29d2c1eb738d8ad651731 7fe9bc5380996a2d9bb80cf6fodfd2e2a9
25a3

b0576042a6f896e7973d21b44b05afead2296aad07c52ceadbbafe39f5a9
595e

5da37bc27d99eee516497214e93e7735831a5d7f53d2021c80e21f6069fc
f5d8

547eeafob5df0d8dad4bd3ed5cd9444c781c3697b11b4ef475550891b794
cc3b

ac75a48ec327870417a93a42h34f6499¢9a070f1aalf0327d8b10808da90
86fd

497d2e459c547793023e18fba6f0ae836c68d0b0840a52c5cc4b9278e73
4clbd

9e1414393acf4cdf4f69ca3603849839276bchb4373¢70710faff4682ad5fc
4c

fc28a66433a632f835e1037d1215ca5634c6bf8chc77eeal370fbleedfad71
e95

Count

282
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DYNAMIC ANALYSIS REPORT

#10848380

Network Behavior

Type Count
HTTPS 1
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DYNAMIC ANALYSIS REPORT

#10848380

ARTIFACTS

File
SHA256

4501aalf9eblbfc745fb4d49a
53b241f0bac5b743929652b0
7a686e3bd528d3a

bfdf94d896203d19677e2f187
d6881cb05896dbb0eb57d9ef
edebfd7cc42c4a0

383d9de5fcd918c9b4afc2709
59eac59f69f1chb6efod9ale6
522469a54e8da74

b8f5faa8cfbdee189d99c52c4
ad1564e4b3f02eh3e92e35f3
bd8eefa7b0c45eb

dcced62c62d403f39d4b5843
7237be208854fb14ad40d3de
6dfa225c9aa6d9ec

48872a18363b9380f5b201f6
c3ac7abde10852b36211862
93a8e08a53566627a

90f1edc42e4f19d19b9e37e6
685b218ef9d2e9b125f105bd
29949bffeeld545a

7¢7916211ebbcc93df0e07a2
1596373498fc6c10eb647cac
6c5hb7a8964da2994

60e9876094016762501817a
31749b04e9b41cea75cle3 3
533e7039078c8dd19

2h933fa%ed3c3alcOee7elel
€78e7e00e8hd8a9048165f76
80f77b0316a30a07

e9aB8206d4dcef12a5c4cfada
5h351d2e039ab14d9e4bf9d9
790afc31ab518c62

3c43a3bab6899a4fa5e3ac0l
11faeedcd60bd3d0ff19d30ca
beelbcc4ed85275

5f2bce5a612406ccf5e0316fc
1e55cad66df05793e59a9d99
e59b5e4c1bf547d

File Names

C:
\Users\kEecfMwgj\Music\zkBFKRCK
ZTIX KV Wad.m4a.vvyu, c:
\users\keecfmwgj\music\zkbfkrckz7ix
kv wad.m4a.vvyu

c
\users\keecfmwgj\desktop\ou84g9.m4
avvyy, C:
\Users\kEecfMwgj\Desktop\ou84G9.
mda.vvyu

c:
\users\keecfmwgj\desktop\bijamby.mp
3.vwyy, C:
\Users\kEecfMwgj\Desktop\BijAMbY.
mp3.vvyu

c
\users\keecfmwgj\videos\zct8oosw8v
Osthu.avi.vvyu, C:
\Users\kEecfMwgj\Videos\zCT800s
W8vOStHU .avi.vvyu

C:
\Users\kEecfMwgj\Desktop\kg__.wav.
VWyu, C:
\users\keecfmwgj\desktop\kq__.wav.v
vyu

C:
\Users\kEecfMwgj\Music\VNMhw6N
dTON.m4a.vvyu, c:
\users\keecfmwgj\music\vnmhw6éndtO
n.m4a.vvyu

c:\users\keecfmwgj\videos\oa7uy-r84
e\v2hz1riby\-tthdh.mkv.vvyu, C:
\Users\kEecfMwgj\Videos\oa7UY-r84
e\v2hZ1rlby\- TFbDH.mkv.vvyu

c
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\dIt-gu15ir8wO0sjrhr-
b\xd4m_dixrc.csv.vvyu, C:
\Users\kEecfMwgj\Documents\t7c9fo
FD9K{\Du_\dLt-Gu15Ir8w0sJrhR-
b\xd4m_DLxrC.csv.vvyu

c:\users\keecfmwgj\favorites\msn
websites\msnbc news.url.vvyu, C:
\Users\kEecfMwgj\Favorites\M SN
Websites\MSNBC News.url.vwyu

c:
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\n4cmd
g2s\yxnorxlicarsuvxvr.xls.vvyu, C:
\Users\kEecfMwgj\Documents\t7c9fo
FD9Kt\Du_\n4CMD
g2s\yxNORX1ICaRSUVxXVR xIs.vvyu

c:
\users\keecfmwgj\pictures\ckh5enz\ut
klaz\fzsdv9ic_tv.omp.vvyu, C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\utKIAZ\FZSdv9lc_tv.bmp.vvyu

C:
\Users\kEecfMwgj\Documents\T4N8
wuVG8qRIit6NO.odp.vvyu, c:
\users\keecfmwgj\documents\t4n8wuv
g8griténo.odp.vvyu

c
\users\keecfmwgj\documents\wxhzvh
5geamrbckdvObk.pptx.vvyu, C:
\Users\kEecfMwgj\Documents\wXHz
VH5GEAMrbCkDVObK.pptx.vvyu

Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

64.21 KB

58.36 KB

35.74 KB

83.71 KB

86.93 KB

13.09 KB

63.68 KB

41.86 KB

467 bytes

99.47 KB

65.31 KB

86.20 KB

21.78 KB

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/zip

application/octet-stream

X-Ray Vision for Malware - www.vmray.com

Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

2
2
=
g

MALICIOUS
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#10848380

SHA256

f7414f64fc678792156c5ea00
e784e003e1f7ddc53cbea752
d035d8c319bb526

2h5ee2904d6c476c40ca79e
2ff976c34403c71d93a77ca7
ed49299943e152a€9

a251634399aeae24de83925
af7dffbec5402a04d7c6a32d8
76d4293f98f06a50

d4bdbece2fcdad586ae46d7e
0233d0479d5c1bb7323ffda5
ea77788290971c04

149b40902583c08cea851ef8
87d8eb0cf34cc37bf8e86027
5f0c156004457279

008e5c903fd171779ab3f1b7
4h39a86e88daacdc1738a8d
1bd91c4b25436940b

d71eboffcf328879882bbc58b
289164ee204e1d5b37c4377
183b7e6a467e6d55

Sfaad79e2e4270409af99828
a960e55b46a06c0a39210da
a277ca68e700e20e3

fbaalb4b4bd4b4b6c2bc3a99
fa7233ac5ebl15ba08eef33bl
aac455e762269e73

063868000370b2298e03f8b7
0d9db9b1762a41460d784c6
7a3e1b74f186496e8

608aff464f808199d7a1f3d58
2c2003a49a91408c6eca7lb
2fe904b 785030262

b2ebdda42062a722b474079
6c0132584250d61f0b10f2c7
ab57285ec02083bfb

3e459331f6a9f996471945a4
dc294aded444052ee030face
d71b42986hceb185

File Names

C:
\Users\kEecfMwgj\Documents\t7c9fo
FDOKt\Du_\dLt-Gu15Ir8w0sJrhR-
b\ooeO67V 2A6dBdr.pps.vvyu, C:
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\dIt-gu15ir8wO0sjrhr-b\ooeo67v
2a6dbdr.pps.vvyu

C:

\Users\kEecfMwgj\Music\15d3btm 70
VSONV4AxvvA\WVNa8h_DcXSUW
mzm.wav.wyu, c:
\users\keecfmwgj\music\15d3btm7ov
s9nv4xvvalvna8h_dcxsuw
mzm.wav.wyu

c:
\users\keecfmwgj\desktop\i8vavhtusd
8vngfl.flv.vvyu, C:
\Users\kEecfMwgj\Desktop\i8vVqvhT
USD8vngF1.flv.vvyu

c:\users\keecfmwgj\documents\56a-
hgjck-6jacz_y.docx.vvyu, C:
\Users\kEecfMwgj\Documents\56A-
hqgjCk-6JaCz_Y.docx.vvyu

c:\users\keecfmwgj\favorites\msn
websites\msn entertainment.url.vvyu,
C:\Users\kEecfMwgj\Favorites\M SN
Websites\MSN Entertainment.url.vvyu

C:
\Users\kEecfMwgj\Desktop\sovvb9Y
RGyMc-1zi435.png.vvyu, c:
\users\keecfmwgj\desktop\sovvb9yrgy
mc-1zi435.png.vvyu

c
\users\keecfmwgj\pictures\ckhSenz\ut
klaz\Odjnwc3cmex6ks4d\dxén.gif.vvyu,
c:

\Users\kEechng\PicIures\CkHSeNz
\utKIAZ\ODjnwc3CmEX6ks4d\dX6N.gi
fvvyu

c:\users\keecfmwgj\favorites\microsoft
websites\ie site on
microsoft.com.url.vvyu, C:
\Users\kEecfMwgj\Favorites\Microsoft
Websites\|E site on
Microsoft.com.url.vvyu

c
\users\keecfmwgj\pictures\ckh5enz\ut
klaz\0djnwc3cmex6ks4d\rqg-
bsnkslémhoiol.png.vvyu, C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\utKIAZ\ODjnwc3CmEX6ks4d\RQQ-
BsNkSL6MhOiol.png.vvyu

C:\Users\kEecfMwgj\Videos\oa7U Y-
84

e\v2hz 1rlby\LgnhMFLOC.mkv.vvyu, c:
\users\keecfmwgj\videos\oa7uy-r84
e\v2hz1riby\lgnhmflOc.mkv.vvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\utkIAZ\ODjnwc3CmEX6ks4d\rMc5R
T6tbmp.vvyu, c:
\users\keecfmwgj\pictures\ckh5enz\ut
klaz\Odjnwe3cmex6ks4d\rmc5rt6t.om
p.vwyu

c
\users\keecfmwgj\documents\csOy__
wvetbw2gsiy.docx.vvyu, C:
\Users\kEecfMwgj\Documents\CSQy_
_WVETbw2QSiY.docx.vvyu

C:
\Users\kEecfMwgj\Music\s12J.m4a.v
vyu, c:
\users\keecfmwgj\music\s12j.m4a.vv
yu

Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

93.58 KB

56.62 KB

3243 KB

46.97 KB

467 bytes

27.04 KB

54.15KB

467 bytes

14.60 KB

23.53 KB

74.55 KB

14.40 KB

87.40 KB

MIME Type

application/octet-stream

application/octet-stream

video/x-flv

application/zip

application/octet-stream

application/octet-stream

image/gif

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Verdict

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS
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SHA256

4c1c3385ch9727e332b6eda
90010971f6e75d2ee2594a65
5ebb042940e83a04

55ch375291¢3109795542cf7
6e25ba73251df02d5b7595f3
909313fddb3ced14

eb01b06ec780f6ba037513b4
2ad5d0568379f5a4ba61e773
bec23cc312fbdd4b

4488b9389aa8050061482a9
3ed3e60807883354c6783f0
8abh942bd159baShbhl

d26b37ec3159d17b4f67ael5
7a0869d281202c83f44298ae
€9dd1228d89bbae2

153c0d1ce952559684263a4
7f7a162h317726503b7edeb2
ellaa7eb3c7110a31l

7e7061e682dca5e16b8e2d2
5b9793fce2f85c308b1e36fcd
383618c8fe497122

55043585¢15ff65ca4b8dfolc
0b0f1c883d4cfd40933c6d25
€2d9159e2f0757¢c

d90c9c8156ebch68d2ef575f
b0784c9d338f93a029392bad
bb8e7be9649f1dad

89e2d36a87aa253caal34164
€90c879ff4446497f1eacabd5
8889430d39dde5¢c6

4ba35d50dbe7073e6662a71
a916df5bb2202174c9c0f549
4c79410f12f470590

1853ac4452599a52c695e35
7e895f29e09e9c943c72286¢
d1bef09be8923bc54

38b3be04010e6732c683951
abdh9298eac94ed069e7c8c
d4e089db1f04d59074

File Names

C:
\Users\kEecfMwgj\Documents\t7c9fo
FDOKt\Du_\dLt-Gu15Ir8w0sJrhR-
b\PInb573cskZFLk.ots.vvyu, c:
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\dIt-gu15ir8wO0sjrhr-
b\plnb573cskzflk.ots.vvyu

c:
\users\keecfmwgj\music\15d3btm 7ov
s9nvaxvvalsy 7kzm.wav.vvyu, C:
\Users\kEecfMwgj\Music\15d3btm 70
VSONVAXvVA\SYy7KZM.wav.vwyu

c
\users\keecfmwgj\music\pd9daotni.m
4a.vvyu, C:
\Users\kEecfMwgj\Music\pD9DaOTN
i.mda.vvyu

C:

\Users\kEecfMwgj\Music\15d3btm 70
VSINV4AxvvA\30ZhLDJPobhtg3.wav.v
vyu, c:
\users\keecfmwgj\music\15d3btm7ov
s9nvaxvva\3ozhldjpobhtg3.wav.vvyu

c
\users\keecfmwgj\pictures\ckh5enz\m
gf6_dzth1f94j.png.vvyu, C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\MGf6_DZTb1f94j.png.vvyu

C:
\Users\kEecfMwgj\Music\q6aG5\M 7T
OG0.mp3.vwyy, c:
\users\keecfmwgj\music\géag5\m 7tog
0.mp3.vvyu

c
\users\keecfmwgj\desktop\gmt4lzpnvy
jn.wav.vwyu, C:
\Users\kEecfMwgj\Desktop\GM T4LZ
PnVYjN.wav.vwyu

C:
\Users\kEecfMwgj\Desktop\55043585
c15ff65ca4b8df91c0b0f1c883d4cfd409
33c6d25¢2d9159e2f0757¢.exe, c:
\users\keecfmwgj\desktop\550435... ...
\kEecfMwgj\AppData\Local\1b71cfc7-5
9d7-431f-bf72-
fcbb51f37d3b\55043585¢ 15ff65cadhb8df
91c0b0f1c883d4cfd40933c6d25¢2d915
9e2f0757c.exe

c
\users\keecfmwgj\music\15d3btm7ov
s9nvaxvvaljyj5.mp3.vvyu, C:
\Users\kEecfMwgj\Music\15d3btm 70
VSINVAXvVAJYJ5.mp3.vvyu

C:
\Users\kEecfMwgj\Documents\dHBK
KyUiRLEo_ihqOR .xIsx.vvyu, c:
\users\keecfmwgj\documents\dhbkkyu
irleo_ihgor.xIsx.vvyu

c:
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\dlt-gu15ir8wOsjrhr-
b\nj4aq\rfdw37vjsnr.ods.vvyu, C:
\Users\kEecfMwgj\Documents\t7c9fo
FDOKt\Du_\dLt-Gu15Ir8w0sJrhR-
b\NJ4AQ\RfDW 37vISNr.ods.vvyu

C:

\Users\kEecfMwgj\Music\15d3btm 70
VSINVAxvvA\puDbAQMOd3K9IPVjvnl
u.wav.vwyu, c:
\users\keecfmwgj\music\15d3btm 7ov
s9nvaxvva\pudbaggod3k9pvjvnlu.wav.
vvyu

(o
\users\keecfmwgj\desktop\h6hrgnjnvqg
ba.png.vvyu, C:
\Users\kEecfMwgj\Desktop\HEHRGN
jnVgBA.png.vvyu

Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Sample File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

54.95 KB

25.63 KB

66.37 KB

45.17 KB

50.93 KB

20.08 KB

45.65 KB

730.00 KB

31.87KB

26.50 KB

71.39KB

83.55 KB

69.06 KB

MIME Type

application/zip

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/
vnd.microsoft.portable-
executable

application/octet-stream

application/octet-stream

application/zip

application/octet-stream

application/octet-stream

X-Ray Vision for Malware - www.vmray.com

Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Delete,
Read, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Verdict

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS
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SHA256

abafd2c7ed45ch05134a08da
7e202e5ad77caf998bc91758
085c356cebf0188a

35475d8f7e0fcc2e29492a2e
€875f10fb34693hb0ee9cees0
399ch13a04604fa

03d2bba0297f716170ff3ceba
386h1b2395c0536adac9ab5
af8026dd4eble3c

907b71b06b08681080f5c28¢
8023f302c25302a641d8dd1f
b4c6b512b559d998

1f08ad52b977def28e847cad
9bdaf97c576fcc30fd8711549
3fada9bbda04387

98552f464597e€19d51f79¢c2
1b18fe0d76a7238d3d09c946
1628967da4563059

63f7c09054d84ceb45365eee
7716fc3b348441bb3f9d92el
92e73f278dda1822

6b15h2f6db55ac6ecc168a70
edB8ee50db48233379ceb6efd
6fdeeaal352c0189a

3a7e6e862df82fae548e73a6
6e2503e51423c41af0271041
dba024f506¢c50f64

c19b9de4dcd2ebc4af7d6e469
5369h2bc733463911dc7039
0b66d90b66acd31b

dc1a040695de8622736f2c61
e5d178d1b7d297b2f642397d
d3d5af992934944¢

887be69e9767a77f9bcfl4edf
18d6912c54990095d9234ffb
¢9db66d27617736

595559efd041f92bcf1884215
39c3693c59598c1875aa304
c2d7clccc08b250c

12a51367¢c5¢85f3c1dc7374
3cface2e0laccecf2879a36a
dbddf566d52987b3

f40c3f38b45357570e96d956
b12e5358caf3dd7eca29d0cd
e60a20ec5e7b84bb

File Names

C:\Users\kEecfMwgj\Desktop\-CxO
zQcq.avi.vyu, c:
\users\keecfmwgj\desktop\-cxo
zqcg.avi.vvyu

c
\users\keecfmwgj\videos\jpdadhjnb.m
kv.vwyu, C:
\Users\kEecfMwgj\Videos\JPDadhjN
B.mkv.vwyu

c
\users\keecfmwgj\music\15d3btm7ov
s9nvaxvvalgexdtyvlzlq clOjaadt.m4a.
vwyu, C:
\Users\kEecfMwgj\Music\15d3btm 70
VSONVAXvWA\QEXDTyV1z1Q_CLOJa
adt.mda.vvyu

C:\Users\kEecfMwgj\Videos\oa7UY-
84 e\2hZ 1rlby\2u
CRZIC7nvdh_M.mkv.vvyu, c:
\users\keecfmwgj\videos\oa7uy-r84
e\v2hzlriby\2u
crzlc7nvdh_m.mkv.vwyu

c:\users\keecfmwgj\videos\oa7uy-r84
e\mhdjwhf8pwlbd.flv.vwyu, C:
\Users\kEecfMwgj\Videos\oa7UY-r84
e\mhDJwH{8pwIbd.flv.vvyu

c:
\users\keecfmwgj\music\15d3btm7ov
s9nvaxvvalbojvfgm.wav.vvyu, C:
\Users\kEecfMwgj\Music\15d3btm 70
VSINVAxvvA\BoJvFgM .wav.vvyu

C:
\Users\kEecfMwgj\Videos\SFCuO8s
WL2Jsj.flvvvyu, c:
\users\keecfmwgj\videos\sfcuo8swI2j
sj.flv.vwyu

c:\users\keecfmwgj\favorites\links\web
slice gallery.url.vvyu, C:
\Users\kEecfMwgj\Favorites\Links\W
eb Slice Gallery.url.vvyu

c:
\users\keecfmwgj\videos\fdd4gh84c4
w3sg.mp4.vvyu, C:
\Users\kEecfMwgj\Videos\fdD4Gh84c
4w3sG.mp4.vvyu

C:

\Users\kEecfMwgj\Music\15d3btm 70
VSINVAXVWAAKXppD7.m4a.vvyu, c:
\users\keecfmwgj\music\15d3btm7ov
s9nvaxvvalakxppd7.m4a.vvyu

c
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\n4cmd g2s\uomn
anj\8ydbvfzvuknzyhmzsw2e.pptx.vvyu,
C:

\Users\kEecfMwgj\Documents\t7c9fo
FD9Kt\Du_\n4CMD g2s\Uomn
Anj\8YDbvFZVUKnZyHMZsW 2e.pptx.
vVyu

c
\users\keecfmwgj\videos\q7szl.swf.vv

yu, C:
\Users\kEecfMwgj\Videos\Q7szL.swf.
vvyu

c:\users\keecfmwgj\videos\oa7uy-r84
e\v2hz1riby\dzazfhouywh4e77ghf.swf.
wwyu, C:
\Users\kEecfMwgj\Videos\oa7UY-r84
e\v2hz 1rlby\4ZazfHOuywH4E77ghf.s
wf.vvyu

C:
\Users\kEecfMwgj\AppData\Local\222
64cfd-727b-45d7-91c9-
e74b24ble0e5\build2.exe

C:\Users\kEecfMwgj\Videos\oa7UY-
184 e\GeroBqOAp.flv.vvyu, c:
\users\keecfmwgj\videos\oa7uy-r84
e\gcrobgOap.flv.vvyu

Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Downloaded File

Dropped File

File Size

91.91 KB

6.96 KB

72.22 KB

81.32KB

15.38 KB

6.86 KB

43.83 KB

560 bytes

89.71 KB

20.20KB

76.45 KB

29.85 KB

24.81 KB

438.00 KB

98.01 KB

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

video/x-flv

application/octet-stream

video/x-flv

application/octet-stream

application/octet-stream

application/octet-stream

application/zip

application/x-shockwave-
flash

application/x-shockwave-
flash

application/
vnd.microsoft.portable-
executable

video/x-flv
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

g
s
g

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS
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SHA256

40268ffc8322fefdb27603a8a
9fa041f115f308ca3742ceda2
aBfa57ffffdo43

1f8175b8526c49072acc7bde
d86ade68a46613aaffe84cec
8eb7c9c724d60744

d76d396590a6ec522da72da
040e23526cd606ach6530b8
6a78c256ch01c25eab

81708239cf69b4eea5a25983
€956aac089d26e108d4d223
218f9e25a333426ab

2fba5a64c12883996ea6dd16
6dd7f364€10ec94d88b7c110
lacda9379ace6f74

54h566a64e4e05544fh56h58
246cc462fh492093c2093c 1a
1clc8d136a7cle23

90f8h03e08e28h84a9071240
046c10a4546eb6d67dc5657
3dea77df3aal7adaf

aed75eebad6b756af07chddd
7601506855d5e1e87a9e911
1261bbdde9bb547d7

8h7464cf92fcf75ba7d6adfe2
9e4274bff6f9eb856d551deb2
0250059892de94

9d70904c814896a852e3587
54328193d9018c4818d1109f
b795d7e41686ccac?

d247554d388711df1ce47770
81d804741b4500889e5765a
d9181e72334890c09

40920dd6a636cc8f69d8dad7
chb80b361a50f7ha%a2d2e38
25fc87f00424bd88

10d3e26496761e38324c462
ec9ef7226fbaf9060581adf4e
1997178d6f656152

File Names

C:
\Users\kEecfMwgj\Documents\t7c9fo

FD9Kt\gnn Elw-bv2A ZdUCx.csv.vvyu,

c
\users\keecfmwgj\documents\t7c9fofd
9kt\gnn eiw-bv2a zducx.csv.vwyu

c:
\users\keecfmwgj\pictures\ckh5enz\g9
op7kzr.jpg.vvyu, C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\g90p7Kzr.jpg.vvyu

C:
\Users\kEecfMwgj\Desktop\ctXFDNn
UwfplfoZl flv.vwyu, c:
\users\keecfmwgj\desktop\ctxfdnnuwf
plfozl.flv.vvyu

C:
\Users\kEecfMwgj\Desktop\s387k8Qu
DVzj flv.wwyu, c:
\users\keecfmwgj\desktop\s387k8qud
vzj flv.vwyu

c:
\users\keecfmwgj\desktop\ssz4\us5ftz
3jlmsu.mp4.vvyu, C:
\Users\kEecfMwgj\Desktop\SSz4\uS5
fTz3JIMsU.mp4.vvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\utKIAZ\ODjnwc3CmEX6ks4d\-
kPL6mMXQjk.bmp.vvyu, c:
\users\keecfmwgj\pictures\ckh5enz\ut
klaz\Odjnwc3cmex6ks4d\-
kplémxgjk.bmp.vvyu

c:
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\dIt-gu15ir8wO0sjrhr-
b\nj4ag\xq89ysrduds.pdf.vvyu, C:
\Users\kEecfMwgj\Documents\t7c9fo
FDIKNDu_\dLt-Gu15Ir8w0sJrhR-
b\NJ4Aq\xq89ysrDUDS pdf.vwyu

C:
\Users\kEecfMwgj\Desktop\_gIJDhmK
EYoYDIQq.gif.vvyu, c:
\users\keecfmwgj\desktop\_gjdhmkey
oydlqq.gif.vvyu

C:
\Users\kEecfMwgj\Desktop\SSz4A\HT
9Aw JQ.png.vvyu, C:
\users\keecfmwgj\desktop\ssz4\ht9aw
jo.png.vvyu

C:
\Users\kEecfMwgj\Documents\t7c9fo
FDIKt\Du_\n4CMD g2s\Uomn Anj\3X
s\OR 3sVLz9jj8.rif.vvyu, c:
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\n4cmd g2s\uomn anj\3x s\Or
3svlz9jj8.rtf.vvyu

C:
\Users\kEecfMwgj\Desktop\oGH6r9E
Kez2SrD.bmp.vvyu, c:
\users\keecfmwgj\desktop\ogh6r9ekez
2srd.bmp.vvyu

c
\users\keecfmwgj\appdata\locallow\mi
crosoftiinternet
explorer\services\search_{0633ee93-
d776-472f-a0ff-
e1416b8h2e3a}.ico.vvyu, C:
\Users\kEecfMwgj\AppData\LocalLow
\Microsoft\Internet
Explorer\Services\search_{0633EE93-
D776-472f-AOFF-
E1416B8B2E3A}.ico.vvyu

C:
\Users\kEecfMwgj\Documents\t7c9fo
FDOKt\Du_\n4CMD g2s\Uomn
Anj\6e2w9YoR-8.pdf.vvyu, c:
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\n4cmd g2s\uomn
anj\6e2w9yor-8.pdf.vvyu

Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

51.06 KB

53.05 KB

3.20KB

32.55KB

24.63 KB

7.54 KB

55.13 KB

13.04 KB

69.06 KB

48.10 KB

100.26 KB

451 KB

94.46 KB

MIME Type

application/octet-stream

image/jpeg

video/x-flv

video/x-flv

application/octet-stream

application/octet-stream

application/pdf

image/gif

application/octet-stream

text/rtf

application/octet-stream

application/octet-stream

application/pdf
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

g
s
g

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS
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#10848380

SHA256

88da2f03b47dcd914afaec5c
cffff4a98c30b9af 7f66554b33f
bc5b17cc6al8l

814b60678495c3928147931
9bcaleb6873d2a8aae625al
9d98cObbe24771f3e5

3be6b2eada734b31552bd13
89ddcd71b113afed25ad1151
e9bel13621821b1456

aldb2318077f5bd0dcfadbf47
589935d4a17e898e5e0d5ec
beld844c1276eflb

71dd53571da2eb390b81b52
076ab1b875f2c05243b8ddc7
af00c3d54121e0ed9

5e820f188ed3c203012c87f6
€3387234dd3a2893136db68
b6ddbac1663d8dde6

e9fc8c229alal8eaadfabiod2
2d1cecaaB812a965d9e32a41f
elc9e24a3d4091e

5e3694b6ef8a20b17d447542
€3639f35dda37c32a3fh9462
984f078b8d2091e6

Obeb15bcf563d5f95fe48da30
abbf4al4adfc66a3ace9340e
911d8237fae270c

855d5ebele10a82bfd72b8bb
aea07ae6063ae5c91a9h8e5f
€560177¢3b862d51

d522bc287c6d938ace7ele2
3c70e80e2e42289fd66238df
910432a95765d7bc8

aabf05c61chb227bdald5c403
974d7c6e759a78c68f11cc8f
€973206171b0ad61

fb2e8e3a61edc8536b3a672f
€0107d5263a79ff7aaa7bf025
4eea3hb0e5c5624b

€944bb460dc6647c718ed4b
7eb7d4d3e4ch8c86a960baf0
f15h9f93b328h252a

4d57a63dd3bbeacc7331ada
2a3d51ac2148bc8de90915b
969818bc032e7f63f9

File Names

c:
\users\keecfmwgj\music\g6ag5\pjtklq_
dt3lt.wav.vvyu, C:
\Users\kEecfMwgj\Music\q6aG5\pJtk
Lq dT3IT.wav.vwyu

c:\users\keecfmwgj\pictures\9
gc8otghlhix wai.gif.vvyu, C:
\Users\kEecfMwgj\Pictures\9
qc8OtgHIHIX wal.gif.vvyu

c
\users\keecfmwgj\desktop\ssz4\ol21.c
sv.vwyu, C:
\Users\kEecfMwgj\Desktop\SSz4\OI2
l.csv.vvyu

c:\users\keecfmwgj\favorites\windows
live\windows live mail.url.vvyu, C:
\Users\kEecfMwgj\Favorites\Windows
Live\Windows Live Mail.url.vvyu

c:
\users\keecfmwgj\documents\egcel.pp
tvvyu, C:
\Users\kEecfMwgj\Documents\EgCel.
ppt.vvyu

c
\users\keecfmwgj\desktop\ssz4\7qttxs
zlkjh_fii.pdf.vvyu, C:
\Users\kEecfMwgj\Desktop\SSz4\7Qtt
xsZIKJIh_fli.pdf.vvyu

c
\users\keecfmwgj\desktop\ssz4\wmaqg
vke.flvvvyu, C:
\Users\kEecfMwgj\Desktop\SSz4\wm
QgVvKE.flv.vvyu

c:
\users\keecfmwgj\desktop\jblorsrry.m
4avvyu, C:
\Users\kEecfMwgj\Desktop\jblorsRry
.mda.vvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\UIPaZiiR-oQnLQB3Ey2.png.vvyu, c:
\users\keecfmwgj\pictures\ckh5enz\ui
paziir-ognigb3ey2.png.vvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\up4L.8znJo05a3P,jpg.vvyu, c:
\users\keecfmwgj\pictures\ckh5enz\up
418znjo05a3p.jpg.vvyu

c
\users\keecfmwgj\music\15d3btm7ov
s9nv4xvval\j2t8dyq7a9 s.m4a.vvyu, C:
\Users\kEecfMwgj\Music\15d3btm 70
VSIONV4AxvVA\2t8dyq7A9 S.m4a.vvyu

C:
\Users\kEecfMwgj\Documents\t7c9fo
FD9Kt\Du \ZFul6
9zRrETYF.docx.vvyu, c:
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\zful6 9zrretyf.docx.vvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\utKIAZ\O2U T Inld.gif.vvyu, c:
\users\keecfmwgj\pictures\ckh5enz\ut
klaz\o2utinid.gif.vvyu

c:\users\keecfmwgj\videos\w9galst
6bnf-yf.mkv.vwyu, C:
\Users\kEecfMwgj\Videos\W9GALSt
6BNf-yf.mkv.vvyu

C:
\Users\kEecfMwgj\Documents\t7c9fo
FD9Kt\3QxjAR\T8wvyki0J9mO.ots.vv
yu, c:
\users\keecfmwgj\documents\t7c9fofd
9kt\3gxjar\t8wvykiOj9mo.ots.vvyu

Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

61.53 KB

6.93 KB

19.05 KB

467 bytes

61.87 KB

71.79KB

22.81 KB

33.81 KB

79.66 KB

31.65KB

27.44KB

60.06 KB

14.31 KB

94.10 KB

40.19 KB

MIME Type

application/octet-stream

image/gif

application/octet-stream

application/octet-stream

application/octet-stream

application/pdf

video/x-flv

application/octet-stream

application/octet-stream

image/jpeg

application/octet-stream

application/zip

image/gif

application/octet-stream

application/zip
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Verdict

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS
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#10848380

SHA256

017fa3733fa5h759bd1336f0e
a699c705ade6e5884684f1a4
83eee9655bal6f2

4caddf76edbc2e10be02c481
2a958318412af5¢2ddc05822
acd6e05fe0b770f1

f7340b002ac0f953589ff1720
85f5024f6e8d8aalddb2aa2d
951d0ef63ee3d21

c3a3ec5f89164367eac694c7
03f4015ffd823e336621ec64a
5ed80f99a07838f

4fc6d20ede54857¢1d310071
235219fc95730efa229c0fcOb
8bb8abe3a7c78f6

ba3d838h6d06a693dd4e0e5
177bac48130d80f76ef84dad
2a2cea8h7903b5d8b

e5717d042b96213e7525d36
01f1d6e2f96ebb8e78ff2c7c5
€9545¢8¢11f770d6

0a882c1660ad5f1bc70c5d20
6d16d435023f4d1e622f7ed9
01dccfb3613c2962

8e20e1d0e0b386168160bf77
183678a3e384ad15a08fc5f0
b3604137cf6cesfl

©2730913e97e55852274ac5
9fbedeeasf80606185cafdc83
153h536309680d5d

290c6310abfbae8fa7d98c88
99cca8315h943ecfd42b5108
30bce1480f114a9¢c

87bbfcfdd1574b55313220aff
a686725ba%aBaa7433fdd00d
677b9735c0b6al0

149ad2cdf101b6f50f12c0c49
ac7c442fca7467fdcOffcd807
daf5e300fe0abl

dce6b8ad1c2blbf677b1ff4b8
568083e3eb0ddad6b2d2cffbf
8dc28b4a70b46e

File Names

C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\UtKIAZ\YNvx X.bmp.vvyu, c:
\users\keecfmwgj\pictures\ckh5enz\ut
klaz\ynvx x.bmp.vvyu

c:
\users\keecfmwgj\pictures\ckh5enz\0z
pis.jpg.vvyu, C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\0zP Is.jpg.vvyu

C:
\Users\kEecfMwgj\Desktop\MWdsql
QYO68B.m4a.vvyu, c:
\users\keecfmwgj\desktop\mwdsqlqy
068b.m4a.vvyu

c
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\dIt-gu15ir8wO0sjrhr-
b\gx_wgirgaux_.pptx.vvyu, C:
\Users\kEecfMwgj\Documents\t7c9fo
FDOKt\Du_\dLt-Gul5Ir8w0sJrhR-
b\GX_WglIRgauX_.pptx.vvyu

c:\users\keecfmwgj\videos\oa7uy-r84
e\irrx7uvzuzgmeox.avi.vvyu, C:
\Users\kEecfMwgj\Videos\oa7UY-r84
e\lrrx7uvVzUZQme60X.avi.vvyu

c:\users\keecfmwgj\pictures\v-der
pgnma_nx.png.vvyu, C:
\Users\kEecfMwgj\Pictures\V-dER
pgnmA_NX.png.vvyu

c
\users\keecfmwgj\documents\5w2kb0
xpz6790kg9oh.doc.vvyu, C:
\Users\kEecfMwgj\Documents\5w2K
BOxPz6790KQ90H.doc.vvyu

C:
\Users\kEecfMwgj\Music\qg6aG5\w5q
7V-5Q7Epp.m4a.vvyu, c:
\users\keecfmwgj\music\q6ag5\w5q7v
-5q7epp.m4a.vvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\utKIAZ\ODjnwc3CmEX6ks4d\JjOvnS
ZY.bmp.vvyu, c:
\users\keecfmwgj\pictures\ckh5enz\ut
klaz\Odjnwc3cmex6ks4d\jjovnszy.omp
vvyu

C:
\Users\kEecfMwgj\Documents\Efz8v
EEd1pSVsE6 PJdQ.xIsx.vvyu, c:
\users\keecfmwgj\documents\efz8vee
dlpsvse6 pjdg.xIsx.vvyu

c
\users\keecfmwgj\documents\45jcquo
hqgob2hs.xIsx.vvyu, C:
\Users\kEecfMwgj\Documents\45jcQ
UohQOb2hs.xIsx.vvyu

c
\users\keecfmwgj\music\q6ag5\6gh9s
wuoi.wav.vvyu, C:
\Users\kEecfMwgj\Music\q6aG5\6gB9
SwuOl.wav.vvyu

C:
\Users\kEecfMwgj\Videos\h8vWrl4X3
gjJx.avi.vwyu, c:
\users\keecfmwgj\videos\h8vwrl4x3qjj
X.avi.vvyu

C:\Users\kEecfMwgj\Videos\oa7UY-
r84

e\v2hzZ 1rlby\6zZsCwOqJQhE.avi.vvyu,
c:\users\keecfmwgj\videos\oa7uy-r84
e\v2hz1riby\6zzscwogjghe.avi.vvyu

Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

58.19 KB

95.71 KB

45.89 KB

20.47 KB

38.65 KB

36.27 KB

24.55 KB

80.01 KB

94.32 KB

100.28 KB

9.42 KB

96.88 KB

74.65 KB

75.61 KB

MIME Type

application/octet-stream

image/jpeg

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/zip

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

g
s
g

MALICIOUS
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#10848380

SHA256

6ca3d3c832a3dbca50a6f351
29b47ed4b77099a7a50b595
b3be55447516ed6d6

5839f7e465deb2f8f56d9fdab
d9ef37cfabc3f5ba0b3e38396
fofdcfbbSefofe

a9342cb42c77afb4c88217d1
fdfec39fcc12a92b194ed3d8a
a94c6c4442317f5

3c7d38aff2dd9e697cd3cc6e
0a5d338ff2d0bdb948fb469cd
21c76d8c36e53ee

54d2884af398a63c92992901
97b73d90dd363fbf9d27¢311
11adb0728c7069a6

85hdf54¢f69443615c3c8cc6
163ca75df7alc79d29673608
46386€064f0f1ch

632a21e6fcOb8c83fa64abtb
39de32418077112cdd27e4f3
bf1a1076a2044992

9d9d58a552c25b03b61b27f8
3d0e642f90d6a75feaf89de2a
5268a5d9c 751334

65ce021b0b11d5490f43b0b0
d39558a4129e114346d8964
ch92b8ca83922f45d

f6814d7fle64fcafde721ced6
d3552d9c57f33226893f739f4
eb21234bl1c8ef

9ac425b276fcece7fff6236ec
3b532432db7fcc227fa75c6f5
37c61a43d9afe0

72cf0e2d7e50e585963e2a48
73e4724697ab6f1eb7158290
89f8379d9bdd2ae2

eda2fa73a8f3554a9282a38b
aB5717c530520275dfc 7ff88b
4ac3d8ce89d61eb

a4b9e0ae5661623d9338911
27510a0e09f5f2b95ea07503f
3ledf2b62d1c4d3a

b6a33245545d6d8d813981c
99b398da3111d73cf923¢180
56dff7029997ch169

a5ch50ea5ad800c8c7bffaddl
3737ec136db6d94b790172e
4dc3f8ded12ebf93

File Names

C:
\Users\kEecfMwgj\Documents\t7c9fo
FDOKt\Du_\dLt-Gu15Ir8w0sJrhR-
b\f1rc6EXPyfw.pdf.vvyu, c:
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\dIt-gu15ir8wO0sjrhr-
b\f1rc6expyfw.pdf.vvyu

C:
\Users\kEecfMwgj\Documents\t7c9fo
FD9K!\Du_\n4CMD g2s\Uomn
Anj\5kZStye71WnSS.pdf.vvyu, c:
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\n4cmd g2s\uomn
anj\5kzstye71wnss.pdf.vvyu

c:
\users\keecfmwgj\music\g6ag5\ylvock
6jtrl_ur2.m4a.vvyu, C:
\Users\kEecfMwgj\Music\q6aG5\yIVO
ck6jtRL_uR2.m4a.vvyu

c
\users\keecfmwgj\desktop\6umy14w1
8imax-yvo.swf.vvyu, C:
\Users\kEecfMwgj\Desktop\6umy14w
18iMgx-YvO.swf.vvyu

C:
\Users\kEecfMwgj\Music\ucR8jv0bs4
.wav.vwyu, c:
\users\keecfmwgj\music\ucr8jvObs4.
wav.vvyu

c:\users\keecfmwgj\desktop\g8m9wn
ztgrqdpa.doc.vvyu, C:
\Users\kEecfMwgj\Desktop\G8MOwN
zTGRqdPa.doc.vvyu

C:\Users\kEecfMwgj\Favorites\M SN
Websites\MSN Money.url.vvyu, c:
\users\keecfmwgj\favorites\msn
websites\msn money.url.vvyu

C:
\Users\kEecfMwgj\Documents\t7c9fo
FDOKt\Du_\dLt-Gu15Ir8w0sJrhR-
b\NJ4AQURCSXUX.rtf.vvyu, c:
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\dIt-gu15ir8wO0sjrhr-
b\nj4ag\jresxux.rtf.vvyu

c:\users\keecfmwgj\pictures\Omd97n-
k.bmp.vvyu, C:
\Users\kEecfMwgj\Pictures\OmD97n-
K.bmp.vvyu

c:\users\keecfmwgj\documents\_-
fr_fxi6 yovrtv.pptx.vvyu, C:
\Users\kEecfMwgj\Documents\ -
fR_fxi6 yoVrtv.pptx.vvyu

c:\users\keecfmwgj\favorites\windows
live\get windows live.url.vvyu, C:
\Users\kEecfMwgj\Favorites\Windows
Live\Get Windows Live.url.vvyu

C:\Users\kEecfMwgj\Desktop\HUD-
Vd.ppt.vvyu, c:
\users\keecfmwgj\desktop\hud-
vd.ppt.vvyu

c:\users\keecfmwgj\favorites\msn
websites\msn.url.vvyu, C:
\Users\kEecfMwgj\Favorites\M SN
Websites\M SN.url.vvyu

c
\users\keecfmwgj\music\bgn7jsn2k_h
p.wav.vwyu, C:
\Users\kEecfMwgj\Music\BgN7jSN2K
_hP.wav.vwyu

Category

Dropped File

Dropped File

Web Response

Modified File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

53.16 KB

60.53 KB

576 bytes

256.00 KB

3.64 KB

76.40 KB

99.21 KB

49.06 KB

467 bytes

68.86 KB

2.97KB

42.22 KB

467 bytes

39.87 KB

467 bytes

48.49 KB

MIME Type

application/pdf

application/pdf

application/json

application/octet-stream

application/octet-stream

application/x-shockwave-
flash

application/octet-stream

application/octet-stream

application/octet-stream

text/rtf

application/octet-stream

application/zip

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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#10848380

SHA256

6d214ad6b2cf334f0545bedf0
44bb26b2bd3d43dd77f5e124
a5769b86c9ad995

6b1dd5e6161dbb38c7e512¢
2d6c44b95d957h5e117f9cfc
574343a8035ac725¢

b50d3160ff818c4f7f9be06fe6
abdd8de1032055f403f739ffc
c038bf0794065

1a5c4dd3e6543038afed4e34
a5313f9a31272c9e177266d7
213767ca7ab46a0f

079c11c7d28221f3c8d2c50f
b7809e90ce423543f1f59db6f
59cc053de83c091

19064aedadc5dedfb2abe6ec
95770b4a6749f44f7h7d8921
d944dc0Ob06ch4918

3071eeOaabd425d53fd8e4dc
d1eb246d091f8ecd747c9850
ea71f07fb3a79c94

€3211fd3c9b5474dal3ch165ff
e9a5d4e55ee6c0193866e92
b95a6d1cfh265094

9f2a8510a52dc176e8deec99
aca0f9a440b4f32c6c74310b
8639e46113399df5

505038305a66d16f5795f870
fdf3835913d5a7c095¢2b6c4
53eef34839f25a5

edac848d0b66b3053ba752e
0825h69226656c0ea3864al
7deab8c9b04b990e99

bc9bd8f6883f3fe970e584388
47cebfa738bfa89930f5ec9al
41fed549a3c08f

73ee17295d98f7cd8a800481
c0109fb2645cf71d12aa05e8
43f62a106da48934

8eadd74f33fe06dadc443508
dde51b7balcef05a4c02b974
633a103bd9dc1b07

7¢935110b9074fc8f2cd14c6
57f061c072ca49954dabc950
5f68463c4c582976

File Names

C:
\Users\kEecfMwgj\Documents\t7c9fo
FDIKt\3QxjAR\ONTeT5RDjQL6aro.cs
V.VWYU, C:
\users\keecfmwgj\documents\t7c9fofd
9kt\3gxjar\Ontet5rdjgl6aro.csv.vvyu

c
\users\keecfmwgj\pictures\scabdm3i.
bmp.vvyu, C:
\Users\kEecfMwgj\Pictures\ScAbDm
3l.bmp.vvyu

C:
\Users\kEecfMwgj\Pictures\fjFyJ2Lw
CFuD.bmp.vvyu, c:
\users\keecfmwgj\pictures\fjfyj2lwcfud
.bmp.vvyu

c:
\users\keecfmwgj\music\7rucdwyus.
wav.vwyu, C:
\Users\kEecfMwgj\Music\7TRUcDwy
Us.wav.vwyu

c
\users\keecfmwgj\desktop\yyv494w_
m8z.mkv.vwyu, C:
\Users\kEecfMwgj\Desktop\Yyv494W
_m8Z.mkv.vwyu

c
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\dejpOtkawtpu.xIsx.vvyu, C:
\Users\kEecfMwgj\Documents\t7c9fo
FD9Kt\Du_\DeJPOTKaWtpU.xlIsx.vvyu

C:
\Users\kEecfMwgj\Documents\t7c9fo
FD9Kt\Du_\hWL0ZU2H-.doc.vvyu, c:
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\hwl0zu2h-.doc.vvyu

C:\Users\kEecfMwgj\Videos\oa7UY-

r84
€\_9xS8m5SRrPmY7bhauad.flv.vvyu,
c:\users\keecfmwgj\videos\oa7uy-r84
€\_9xs8m5srrpmy7bhauad.flv.vvyu

C:
\Users\kEecfMwgj\Documents\t7c9fo
FD9Kt\Du_\n4CMD g2s\Uomn Anj\3X
S\E6LAV7pmdeNgQC2aZ.rtf.vvyu, c:
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\ndcmd g2s\uomn anj\3x
s\e6lav7pmdenqgc2az.rif.vvyu

C:\Users\kEecfMwgj\Desktop\vf
vz3sgunK.m4a.vvyu, c:
\users\keecfmwgj\desktop\vf
vz3sgunk.m4a.vvyu

c:
\users\keecfmwgj\pictures\ckh5enz\ut
klaz\0djnwc3cmex6ks4d\oyuf.gif.vvyu,
c:

\Ljsers\kEech wgj\Pictures\CkH5eNz
\utKIAZ\ODjnwc3CmEX6ks4d\OYUT.gi
f.vvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\utkIAZ\ODjnwc3CmEX6ks4d\dmQ2g
MUrsax_RZzVhH.png.vvyu, c:
\users\keecfmwgj\pictures\ckh5enz\ut
klaz\Odjnwc3cmex6ks4ddmag2gmurs
ax_rzzvhh.png.vvyu

c:\users\keecfmwgj\desktop\pwyx2b-
yoplcnsmp.wav.vwyu, C:
\Users\kEecfMwgj\Desktop\PW Yx2b-
yOplcn5Smp.wav.vwyu

c
\users\keecfmwgj\documents\wrOkwg
onpwoxielpnc.pptx.vvyu, C:
\Users\kEecfMwgj\Documents\WrOK
wgONPWOXIElpnc.pptx.vvyu

Category

Downloaded File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

216 bytes

63.67 KB

57.28 KB

25.04 KB

46.07 KB

60.80 KB

54.03 KB

17.63 KB

36.72 KB

12.80 KB

81.91KB

9.47 KB

75.78 KB

7.19KB

44.91 KB

MIME Type

text/html

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/zip

application/octet-stream

video/x-flv

text/rtf

application/octet-stream

image/gif

application/octet-stream

application/octet-stream

application/octet-stream
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

g
s
g
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#10848380

SHA256

341bf813f7cabl709b641d5b
6a37836b0a6e63050f03c344
e424dd4500c496ed

40139799669ala752a7b5e0
109007¢463b06bc77b064b5
ae1036524c62228e7e

1f76f0af856367c1932faa8d1
51822d5¢2f96d304951b8a37
adef15c14015333

0ch62dba7b0c20949d92e2a
0382fb9af6e48771e7f75114b
daa3cda2da8ffosf

4952e06f4fh9c1b2fb917f3a0
03c2dbbc200d851a1604279
436da48ch10c4277

2441fe55ef73a6723c 768753
1f2d0cf8dbOb9bbb0387ec7b
a4c20bffb6fd20f1

a709fdd42a3f15a294511612
1480eec5569a7a0ala2c444
4h8920dfh96405494

25135b6a5cee92d2d7423daf
80b89533h611bd03271d0af2
a079ch6h8359fa7e

a961ab4c96e8c 7858770676
39b1c7b0ae695b6h38072d6
363308b373dc5472ff

0a5fh393094de01c32a15ch7
de9elfc183e6d401dfbacebf2
5132af9810dcfle

Oc5ccebab5c416d542438779
4429f89a2456b5326e2c 7€5d
8d2bd67f34bb616ec

¢527d45374e7a7e54h9efo09
e15h5961c80e76c267b06b4
cabff80ccha522494

01092879025f551f3bffeall6
916637c9235c85ae55513efc
3c3abd887f2be6b

1b8f7dbce30a828e26285ebd
310cd987c4674e92dd53ee5
0c86c418793f73d23

6949f9851893f1ac27d24215
45a34778b15a34eee7cbe2a
d4a7b9af687bld4fa

File Names

c:
\users\keecfmwgj\desktop\vz5gqw9gj
yrik.swf.vvyu, C:
\Users\kEecfMwgj\Desktop\Vz5gQW
9gjYrik.swf.vvyu

C:
\Users\kEecfMwgj\Desktop\SSz4\9yA
ZzTXyNBINhh5kD.mp3.vvyu, c:
\users\keecfmwgj\desktop\ssz4\9yazz
txynblnhh5kd.mp3.vvyu

C:
\Users\kEecfMwgj\Contacts\Administ
rator.contact.vvyu, c:
\users\keecfmwgj\contacts\administra
tor.contact.vvyu

C:
\Users\kEecfMwgj\Desktop\kvVdOKfc
oMs.docx.vvyu, c:
\users\keecfmwgj\desktop\kvvdokfco
ms.docx.vvyu

c:
\users\keecfmwgj\pictures\ckh5enz\ut
klaz\Odjnwc3cmex6ks4d\vnnb6-.png.v
wyu, C:

\Users\kEecfMwgj\Pictures\CkH5eNz

\utKIAZ\ODjnwc3CmEX6ks4d\VnNB6-.

png.vvyu

C:
\Users\kEecfMwgj\Music\PkOh2Rnp8
cQPR.wav.vyu, c:
\users\keecfmwgj\music\pkOh2rnp8cq
prwav.vvyu

C:
\Users\kEecfMwgj\Documents\t7c9fo
FDOKt\Du_\dLt-Gu15Ir8w0sJrhR-
b\8OhTRGE.ods.vvyu, c:
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\dIt-gu15ir8wO0sjrhr-
b\8ohtrge.ods.vvyu

C:
\Users\kEecfMwgj\Music\nA1Vyxhlc
NbdS.mp3.vvyu, c:
\users\keecfmwgj\music\nalvyxhlcnb
ds.mp3.vvyu

C:
\Users\kEecfMwgj\Music\q6aG5\7UR
v2AMQZDAOxublg.mp3.vvyu, c:
\users\keecfmwgj\music\q6ag5\7urv2
amgzdaoxublg.mp3.vvyu

c:
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\lviuhooevOpnicn.docx.vvyu, C:
\Users\kEecfMwgj\Documents\t7c9fo
FD9Kt\Du_\lvIUHooevOpnICn.docx.vv
yu

c:\users\keecfmwgj\videos\oa7uy-r84
e\v2hzlriby\d4gzikayi.swf.vvyu, C:
\Users\kEecfMwgj\Videos\oa7UY-r84
e\v2hz 1rlby\D4qg2IKayl.swf.vvyu

c:
\users\keecfmwgj\pictures\ckh5enz\ut
klaz\jnrbiji7doab7.bmp.vvyu, C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\utKIAZ\JINRbIJi7dOAB7.bmp.vvyu

c
\users\keecfmwgj\videos\Okzy5iydb0_
9i1mvgm.avi.vvyu, C:
\Users\kEecfMwgj\Videos\OkZY5IYdB
0_9jIMVgm.avi.vvyu

c
\users\keecfmwgj\desktop\ye2nvj3b.gi
fvwyu, C:
\Users\kEecfMwgj\Desktop\yE2nvj3b.
gif.vvyu

Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Modified File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

21.06 KB

40.69 KB

67.11 KB

74.95 KB

65.98 KB

51.83KB

60.69 KB

18.29 KB

39.63 KB

80.87 KB

32.00KB

17.99 KB

94.59 KB

95.62 KB

65.37 KB

MIME Type

application/x-shockwave-
flash

application/octet-stream

application/octet-stream

application/zip

application/octet-stream

application/octet-stream

application/zip

application/octet-stream

application/octet-stream

application/zip

application/octet-stream

application/x-shockwave-

flash

application/octet-stream

application/octet-stream

image/gif
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

g
s
g
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SHA256 File Names Category File Size
10379a1030155237c540chf o1 roo > KEEewgiiDeskioplo
£9395529a8aa00526005628 | Y.DMp.VWyu, ¢ Dropped File 94.16 KB
\users\keecfmwgj\desktop\o
336a0d93e9f6c2ecc . -
1cxif2uwijy.bmp.vvyu
c
a35444c1b3f981ebd6488a75 \users\keecfmwgj\music\15d3btm7ov
73417259ef14574686ad53ae s9nvaxvvaxwnlbab.m4a.vvyu, C: Dropped File 89.89 KB
f244ecfofa519b7e \Users\kEecfMwgj\Music\15d3btm 70
VSINVAxvWAXWNIBAb.m4a.vvyu
C:
a516db7de0e90c6910ed9bb \Users\kEecfMwgj\Music\XP3a5K43w
105bd3c7e4981fead9837607 YYvtQY.wav.vwyu, c: Dropped File 28.62 KB
879a323380f7b44d8 \users\keecfmwgj\music\xp3a5k43wy
yvtgy.wav.vwyu
c
a96da9526b076218ae38585 \users\keecfmwgj\desktop\3yd_u.doc.
47669eecfaBd96a6571922hd vwyu, C: Dropped File 4.00 KB
32b1532fb88dcd2al \Users\kEecfMwgj\Desktop\3yD_u.do
c.wyu
C:
2a402bed573d72e41d37984f  \Users\kEecfMwgj\Music\x5xovotgfAL
dec37ff3ae8c90577d285783  _W9IMsPwav.vvyu, c: Dropped File 23.63KB
d7919b4bfd95hb58 \users\keecfmwgj\music\x5xovotgfal _
womsp.wav.vvyu
c
\users\keecfmwgj\documents\t7c9fofd
clafbc02698d2bfchcc95fd48 9kt\du_\dIt-gu15ir8wO0sjrhr-
8b38047f550413db767db156 b\gwmlsc2zpdOnk-c.ods.vvyu, C: Dropped File 48.08 KB
4809099780be100 \Users\kEecfMwgj\Documents\t7c9fo
FDIKNDu_\dLt-Gu15Ir8w0sJrhR-
b\gwMISC2zpdONK-c.ods.vvyu
C:
68a0029d2c1eh73808ad651 \Fusgﬁ\\éie\cgzﬁc"vmggt) ocuments\t7cofo
7317fe9bc538b996a2d9bb80 = . Dropped File 82.15KB
cfefodidoe2a925a3 92s\5GbLDOSSAI.ppt.vvyu, c:
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\n4cmd g2s\5gbldossal.ppt.vvyu
c
b057604aa6f896€7973d21b4 \users\keecfmwgj\music\jéymsltmtm
4b05afead42296aad07c52cea c.wav.vwyu, C: Dropped File 18.25KB
4b6afe39f5a9595e \Users\kEecfMwgj\Music\jeyM SLtmT
mC.wav.vwyu
Reduced dataset
Filename
File Name Category

c:\users\keecfmwgj\videos\q7szl.swf.vvyu
c:\users\keecfmwgj\music\jéymsltmtmc.wav.vvyu

c:\users\keecfmwgj\music\pd9daotni.m4a.vvyu

c
\users\keecfmwgj\documents\t7cSfofd9kt\du_\lviuhooevOpnicn.docx.v
vyu

c:\users\keecfmwgj\desktop\h6hrgnjnvgba.png.vvyu
c:\users\keecfmwgj\pictures\ckh5enz\utklaz\9avxor.omp.vvyu
c:\users\keecfmwgj\pictures\ckhSenz\utklaz\fzsdv9ic_tv.bmp.vvyu
C:\Users\kEecfMwgj\Pictures\fjFyJ2LwCFuD.bmp.vvyu
c:\users\keecfmwgj\documents\wrOkwgonpwoxielpnc.pptx.vvyu
C:\Users\kEecfMwgj\Desktop\XevfC bH.wav.vvyu
c:\users\keecfmwgj\videos\w9galst 6bnf-yf.mkv.vwyu

c:\users\keecfmwgj\documents\t7c9fofd9kt\du_\ndcmd g2s\uomn
anj\tpc-xlgkaoki.ots.vvyu

c:\users\keecfmwgj\documents\csOy__ wvetbw2qsiy.docx.vvyu

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

<

@

o <

a [1)

= s
g

MALICIOUS
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File Name

c:\users\keecfmwgj\documents\t7c9fofdokt\du_\n4cmd g2s\uomn
anj\3x s\ygjufjkixo9zime2--.xIsx.vvyu

C:\Users\kEecfMwgj\Documents\dHBKKyUiRLEo_ihqOR.xIsx.vvyu
C:\Users\kEecfMwgj\Desktop\vf vz3sgunK.m4a.vvyu
C:\Users\kEecfMwgj\Desktop\SSz4A\HT9AW JQ.png.vvyu
c:\users\keecfmwgj\pictures\bdijkl.jpg.vvyu
C:\Users\kEecfMwgj\Videos\EOKz9As_PQ-0e NIZu2.swf.vvyu
C:\Users\kEecfMwgj\Documents\T4N8wuVG8qRit6NO.odp.vvyu
C:\Users\kEecfMwgj\Videos\oa7UY-r84 e\GcroBgOAp.flv.vvyu
c:\users\keecfmwgj\pictures\ckh5enz\g9op7kzr.jpg.vvyu

C:
\Users\kEecfMwgj\Music\15d3btm 7OvS9IN VAxvvA\VNa8b_DcXSUW
mzm.wav.vwyu

c:\users\keecfmwgj\favorites\msn websites\msn.url.vvyu

C:\Users\kEecfMwgj\Documents\t7c9foFD9KHADu_\nACMD
g2s\Uomn Anj\3X s\OR 3sVLz9jj8.rtf.vvyu

C:\Users\kEecfMwgj\Music\q6aG5\MxIGzOSUNBj1IN-
Hm_Cz.wav.vvyu

c:\users\keecfmwgj\desktop\ssz4\hhor6gwwzwspwwtizr 7.mp3.vvyu

c:
\users\keecfmwgj\music\15d3btm 7ovs9nvaxvvalgexdtyvlzlq clOjaad
tméavvyu

C:\Users\kEecfMwgj\Documents\t7c9foFD9KHADu_\nACMD
g2s\Uomn Anj\3X s\E6LAV7pmdeNgQC2aZ.rtf.vvyu

c:\users\keecfmwgj\documents\t7c9fofdokt\3gxjar\_53mq3d4gztl-
z.docx.vvyu

C:\Users\kEecfMwgj\Desktop\_gJDhmKEYoYDIQq.gif.vvyu
C:\Users\kEecfMwgj\Pictures\CkH5eNz\utkKIAZ\O2U TInld.gif.vvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz\utKIAZ\ODjnwc3CmEX6ks4d\
dhm2oVTh3lhgkYuY-T.bmp.vvyu

C:
\Users\kEecfMwgj\Music\15d3btm 70vSINV4xvvA\30ZhLD JPo6htg3
.wav.vvyu

C:\Users\kEecfMwgj\Desktop\hKawIB 0CoAMHRQgjswP.jpg.vvyu
c:\users\keecfmwgj\music\q6ag5\6gh9swuoi.wav.vwyu
C:\Users\kEecfMwgj\Documents\t7c9foF DIKN\Du_\NaSt.xls.vvyu
c:\users\keecfmwgj\videos\oa7uy-r84 e\mhdjwhf8pwIbd.flv.vwyu
c:\users\keecfmwgj\pictures\Omd97n-k.bmp.vvyu
C:\Users\kEecfMwgj\Desktop\y1TO0lydaDA.rtf.vvyu

c:\users\keecfmwgj\documents\t7c9fofd9kt\du_\dlt-gul5ir8wOsjrhr-
b\nj4aq\xq89ysrduds.pdf.vvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz\utKIAZ\ODjnwc3CmEX6ks4d\r
Mc5RT6t.bmp.vvyu
c:\users\keecfmwgj\music\q6ag5\pjtklq_dt3lt.wav.vvyu

C:\Users\kEecfMwgj\Music\nA1Vyxh1cNbdS.mp3.vvyu

X-Ray Vision for Malware - www.vmray.com

Category

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Operations Verdict

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS
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#10848380

File Name

c:\users\keecfmwgj\desktop\3yd_u.doc.vvyu
c:\users\keecfmwgj\desktop\xwzgawkf.wav.vvyu

C:\Users\kEecfMwgj\Documents\t7c9foF DOKNDu_\dLt-
Gul5Ir8w0sJrhR-b\PInb573cskZFLk.ots.vvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz\utKIAZ\ODjnwc3CmEX6ks4d\
4mQ2gMUrsax_RZzVhH.png.vvyu

c:\users\keecfmwgj\pictures\v-der pgnma_nx.png.vvyu
c:\users\keecfmwgj\desktop\ssz4\7qttxszlkjh_fii.pdf.vvyu

C:\Users\kEecfMwgj\Documents\t7c9foF DOKNDu_\dLt-
Gul5Ir8w0sJrhR-b\flrc6EXPyfw.pdf.vvyu

c:\users\keecfmwgj\desktop\pwyx2b-yoplcnSmp.wav.vwyu
C:\Users\kEecfMwgj\Desktop\ctXFDNnUwfplfoZl flv.vvyu
c:\users\keecfmwgj\videos\Okzy5iydb0_9j1mvgm.avi.vvyu
c:\users\keecfmwgj\music\15d3btm 7ovs9nv4xvvaljyj5.mp3.vvyu
C:\Users\kEecfMwgj\Documents\mQVKO4ih33AabglOBNO.xIsx.vvyu

C:\Users\kEecfMwgj\Videos\oa7UY-r84
e\ _9xS8mM5SRrPmY 7bhauad.flv.vvyu

C:\Users\kEecfMwgj\Pictures\CkH5eNz\vVOtpApjKaG.bmp.vvyu
C:\Users\kEecfMwgj\Desktop\SSz4AwOW CV4jIK1-R.rtf.vvyu
c:\users\keecfmwgj\documents\vomzdu.docx.vvyu

c:\users\keecfmwgj\videos\oa7uy-r84
e\v2hz1riby\dzazfhouywh4e77ghf.swf.vvyu

c:\users\keecfmwgj\desktop\jblorsrry.m4a.vvyu

c:\users\keecfmwgj\documents\t7c9fofdokt\du_\dlt-gul5ir8wOsjrhr-
b\pj33ix3vapezxx5ftd.odp.vvyu

c:\users\keecfmwgj\music\bgn7jsn2k_hp.wav.vvyu

C:
\Users\kEecfMwgj\Music\g6aG5\7URv2AMQZDAOxublg.mp3.vvyu

C:\Users\kEecfMwgj\Desktop\sovvb9YRGyMc-1zi435.png.vvyu

c:\users\keecfmwgj\documents\t7c9fofdokt\du_\dlt-gul5ir8wOsjrhr-
b\nj4aq\rfdw37vjsnr.ods.vvyu

C:

\Users\kEecfMwgj\Pictures\CkH5eNz\utKIAZ\ODjnwc3CmEX6ks4d\
JjovnSZY.bmp.vvyu

C:\Users\kEecfMwgj\Desktop\2tgZNx.png.vvyu
C:\Users\kEecfMwgj\Music\ucR8jvObs4.wav.vvyu

C:
\Users\kEecfMwgj\Desktop\55043585c 15ff65ca4b8df91c0b0f1c883d4
cfd40933c6d25c2d9159e2f0757¢.exe

C:\Users\kEecfMwgj\Favorites\Microsoft Websites\IE Add-on
site.url.vvyu

c:

\Users\kEechng\Pi ctures\CkH5eNz\utkIAZ\ODjnwc3CmEX6ks4d\
m6h6LTvd.bmp.vvyu

c:\users\keecfmwgj\videos\oa7uy-r84 e\v2hz 1riby\-tfbdh.mkv.vvyu

c:\users\keecfmwgj\documents\t7c9fofdokt\du_\dlt-gul5ir8wOsjrhr-
b\gx_wgirgaux_.pptx.vvyu

X-Ray Vision for Malware - www.vmray.com

Category

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Sample File, Accessed File, VM File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Operations Verdict

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Delete, Read, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS

Access, Create, Write MALICIOUS
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#10848380

File Name

c:\users\keecfmwgj\desktop\ykvjwxghtjh67j.m4a.vvyu

c:\users\keecfmwgj\desktop\ou84g9.m4a.vvyu

C:
\Users\kEecfMwgj\Documents\t7c9foFD9KH\Du_\hWLOZU2H-.doc.vv
yu

c:\users\keecfmwgj\appdata\locallow\microsoft\internet
explorer\services\search_{0633ee93-d776-472f-a0ff-
e1416b8b2e3a}.ico.vvyu

C:\Users\kEecfMwgj\Favorites\Windows Live\Windows Live
Spaces.url.vvyu

C:\Users\kEecfMwgj\Videos\T_12gb.swf.vvyu

c:\users\keecfmwgj\documents\t7c9fofdokt\du_\n4cmd g2s\uomn
anj\8ydbvfzvuknzyhmzsw2e.pptx.vvyu

c:\users\keecfmwgj\pictures\ckhSenz\Ozp is.jpg.vvyu
c:\users\keecfmwgj\music\g6ag5\ylvockéjtrl_ur2.m4a.vvyu
c:\users\keecfmwgj\videos\zct8oosw8vOsthu.avi.vvyu
c:\users\keecfmwgj\desktop\fkek3tax.flv.vwyu

c:\users\keecfmwgj\favorites\msn websites\msnbc news.url.vvyu

c
\users\keecfmwgj\desktop\55043585c15ff65ca4b8df91c0b0f1c883d4ct
d40933c6d25c2d9159e2f0757¢.exe.vvyu

C:\Users\kEecfMwgj\Music\zkBFKRCKZ7IX KV Wa4.m4a.vvyu

C:\Users\kEecfMwgj\Pictures\CkH5eNz\UIPaZiiR-
0QnLQB3Ey2.png.vvyu

c
\users\keecfmwgj\pictures\ckh5enz\utklaz\Odjnwc3cmex6ks4d\vnnb6

-.png.vwyu

c:\users\keecfmwgj\music\15d3btm 7ovs9nvaxvva\j2t8dyq7a9
s.mda.vvyu

c:\users\keecfmwgj\desktop\evtlse5tu.flv.vvyu

C:\Users\kEecfMwgj\Documents\t7c9foF D9Kt\gnn Elw-bv2A
ZdUCx.csv.vvyu

c:\users\keecfmwgj\videos\oa7uy-r84 e\v2hz 1riby\pldcw.avi.vvyu
C:\Users\kEecfMwgj\Desktop\s387k8QuDVZj flv.vvyu

c:\users\keecfmwgj\favorites\msn websites\msn
entertainment.url.vvyu

C:\Users\kEecfMwgj\Videos\oa7UY-r84 e\v2hZ 1rlby\2u
CRZIC7nvdh_M.mkv.vwyu

c:\users\keecfmwgj\desktop\i8vavhtusd8vngfl.flv.vwyu

c:

\users\keecfmwgj\music\15d3btm 7ovs9nvaxvvalhfxb2ecm2er.wav.vv
yu

C:\Users\kEecfMwgj\Desktop\kvVdOKfcoMs.docx.vvyu
C:\Users\kEecfMwgj\Music\q6aG5\M 7TOG0.mp3.vvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz\utKIAZ\ODjnwc3CmEX6ks4d\

uvhJEjKV7-C WKgxn.jpg.vvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz\utKIAZ\Y3W LOzPu7e3b.bmp.
vvyu

c:\users\keecfmwgj\music\15d3btm 7ovs9nvaxvvalxwnlbab.m4a.vvyu

X-Ray Vision for Malware - www.vmray.com

Category

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Operations Verdict
Access, Create, Write
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write
Access, Create, Write MALICIOUS
Access, Create, Write
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write MALICIOUS
Access, Create, Write MALICIOUS
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#10848380

File Name

C:\Users\kEecfMwgj\Desktop\MWdsq1QYO68B.m4a.vvyu

c:\users\keecfmwgj\documents\t7c9fofdokt\du_\dlt-gul5ir8wOsjrhr-
b\xd4m_dixrc.csv.vwyu

c:\users\keecfmwgj\desktop\iiy6urtkmkg.swf.vvyu
c:\users\keecfmwgj\documents\t7c9fofdokt\du_\dejpOtkawtpu.xIsx.vvyu
C:\Users\kEecfMwgj\Videos\h8vWrl4X3qgjJx.avi.vvyu
C:\Users\kEecfMwgj\Music\g6aG5\w5q7V-5Q7Epp.m4a.vvyu
c:\users\keecfmwgj\videos\oa7uy-r84 e\v2hz 1riby\d4g2ikayi.swf.vvyu

c
\users\keecfmwgj\documents\t7c9fofdOkt\arxodulawvhk8w8h1.ppt.vvy
u

C:\Users\kEecfMwgj\Documents\t7c9foF DIKNDu_\n4CMD
g2s\Uomn Anj\6e2w9YoR-8.pdf.vvyu

c:\users\keecfmwgj\desktop\deoyfojzpOgudvzpna_.docx.vvyu
C:\Users\kEecfMwgj\Music\PkOh2Rnp8cQPR.wav.vvyu
C:\Users\kEecfMwgj\Desktop\zulFM8NX8rRSCWk.wav.vvyu

C:\Users\kEecfMwgj\Videos\oa7UY-r84
e\lv2hZ 1rlby\h5htKcYKQyPR4iO.avi.vvyu

C:\Users\kEecfMwgj\Videos\oa7UY-r84
e\v2hz1rlby\LgnhMFLOC.mkv.vvyu

C:\Users\kEecfMwgj\Music\-CuxYEa66mYn.mp3.vvyu
C:\Users\kEecfMwgj\Desktop\oGH6r9EKez2SrD.bmp.vvyu
C:\Users\kEecfMwgj\Music\VNMhw6NdTON.m4a.vvyu
c:\users\keecfmwgj\music\ptejmkr0g.m4a.vvyu
c:\users\keecfmwgj\pictures\ckh5enz\gmzn.jpg.vvyu
C:\Users\kEecfMwgj\Desktop\kq__.wav.vwyu
c:\users\keecfmwgj\favorites\windows live\windows live mail.url.vvyu
C:\Users\kEecfMwgj\Music\x5xovotgfAL_W9MsP.wav.vwyu
c:\users\keecfmwgj\videos\fdd4gh84c4w3sg.mp4.vvyu
c:\users\keecfmwgj\pictures\9 qc8otghlhix wai.gif.vvyu
C:\Users\kEecfMwgj\Documents\bp5Lg3Xfgz.pps.vvyu
c:\users\keecfmwgj\documents\eipolg9l 16y baxfc.xIsx.vvyu
c:\users\keecfmwgj\documents\56a- hgjck-6jacz_y.docx.vvyu
C:\Users\kEecfMwgj\Desktop\SSz4\9yAZz T XyNBINhhSkD.mp3.vvyu
C:\Users\kEecfMwgj\Documents\Jz_yDfR.pptx.vvyu

C:\Users\kEecfMwgj\Documents\t7c9foFDIKHADu_\dLt-
Gu15Ir8w0sJrhR-b\8OhTRGE.ods.vvyu

c:\users\keecfmwgj\videos\oa7uy-r84 e\kivyeyyglbgsqOr.mp4.vvyu
c:\users\keecfmwgj\desktop\ssz4\1kkv.pptx.vvyu
c:\users\keecfmwgj\music\15d3btm7ovs9nvaxvvalbojvigm.wav.vvyu

c:\users\keecfmwgj\videos\gq4w Inrmgjy.mp4.vvyu

X-Ray Vision for Malware - www.vmray.com

Category

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Operations Verdict
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
Access, Create, Write
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#10848380

File Name

C:

\Users\kEecfMwgj\Pictures\CkH5eNz\utkIAZ\ODjnwc3CmEX6ks4d\

1stwBGeldnm.png.vvyu

c:\users\keecfmwgj\documents\o9negzjy_dtz.xIsx.vvyu

C:\Users\kEecfMwgj\Documents\t7c9foFD9KHADu_\nACMD
g2s\5GbLDOSSAI.ppt.vvyu

c:\users\keecfmwgj\desktop\ye2nvj3b.gif.vvyu

c:\users\keecfmwgj\pictures\jnq_e2h.png.vvyu

c:\users\keecfmwgj\favorites\microsoft websites\microsoft at
home.url.vvyu

C:\Users\kEecfMwgj\Pictures\CkH5eNz\utkKIAZ\U
HHhHG8Z.bmp.vvyu

c:\users\keecfmwgj\documents\t7c9fofdokt\du_\n4cmd
g2s\yxnorxlicarsuvxvr.xls.vvyu

C:\Users\kEecfMwgj\Documents\EfzZ8VEEd1pSVsSES PJdQ.xIsx.vvyu

C:\Users\kEecfMwgj\Pictures\4STyoT-wdxQOwVe.jpg.vvyu

c:\users\keecfmwgj\desktop\ssz4\ol21.csv.vvyu

Reduced dataset

URL

URL Category

http://acacaca.orgffiles/1/build3.exe -

http://rgyui.top/di/build2.exe -

http://acacaca.org/test2/get.php?
pid=9663E9B9567D9A7D CED 1D0F506975904& -
first=true

https://t. ne/pegasusflyl -
https://mas.to/@pavienko349 -

https://api.2ip.ua/geo.json -

Domain

Domain

acacaca.org

Category

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

Dropped File, Accessed File

IP Address Country
211.40.39.251,
190.140.99.150,
222.236.49.123,
196.200.111.5,
115.88.24.203,
211.119.84.112,
211.171.233.129,
211.53.230.67,
116.121.62.237,
187.170.251.250

222.236.49.123,
41.41.255.235,
210.182.29.70,
195.158.3.162,
196.200.111.5,
110.14.121.123,
211.119.84.112,
5.163.244.118,
211.53.230.67,
211.119.84.111

211.40.39.251,
190.140.99.150,
222.236.49.123,
196.200.111.5,
115.88.24.203,
211.119.84.112,
211.171.233.129,
211.53.230.67,
116.121.62.237,
187.170.251.250

149.154.167.99

88.99.75.82

162.0.217.254

IP Address Country
211.40.39.251, 190.140.99.150, 222.236.49.123,

196.200.111.5, 115.88.24.203, 211.119.84.112,
211.171.233.129, 211.53.230.67, 116.121.62.237,
187.170.251.250
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

HTTP Methods

GET

GET

GET

GET

Protocols

TCP,HTTP,DNS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

<
@
]
=3
Q

Verdict

MALICIOUS

MALICIOUS

MALICIOUS

CLEAN
CLEAN
CLEAN

Verdict

MALICIOUS
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Domain IP Address Country Protocols Verdict

222.236.49.123, 41.41.255.235, 210.182.29.70,
195.158.3.162, 196.200.111.5, 110.14.121.123,

rgyui.top 211.119.84.112, 5.163.244.118, 211.53.230.67, . TCP, HTTP. DNS
211.119.84.111

tme 149.154.167.99 - TCP,DNS, TLS
api.2ip.ua 162.0.217.254 - TCP, HTTPS, DNS
mas.to 88.99.75.82 - TCP,DNS, TLS
IP

IP Address Domains Country Protocols Verdict

41.41.255.235 rayui.top Egypt DNS
5.163.244.118 rgyui.top Saudi Arabia DNS
222.236.49.123 rgyui.top, acacaca.org South Korea DNS
162.0.217.254 api.2ip.ua Netherlands TCP, HTTPS, DNS
88.99.75.82 mas.to Germany TCP, DNS, TLS
211.119.84.111 rgyui.top South Korea DNS
196.200.111.5 rgyui.top, acacaca.org Eritrea DNS
149.154.167.99 tme United Kingdom TCP,DNS, TLS
187.170.251.250 acacaca.org Mexico DNS
211.53.230.67 rgyui.top, acacaca.org South Korea DNS
211.171.233.129 acacaca.org South Korea TCP,HTTP, DNS
195.158.3.162 rayui.top Uzbekistan DNS
211.40.39.251 acacaca.org South Korea DNS
211.119.84.112 rgyui.top, acacaca.org South Korea DNS
110.14.121.123 rgyui.top South Korea TCP, HTTP, DNS
190.140.99.150 acacaca.org Panama DNS
116.121.62.237 acacaca.org South Korea DNS
210.182.29.70 rgyui.top South Korea DNS
115.88.24.203 acacaca.org South Korea DNS
Mutex

Name Operations Parent Process Name Verdict
{1D6FCE6E-D1F3-422C-8A53-COBBCF3D900D} access giggggf%sféscﬁgiga‘lbgdmcObm1°883d4°fd40933°6d25° 2d
Registry

Registry Key Operations Parent Process Name Verdict
HKEY_CURRENT_USER\Software\MicrosofttWindows\CurrentVer 55043585¢15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢c2d
sion\Run access 9159e2f0757c.exe
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVer 55043585¢15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d
sion access 9159e2f0757c.exe
?l(fr?\;;scl—?ellqurEN T_USER\Software\Microsoft\Windows\CurrentVer read, access, write giggggf%s; éiﬁgigaAbfﬂdelcOb0f10883d4cfd40933c6d250 2d
H KEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVer read. access. write 55043585¢15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d
sion\Run\SysHelper ! ! 9159e2f0757¢c.exe
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Registry Key
HKEY_LOCAL_MACHINE\SOFTWAREWicrosoft\Cryptography\Ma
chineGuid

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography

Process
Process Name

55043585¢15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f07
57c.exe

55043585¢15ff65ca4b8cif91c0b0f1c883d4cfd40933¢c6d25¢c2d9159e2f07
57c.exe

build2.exe

55043585¢ 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f07
57c.exe

55043585¢15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f07
57c.exe

55043585¢ 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f07
57c.exe

build2.exe

55043585¢ 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f07
57c.exe

icacls.exe

DYNAMIC ANALYSIS REPORT

Operations Parent Process Name
read, access build2.exe
access build2.exe

Commandline

"C:
\Users\kEecfMwgj\Desktop\55043585c 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢
.exe"

"C:
\Users\kEecfMwgj\Desktop\55043585¢ 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢
.exe" --Admin IsNotAutoStart IsNotTask

"C:\Users\kEecfMwgj\AppData\Local\22264cfd- 727b-45d7-91c9-e74b24b1e0e5\build2.exe"

"C:\Users\kEecfMwgj\AppData\Local\1b71cfc7-59d7-431f-bf72-
fcbb51f37d3b\55043585¢ 15ff65ca4h8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757c.exe” --
AutoStart

"C:
\Users\kEecfMwgj\Desktop\55043585c 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢
.exe"

"C:
\Users\kEecfMwgj\Desktop\55043585c 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25¢2d9159e2f0757¢
.exe" --Admin IsNotAutoStart IsNotTask

"C:\Users\kEecfMwgj\AppData\Local\22264cfd- 727b-45d7-91c9-e74b24b1e0e5\build2.exe”

"C:\Users\kEecfMwgj\AppData\Local\1b71cfc7-59d7-431f-bf72-
fcbb51f37d3b\55043585¢ 15ff65ca4b8df91c0b0f1c883d4cfd40933c6d25c2d9159e2f0757¢.exe” --
AutoStart

icacls "C:\Users\kEecfMwgj\AppData\Local\1b71cfc7-59d7-431f-bf72-fcbb51f37d3b" /deny *S-1-1-0:
(OI)(Cl)(DE,DC)
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Verdict

CLEAN
CLEAN

Verdict

MALICIOUS

MALICIOUS
MALICIOUS
MALICIOUS

CLEAN
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YARA | AV

YARA (304)

Ruleset Name

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware
Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware
Ransomware
Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Rule Name

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

Rule Description

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File Type

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

File Name

C:
\Users\kEecfMwgj\Music\zkBFKRCK
Z7IX KV Wad.m4a.vvyu

c:
\users\keecfmwgj\desktop\ou84g9.m4
avvyu

c:
\users\keecfmwgj\desktop\bijamby.mp
3.vvyu

c
\users\keecfmwgj\videos\zct8oosw8v
Osthu.avi.vvyu

C:
\Users\kEecfMwgj\Desktop\kq__.wav.
vvyu

C:
\Users\kEecfMwgj\Music\VNMhw6N
dTON.m4a.vvyu

c:\users\keecfmwgj\videos\oa7uy-r84
elv2hzIriby\-tthdh.mkv.vwyu

c
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\dlt-gu15ir8wOsjrhr-
b\xd4m_dixrc.csv.vwyu

c:\users\keecfmwgj\favorites\msn
websites\msnbc news.url.vvyu

C:
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\ndcmd
g2s\yxnorxlicarsuvxvr.xls.vvyu

c
\users\keecfmwgj\pictures\ckh5enz\ut
klaz\fzsdv9ic_tv.bmp.vvyu

C:
\Users\kEecfMwgj\Documents\T4N8
wuVG8qRit6NO.odp.vvyu

c
\users\keecfmwgj\documents\wxhzvh
5geamrhbckdvObk.pptx.vvyu

C:
\Users\kEecfMwgj\Documents\t7c9fo
FDOKN\Du_\dLt-Gu15Ir8w0sJrhR-
b\ooeO67V 2A6dBdr.pps.vvyu

C:

\Users\kEecfMwgj\Music\15d3btm 70
VSINV4AxvWAWVNa8b_DcXSUW
mzm.wav.vvyu

c
\users\keecfmwgj\desktop\i8vavhtusd
8vngfl.flvvvyu

c:\users\keecfmwgj\documents\56a-
hgjck-6jacz_y.docx.vvyu
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Classification

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware
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Ruleset Name

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Rule Name

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

Djvu

DjvuEncryptedFile

Djvu

Djvu

Rule Description

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

Djvu Ransomware

File Type

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Memory Dump

Dropped File

Memory Dump

Memory Dump

File Name

c:\users\keecfmwgj\favorites\msn
websites\msn entertainment.url.vvyu

C:
\Users\kEecfMwgj\Desktop\sovvhb9Y
RGyMc-1zi435.png.vvyu

c
\users\keecfmwgj\pictures\ckh5enz\ut
klaz\0djnwc3cmex6ks4d\dxeén.gif.vvyu

c:\users\keecfmwgj\favorites\microsoft
websites\ie site on
microsoft.com.url.vvyu

c
\users\keecfmwgj\pictures\ckh5enz\ut
klaz\0djnwc3cmex6ks4d\rqg-
bsnkslémhoiol.png.vvyu

C:\Users\kEecfMwgj\Videos\oa7UY-
r84 e\v2hZ 1riby\LgnhM FLOC.mkv.vvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\utKIAZ\ODjnwc3CmEX6ks4d\rMc5R
T6t.bmp.vvyu

c
\users\keecfmwgj\documents\csOy__
wvetbw2qsiy.docx.vvyu

C:
\Users\kEecfMwgj\Music\s12J.m4a.v
vyu

C:
\Users\kEecfMwgj\Documents\t7c9fo
FDOKt\Du_\dLt-Gu15Ir8w0sJrhR-
b\PInb573cskZFLk.ots.vvyu

c
\users\keecfmwgj\music\15d3btm7ov
s9nvaxvvalsy 7kzm.wav.vvyu

c
\users\keecfmwgj\music\pd9daotni.m
4a.vvyu

C:

\Users\kEecfMwgj\Music\15d3btm 70
VS9N V4AxvA\30ZhLDJPo6htg3.wav.v
vyu

C:
\users\keecfmwgj\pictures\ckh5enz\m
gf6_dzth1f94j.png.vvyu

C:
\Users\kEecfMwgj\Music\qg6aG5\M 7T
OGO0.mp3.vvyu

c
\users\keecfmwgj\desktop\gmt4lzpnvy
jn.wav.vwyu

c
\users\keecfmwgj\music\15d3btm7ov
s9nvaxvvaljyj5.mp3.vvyu
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Classification

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware
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Ruleset Name

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Rule Name

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Rule Description

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File Type

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Name

C:
\Users\kEecfMwgj\Documents\dHBK
KyUiRLEo_ihgqOR .xIsx.vvyu

c:
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\dlIt-gu15ir8wOsjrhr-
b\nj4ag\rfdw37vjsnr.ods.vvyu

C:

\Users\kEecfMwgj\Music\15d3btm 70
VSINVAxvWA\puDbAQqOd3KIPVjvnl
u.wav.vvyu

c
\users\keecfmwgj\desktop\h6hrgnjnvg
ba.png.vvyu

C:\Users\kEecfMwgj\Desktop\-CxO
zQcg.avi.vvyu

c
\users\keecfmwgj\videos\jpdadhjnb.m
kv.vwyu

c:
\users\keecfmwgj\music\15d3btm7ov
s9nvaxvvalgexdtyvlz1q clOjaadt.m4a.
vvyu

C:\Users\kEecfMwgj\Videos\oa7UY-
r84 e\v2hZ 1riby\2u
CRZIC7nvdh_M.mkv.vwyu

c:\users\keecfmwgj\videos\oa7uy-r84
e\mhdjwhf8pwIbd.flv.vvyu

c
\users\keecfmwgj\music\15d3btm7ov
s9nvaxvva\bojvfgm.wav.vvyu

C:
\Users\kEecfMwgj\Videos\SFCuO8s
WL2Jsj.flvvvyu

c:\users\keecfmwgj\favorites\links\web
slice gallery.url.vvyu

c:
\users\keecfmwgj\videos\fdd4gh84c4
w3sg.mp4.vvyu

C:
\Users\kEecfMwgj\Music\15d3btm 70
VSINVAXvWA\AKXppD7.m4a.vvyu

c:
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\n4cmd g2s\uomn

anj\8ydbvfzvuknzyhmzsw2e.pptx.vvyu

c
\users\keecfmwgj\videos\q7szl.swf.vv
yu

c:\users\keecfmwgj\videos\oa7uy-r84
e\v2hz1riby\dzazfhouywh4e77ghf.swf.
vvyu

C:\Users\kEecfMwgj\Videos\oa7UY-
r84 e\GeroBgOAp.flv.vvyu

C:
\Users\kEecfMwgj\Documents\t7c9fo
FD9Kt\gnn Elw-bv2A ZdUCx.csv.vvyu

c
\users\keecfmwgj\pictures\ckh5enz\g9
op7kzr.jpg.vwyu
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Classification

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware
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Ruleset Name

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Rule Name

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

Djvu

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

Rule Description

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File Type

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Memory Dump

Memory Dump

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

Memory Dump

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Memory Dump

Dropped File

Dropped File

File Name

C:
\Users\kEecfMwgj\Desktop\ctXFDNn
UwfplfoZl.flv.vvyu

C:
\Users\kEecfMwgj\Desktop\s387k8Qu
DVzj flvvvyu

c
\users\keecfmwgj\desktop\ssz4\us5ftz
3jimsu.mp4.vvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\utKIAZ\ODjnwc3CmEX6ks4d\-
kPL6MXQjk.bmp.vvyu

c
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\dlt-gu15ir8wOsjrhr-
b\nj4ag\xq89ysrduds.pdf.vvyu

C:
\Users\kEecfMwgj\Desktop\ gJDhmK
EYoYDIQq.gif.vvyu

C:
\Users\kEecfMwgj\Desktop\SSz4A\HT
9AwW JQ.png.vvyu

C:
\Users\kEecfMwgj\Documents\t7c9fo
FD9Kt\Du_\n4CMD g2s\Uomn Anj\3X
S\OR 3sVLz9jj8.rtf.vvyu

C:
\Users\kEecfMwgj\Desktop\oGH6r9E
Kez2SrD.bmp.vvyu

C:
\users\keecfmwgj\appdata\locallow\mi
crosoft\internet
explorer\services\search_{0633ee93-
d776-472f-a0ff-e1416b8b2e3a}.ico.vvyu

C:
\Users\kEecfMwgj\Documents\t7c9fo
FD9Kt\Du_\n4CMD g2s\Uomn
Anj\6e2w9YoR-8.pdf.vvyu

c
\users\keecfmwgj\music\q6ag5\pjtkiq
dt3lt.wav.vwyu

c:\users\keecfmwgj\pictures\9
qc8otghlhix wai.gif.vvyu

c:
\users\keecfmwgj\desktop\ssz4\ol21.c
SV.vvyu

c:\users\keecfmwgj\favorites\windows
live\windows live mail.url.vvyu

c
\users\keecfmwgj\documents\egcel.pp
tvvyu

X-Ray Vision for Malware - www.vmray.com

Classification

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware
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Ruleset Name

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Rule Name

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

Djvu

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

Rule Description

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File Type

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Memory Dump

Dropped File

Dropped File

Memory Dump

Dropped File

Memory Dump

Memory Dump

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

File Name

c:
\users\keecfmwgj\desktop\ssz4\7qttxs
zlkjh_fii.pdf.vvyu

c:
\users\keecfmwgj\desktop\ssz4wmaqg
vke.flv.vvyu

c
\users\keecfmwgj\desktop\jblorsrry.m
4a.vvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\UIPaZiiR-0QnLQB3Ey2.png.vvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\up4L8znJo05a3P,jpg.vvyu

c
\users\keecfmwgj\music\15d3btm7ov
s9nvaxvvalj2t8dyq7a9 s.m4a.vvyu

C:
\Users\kEecfMwgj\Documents\t7c9fo
FDOKt\Du_\ZFul6
9zRrETYF.docx.vvyu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\utKIAZ\O2U T Inld.gif.vwyu

c:\users\keecfmwgj\videos\w9galst
6bnf-yf.mkv.vvyu

C:
\Users\kEecfMwgj\Documents\t7c9fo
FDIKN\3QxjAR\T8wvyki0J9mO.ots.vv
yu

C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\utKIAZ\YNvx X.bmp.vvyu

c:
\users\keecfmwgj\pictures\ckh5enz\0z
pis.jpg.vvyu

C:
\Users\kEecfMwgj\Desktop\MW dsql
QYO68B.m4a.vvyu

c
\users\keecfmwgj\documents\t7c9fofd
9kt\du_\dlt-gu15ir8wOsjrhr-
b\gx_wgirqaux_.pptx.vvyu

c:\users\keecfmwgj\videos\oa7uy-r84
e\irrx7uvzuzgmeox.avi.vvyu

c:\users\keecfmwgj\pictures\v-der
pgnma_nx.png.vvyu

c:
\users\keecfmwgj\documents\5w2kb0
xpz6790kqg9oh.doc.vvyu

C:
\Users\kEecfMwgj\Music\q6aG5\w5q
7V-5Q7Epp.m4a.vvyu

X-Ray Vision for Malware - www.vmray.com

Classification

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware
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Ruleset Name

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Rule Name

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

DjvuEncryptedFile

Djvu

Rule Description

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

File encrypted by Djvu Ransomware

Djvu Ransomware

File Type

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Memory Dump

File Name

C:
\Users\kEecfMwgj\Pictures\CkH5eNz
\utKIAZ\ODjnwc3CmEX6ks4d\JjOvnS
ZY.bmp.vvyu

C:
\Users\kEecfMwgj\Documents\Efz8v
EEd1pSVsE6 PJdQ.xIsx.vvyu

c
\users\keecfmwgj\documents\45jcquo
hqgob2hs.xIsx.vvyu

c:
\users\keecfmwgj\music\g6ag5\6gh9s
WUOi.wav.vvyu

C:
\Users\kEecfMwgj\Videos\h8vWrl4X3
gjIx.avi.vvyu

C:\Users\kEecfMwgj\Videos\oa7UY-

r84
e\v2hZ1rlby\6zZsCwOqJQhE.avi.vvyu

c
\users\keecfmwgj\music\g6ag5\ylvock
6jtrl_ur2.m4a.vvyu

c
\users\keecfmwgj\desktop\6umy14w1
8imgx-yvo.swf.vvyu

C:
\Users\kEecfMwgj\Music\ucR8jvObs4
wav.wyu

c:\users\keecfmwgj\desktop\g8m9own
ztgrqdpa.doc.vvyu

C:\Users\kEecfMwgj\Favorites\M SN
Websites\MSN Money.url.vvyu

C:
\Users\kEecfMwgj\Documents\t7cSfo
FDOKN\Du_\dLt-Gu15Ir8w0sJrhR-
b\NJ4AQURCSXUX rtf.vvyu

c:\users\keecfmwgj\pictures\Omd97n-
k.bmp.vvyu

c:\users\keecfmwgj\documents\ -
fr_fxi6 yovrtv.pptx.vvyu

c:\users\keecfmwgj\favorites\windows
live\get windows live.url.vvyu

C:\Users\kEecfMwgj\Desktop\HUD-
Vd.ppt.vvyu

c:\users\keecfmwgj\favorites\msn
websites\msn.url.vvyu

c:
\users\keecfmwgj\music\bgn7jsn2k_h
p.wav.wwyu

C:
\Users\kEecfMwgj\Documents\t7c9fo
FDIKN\3QxjAR\OnTeT5RDjQL6aro.cs
V.Vvyu

c
\users\keecfmwgj\pictures\scabdma3i.
bmp.vvyu

C:
\Users\kEecfMwgj\Pictures\fjFyJ2Lw
CFuD.bmp.vvyu

c:
\users\keecfmwgj\music\7rucdwyus.
wav.vvyu

X-Ray Vision for Malware - www.vmray.com

Classification

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware

Ransomware
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Ruleset Name Rule Name Rule Description File Type File Name Classification Verdict

c
Ransomware DjvuEncryptedFile File encrypted by Djvu Ransomware Dropped File \users\keecfmwgj\desktop\yyv494w Ransomware
m8z.mkv.vwwyu

c:
Ransomware DjvuEncryptedFile File encrypted by Djvu Ransomware Dropped File \users\keecfmwgj\documents\t7c9fofd Ransomware 5/5
9kt\du_\dejpOtkawtpu.xIsx.vvyu

C:
Ransomware DjvuEncryptedFile File encrypted by Djvu Ransomware Dropped File \Users\kEecfMwgj\Documents\t7c9fo Ransomware
FD9Kt\Du_\hWL0ZU2H-.doc.vvyu

C:\Users\kEecfMwgj\Videos\oa7UY-
Ransomware DjvuEncryptedFile File encrypted by Djvu Ransomware Dropped File r84 Ransomware 5/5
e\_9xS8m5SRrPmY7bhauad.flv.vwyu

Ransomware Djvu Djvu Ransomware Memory Dump - Ransomware 5/5

Reduced dataset
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ENVIRONMENT

Virtual Machine Information

Name

Description
Architecture

Operating System
Kernel Version

Network Scheme Name

Network Config Name

Platform Information

Platform Version
Dynamic Engine Version
Static Engine Version

AV Exceptions Version

Link Detonation Heuristics Version

Smart Memory Dumping Rules
Version

Config Extractors Version
Signature Trust Store Version
VMRay Threat Identifiers Version

YARA Built-in Ruleset Version

Software Information

Adobe Acrobat Reader Version
Microsoft Office

Microsoft Office Version
Hangul Office

Hangul Office Version

Internet Explorer Version
Chrome Version

Firefox Version

Flash Version

Java Version

System Information

Sample Directory
Computer Name
User Domain
User Name

User Profile

Temp Directory

win7_64_spl_en_ms02016

win7_64_spl_en_mso2016

x86 64-bit

Windows 7

6.1.7601.18741 (2e37f962-d699-492c-aaf3-f9f4e9770b1d)
Local Gateway

Local Gateway

4.6.0

4.6.0/07/08/2022 04:26
4.6.0.0/2022-07-08 03:00:22
4.6.1.9/2022-07-29 14:01:00

4.6.1.9/2022-07-29 14:01:00

4.6.1.9/2022-07-29 14:01:00

4.6.1.12 / 2022-08-02 11:53:09
4.6.1.9/2022-07-29 14:01:00
4.6.1.14 / 2022-08-03 12:19:21

46.1.10

Not installed
2016
16.0.4266.1001
Not installed
Not installed
8.0.7601.17514
Not installed
Not installed
Not installed

Not installed

C:\Users\kEecfMwgj\Desktop
QIIATRKPRH

QIIATRKPRH

kEectMwgj
C:\Users\kEecfMwgj

C:\Users\KEECFM~1\AppData\Local\Temp

X-Ray Vision for Malware - www.vmray.com
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System Root C:\Windows
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