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#10849624

Classifications: Backdoor

MALICIOUS Threat Names: AsyncRAT.vO57B AsyncRAT

Sample Type

File Name

ID

MD5

SHA1

SHA256

File Size
Report Created

Target Environment

Verdict Reason: -

Windows Exe (x86-32)

45e87ee0b025a7e4a783a6786564982¢7735c8¢c50d 0b 3d84a3d5d d90ce735cfe.exe
#5068024

10135b39a4a6d8717ba8ceec380ef060
3669c101670b0b373dealc7729718340196dadbc
45e87ee0b025a7e4a783a6786564982e7735c8c50d0b3d84a3d5dd90ce735¢cfe

48.00 KB

2022-08-05 16:17 (UTC+2)

winl0_64_th2_en mso02016 | exe
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OVERVIEW

VMRay Threat Identifiers (10 rules, 15 matches)

Score

5/5

5/5

Category Operation Count Classification
Extracted Configuration AsyncRAT configuration was extracted 1 Backdoor

« A configuration for AsyncRAT was extracted from artifacts of the dynamic analysis.
YARA Malicious content matched by YARA rules 2 Backdoor

* Rule "AsyncRAT" from ruleset "RATs" has matched on a memory dump for (process #1) 45e87ee0b025a7e4a783a6786564982e7735c8c50d0b3d84a3d5dd90ce735cfe.exe.

* Rule "AsyncRAT" from ruleset "RATs" has matched on the sample itself.

Reputation Known malicious file 1 -
« Reputation analysis labels the sample itself as Mal/Generic-S.

Task Scheduling Schedules task 1 -
 Schedules task for command ""C:\Users\RDhJOCNFevzX\AppData\Roaming\svchost.exe™", to be triggered by LOGON.

Task Scheduling Schedules task via schtasks 1 -
« Schedules task "svchost" via the schtasks command line utility.

Mutex Creates mutex 2 -

« (Process #1) 45e87ee0b025a7e4a783a6786564982e7735c8c50d0b3d84a3d5dd90ce735cfe.exe creates mutex with name "AsyncMutex_6SI8OkPnk".

« (Process #9) svchost.exe creates mutex with name "AsyncMutex_6SI80kPnk".
Privilege Escalation Enables process privilege 3 -

« (Process #1) 45e87ee0b025a7e4a783a6786564982e7735c¢8c50d0b3d84a3d5dd90ce735c¢fe.exe enables process privilege "SeDebugPrivilege”.
« (Process #9) svchost.exe enables process privilege "SeDebugPrivilege".

« (Process #10) svchost.exe enables process privilege "SeDebugPrivilege".
Discovery Enumerates running processes 1 -

« (Process #1) 45e87ee0b025a7e4a783a6786564982e7735c8c50d0b3d84a3d5dd90ce735c¢fe.exe enumerates running processes.
Discovery Possibly does reconnaissance 1 -

* (Process #1) 45e87ee0b025a7e4a783a6786564982e7735¢8c50d0h3d84a3d5dd90ce735c¢fe.exe tries to gather information about application "Mozilla Firefox" by file.
Hide Tracks Creates process with hidden window 2 -

* (Process #1) 45e87ee0b025a7e4a783a6786564982e7735c8c50d0b3d84a3d5dd90ce735cfe.exe starts (process #2) cmd.exe with a hidden window.

« (Process #1) 45e87ee0b025a7e4a783a6786564982e7735c¢8c50d0b3d84a3d5dd90ce735c¢cfe.exe starts (process #1)
45e87ee0b025a7e4a783a6786564982e7735c8¢50d0b3d84a3d5dd90ce735¢cfe.exe with a hidden window.
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Malware Configuration: AsyncRAT

Metadata Key Extracted Value
Version Value 0.5.7B
Address 127.0.0.1
Port 8808
Network Protocol tcp
Cc2 v
Listen x
Address 127.0.0.1
Port 7707
Network Protocol tcp
c2 v
Listen x
Address 127.0.0.1
Port 6606
Network Protocol tcp
Cc2 v
Listen x
Socket
Address 61.14.233.88
Port 8808
Network Protocol tcp
c2 v
Listen x
Address 61.14.233.88
Port 7707
Network Protocol tcp
c2 v
Listen x
Address 61.14.233.88
Port 6606
Network Protocol tcp
c2 v
Listen x
Path %AppData%\svchost.exe
Directory Path %AppData%
Path
Name svchost.exe
Is Dir
Mutex Value AsyncMutex_6SI8OkPnk
Tags Delay
Interval Value 3.0
Mission ID Value Default
Other: Install Value v
Other: Ke Tags PBKDF2 Input Password
-rey Value UlwSfQZeGFYxbQ77TpmpOoopS8EUZQFMQ
Other: Salt Value v+seVwwNIzuyGQIkMKV4AQWAIVKT SHMK51PGAS+bDOUE=
Other: Certificate Value MIIE8|CCAtqgAWIBAgIQAJI/GzZwh10Ob1CF2+JqlxEzANBgkghkiGOWOBAQOFADAaMRgwFgYDVQQDDA9Bc3IuY1IBVCBTZ ...
Other: Serversignature Value NSiXapuUd/FRr9esdBKI+NvGdkgStHR0JllobSV3UvtcFtnTok TyFcA4F9vr O3N HupdrOatYtAH pFZxIgsDfOL8wgK5XzXbCoaeZc ...
Other: Anti Analysis Enabled Value x
Other: BDOS Enabled Value x
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Mitre ATT&CK Matrix

Privilege Defense Credential Lateral Command

Initial Access Execution Persistence Escalation Srctar e Discovery e Collection e o] Exfiltration Impact
#T1053 #T1053 #T71053 . #T1057
Scheduled Scheduled Scheduled #Tl\}vﬁgﬁden Process
Task Task Task Discovery
#T1083 File
and Directory
Discovery
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Sample Information

ID

MD5

SHA1L
SHA256
SSDeep
ImpHash
File Name
File Size
Sample Type

Has Macros

Analysis Information

Creation Time
Analysis Duration
Termination Reason
Number of Monitored Processes
Execution Successful
Reputation Enabled
WHOIS Enabled
Built-in AV Enabled
Built-in AV Applied On
Number of AV Matches
YARA Enabled

YARA Applied On

Number of YARA Matches
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#5068024

10135b39a4a6d8717ba8ceec380ef060

3669c101670b0b373dealc7729718340196dadhbc

45e87ee0b025a7e4a783a6786564982e7735c8¢50d0b3d84a3d5dd90ce735¢cfe

768:wuK49TH4EjZW UR+ejmo2qrw8sJrKKIixPl1AogVcgOblG24H ftYUpG5ilsga8yBD u:wuK49TH52HtuAo9rbM N YU pnfM dh+
34d5f2d4577ed6d9ceec516c1f5a744

45e87ee0b025a7e4a783a6786564982e7735c8c50d0b3d84a3d5dd90ce735¢ce.exe

48.00 KB

Windows Exe (x86-32)

v

2022-08-05 16:17 (UTC+2)
00:03:59

Timeout

10

False

v
x

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
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R’l‘j Do you want to allow this app from an unknown
"/ publisher to make changes to your PC?

Program name:  45e87ee0b025a7e4a783a67865649:
Publisher: Unknown
File origin: Hard drive on this computer

Show details
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Screenshots truncated
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NETWORK

General

0 bytes total sent

0 bytes total received

0 ports

0 contacted IP addresses
6 URLs extracted

0 files downloaded

0 malicious hosts detected

DNS

0 DNS requests for 0 domains
0 nameservers contacted

0 total requests returned errors

HTTPIS

0 URLs contacted, O servers

0 sessions, 0 bytes sent, 0 bytes received
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BEHAVIOR

Process Graph

#10 "
Reboot #1 svchost.exe Child Process

Child Process

#2
cmd.exe

Child Process Created Scheduled Job

#6
schtasks.exe

#1
Sample Start 45e87ee0b025a7e4a783a678656498267735c8c50d0b3d84a3d5dd90ce735¢fe.exe

Child Process

#3
cmd.exe

Child Process #8

timeout.exe

Child Process

#9
svchost.exe
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Process #1: 45e87ee0b025a7e4a783a6786564982e7735¢c8c50d0b3d84a3d5dd90ce735cfe.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time

Unmonitor End Time

c:\users\rdhjOcnfevzx\desktop\45e87ee0b025a7e4a783a6786564982e7735c8c50d0b3d84a3d5dd90ce735cfe.exe
"C:\Users\RDhJOCNFevzX\Desktop\45e87ee0b025a7e4a783a6786564982e7735c8c50d0b3d84a3d5dd90ce735¢cfe.exe™
C:\Users\RDhJOCNFevzX\Desktop\

Start Time: 82936, Reason: Analysis Target

End Time: 137844, Reason: Terminated

Monitor duration 54.91s
Return Code 0

PID 4996
Parent PID 1972
Bitness 32 Bit
Dropped Files (3)

File Name File Size SHA256 YARA Match
{mpB6E4.tmpbat 165 bytes gft:jdgﬁeO%Zle%@c 56e98731fc12e8522962fb1092ba25228682a91 "
C:\Users\RDhJOCNFevzX\AppData\Roaming\svchost.exe 48.00 KB gg?zeeeobOZSEﬁe4a783a67865649829773508050d0b3d84a3d5dd900e v
C:\Users\RDhJOCNFevzX\AppDatalLocal\Temp\tm pB6EA.tmp 0bytes Egggczlﬁ%fc 1c149afbf4c8996fh92427ae41e46490934ca495991b7852 "
Host Behavior

Type Count
Registry 1
User 2
System 3
File 16
Mutex 1
Module 64
Process 108

X-Ray Vision for Malware - www.vmray.com
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Process #2: cmd.exe

ID 2

File Name c:\windows\syswow64\cmd.exe

Command Line "C:\Windows\System32\cmd.exe" /c schtasks /create /f /sc onlogon /rl highest /tn "svchost” /tr "C:\Users\RDhJOCNFevzX\AppData\Roaming\svchost.exe™ & exit
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 133157, Reason: Child Process
Unmonitor End Time End Time: 156878, Reason: Terminated
Monitor duration 23.72s

Return Code 0

PID 3260

Parent PID 4996

Bitness 32 Bit

Host Behavior

Type Count
Module 1
Environment 8
File 4
Process 1

X-Ray Vision for Malware - www.vmray.com 11/26



Process #3: cmd.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

Host Behavior

Type

Module
Registry
File
Environment
System

Process

c:\windows\syswow64\cmd.exe

C:\Windows\system32\cmd.exe /c ""C:\Users\RDhJOCNFevzX\AppData\Local\Temp\tmpB6E4.tmp.bat™"

C:\Users\RDhJOCNFevzX\Desktop\
Start Time: 133806, Reason: Child Process
End Time: 165008, Reason: Terminated

31.20s

3252
4996

32 Bit

Count

17

102

25

X-Ray Vision for Malware - www.vmray.com
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Process #6: schtasks.exe

ID 6

File Name c:\windows\syswow64\schtasks.exe
Command Line schtasks /create /f /sc onlogon /rl highest /tn "svchost” /tr '"C:\Users\RDhJOCNFevzX\AppData\Roaming\svchost.exe™
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 152371, Reason: Child Process
Unmonitor End Time End Time: 156661, Reason: Terminated
Monitor duration 4.29s

Return Code 0

PID 1080

Parent PID 3260

Bitness 32 Bit

Host Behavior

Type Count
Module 3
System 3
CcOoM 1
File 6
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Process #7: svchost.exe

ID 7

File Name c:\windows\system32\svchost.exe

Command Line C:\Windows\system32\svchost.exe -k netsvcs
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 153936, Reason: Created Scheduled Job
Unmonitor End Time End Time: 321440, Reason: Terminated by timeout
Monitor duration 167.50s

Return Code Unknown

PID 864

Parent PID 1080

Bitness 64 Bit

X-Ray Vision for Malware - www.vmray.com 14 /26
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Process #8: timeout.exe

ID 8

File Name c:\windows\syswow64\timeout.exe
Command Line timeout 3

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 154135, Reason: Child Process
Unmonitor End Time End Time: 160748, Reason: Terminated
Monitor duration 6.61s

Return Code 0

PID 1636

Parent PID 3252

Bitness 32 Bit

Host Behavior

Type Count
Module 2
System 35
File 34
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Process #9: svchost.exe

ID 9

File Name c:\users\rdhjOcnfevzx\appdata\roaming\svchost.exe
Command Line "C:\Users\RDhJOCNFevzX\AppData\Roaming\svchost.exe"
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 159802, Reason: Child Process
Unmonitor End Time End Time: 184041, Reason: Terminated

Monitor duration 24.24s

Return Code 1073807364

PID 3136

Parent PID 3252

Bitness 32 Bit

Host Behavior

Type Count
Registry 1
User 2
System 2
File 19
Mutex 1
Module 1

X-Ray Vision for Malware - www.vmray.com 16 /26
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Process #10: svchost.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

Host Behavior

Type

CcOoM

10

c:\windows\system32\svchost.exe
C:\Windows\system32\svchost.exe -k netsvcs
C:\Windows\system32\

Start Time: 212042, Reason: Created Scheduled Job
End Time: 321440, Reason: Terminated by timeout
109.40s

Unknown

868

1080

64 Bit

X-Ray Vision for Malware - www.vmray.com
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Process #11: taskhostw.exe

ID 11

File Name c:\windows\system32\taskhostw.exe
Command Line taskhostw.exe SYSTEM

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 248493, Reason: Child Process
Unmonitor End Time End Time: 321440, Reason: Terminated by timeout
Monitor duration 72.95s

Return Code Unknown

PID 1244

Parent PID 868

Bitness 64 Bit

X-Ray Vision for Malware - www.vmray.com 18 /26
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Process #13: sihost.exe

ID 13

File Name c:\windows\system32\sihost.exe
Command Line sihost.exe

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 272195, Reason: Child Process
Unmonitor End Time End Time: 321440, Reason: Terminated by timeout
Monitor duration 49.24s

Return Code Unknown

PID 1548

Parent PID 868

Bitness 64 Bit
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ARTIFACTS

File

SHA256 File Names Category File Size MIME Type Operations Verdict

C:
\Users\RDhJOCNFevzX\AppData\Ro

45e87ee0b025a7e4a783a67 amina\svehost.exe. C- application/
86564982e7735c8c50d0b3d U 9 \RDh JOCN# . X\Desktop\d5 Sample File 48.00 KB vnd.microsoft.portable- Access, Create, Read, Write
84a3d5dd90ce735cle sers evzXiDeskiop\ase executable

87ee0b025a7e4a783a6786564982e773

5c8c50d0b3d84a3d5dd90ce735cfe.exe

tmpB6E4.tmp.bat, C:
6bd696e0922144h9549c56e \Users\RDhJOCNFevzX\AppData\Loc
98731fc12e8522962fh1092b al\Temp\tmpB6E4.tmp.bat, \?\C: Dropped File 165 bytes text/x-msdos-batch Access, Create, Read, Write
a25228682a91dfdb2 \Users\RDhJOCNFevzX\AppData\Loc

al\Temp\tmpB6E4.tmp.bat
Filename

File Name Category Operations Verdict

C:
\Users\RDhJOCNFevzX\Desktop\45e87ee0b025a7e4a783a67865649  Sample File, Accessed File, VM File Access, Read
82e7735c8c50d0b3d84a3d5dd90ce735cfe.exe
C:\Users\RDhJOCNFevzX\AppData\Roaming\svchost.exe Dropped File, Accessed File, VM File Access, Create, Write
C:\Program Files (x86)\Windows Sidebar\omnipos.exe Accessed File Access
C:\Program Files\Windows Portable Devices\flashfxp.exe Accessed File Access
C:\Program Files\Common Files\accupos.exe Accessed File Access
C:\Program Files (x86)\Windows Portable Devices\upon.exe Accessed File Access
tmpB6E4.tmp.bat Dropped File, Accessed File Access, Create, Read, Write
C:\Program Files\Windows Portable Devices\smartftp.exe Accessed File Access
C:\Users\RDhJOCNFevzX\AppData\Roaming\svchost.exe.config Accessed File Access
C:\Program Files (x86)\Microsoft. NET\3dftp.exe Accessed File Access
C:\Program Files (x86)\Reference Assemblies\addmusic.exe Accessed File Access
C:\Program Files\WindowsPower Shell\onlybudgetplant.exe Accessed File Access
NUL Accessed File Access, Create
C:\Windows\SysWOW 64\schtasks.exe Accessed File Access
C:\Windows\SysWOW 64\cmd.exe Accessed File Access
C:\Program Files (x86)\Microsoft. NET\gmailnotifierpro.exe Accessed File Access
C:\Program Files (x86)\Windows NT\bitkinex.exe Accessed File Access
C:\Program Files (x86)\M SBuild\leechftp.exe Accessed File Access
C:\Program Files\Common Files\list-begin.exe Accessed File Access
C:\Program Files (x86)\Microsoft Analysis Services\pidgin.exe Accessed File Access
C:\Program Files (x86)\Mozilla Firefox\fling.exe Accessed File Access
C:\Program Files (x86)\Windows Sidebar\utg2.exe Accessed File Access
C:\Program Files\M SBuild\region_successful_show.exe Accessed File Access
C:\Program Files\Windows Media Player\fpos.exe Accessed File Access
C:\Program Files (x86)\Windows Sidebar\expert_right.exe Accessed File Access
C:\Program Files (x86)\Mozilla Firefox\taskenter.exe Accessed File Access
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File Name Category Operations Verdict

C:\Program Files (x86)\Common Files\barca.exe Accessed File Access
C:\Users\RDhJOCNFevzX\AppData\Local\Temp\tmpB6E4.tmp Dropped File, Accessed File, Not Extracted Access, Create
C:\Program Files\Windows Portable Devices\spgagentservice.exe Accessed File Access
C:\Program Files\WindowsPowerShell\aldelo.exe Accessed File Access
C:\Program Files\Reference Assemblies\wide-represent.exe Accessed File Access
C:\Program Files\Windows Defender\thunderbird.exe Accessed File Access
C:\Program Files (x86)\Microsoft SQL Server\ccv_server.exe Accessed File Access
C:\Program Files\Windows Multimedia Platform\heshot.exe Accessed File Access
"C:\Users\RDhJOCNFevzX\AppData\Local\Temp\tmpB6E4.tmp.bat" Accessed File Access
C:\Program Files\WindowsPower Shell\creditservice.exe Accessed File Access
C:\Program Files (x86)\Windows Multimedia Platform\notepad.exe Accessed File Access
C:\Program Files\Windows Journal\whatsapp.exe Accessed File Access
C:\Program Files\Windows Journal\centralcreditcard.exe Accessed File Access
C:\Program Files (x86)\Windows Sidebar\born.exe Accessed File Access
C:\Program Files\Windows Mail\mxslipstream.exe Accessed File Access
C:\Program Files (x86)\Common Files\outlook.exe Accessed File Access
C:\Program Files (x86)\Windows Portable Devices\icq.exe Accessed File Access
C:\Program Files\Internet Explorer\player.exe Accessed File Access
C:\Program Files (x86)\Windows NT\edcsvr.exe Accessed File Access
C:\Program Files (x86)\Windows Photo Viewer\ncftp.exe Accessed File Access
C:\Users\RDhJOCNFevzX\AppData\Local\Temp Accessed File Access
C:\Program Files (x86)\Windows Sidebar\centralteach.exe Accessed File Access
C:\Program Files\Windows Multimedia Platform\stop give.exe Accessed File Access
C:\Program Files\WindowsPower Shell\absolutetelnet.exe Accessed File Access
C:\Program Files (x86)\Internet Explorer\lEXPLORE.EXE Accessed File Access
C:\Program Files\Windows Media Player\scriptftp.exe Accessed File Access
C:

mgndows\MicrosofLNET\Framework\v4.0.30319\Config\machi ne.co Accessed File Access, Read
C:\Program Files\Windows Multimedia Platform\winscp.exe Accessed File Access
C:\Program Files (x86)\WindowsPower Shell\foxmailincmail.exe Accessed File Access
C:\Program Files\Reference Assemblies\alftp.exe Accessed File Access
C:\Program Files (x86)\Microsoft. NET\yahoomessenger.exe Accessed File Access
C:\Program Files\Windows Journal\filezilla.exe Accessed File Access
C:\Program Files\Internet Explorer\spcwin.exe Accessed File Access
C:\Program Files (x86)\Windows NT\operamail.exe Accessed File Access
C:\Program Files (x86)\Microsoft SQL Server\webdrive.exe Accessed File Access
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File Name Category Operations Verdict
C:\Program Files\Common Files\skype.exe Accessed File Access CLEAN
C:\Program Files\Common Files\maintain_consider.exe Accessed File Access
C:\Program Files (x86)\Windows Portable Devices\active-charge.exe ~ Accessed File Access
C:\Program Files\Internet Explorer\open consumer reality.exe Accessed File Access
C:\Program Files (x86)\Reference Assemblies\afr38.exe Accessed File Access
C:\Program Files (x86)\Windows Photo Viewer\trillian.exe Accessed File Access
C:\Program Files\Microsoft Office\star-various.exe Accessed File Access
C:\Users\RDhJOCNFevzX\Desktop Accessed File Access
C:\Program Files (x86)\Windows Sidebar\far.exe Accessed File Access
C:\Program Files (x86)\Windows Sidebar\always interest bad.exe Accessed File Access
C:\Windows\SysWOW 64\timeout.exe Accessed File Access
C:\Program Files\Windows Defender\laymoneyremain.exe Accessed File Access
C:\Program Files\Microsoft Office\isspos.exe Accessed File Access
C:\Program Files (x86)\Mozilla Firefox\coreftp.exe Accessed File Access
URL

URL Category IP Address Country HTTP Methods Verdict
hitp://61.14.233.88:6606 - 61.14.233.88 - -
http://127.0.0.1:7707 - 127.00.1 - -
hitp://127.0.0.1:6606 - 127001 - -
htp://61.14.233.88:8808 - 61.14.233.88 - -
http://127.0.0.1:8808 - 127.00.1 - -
htp://61.14.233.88:7707 - 61.14.233.88 - -
IP

IP Address Domains Country Protocols Verdict
61.14.233.88 - - -
Mutex

Name Operations Parent Process Name Verdict

svchost.exe,
AsyncMutex_6SI8OkPnk access 45e87ee0b025a7e4a783a678656498267735¢8c50d0b3dB4a
3d5dd90ce735cfe.exe

Registry

Registry Key Operations Parent Process Name Verdict
QEEY_CUR RENT_USER\Software\Policies\Microsoft\Windows\Sy access cmd.exe CLEAN
HKEY_CURRENT_USER\Software\Microsoft\Command read, access cmd.exe CLEAN

Processor\DisableUNCCheck

HKEY_CURRENT_USER\Software\Microsoft\Command
Processor\EnableExtensions

read, access

cmd.exe

X-Ray Vision for Malware - www.vmray.com
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Registry Key Operations Parent Process Name Verdict
. svchost.exe,
HKEY_LOCAL MACHINE\SOFTWAREWicrosol NETFrameworkl ¢ ess 45e87ee0p025a7e4a783367865649826773508050d003d84a
PP 3d5dd90ce735cfe.exe

E:;E:s_é_oca\iﬁt)_éﬂuﬁcHINE\Software\Mlcrosoﬂ\Command read, access cmd.exe
HKEY_CURRENT_USER\Software\Microsoft\Command Processor access cmd.exe
HKEY_CURRENT_USER\Software\MicrosofttCommand _
Processor\DelayedExpansion read, access cmd.exe CLEAN
HKEY_LOCAL_MACHINE\Software\Microsoft\Command _
Processor\EnableExtensions read, access cmd.exe CLEAN
HKEY_CURRENT_USER\Software\MicrosofttCommand _
Processor\PathCompletionChar read, access cmd.exe CLEAN
};r};?e(g;) I;J&IEOE};\IU'I;TU SER\Software\Microsoft\Command read, access cmd.exe
HKEY_LOCAL_MACHINE\Software\MicrosofttCommand _
Processor\DefaultColor read, access cmd.exe CLEAN
HKEY_CURRENT_USER\Software\Microsoft\Command read, access cmd.exe
Processor\DefaultColor
HKEY_LOCAL_MACHINE\Software\Microsoft\Command Processor access cmd.exe
HKEY_LOCAL_MACHIN E\SomNare\M icrosof\Command read, access cmd.exe
Processor\DelayedExpansion
HKEY_LOCAL_MACHINE\Software\Microsoft\Command _
Processor\DisableUNCCheck read, access cmd.exe CLEAN
HKEYﬁCURRENTfUSER\Soﬂware\Microsoﬂ\Command read, access cmd.exe
Processor\CompletionChar
HKEY_LOCAL_MACHINE\Software\MicrosofttCommand _
Processor\PathCompletionChar read, access cmd.exe CLEAN
HKEY_LOCAL_M A_CH INE\Software\Microsoft\Command read, access cmd.exe
Processor\CompletionChar

Process

Process Name Commandline Verdict
svchost.exe "C:\Users\RDhJOCNFevzX\AppData\Roaming\svchost.exe"

"C:
2B ec0h025aTeaT83a6786564982e773508c50d003d84a3d50d%0ce  \ jsers\RDRIOCNFevzX\Desktop\d5eBTee0b025aTe4a783a678656498267735¢8C5000b3084a3050190
’ ce735cfe.exe”
schtasks.exe schtasks /create /f /sc onlogon /rl highest /tn "svchost" /tr "'C:
. \Users\RDhJOCNFevzX\AppData\Roaming\svchost.exe™
cmd.exe "C:\Windows\System32\cmd.exe" /c schtasks /create /f /sc onlogon /rl highest /tn "svchost" /tr "C:
: \Users\RDhJOCNFevzX\AppData\Roaming\svchost.exe" & exit
C:\Windows\system32\cmd.exe /c ""C: _

cmd.exe \Users\RDhJOCNFevzX\AppData\Local\Temp\tmpB6E4.tmp.bat™" CLEAN
taskhostw.exe taskhostw.exe SYSTEM
sihost.exe sihost.exe
timeout.exe timeout 3
svchost.exe C:\Windows\system32\svchost.exe -k netsvcs
svchost.exe C:\Windows\system32\svchost.exe -k netsvcs
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YARA (2)
Ruleset Name Rule Name Rule Description File Type File Name Classification Verdict
RATs AsyncRAT AsyncRAT Memory Dump - Backdoor 5/5
C:
RATs AsyncRAT AsyncRAT Sample File \Users\RDhJOCNFevzX\AppData\Ro  Backdoor [ s5 ]

aming\svchost.exe
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ENVIRONMENT

Virtual Machine Information

Name

Description
Architecture

Operating System
Kernel Version

Network Scheme Name

Network Config Name

Platform Information

Platform Version
Dynamic Engine Version
Static Engine Version

AV Exceptions Version

Link Detonation Heuristics Version

Smart Memory Dumping Rules
Version

Config Extractors Version
Signature Trust Store Version
VMRay Threat Identifiers Version

YARA Built-in Ruleset Version

Software Information

Adobe Acrobat Reader Version
Microsoft Office

Microsoft Office Version
Hangul Office

Hangul Office Version

Internet Explorer Version
Chrome Version

Firefox Version

Flash Version

Java Version

System Information

Sample Directory
Computer Name
User Domain
User Name

User Profile

Temp Directory

winl0_64 th2_en_mso02016

winl0_64_th2_en mso02016

x86 64-bit

Windows 10 Threshold 2

10.0.10586.0 (0de6dc23-8e19-4bb7-8608-d54ble6fa379)
Local Gateway

Local Gateway

4.6.0

4.6.0/07/08/2022 04:26
4.6.0.0/2022-07-08 03:00:22
4.6.1.9/2022-07-29 14:01:00

4.6.1.9/2022-07-29 14:01:00

4.6.1.9/2022-07-29 14:01:00

4.6.1.12 / 2022-08-02 11:53:09
4.6.1.9/2022-07-29 14:01:00
4.6.1.14 / 2022-08-03 12:19:21

46.1.10

Not installed
2016
16.0.4266.1001
Not installed
Not installed
11.0.10586.0
Not installed
Not installed
Not installed

Not installed

C:\Users\RDhJOCNFevzX\Desktop
XC64zB

XC64ZB

RDhJOCNFevzX
C:\Users\RDhJOCNFevzX

C:\Users\RDHJOC~1\AppData\Local\Temp
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System Root C:\Windows
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