
DYNAMIC ANALYSIS REPORT
#10853054

MALICIOUS

Classifications: Spyware Backdoor

Threat Names: NanoCore

Verdict Reason: -

Sample Type Windows Exe (x86-32)

File Name 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe

ID #5070071

MD5 19230db458718df6fa70d9817925ac7a

SHA1 04eba42e98b996b5b9e1783e37de8b45c42d56f4

SHA256 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3

File Size 181.50 KB

Report Created 2022-08-05 23:57 (UTC+2)

Target Environment win10_64_th2_en_mso2016 | exe
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DYNAMIC ANALYSIS REPORT
#10853054

OVERVIEW

VMRay Threat Identifiers (21 rules, 37 matches)

Score Category Operation Count Classification

5/5 Extracted Configuration NanoCore configuration was extracted 1 Backdoor

A configuration for NanoCore was extracted from artifacts of the dynamic analysis.• 

5/5 YARA Malicious content matched by YARA rules 2 Backdoor

Rule "NanoCoreRAT" from ruleset "RATs" has matched on the sample itself.

Rule "NanoCoreRAT" from ruleset "RATs" has matched on a memory dump for (process #2) agpsvc.exe.

• 

• 

5/5 Data Collection Combination of other detections shows multiple input capture behaviors 1 Spyware

(Process #2) agpsvc.exe queries foreground window and potentially exfiltrates data.• 

4/5 Defense Evasion Obscures a file's origin 2 -

(Process #1) 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe tries to delete zone identifier of file "C:
\Users\RDhJ0CNFevzX\Desktop\3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe".

(Process #2) agpsvc.exe tries to delete zone identifier of file "C:\Program Files\AGP Service\agpsvc.exe".

• 

• 

3/5 Defense Evasion Tries to detect the presence of antivirus software 1 -

(Process #2) agpsvc.exe tries to detect antivirus software via WMI query: "SELECT DisplayName FROM AntiVirusProduct".• 

3/5 Defense Evasion Tries to detect the presence of anti-spyware software 1 -

(Process #2) agpsvc.exe tries to detect anti-spyware software via WMI query: "SELECT DisplayName FROM AntiSpywareProduct".• 

3/5 Defense Evasion Tries to detect the presence of firewall software 1 -

(Process #2) agpsvc.exe tries to detect firewall via WMI query: "SELECT DisplayName FROM FirewallProduct".• 

3/5 Input Capture Monitors user input 1 -

(Process #2) agpsvc.exe reads the text contents of the foreground window by API (possible keylogging attempt).• 

2/5 Hide Tracks Deletes file after execution 1 -

(Process #1) 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe deletes executed executable "C:\Program Files\AGP Service\agpsvc.exe".• 

2/5 Discovery Executes WMI query 3 -

(Process #2) agpsvc.exe executes WMI query: SELECT DisplayName FROM AntiVirusProduct.

(Process #2) agpsvc.exe executes WMI query: SELECT DisplayName FROM AntiSpywareProduct.

(Process #2) agpsvc.exe executes WMI query: SELECT DisplayName FROM FirewallProduct.

• 

• 

• 

2/5 Network Connection Sets up server that accepts incoming connections 3 Backdoor

(Process #1) 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe starts a TCP server listening on port 49688.

(Process #2) agpsvc.exe starts a TCP server listening on port 49673.

(Process #1) 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe starts a TCP server listening on port 49689.

• 

• 

• 

1/5 Mutex Creates mutex 4 -
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Score Category Operation Count Classification

(Process #1) 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe creates mutex with name "Global\{48fc9f6c-a1d6-42de-93fe-7ff2a24a16fa}".

(Process #1) 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe creates mutex with name "Global\.net clr networking".

(Process #2) agpsvc.exe creates mutex with name "Global\{48fc9f6c-a1d6-42de-93fe-7ff2a24a16fa}".

(Process #2) agpsvc.exe creates mutex with name "Global\.net clr networking".

• 

• 

• 

• 

1/5 Discovery Reads system data 2 -

(Process #1) 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe reads the cryptographic machine GUID from registry.

(Process #2) agpsvc.exe reads the cryptographic machine GUID from registry.

• 

• 

1/5 System Modification Modifies application directory 2 -

(Process #1) 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe modifies "C:\Program Files\AGP Service".

(Process #1) 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe modifies "C:\Program Files\AGP Service\agpsvc.exe".

• 

• 

1/5 Persistence Installs system startup script or application 1 -

(Process #1) 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe adds "C:\Program Files\AGP Service\agpsvc.exe" to Windows startup via registry.• 

1/5 Privilege Escalation Enables process privilege 3 -

(Process #1) 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe enables process privilege "".

(Process #1) 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe enables process privilege "SeDebugPrivilege".

(Process #2) agpsvc.exe enables process privilege "SeDebugPrivilege".

• 

• 

• 

1/5 Discovery Enumerates running processes 2 -

(Process #1) 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe enumerates running processes.

(Process #2) agpsvc.exe enumerates running processes.

• 

• 

1/5 Network Connection Performs DNS request 2 -

(Process #2) agpsvc.exe resolves host name "trustedvpnconnection.anondns.net" to IP "107.150.23.184".

(Process #1) 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe resolves host name "trustedvpnconnection.anondns.net" to IP "107.150.23.184".

• 

• 

1/5 Network Connection Connects to remote host 2 -

(Process #1) 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe opens an outgoing TCP connection to host "107.150.23.184:38952".

(Process #2) agpsvc.exe opens an outgoing TCP connection to host "107.150.23.184:38952".

• 

• 

1/5 Network Connection Tries to connect using an uncommon port 1 -

(Process #1) 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe tries to connect to TCP port 38952 at 107.150.23.184.• 

1/5 Obfuscation Resolves API functions dynamically 1 -

(Process #2) agpsvc.exe resolves 50 API functions by name.• 
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Malware Configuration: NanoCore

Metadata Key Extracted Value

Version Value 1.2.2.0

Mutex Value 48fc9f6c-a1d6-42de-93fe-7ff2a24a16fa

Socket

Address
Port
C2

Address
Port
C2

trustedvpnconnection.anondns.net
38952
✔

windowsmanager.freemyip.com
38952
✔

Interval

Tags
Value

Tags
Value

Tags
Value

Tags
Value

ConnectDelay
4000.0

RestartDelay
5000.0

RunDelay
0.0

TimeoutInterval
5000.0

Other: RunOnStartup Value ✔

Other: RequestElevation Value ✖

Other: BypassUAC Value ✖

Other: ClearZoneIdentifier Value ✔

Other: ClearAccessControl Value ✔

Other: SetCriticalProcess Value ✔

Other: PreventSystemSleep Value ✔

Other: EnableDebugMode Value ✖
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Mitre ATT&CK Matrix

Initial Access Execution Persistence
Privilege

Escalation
Defense
Evasion

Credential
Access

Discovery
Lateral

Movement
Collection

Command
and Control

Exfiltration Impact

#T1047
Windows

Management
Instrumentation

#T1060
Registry Run
Keys / Startup

Folder

#T1112 Modify
Registry

#T1056 Input
Capture

#T1082
System

Information
Discovery

#T1056 Input
Capture

#T1065
Uncommonly

Used Port

#T1096 NTFS
File Attributes

#T1012 Query
Registry

#T1119
Automated
Collection

#T1045
Software
Packing

#T1057
Process

Discovery

#T1063
Security
Software

Discovery

#T1010
Application

Window
Discovery
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Sample Information

Analysis Information

ID #5070071

MD5 19230db458718df6fa70d9817925ac7a

SHA1 04eba42e98b996b5b9e1783e37de8b45c42d56f4

SHA256 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3

SSDeep 3072:GzEqV6B1jHa6dtJ10jgvzcgi+oG/j9iaMP2s/HISp9Jzf+hpWavwPJLehxm:GLV6Bta6dtJmakIM5PJr+hz2JGm

ImpHash f34d5f2d4577ed6d9ceec516c1f5a744

File Name 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe

File Size 181.50 KB

Sample Type Windows Exe (x86-32)

Has Macros ✔

Creation Time 2022-08-05 23:57 (UTC+2)

Analysis Duration 00:04:00

Termination Reason Timeout

Number of Monitored Processes 2

Execution Successful False

Reputation Enabled ✔

WHOIS Enabled ✔

Built-in AV Enabled ✖

Built-in AV Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Number of AV Matches 0

YARA Enabled ✔

YARA Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Number of YARA Matches 2
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Screenshots truncated
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NETWORK

General

DNS

HTTP/S

DNS Requests

Type Hostname Response Code Resolved IPs CNames Verdict

18.75 KB total sent

584.57 KB total received

3 ports 38952, 53, 445

2 contacted IP addresses

2 URLs extracted

0 files downloaded

0 malicious hosts detected

2 DNS requests for 1 domains

1 nameservers contacted

0 total requests returned errors

0 URLs contacted, 0 servers

0 sessions, 0 bytes sent, 0 bytes received

A trustedvpnconnection.anondns.net NO_ERROR 107.150.23.184 NA
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BEHAVIOR

Process Graph

Sample Start
#1

3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe

Reboot #1
#2

agpsvc.exe
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Process #1: 3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe

Dropped Files (7)

File Name File Size SHA256 YARA Match

Host Behavior

Type Count

ID 1

File Name c:\users\rdhj0cnfevzx\desktop\3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe

Command Line "C:\Users\RDhJ0CNFevzX\Desktop\3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f42439d3.exe" 

Initial Working Directory C:\Users\RDhJ0CNFevzX\Desktop\

Monitor Start Time Start Time: 70239, Reason: Analysis Target

Unmonitor End Time End Time: 137805, Reason: Terminated

Monitor duration 67.57s

Return Code 1073807364

PID 4384

Parent PID 1972

Bitness 64 Bit

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\03845CB8-7441-4A2F-8C
0F-C90408AF5778\settings.bin

8 bytes
3c099e8a656f6d63978ecb6dd8d4c8eacdb689bb2f748314550dc78a05f3
0d95

✖

C:
\Users\RDhJ0CNFevzX\Desktop\3c0512176cbca3ce1b0abc5f505a3a
bbcd39909c20095d995f019197f42439d3.exe

181.50 KB
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f424
39d3

✔

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\03845CB8-7441-4A2F-8C
0F-C90408AF5778\settings.bin

40 bytes
f8098a6290118f2944b9e7c842bd014377d45844379f863b00d54515a8a6
4b48

✖

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\03845CB8-7441-4A2F-8C
0F-C90408AF5778\catalog.dat

160 bytes
84f32984d89bc05205983407034575a25994ad460f422a94799ffb01e12c
bb73

✖

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\03845CB8-7441-4A2F-8C
0F-C90408AF5778\storage.dat

589.02 KB
ead8faa893fb5fe91b98142b59ff54f6478e50010c41d2f7452d6448036188
6c

✖

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\03845CB8-7441-4A2F-8C
0F-C90408AF5778\Logs\RDhJ0CNFevzX\KB_26088703.dat

75 bytes
8ae448cd711617542a7fad2bf2762239b0c12a13d568722ac16780c8db6f
2a88

✖

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\03845CB8-7441-4A2F-8C
0F-C90408AF5778\run.dat

8 bytes
55f65c094c7b282d2a006f5cdf2401748b78c673346bba5b2c714209541a
9732

✖

System 609

Module 26

Window 5

Registry 31

Mutex 24

File 77

User 7

Process 93

Keyboard 104

- 1
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Network Behavior

Type Count

DNS 1

TCP 2
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Process #2: agpsvc.exe

Dropped Files (2)

File Name File Size SHA256 YARA Match

Host Behavior

Type Count

Network Behavior

Type Count

ID 2

File Name c:\program files\agp service\agpsvc.exe

Command Line "C:\Program Files\AGP Service\agpsvc.exe" 

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 207632, Reason: Autostart

Unmonitor End Time End Time: 310402, Reason: Terminated by timeout

Monitor duration 102.77s

Return Code Unknown

PID 2252

Parent PID 1612

Bitness 64 Bit

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\03845CB8-7441-4A2F-8C
0F-C90408AF5778\settings.bak

8 bytes
3c099e8a656f6d63978ecb6dd8d4c8eacdb689bb2f748314550dc78a05f3
0d95

✖

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\03845CB8-7441-4A2F-8C
0F-C90408AF5778\settings.bak

40 bytes
f8098a6290118f2944b9e7c842bd014377d45844379f863b00d54515a8a6
4b48

✖

System 4992

Module 76

Window 5

Registry 35

Mutex 24

File 81

User 3

Process 758

Keyboard 758

- 1

- 4

COM 10

- 3

DNS 1

TCP 1
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ARTIFACTS

File

SHA256 File Names Category File Size MIME Type Operations Verdict

Filename

File Name Category Operations Verdict

3c0512176cbca3ce1b0abc5f
505a3abbcd39909c20095d9
95f019197f42439d3

C:
\Users\RDhJ0CNFevzX\Desktop\3c0
512176cbca3ce1b0abc5f505a3abbcd3
9909c20095d995f019197f42439d3.exe,
C:\Program Files\AGP
Service\agpsvc.exe

Sample File 181.50 KB
application/
vnd.microsoft.portable-
executable

Access, Create, Delete,
Write

MALICIOUS

3c099e8a656f6d63978ecb6d
d8d4c8eacdb689bb2f748314
550dc78a05f30d95

C:
\Users\RDhJ0CNFevzX\AppData\Ro
aming\03845CB8-7441-4A2F-8C0F-
C90408AF5778\settings.bak, C:
\Users\RDhJ0CNFevzX\AppData\Ro
aming\03845CB8-7441-4A2F-8C0F-
C90408AF5778\settings.bin

Dropped File 8 bytes application/octet-stream
Access, Create, Delete,
Read, Write

CLEAN

f8098a6290118f2944b9e7c8
42bd014377d45844379f863b
00d54515a8a64b48

C:
\Users\RDhJ0CNFevzX\AppData\Ro
aming\03845CB8-7441-4A2F-8C0F-
C90408AF5778\settings.bak, C:
\Users\RDhJ0CNFevzX\AppData\Ro
aming\03845CB8-7441-4A2F-8C0F-
C90408AF5778\settings.bin

Dropped File 40 bytes application/octet-stream
Access, Create, Delete,
Read, Write

CLEAN

84f32984d89bc05205983407
034575a25994ad460f422a94
799ffb01e12cbb73

C:
\Users\RDhJ0CNFevzX\AppData\Ro
aming\03845CB8-7441-4A2F-8C0F-
C90408AF5778\catalog.dat

Dropped File 160 bytes application/octet-stream Access, Create, Read, Write CLEAN

37af1cc5a7606c4cce476c23
24b066c3a7f625eee010baf8
347937ad13fd4081

- Extracted File 851 bytes image/png - CLEAN

ead8faa893fb5fe91b98142b5
9ff54f6478e50010c41d2f745
2d64480361886c

C:
\Users\RDhJ0CNFevzX\AppData\Ro
aming\03845CB8-7441-4A2F-8C0F-
C90408AF5778\storage.dat

Dropped File 589.02 KB application/octet-stream Access, Create, Read, Write CLEAN

8ae448cd711617542a7fad2b
f2762239b0c12a13d568722a
c16780c8db6f2a88

C:
\Users\RDhJ0CNFevzX\AppData\Ro
aming\03845CB8-7441-4A2F-8C0F-
C90408AF5778\Logs\RDhJ0CNFevz
X\KB_26088703.dat

Dropped File 75 bytes application/octet-stream Access, Create, Write CLEAN

55f65c094c7b282d2a006f5c
df2401748b78c673346bba5b
2c714209541a9732

C:
\Users\RDhJ0CNFevzX\AppData\Ro
aming\03845CB8-7441-4A2F-8C0F-
C90408AF5778\run.dat

Dropped File 8 bytes application/octet-stream Access, Create, Read, Write CLEAN

C:
\Users\RDhJ0CNFevzX\Desktop\3c0512176cbca3ce1b0abc5f505a3a
bbcd39909c20095d995f019197f42439d3.exe

Sample File, Accessed File, VM File Access MALICIOUS

C:\Program Files\AGP Service\agpsvc.exe Dropped File, Accessed File, VM File
Access, Create, Delete,
Write

MALICIOUS

C:\Users\RDhJ0CNFevzX\AppData\Roaming Accessed File Access CLEAN

System Paging File Accessed File Access CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\03845CB8-7441-4A2F-8C
0F-C90408AF5778\settings.bin

Dropped File, Accessed File Access, Create, Read, Write CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\03845CB8-7441-4A2F-8C
0F-C90408AF5778\AGP Service\agpsvc.exe

Accessed File Access, Delete CLEAN

C:\Program Files\AGP Service Accessed File Access, Create CLEAN

C:\Users\RDhJ0CNFevzX\AppData Accessed File Access CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\03845CB8-7441-4A2F-8C
0F-C90408AF5778\Exceptions\1.2.2.0

Accessed File Access CLEAN
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File Name Category Operations Verdict

URL

URL Category IP Address Country HTTP Methods Verdict

Domain

Domain IP Address Country Protocols Verdict

IP

IP Address Domains Country Protocols Verdict

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\03845CB8-7441-4A2F-8C
0F-C90408AF5778\run.dat

Dropped File, Accessed File Access, Create, Read, Write CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\03845CB8-7441-4A2F-8C
0F-C90408AF5778\Logs\RDhJ0CNFevzX\KB_26088703.dat

Dropped File, Accessed File, Modified File Access, Create, Write CLEAN

C:\Users\RDhJ0CNFevzX Accessed File Access CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\03845CB8-7441-4A2F-8C
0F-C90408AF5778\storage.dat

Dropped File, Accessed File Access, Create, Read, Write CLEAN

C:
\Users\RDhJ0CNFevzX\Desktop\3c0512176cbca3ce1b0abc5f505a3a
bbcd39909c20095d995f019197f42439d3.exe.config

Accessed File Access CLEAN

C:\Program Files\AGP Service\agpsvc.exe.config Accessed File Access CLEAN

C:\Program Files Accessed File Access CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\03845CB8-7441-4A2F-8C
0F-C90408AF5778\catalog.dat

Dropped File, Accessed File Access, Create, Read, Write CLEAN

C:
\Windows\Microsoft.NET\Framework64\v2.0.50727\Config\machine.
config

Accessed File Access, Read CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\03845CB8-7441-4A2F-8C
0F-C90408AF5778\Logs\RDhJ0CNFevzX

Accessed File Access, Create CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\03845CB8-7441-4A2F-8C
0F-C90408AF5778\settings.bak

Dropped File, Accessed File
Access, Create, Delete,
Write

CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\03845CB8-7441-4A2F-8C
0F-C90408AF5778\Logs

Accessed File Access, Create CLEAN

C:\Users Accessed File Access CLEAN

C:
\Users\RDhJ0CNFevzX\Desktop\3c0512176cbca3ce1b0abc5f505a3a
bbcd39909c20095d995f019197f42439d3.exe:Zone.Identifier

Accessed File Access, Delete CLEAN

C:\Program Files\AGP Service\agpsvc.exe:Zone.Identifier Accessed File Access, Delete CLEAN

C:
\Users\RDhJ0CNFevzX\AppData\Roaming\03845CB8-7441-4A2F-8C
0F-C90408AF5778

Accessed File Access, Create CLEAN

http://trustedvpnconnection.anondns.net - 107.150.23.184 - - MALICIOUS

http://windowsmanager.freemyip.com - - - - MALICIOUS

trustedvpnconnection.anondns.net 107.150.23.184 - TCP, DNS CLEAN

windowsmanager.freemyip.com - - - CLEAN

107.150.23.184 trustedvpnconnection.anondns.net United States TCP, DNS CLEAN
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Mutex

Name Operations Parent Process Name Verdict

Registry

Registry Key Operations Parent Process Name Verdict

48fc9f6c-a1d6-42de-93fe-7ff2a24a16fa - - MALICIOUS

Global\.net clr networking delete, access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

Global\{48fc9f6c-a1d6-42de-93fe-7ff2a24a16fa} access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.net
clr networking\Performance

access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.net
clr networking\Performance\CategoryOptions

read, access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVer
sion\Policies\System\EnableLUA

read, access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVer
sion\Run

access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\WBEM\.NET access agpsvc.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Ma
chineGuid

read, access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVer
sion\Run\AGP Service

read, access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe

CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVer
sion\Run

access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\.NETFramework\Dbg
ManagedDebugger

read, access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVer
sion\Policies\System

access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion

access agpsvc.exe CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.net
clr networking\Performance\Counter Names

read, access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\.NETFramework\Dbg
JITDebugLaunchSetting

read, access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.net
clr networking\Performance\FileMappingSize

read, access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\.NETFramework access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.N
ET CLR Networking\Performance\IsMultiInstance

read, access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.N
ET CLR Networking\Performance

access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\ProductName

read, access agpsvc.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVer
sion\Run\AGP Service

write, read, access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion

access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\InstallationType

read, access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\WBEM access agpsvc.exe CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.N
ET CLR Networking\Performance\Library

read, access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

X-Ray Vision for Malware - www.vmray.com 16 / 20



DYNAMIC ANALYSIS REPORT
#10853054

Registry Key Operations Parent Process Name Verdict

Process

Process Name Commandline Verdict

HKEY_LOCAL_MACHINE\Software\ClientLoaderForm\ClientLoader
Form\1.0.0.0

access agpsvc.exe CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.N
ET CLR Networking\Performance\First Counter

read, access
3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f
019197f42439d3.exe, agpsvc.exe

CLEAN

agpsvc.exe "C:\Program Files\AGP Service\agpsvc.exe" MALICIOUS

3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f424
39d3.exe

"C:
\Users\RDhJ0CNFevzX\Desktop\3c0512176cbca3ce1b0abc5f505a3abbcd39909c20095d995f019197f
42439d3.exe" 

MALICIOUS
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YARA / AV

YARA (2)

Ruleset Name Rule Name Rule Description File Type File Name Classification Verdict

RATs NanoCoreRAT NanoCore RAT Sample File

C:
\Users\RDhJ0CNFevzX\Desktop\3c0
512176cbca3ce1b0abc5f505a3abbcd3
9909c20095d995f019197f42439d3.exe

Backdoor 5/5

RATs NanoCoreRAT NanoCore RAT Memory Dump - Backdoor 5/5
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ENVIRONMENT

Virtual Machine Information

Platform Information

Software Information

System Information

Name win10_64_th2_en_mso2016

Description win10_64_th2_en_mso2016

Architecture x86 64-bit

Operating System Windows 10 Threshold 2

Kernel Version 10.0.10586.0 (0de6dc23-8e19-4bb7-8608-d54b1e6fa379)

Network Scheme Name Local Gateway

Network Config Name Local Gateway

Platform Version 4.6.0

Dynamic Engine Version 4.6.0 / 07/08/2022 04:26

Static Engine Version 4.6.0.0 / 2022-07-08 03:00:22

AV Exceptions Version 4.6.1.9 / 2022-07-29 14:01:00

Link Detonation Heuristics Version 4.6.1.9 / 2022-07-29 14:01:00

Smart Memory Dumping Rules
Version

4.6.1.9 / 2022-07-29 14:01:00

Config Extractors Version 4.6.1.12 / 2022-08-02 11:53:09

Signature Trust Store Version 4.6.1.9 / 2022-07-29 14:01:00

VMRay Threat Identifiers Version 4.6.1.14 / 2022-08-03 12:19:21

YARA Built-in Ruleset Version 4.6.1.10

Adobe Acrobat Reader Version Not installed

Microsoft Office 2016

Microsoft Office Version 16.0.4266.1001

Hangul Office Not installed

Hangul Office Version Not installed

Internet Explorer Version 11.0.10586.0

Chrome Version Not installed

Firefox Version Not installed

Flash Version Not installed

Java Version Not installed

Sample Directory C:\Users\RDhJ0CNFevzX\Desktop

Computer Name XC64ZB

User Domain XC64ZB

User Name RDhJ0CNFevzX

User Profile C:\Users\RDhJ0CNFevzX

Temp Directory C:\Users\RDHJ0C~1\AppData\Local\Temp
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System Root C:\Windows
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