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Classifications: Spyware Downloader

MALICIOUS Threat Names: Vidar.A Mal/HTMLGen-A

Sample Type

File Name

ID

MD5

SHA1

SHA256

File Size
Report Created

Target Environment

Verdict Reason: -

Windows Exe (x86-32)
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#17420619
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329.00 KB

2023-04-13 14:15 (UTC)
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DYNAMIC ANALYSIS REPORT

#13571439

OVERVIEW

VMRay Threat Identifiers (31 rules, 89 matches)
Score Category Operation Count Classification

5/5 YARA Malicious content matched by YARA rules 1 Spyware

* Rule "Vidar_A" from ruleset "Malware" has matched on a memory dump for (process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe.

5/5 Data Collection Combination of other detections shows multiple input capture behaviors 1 Spyware

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe takes screenshots and potentially exfiltrates data.

Reputation Known malicious file 3

« Reputation analysis labels embedded file "C:\ProgramData\23111707348706201124.exe" as Mal/Generic-S.

* Embedded file "" is a known malicious file.

» Reputation analysis labels embedded file "C:\Program Data\35705580001859887656.exe" as Mal/Generic-S.
“ Reputation Contacts known malicious URL 2

« Reputation analysis labels the URL "hxxps://transfer[.]Jsh/get/IgTwP6/pipka.exe" which was contacted by (process #1)
05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe as Mal/HTMLGen-A.

« Reputation analysis labels the URL "hxxps://transfer[.]sh/get/8n86ma/sima.exe" which was contacted by (process #1)
05bf271392855e4962f4d736eb701e764ad972451205c8hbe5364f1bd9f824197.exe as Mal/HTMLGen-A.

“ Reputation Contacts known malicious IP address 1

« Reputation analysis labels the contacted IP address 144.76.136.153 as C2/Generic-A.

Defense Evasion Tries to detect the presence of antivirus software 1
« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe tries to detect antivirus software via WMI query: "Select * From AntiVirusProduct".

Data Collection Takes screenshot 1
« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe takes a screenshot using BitBIt API.

Anti Analysis Tries to evade debugger 1
« (Process #6) 35705580001859887656.exe hides thread via API "NtSetinformationThread".

Input Capture Captures clipboard data 2

Spyware

« (Process #10) svcservice.exe reads data from clipboard.

« (Process #14) svcservice.exe reads data from clipboard.

Network Connection Uses HTTP to upload a large amount of data. 1
« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe uploads 106.375KB data using HTTP POST.
Anti Analysis Modifies native system functions 2

« (Process #14) svcservice.exe modifies native system functions, possibly to evade hooking.

« (Process #10) svcservice.exe modifies native system functions, possibly to change control flow.

Discovery Searches for senstive browser data 11
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Score

Category Operation Count Classification

* (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe searches for sensitive data of web browser "Google Chrome" by file.

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe searches for sensitive data of web browser "Chromium" by file.

* (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c80e5364f1bd9f824197.exe searches for sensitive data of web browser "Amigo" by file.

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe searches for sensitive data of web browser "Torch" by file.

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe searches for sensitive data of web browser "Vivaldi" by file.

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe searches for sensitive data of web browser "Comodo Dragon" by file.

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe searches for sensitive data of web browser "Epic Privacy Browser" by file.
« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe searches for sensitive data of web browser "CocCoc" by file.

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe searches for sensitive data of web browser "CentBrowser" by file.

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe searches for sensitive data of web browser "7Star" by file.

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1hd9f824197.exe searches for sensitive data of web browser "Chedot" by file.

Discovery Executes WMI query 2 -

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe executes WMI query: .

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe executes WMI query: Select * From AntiVirusProduct.

Discovery Searches for cryptocurrency wallet locations 5 -

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe searches for the cryptocurrency wallet "Ethereum" for "ETH".

* (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe searches for the cryptocurrency wallet "Electrum Bitcoin Wallet" for "BTC".

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe searches for the cryptocurrency wallet "Electron Cash Bitcoin Cash Wallet" for "BCH".
« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe searches for the cryptocurrency wallet "MultiDoge DogeCoin wallet" for "DOGE".

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe searches for the cryptocurrency wallet "Bitcoin” for "BTC".

Anti Analysis Tries to detect debugger 1 -
« (Process #6) 35705580001859887656.exe tries to detect a debugger via APl "NtQueryInformationProcess".

Anti Analysis Tries to detect application sandbox 1 -
« (Process #5) 23111707348706201124.exe tries to detect "wine" by calling GetProcAddress() on "wine_get_version”.

Anti Analysis Tries to detect kernel debugger 1 -
« (Process #6) 35705580001859887656.exe tries to detect a kernel debugger via APl "NtQuerySystemInformation”.

Hide Tracks Deletes file after execution 2 -

« (Process #7) cmd.exe deletes executed executable "\?2\C:\Users\RDhJOCN FevzX\Desktop\05hf271392855e4962f4d736eb701e764ad972451205¢8be5364f1bd9f824197.exe".

« (Process #11) cmd.exe deletes executed executable "\??\C:\ProgramData\23111707348706201124.exe".

Anti Analysis Tries to detect virtual machine 1 -

« Multiple processes are possibly trying to detect a VM via rdtsc.

Anti Analysis Makes direct system call to possibly evade hooking based sandboxes 27 -
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Score Category Operation Count Classification

« (Process #14) svcservice.exe makes a direct system call to "NtOpenFile".

« (Process #14) svcservice.exe makes a direct system call to "NtQueryInformationProcess".

« (Process #10) svcservice.exe makes a direct system call to "NtCreateSection".

« (Process #14) svcservice.exe makes a direct system call to "NtQueryVirtualMemory".

* (Process #14) svcservice.exe makes a direct system call to "NtUnmapViewOfSection".

« (Process #14) svcservice.exe makes a direct system call to "NtProtectVirtualMemory".

« (Process #6) 35705580001859887656.exe makes a direct system call to "NtQuerylnformationProcess".
« (Process #6) 35705580001859887656.exe makes a direct system call to "NtMapViewOfSection".

« (Process #10) svcservice.exe makes a direct system call to "NtProtectVirtualMemory".

« (Process #10) svcservice.exe makes a direct system call to "NtSetinformationThread".

« (Process #6) 35705580001859887656.exe makes a direct system call to "NtQueryVirtualMemory".
« (Process #14) svcservice.exe makes a direct system call to "NtClose".

« (Process #10) svcservice.exe makes a direct system call to "NtQueryInformationProcess".

« (Process #10) svcservice.exe makes a direct system call to "NtUnmapViewOfSection".

« (Process #6) 35705580001859887656.exe makes a direct system call to "NtUnmapViewOfSection".
« (Process #6) 35705580001859887656.exe makes a direct system call to "NtProtectVirtualMemory".
« (Process #10) svcservice.exe makes a direct system call to "NtOpenFile".

* (Process #10) svcservice.exe makes a direct system call to "NtMapViewOfSection".

« (Process #10) svcservice.exe makes a direct system call to "NtClose".

« (Process #6) 35705580001859887656.exe makes a direct system call to "NtCreateSection”.

« (Process #14) svcservice.exe makes a direct system call to "NtCreateSection".

« (Process #14) svcservice.exe makes a direct system call to "NtMapViewOfSection".

« (Process #6) 35705580001859887656.exe makes a direct system call to "NtClose".

« (Process #6) 35705580001859887656.exe makes a direct system call to "NtOpenFile".

« (Process #14) svcservice.exe makes a direct system call to "NtSetinformationThread".

« (Process #10) svcservice.exe makes a direct system call to "NtQueryVirtualMemory".

« (Process #6) 35705580001859887656.exe makes a direct system call to "NtSetinformationThread".

Injection Writes into the memory of a process started from a created or modified executable 1 -

« (Process #6) 35705580001859887656.exe modifies memory of (process #10) svcservice.exe.

“ Discovery Reads system data 1 -

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe reads the cryptographic machine GUID from registry.

“ Discovery Possibly does reconnaissance 8 -

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe tries to gather information about application "Mozilla Firefox" by file.
« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe tries to gather information about application "WinSCP" by registry.

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1hd9f824197.exe tries to gather information about application “FileZilla" by file.

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe tries to gather information about application "Steam" by registry.

« (Process #5) 23111707348706201124.exe tries to gather information about application "Mozilla Firefox" by file.

« (Process #5) 23111707348706201124.exe tries to gather information about application "k-Meleon" by file.

« (Process #5) 23111707348706201124.exe tries to gather information about application "Comodo IceDragon” by file.

* (Process #5) 23111707348706201124.exe tries to gather information about application "Cyberfox" by file.

“ Discovery Enumerates running processes 1 -

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe enumerates running processes.

“ Hide Tracks Creates process with hidden window 3 -
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* (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe starts (process #7) cmd.exe with a hidden window.
« (Process #6) 35705580001859887656.exe starts (process #10) svcservice.exe with a hidden window.

* (Process #5) 23111707348706201124.exe starts (process #11) cmd.exe with a hidden window.

Persistence Installs system startup script or application 1 -

« (Process #6) 35705580001859887656.exe adds "C:\Users\RDhJOCNFevzX\AppData\Roaming\telemetry\svcservice.exe" to Windows startup via registry.

Network Connection Downloads executable 2 Downloader

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe downloads Windows executable via http from hxxps://transfer[.]sh/get/8n86mag/sima.exe.

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe downloads Windows executable via http from hxxps://transfer[.]sh/get/lqTwP6/pipka.exe.

Network Connection Downloads file 1 -

« (Process #1) 05bf271392855e4962f4d736eb7016764ad972451205¢8he5364f1bd9f824197.exe downloads file via http from hxxp://195[]201[.]251[]197/download.zip.

Execution Drops PE file 1 -

« (Process #6) 35705580001859887656.exe drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\telemetry\svcservice.exe".

Execution Executes dropped PE file 1 -

« Executes dropped file "C:\Users\RDhJOCNFevzX\AppData\Roaming\telemetry\svcservice.exe".

Obfuscation Resolves API functions dynamically 2 -

« (Process #1) 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe resolves 266 API functions by name.

« (Process #5) 23111707348706201124.exe resolves 171 API functions by name.

Trusted Known clean file 7 -

* Embedded file "nss3.dll" is a known clean file.

* Embedded file "mozglue.dll" is a known clean file.

* Embedded file "sqlite3.dll" is a known clean file.

» Embedded file "vcruntime140.dil* is a known clean file.
» Embedded file "softokn3.dIl" is a known clean file.

» Embedded file "freebl3.dll" is a known clean file.

» Embedded file "msvcp140.dil" is a known clean file.

_ Trusted Executable has a trusted signature 4 -

« Executable nss3.dll has a trusted signature.
« Executable mozglue.dll has a trusted signature.
« Executable softokn3.dll has a trusted signature.

« Executable freebl3.dll has a trusted signature.
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Mitre ATT&CK Matrix

Initial Access Execution

#T1047
Windows
Management
Instrumentation

Persistence

#T1060
Registry Run
Keys / Startup

Folder

Privilege
Escalation

Defense
Evasion

#T71497
Virtualization/
Sandbox
Evasion

#T1143 Hidden
Window

#T1112 Modify
Registry

#T1045
Software
Packing
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Sample Information

ID

MD5

SHA1L
SHA256
SSDeep
ImpHash
File Name
File Size
Sample Type

Has Macros

Analysis Information

Creation Time
Analysis Duration
Termination Reason
Number of Monitored Processes
Execution Successful
Reputation Enabled
WHOIS Enabled
Built-in AV Enabled
Built-in AV Applied On
Number of AV Matches
YARA Enabled

YARA Applied On

Number of YARA Matches

#7420619

4d4693d692c84f2ebb23a55d2dc 1abff

aaf5844088de894a9778f99ee448df588a08a661
05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197

3072:ASsHEbbdz VVQfasIxsTZb51/500fxDbXkwtL QstPtzfoQbt60T 90K/xGVOqy RiFFb:A2BVQfas3sIZnt7VrOD5FtkmWe
0f48d92fafc69d5074b5763e3a2f3ad9

05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe

329.00 KB

Windows Exe (x86-32)

v

2023-04-13 14:15 (UTC)
00:04:00

Timeout

False

v

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

30
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© User Account Control
Do you want to allow this app from an unknown
publisher to make changes to your PC?

Program name:  05bf271392855e4962f4d736eb701€764ad972451205¢...
Publisher: Unknown

File origin: Hard drive on this computer

Show details Yes

Lhange when these notifications appear
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NETWORK

General

137.46 KB total sent
14877.48 KB total received
4 ports 80, 443, 53, 445

5 contacted IP addresses
13 URLs extracted

8 files downloaded

0 malicious hosts detected

DNS

2 DNS requests for 2 domains
1 nameservers contacted

0 total requests returned errors

HTTPIS

6 URLs contacted, 4 servers

5 sessions, 382.56 KB sent, 32437.43 KB received

HTTP Requests

Method URL Dest. IP Dest. Port Status Code Response Size

hxxp://185[.]106[.]92[.]74/bot/online?guid=XC64Z B\

GET \Bi&key=hc2dceabe69fa26dbf4dd8295d65e03e1990633a88c - - - 0 bytes CLEAN
1c8410825c9266h239396

GET hxxp://telegram[.Jorg/css/font-roboto.css?1 - - - 0 bytes CLEAN

GET hxxp://telegram[.Jorg/css/telegram.css?236 - - - 0 bytes CLEAN

GET hxxp://telegram|.]Jorg/img/apple-touch-icon.png - - - 0 bytes CLEAN

GET hxxp://telegram[.Jorg/js/tgwallpaper.min.js?3 - - - 0 bytes CLEAN

: ?
GET hxxp://telegram[.Jorg/dI? R R R Obytes CLEAN

tme=c9745fa0ef08852d90_6692901880416274667

GET hxxp://telegram[.Jorg/img/website_icon.svg?4 - - - 0 bytes CLEAN

GET hxxp://telegram[.Jorg/img/favicon.ico - - - 0 bytes CLEAN

GET hxxp://telegram[.Jorg - - - 0 bytes CLEAN

GET hxxp://telegram[.Jorg/css/bootstrap.min.css?3 - - - 0 bytes CLEAN

GET hxxp://telegram[.Jorg/img/favicon-32x32.png - - - 0 bytes CLEAN

GET hxxp://telegram[.Jorg/img/favicon-16x16.png - - - 0 bytes CLEAN

GET hxxp://185[.]106[.]92[.]74/bot/regex - - - 0 bytes CLEAN

GET hxxp://195[.]201[ 1251[.]197/download.zip - - - 0 bytes MALICIOUS

POST hxxp://195[.]201[.]251[.]197 - - - 0 bytes CLEAN

GET hxxps:/iweb[.]telegram[.]Jorg - - - 0 bytes CLEAN

GET hxxps:/i[.Jme/auftriebs - - - 0 bytes CLEAN

3
2
=]
g
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Method URL Dest. IP Dest. Port Status Code Response Size Verdict

GET hxxps:/ltransfer[.]Jsh/get/8n86ma/sima.exe - - - 0 bytes
GET hxxps:/itransfer[.]sh/get/IgTwP6/pipka.exe - - - 0 bytes

DNS Requests

Type Hostname Response Code Resolved IPs CNames Verdict

A transfer[Jsh NO_ERROR 144.76.136.153 -
A t.Jme NO_ERROR 149.154.167.99 -

X-Ray Vision for Malware - www.vmray.com 11 /39



DYNAMIC ANALYSIS REPORT

#13571439

BEHAVIOR

Process Graph

Reboot #1

Sample Start

Child Process

#11
cmd.exe

Child Process #13

choice.exe

#5
Child Process 23111707348706201124.exe

o #14
jgll svcservice.exe

#1
05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197 .exe

Child Process Modify Memory #10

Child Process sveservice.exe

Child Process o )
lggl timeout.exe

35705580001859887656.exe

Child Process

#7
cmd.exe
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Process #1: 05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time

Unmonitor End Time

c:\users\rdhjOcnfevzx\desktop\05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe

"C:\Users\RDhJOCNFevzX\Desktop\05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197 exe"

C:\Users\RDhJOCNFevzX\Desktop\
Start Time: 41559, Reason: Analysis Target

End Time: 76810, Reason: Terminated

Monitor duration 35.25s
Return Code 0
PID 4844
Parent PID 1620
Bitness 32 Bit
Dropped Files (2)
File Name File Size
C:\ProgramData\35705580001859887656.exe 7390.00 KB
C:\ProgramData\23111707348706201124.exe 4409.00 KB

Host Behavior

Type
Module

File
Environment
System

Registry

COM

User

Keyboard

Process

Network Behavior

Type
HTTP

HTTPS

SHA256

€6c03e97c5de0c9eb264e4914d8c 7f64d7e3528cc696f613e451a294262f
3c42

0a0fbd6af9e5d110118f02b87f9a92f9f58fh100f6d9883d55a6aae6c548h4
ce

Count

394

1728

246

257

109

Count
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Process #5:23111707348706201124.exe

ID 5

File Name c:\programdata\23111707348706201124.exe
Command Line "C:\ProgramData\23111707348706201124.exe"
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 60661, Reason: Child Process
Unmonitor End Time End Time: 133455, Reason: Terminated
Monitor duration 72.79s

Return Code 0

PID 4956

Parent PID 4844

Bitness 64 Bit

Host Behavior

Type Count
Module 189
System 6
Environment 58
- 11
File 107
Process 2
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Process #6: 35705580001859887656.exe

ID 6

File Name c:\programdata\35705580001859887656.exe
Command Line "C:\ProgramData\35705580001859887656.exe"
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 65458, Reason: Child Process
Unmonitor End Time End Time: 123892, Reason: Terminated
Monitor duration 58.43s

Return Code 0

PID 5020

Parent PID 4844

Bitness 32 Bit

Dropped Files (1)

File Name File Size SHA256 YARA Match
C: 10240.00 KB 580496cedhb6ed6255d1c0chee2cc154a952e2b5f1728chd11024a265ce8 *®
\Users\RDhJOCNFevzX\AppData\Roaming\telemetry\svcservice.exe : 94dbc

Host Behavior

Type Count
Module 74
Process 3
- 6
- 1
System 13
File 1875
Environment 2
User 1
Registry 2
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Process #7: cmd.exe

ID 7
File Name c:\windows\syswow64\cmd.exe

"C:\Windows\System32\cmd.exe" /c timeout /t 6 & del /f /q "C:

Command Line \Users\RDhJOCNFevzX\Desktop\05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bd9f824197.exe” & exit

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 74948, Reason: Child Process
Unmonitor End Time End Time: 88658, Reason: Terminated
Monitor duration 13.71s

Return Code 0

PID 5088

Parent PID 4844

Bitness 32 Bit

Host Behavior

Type Count
Module 1
Environment 8
File 11
Process 2

X-Ray Vision for Malware - www.vmray.com 16 /39



DYNAMIC ANALYSIS REPORT

#13571439

Process #9: timeout.exe

ID 9

File Name c:\windows\syswow64\timeout.exe
Command Line timeout /t 6

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 78930, Reason: Child Process
Unmonitor End Time End Time: 87433, Reason: Terminated
Monitor duration 8.50s

Return Code 0

PID 3296

Parent PID 5088

Bitness 32 Bit

Host Behavior

Type Count
Module 2
System 19
File 58
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Process #10: svcservice.exe

ID 10

File Name c:\users\rdhjOcnfevzx\appdata\roaming\telemetry\svcservice.exe
Command Line "C:\Users\RDhJOCNFevzX\AppData\Roaming\telemetry\svcservice.exe"
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 122188, Reason: Child Process

Unmonitor End Time End Time: 142811, Reason: Terminated

Monitor duration 20.62s

Return Code 1073807364

PID 3500

Parent PID 5020

Bitness 32 Bit

Injection Information (2)

Injection Type Source Process Source | Target TID Address | Name Size Success Count

#6: C:
Modify Memory \programdata\35705580001 0x13a0 0x2b50000(45416448) 0x738000 v 1
859887656.exe

#6:. C.

Modify Memory \programdata\35705580001 0x13a0 0x2b50000(45416448) 0x738000 v 1
859887656.exe

Dropped Files (1)

File Name File Size SHA256 YARA Match
R 633 bytes gg%b?)c0549fdeOdc5ac435a89f16a87832a0632b6602€75f552d0707408 x
Host Behavior
Type Count
Module 68
Process 2
- 6
- 1
System 394
File 7
Environment 2
User 1
Network Behavior
Type Count
HTTP 2
TCP 1
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Process #11: cmd.exe

ID 11

File Name c:\windows\system32\cmd.exe

Command Line C:\Windows\system32\cmd.exe /C choice /C Y /N /D Y /T 0 &Del C:\ProgramData\23111707348706201124.exe
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 132028, Reason: Child Process
Unmonitor End Time End Time: 133897, Reason: Terminated
Monitor duration 1.87s

Return Code 0

PID 3476

Parent PID 4956

Bitness 64 Bit

Host Behavior

Type Count
Module 1
Environment 8
File 14
Process 2
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Process #13: choice.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

13

c:\windows\system32\choice.exe
choice/CY/N/DY/TO
C:\Users\RDhJOCNFevzX\Desktop\

Start Time: 133289, Reason: Child Process
End Time: 134418, Reason: Terminated

1.13s

3456
3476

64 Bit

X-Ray Vision for Malware - www.vmray.com
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Process #14: svcservice.exe

ID 14

File Name c:\users\rdhjOcnfevzx\appdata\roaming\telemetry\svcservice.exe
Command Line "C:\Users\RDhJOCNFevzX\AppData\Roaming\telemetry\svcservice.exe"
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 206382, Reason: Autostart

Unmonitor End Time End Time: 282813, Reason: Terminated by timeout

Monitor duration 76.43s

Return Code Unknown

PID 2004

Parent PID 704

Bitness 32 Bit

Dropped Files (1)

File Name File Size SHA256 YARA Match
. 633 bytes cligggb3c0549fde0dc5ac435a89f16a8783230632b6602975f552d0707408 "
Host Behavior

Type Count
Module 68
Process 2
- 6
- 1
System 8530
File 7
Environment 2
User 1
Network Behavior

Type Count

HTTP 8
TCP 4
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ARTIFACTS

File
SHA256

€6c03e97c5de0c9eb264e49
14d8c7f64d7e3528cc696f61
3e451a294262f3c42

05bf271392855e4962f4d736
eb701e764ad972451205c8b
e5364f1bdof824197

ca5837c6b4cddeOe3ef9942b
a308cal19e9b51439048bd0c
2fcf5753e1403a517

0a0fbd6af9e5d110118f02b87
9292f9f58fb100f6d9883d55a
6aae6c548b4ce

580496cedb6ed6255d1c0ch
ee2cc154a952e2b5f1728chd
11024a265ce894dbc

07d020a4930fb398f9587804
32389073f27217e28ab6b908
5b56d19badd6012d

917a2c0bfe211057e8836503
70f6d69509f25ch8c6cad9ce
4f6f29700f71chad

1dbd0fa9590fd64d0cd0afI65
da76h75aa4e2a107a977263
80816a445452f520

edd043f2005dbd5902fc421e
abb9472a7266950c5chaca3
4e2d590b17d12f5fa

acbc92fe6e51cfar42e47521
5b83h3e11a4379820043263
bf50d4068686c6fa5

de32b3c0549fdeOdc5ac435a
89f16a87832a0632b6602e75
552d07074081577

5136a49a682ac8d7flce71b2
11de8688fce42ed57210af08
7a8e2dbc8a934062

378850dfe8255acd4ca27c1f
23071fcdeefbebad67f72b9d3
d5dfd2871f76ba9

4841020c8bd06b08fdeted4c
be2e2ab33439e1c8368e936
ec5b00dc0584f7260

ba06a6eeObl15f5he5c4e6778
2eecB8b521e36c107a329093
ec400fe0404eb196a

8934aaeb65b6e6d253dfe72d
eabd65856hd871e989d5d3a
2a35edfe867bb4825

74ebbac956e519e16923abd
€5ahB8912098a4f64e38ddch2
eae23969f306afe5a

File Names

C:
\Program Data\3570558000185988765
6.exe

\?2C:
\Users\RDhJOCNFevzX\Desktop\O5bf
271392855e4962f4d736eb701e764ad9
72451205c8be5364f1bd9f824197.exe,
C:
\Users\RDhJOCNFevzX\Desktop\O5hbf
271392855e4962f4d736eb701e764ad9
72451205c8be5364f1bd9f824197.exe

C:
\ProgramData\2311170734870620112
4.exe, \?2\C:
\ProgramData\2311170734870620112
4.exe

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\telemetry\svcservice.exe

freebl3.dll
nss3.dll

c:
\users\rdhjOcnfevzx\appdatallocal\mic
rosoftwindows\inetcache\ie\vOvaty9a\
regex[1].txt, c:
\users\rdhjOcnfevzx\appdatallocal\micr

:::ndows\i netcache\ie\tijh91n8\regex[1].
txt, c:
\users\rdhjOcnfevzx\appdata\local\mic
rosoft\windows\inetcache\ie\14jt29dc\r
egex|[1].txt

msvcp140.dil

sqlite3.dll
mozglue.dll
veruntime140.dll

softokn3.dll

Category

Downloaded File

Sample File

Downloaded File

Downloaded File

Dropped File

Downloaded File

Downloaded File

Downloaded File

Archive File

Archive File

Downloaded File

Archive File

Downloaded File

Archive File

Archive File

Archive File

Archive File

File Size

7390.00 KB

329.00 KB

2622.73 KB

4409.00 KB

10240.00 KB

12.08 KB

81 bytes

58 bytes

669.33 KB

1998.33 KB

633 bytes

439.48 KB

103.79 KB

1081.05 KB

593.83 KB

78.98 KB

251.83 KB

MIME Type

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/zip

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

text/html

text/plain

text/plain

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

text/plain

application/
vnd.microsoft.portable-
executable

text/plain

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

X-Ray Vision for Malware - www.vmray.com

Operations

Access, Create, Read, Write

Access, Delete

Access, Create, Delete,
Write

Access, Create, Write

MALICIOUS

MALICIOUS

MALICIOUS

MALICIOUS

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

2
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=
g
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Filename

File Name Category Operations Verdict
\??2\C:
\Users\RDhJOCNFevzX\Desktop\05bf271392855e4962f4d736eb701e Accessed File, Sample File Access, Delete

764ad972451205c8be5364f1bd9f824197.exe

c
\users\rdhjOcnfevzx\appdatallocal\microsoftiwindows\inetcache\count Modified File - CLEAN
ers.dat

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Sync Extension Accessed File Access CLEAN
Settings\gaedmjdfmmahhbjefcbgaolhhanlacl\CURRENT

C:/Users/RDhJOCNFevzX/AppData/Local/QIP Surf/User Data Accessed File Access CLEAN
C:/Users/RDhJOCNFevzX/AppData/Local/Amigo/User/User Data Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\kncchdigobghenbbaddojjnnaogfppf\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\discord\\Local

Storage\leveldd CURRENT Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\IndexedDB\chrome-
extension_hmeobnfnfcmdkdecmIblgagmfpfboieaf_0.indexeddb.leveldb\
CURRENT

Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\jbdaocneiiinmjbjlgalhcelgbejmnid CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\cjmkndjhnagcfbpiemnkdpomcenjblm) \ CURRENT

C:
\Users\RDhJOCNFevzX\AppData\Roaming\WalletWasabi\Client\Wall Accessed File Access CLEAN
ets\

\??2\C: .
\Users\RDhJOCNFevzX\AppData\Roaming\telemetry\svcservice.exe Accessed File Access CLEAN
/.dockerenv Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\jbdaocneiiinmjbjlgalhcelgbejmnid\ CURRENT

C:/Users/RDhJOCNFevzX/AppData/Roaming/8pecxstudios/Cyberfox Accessed File Access CLEAN
C:/Users/RDhJOCNFevzX/AppData/Local/Nichrome/User Data Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\nhnkbkgjikgcigadomkphalanndcapik\CURRENT

msvcpl140.dil Miscellaneous File - CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\indexedDB\chrome-

extension_ilgcnhelpchnceeipipijaljkblbcobl_0.indexeddb.leveldo\CUR Accessed File Access CEEAN
RENT
C:/Users/RDhJOCNFevzX/AppData/Local/Chromium/User Data Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\IndexedDB\chrome-
extension_hpglfhgfnhbgpjdenjgmdgoeiappafin_0.indexeddb.leveldb\C
URRENT

Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\jojhfeoedkpkglbfimdfabpdfjacolahRCURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\indexedDB\chrome-
extension_cjelfplplebdjjenlipjcbimjkfcffne_0.indexeddb.leveldbd\CURR
ENT

Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\cphhigmgameodnhkjdmkpanlelnlohaod\ CURRENT

2
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C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\IndexedDB\chrome-
extension_ilgcnhelpchnceeipipijaljkblbcobl_0.indexeddb.leveldo\CUR
RENT

Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\pdadjkfkgcafgbceimcpbkalnfneppbnk\ CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\hpglfhgfnhbgpjdenjgmdgoeiappafin\CURRENT

veruntime140.dll Miscellaneous File - CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\fnjhmkhhmkbjkkabndcnnogagogbneec\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\indexedDB\chrome-
extension_gaedmjdfmmahhbjefcbgaolhhanlaolb_0.indexeddb.leveldb\
CURRENT

Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\kmhcihpebfmpgmihbkipmjlmmioameka\ CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\fhilaheimglignddkjgofkcbgekhenbh\ CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\dngmblcodfobpdpecaadgfbcggfifnrm\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\gjagmgiddbbciopjhllikdnddhcginemk\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\phkbamefinggmakgklpkljjmgibohnba\ CURRENT

C:\Users\RDhJOCNFevzX\AppData\Local\Vivaldi\User Data\\Local

Accessed File Access CLEAN
State

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\nngceckbapebfimniniiiahkandclbl\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\gjagmgiddbbciopjhlikdnddhcginemk\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\indexedDB\chrome-
extension_hnfanknocfeofbddgcijnmhnfnkdnaad_0.indexeddb.leveldb\C
URRENT

Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension Accessed File Access CLEAN
Settings\oeljdidpnmdbchonielidgobddfffla\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\nhnkbkgjikgcigadomkphalanndcapk\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Local\TorBro\Profile\\Local State Accessed File Access CLEAN

C:/Users/RDhJOCNFevzX/AppData/Roaming/K-Meleon Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\mgffkfbidihjpoaomajlbgchddlicgpn\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\aijcbedoijmgnimjeegjagimepbmpkp\CURRENT

C:/Users/RDhJOCNFevzX/AppData/Local/Torch/User Data Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\epapihdplajcdnnkdeiahlgigofloibg) CURRENT
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C:\Users\RDhJOCNFevzX\AppData\Local\Microsoft\Edge\User Data\

\Local State Accessed File Access CLEAN

C:
\Users\RDhJOCNFevzX\AppData\Roaming\Mozilla\Firefox\Profiles\.. Accessed File Access CLEAN
\profiles.ini

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\ilgcnhelpchnceeipipijaljkblbcob\CURRENT

C:\Users\RDhJOCNFevzX\Desktop Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Local\CryptoTab Browser\User

Data\\Local State Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Ethereum\P Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Local\Chromium\User Data\

\Local State Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\fmhmiaejopepamicjkncpgpdjichnecm\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\indexedDB\chrome-
extension_gaedmjdfmmahhbjefcbgaolhhanlaclb_0.indexeddb.leveldb\
CURRENT

Accessed File Access CLEAN

C:/Users/RDhJOCNFevzX/AppData/Local/Google/Chrome Beta/User

Data Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\nngceckbapebfimniniiiahkandclblb\ CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\ookjlbkiijinhpmnjffcofjonbfbgaoc\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Electrum-LTC\wallets\  Accessed File Access CLEAN

softokn3.dll Miscellaneous File - CLEAN

C:/Users/RDhJOCNFevzX/AppData/Local/CatalinaGroup/Citrio/lUser

Data Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\fhbohimaelbohpjbbldcngcnapndodjp\ CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Sync Extension Accessed File Access CLEAN
Settings\gaedmjdfmmahhbjefcbgaolhhanlaclN\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\acmacodkjbdgmoleebolmdjonilkdbch\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\acmacodkjbdgmoleebolmdjonilkdbch\CURRENT

\??2\C:\ProgramData\35705580001859887656.exe Accessed File Access CLEAN

C:/Users/RDhJOCNFevzX/AppData/Roaming/Opera Software/Opera

Crypto Developer Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Crypto Stable\indexedDB\chrome-
extension_gojhcdgcpbpfigcaejpfhfegekdgiblk_0.indexeddb.leveldb\CU
RRENT

Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\oboonakemofpalcgghocfoadofidjkkk\ CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\bhhhlbepdkbapadjdnnojkbgiociodbic\ CURRENT

<
@
<
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C:\Users\RDhJOCNFevzX\AppData\Roaming\jaxx\Local Storage\h Accessed File Access CLEAN
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c
\users\rdhjOcnfevzx\appdatallocal\microsoft\windows\inetcache\ie\14jt Downloaded File, Extracted File - CLEAN
29dc\online[1].txt

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\bgpipimickeadkjlklgciifhnalhdjhe\ CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\fnjhmkhhmkbjkkabndcnnogagogbneec\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\aeachknmefphepccionboohckonoeemg\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Thunderbird\Profiles\..

\profiles.ini Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\bfnaelmomeimhlpmgjnjophhpkkoljpa\ CURRENT

C:/Users/RDhJOCNFevzX/AppData/Local/Elements Browser/User

Data Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Local\7Star\7Star\User Data\

\Local State Accessed File Access CLEAN

c:
\users\rdhjOcnfevzx\appdatallocal\microsoftiwindows\inetcachelie\vOv Downloaded File, Extracted File - CLEAN
gty9a\online[1].txt

C:\Users\RDhJOCNFevzX\AppData\Local\Comodo\Dragon\User

Data\\Local State Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Local\BraveSoftware\Brave-

Browser\User Data\\Local State Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\flpiciilemghbmfalicajoolhkkenfe\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\fmhmiaejopepamicjkncpgpdjichnecm\CURRENT

C:/Users/RDhJOCNFevzX/AppData/Local/uCozMedia/Uran/User

Data Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\dkded|pgdmmkkfjabffeganieamfklkm\CURRENT

System Paging File Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\egjidjbpglichdcondbcbdnbeeppgdph\ CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\oeljdldpnmdbchonielidgobddffla\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\ElectronCash\wallets\h ~ Accessed File Access CLEAN
C:\Windows\SysWOW 64\timeout.exe Accessed File Access CLEAN

C:/Users/RDhJOCNFevzX/AppData/Roaming/Moonchild

Productions/Pale Moon Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Sync Extension Accessed File Access CLEAN
Settings\kkpllkodjeloidieedojogacthpaihoh\CURRENT

C:/Users/RDhJOCNFevzX/AppData/Local/Google(x86)/Chrome/User

Data Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera

Stable\Sync Extension Accessed File Access CLEAN
Settings\bhghoamapcdpbohphigoooaddinpkba\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Moonchild

Productions\Pale Moon\Profiles\..\profiles.ini Accessed File Access CLEAN
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C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\ookjlbkiijinhpmnjffcofjonbfbgaoc\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\pnndplcbkakeplkjnolgbkdgjikjednm\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\bgpipimickeadkjlklgciifhnalhdjhe\ CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\cjmkndjhnagcfbpiemnkdpomccnjbim\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\gaedmjdfmmahhbjefcbgaolhhanlacl\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\fhmfendgdocmcbmfikdcogofphimnkno\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Electrum\wallets\ Accessed File Access CLEAN
C:\Users\RDhJOCNFevzX\AppData\Roaming\Authy Desktop\Local Accessed File Access CLEAN
Storage\

C:

\Users\RDhJOCNFevzX\AppData\Local\Blockstream\Green\wallets\h Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Exodus\P Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\fhbohimaelbohpjbbldcngcnapndodjp\ CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\indexedDB\chrome-
extension_kkpllkodjeloidieedojogacfhpaihoh_0.indexeddb.leveldb\CU
RRENT

Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\Opera

Crypto Stable\Local State Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\cgeeodpfagjceefiefimdfphplkenlfk\ CURRENT

C:/Users/RDhJOCNFevzX/AppData/Local/Orbitum/User Data Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\hcflpincpppdclinealmandijemnkbgn\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\cnmamaachppnkjgnildpdmkaakejnhae\ CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Binance\X Accessed File Access CLEAN
C:/Users/RDhJOCNFevzX/AppData/Local/7Star/7Star/User Data Accessed File Access CLEAN
C:\ProgramData Accessed File Access CLEAN
C:

}]qulsers\R DhJOCNFevzX\AppData\Roaming\FileZilla\recentservers.x Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\fhmfendgdocmcbmfikdcogofphimnkno\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Local\Coinomi\Coinomi\wallets\n ~ Accessed File Access CLEAN

C:/Users/RDhJOCNFevzX/AppData/Local/Uran/User Data Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\indexedDB\chrome-
extension_aodkkagnadcbobfpggfnjeongemjbjca_0.indexeddb.leveldb\
CURRENT

Accessed File Access CLEAN

Access, Create, Delete,
Write

<
@
<
=

C:\ProgramData\23111707348706201124.exe Accessed File, Downloaded File, Extracted File CLEAN
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C:/Users/RDhJOCNFevzX/AppData/Local/MapleStudio/ChromePlus/ Accessed File Access CLEAN
User Data
C:\Users\RDhJOCNFevzX\AppData\Roaming\MultiDoge\h Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Sync Extension Accessed File Access CLEAN
Settings\imloifkgjagghnncjkhggdhalmenfk kCURRENT

C:
\Users\RDhJOCNFevzX\AppData\Roaming\com.liberty.jaxx\Indexed Accessed File Access CLEAN
DB\file__0.indexeddb.leveldb\

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\egjidjbpglichdcondbcbdnbeeppgdph\CURRENT

C:/Users/RDhJOCNFevzX/AppData/Local/Coowon/Coowon/User

Data Accessed File Access CLEAN

C:/Users/RDhJOCNFevzX/AppData/Local/Maxthon3/User Data Accessed File Access CLEAN

C:/Users/RDhJOCNFevzX/AppData/Local/BraveSoftware/Brave-

Browser/User Data Accessed File Access CLEAN

C:/Users/RDhJOCNFevzX/AppData/Roaming/Mozilla/Firefox Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\mgffkfbidihjpoaomajlbgchddlicgpn\CURRENT

freebl3.dll Miscellaneous File - CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\Ipfchjknijpeeillifnkikgncikgfhdo\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\kjmoohlgokccodicjjfebfomIbljgthk\ CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Sync Extension Accessed File Access CLEAN
Settings\bhghoamapcdpbohphigoooaddinpkba\CURRENT

c
\users\rdhjOcnfevzx\appdatallocal\microsoftiwindows\inetcachelie\vOv Downloaded File, Extracted File - CLEAN
gty9a\regex|[1].txt

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\jojhfeoedkpkglbfimdfabpdfjacola\CURRENT

C:/Users/RDhJOCNFevzX/AppData/Local/Comodo/Dragon/User Data  Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\mcohilnchfahbmgdjkbpemcciiolgcge\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
GX Stable\Local Extension Accessed File Access CLEAN
Settings\fiedbfgcleddibcmgdigjgdfcggjcio\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Local\CocCoc\Browser\User

Data\\Local State Accessed File Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\cgeeodpfagjceefiefimdfphplkenlfk\ CURRENT

c
\users\rdhjOcnfevzx\appdatallocal\microsoftiwindows\inetcachelie\14jt Downloaded File, Extracted File - CLEAN
29dc\regex[1].txt

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\Local Extension Accessed File Access CLEAN
Settings\Ipilbniiabackdjcionkobglmddfbcjo\CURRENT

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera
Stable\indexedDB\chrome-
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|| || || || || || || || || || || || || || || || || || || || || || || || || |

extension_oeljdidpnmdbchonielidgobddffflal_0.indexeddb.leveldcu ~ AccessedFile Access CLEAN
RRENT
C:\ProgramData\35705580001859887656.exe Accessed File, Downloaded File, Extracted File Access, Create, Read, Write CLEAN
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File Name

Category

C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software\\Opera

Stable\Local Extension

Accessed File

Settings\ilgcnhelpchnceeipipijaljkblbcob\CURRENT

mozglue.dll

Reduced dataset

URL

URL

hxxps://transfer[.]Jsh/get/lqTwP6/pipka.exe
hxxps://transfer[.]Jsh/get/8n86ma/sima.exe
hxxp://telegram[.Jorgfimg/favicon.ico
hxxp:/ltelegram[.Jorg/css/telegram.css?236
hxxp:/ltelegram[.Jorg/img/favicon-16x16.png
hxxp://telegram{.]Jorg

hxxps:/it[.Jme/auftriebs

hxxp://185[.]106[192[.]74/bot/online?
QuUid=XC64ZB\
\B&key=bc2dceabe69fa26dbf4ddB295d65e03e19
00633a88¢1c8410825¢92660239396

hxxp:/ltelegram[.Jorg/css/font-roboto.css?1

hxxp:/itelegram(.Jorg/dI?
tme=c9745fa0ef08852d90_6692901880416274667

hxxp:/ltelegram[.Jorg/img/website_icon.svg?4
hxxp:/itelegram[.Jorg/js/tgwallpaper.min.js?3
hxxp:/ltelegram[.Jorg/css/bootstrap.min.css?3
hxxp://195[.]201[.]251[.]197
hxxps://web[.Jtelegram[.]Jorg
hxxp://185[.]106[.]92[.] 74/bot/regex
hxxp:/ltelegram[.Jorg/img/favicon-32x32.png
hxxp://195[.]201[.]251[.]197/download.zip

hxxp://telegram[.Jorg/img/apple-touch-icon.png

Domain

Domain

transfer[.Jsh
tl.Jme
web[ Jtelegram[.Jorg

telegram(.Jorg

IP

IP Address

144.76.136.153

195.201.251.197

Miscellaneous File

Category IP Address

Extracted, Contacted 144.76.136.153

Extracted, Contacted 144.76.136.153
Extracted -
Extracted -
Extracted -
Extracted -

Extracted, Contacted 149.154.167.99

Extracted, Contacted 185.106.92.74

Extracted -

Extracted -

Extracted -
Extracted -
Extracted -
Extracted, Contacted 195.201.251.197
Extracted -

Extracted, Contacted 185.106.92.74
Extracted -
195.201.251.197

Extracted, Contacted

Extracted -

IP Address

144.76.136.153

149.154.167.99

Domains

transfer[.]Jsh

Country

Germany

Germany

United Kingdom

Germany

Germany

Germany

Germany

Country

Germany

United Kingdom

Country

Germany

Germany

X-Ray Vision for Malware - www.vmray.com

Operations

Access

HTTP Methods

GET

GET

GET

GET, POST

GET

GET

Protocols

DNS, HTTPS, TCP

DNS, HTTPS, TCP

Protocols

DNS, HTTPS, TCP

TCP, HTTP

Verdict

CLEAN

CLEAN

Verdict

Verdict

MALICIOUS

MALICIOUS

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

2
2
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g

MALICIOUS

CLEAN

29 /39



DYNAMIC ANALYSIS REPORT

#13571439

IP Address Domains
149.154.167.99 t{Jme
185.106.92.74 -
Registry

Registry Key

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{B175520C-86A2-35A7-8619-86DC379688B9}\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{B175520C-86A2-35A7-8619-86D C379688BIH\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
BOD5-35EC-8441-6616F567A0F 7}.KB2544655\DisplayName

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{ca67548a-5ebe-413a-
b50c-4b9ceb6d66c6}\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\Office16.PROPLUS\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-002C-0409-0000-0000000FF 1CE}

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 90160000-0019-0409-0000-0000000FF1CE}

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\SchedulingAgent

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstal\DXM_Runtime\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{F8CFEB22-
A2E7-3971-9EDA-4B11EDEFC185}\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 90160000-0044-0409-0000-0000000FF1CE}
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{ 65e650ff- 30be-469d-b63a-418d71eal 765}

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\MobileOptionPack\DisplayName

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\DirectDrawEx

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 90160000-001F-0409-0000-0000000FF1CE}
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\Fontcore

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{B175520C-86A2-35A7-8619-86D C 37968889}

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{1D8E6291-
BOD5-35EC-8441-6616F567A0F7}.KB2467173\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0044-0409-0000-0000000FF1CE}
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 90160000-012B-0409-0000-0000000FF1CE}

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0018-0409-0000-0000000FF1CE}
\DisplayName

Operations

access, read

access, read

access, read

access, read

access

access, read

access

access

access

access, read

access, read

access, read

access

access, read

access

access, read

access

access

access, read

access, read

access

access, read

Country Protocols

United Kingdom DNS, HTTPS, TCP

Germany TCPR,HTTP

Parent Process Name
05hf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197.exe

05hf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197 exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bdof824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05hf271392855e4962f4d736eb701e764ad972451205c8hbe53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bd9f824197.exe

05hf271392855e4962f4d736eb701e764ad972451205¢8hbe53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197 exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bdof824197.exe

X-Ray Vision for Malware - www.vmray.com

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{1D8E6291-
BOD5-35EC-8441-6616F567A0F7}.KB2151757\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{4A03706F-666A-4037-7777-5F2748764D 10}\Displ
ayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ca67548a-5ebe-413a-b50c-4b9ceb6d66c6}

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-001F-040C-0000-0000000FF1CE}
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 90160000-00BA-0409-0000-0000000FF1CE}

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{FOC3E5D1-1ADE-321E-8167-68EFODE699A5}HDisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{BD95A8C D-1D9F-35AD-981A-3E7925026EBB}

HKEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION\System\C
entralProcessor\O

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 90160000-00E2-0409-0000-0000000FF1CE}

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{90160000-0011-0000-0000-0000000FF1CE}

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 90160000-0016-0409-0000-0000000FF1CE}

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{13A4EE12-23EA-3371-91EE-EFB36DDFFF3E}
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall{FBCFEB22-A2E7-3971-9EDA-4B11EDEFC185}

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{1D8E6291-
BOD5-35EC-8441-6616F567A0F 7}.KB2544655

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-002C-0409-0000-0000000FF 1CE}
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstal\IESBAKEX

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291-
BOD5-35EC-8441-6616F567A0F 7}.KB2565063

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\AddressBook

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Windows\Current
Version\Uninstall\
{FOC3E5D1-1ADE-321E-8167-68EFODE699A5}.KB2467173

HKEY_LOCAL_MACHINE\Software\Microsoft\Wbem\Scripting

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\Office16.PROPLUS\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstal\IE40

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\
{FOC3E5D1-1ADE-321E-8167-68EFODE699A5}.KB2549743\Display
Name

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Ma
chineGuid

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall{1D8E6291-
BOD5-35EC-8441-6616F567A0F7}.KB982573\DisplayName

Operations

access, read

access, read

access

access, read

access

access, read

access

access

access

access

access

access, read

access

access

access, read

access

access

access

access

access

access, read

access

access, read

access, read

access, read

Parent Process Name

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bd9f824197.exe

05hf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bd9f824197.exe

05hf271392855e4962f4d736eb701e764ad972451205c8hbe53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bd9f824197.exe

05hf271392855e4962f4d736eb701e764ad972451205c8hbe53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197 exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bdof824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05hf271392855e4962f4d736eb701e764ad972451205¢8hbe53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bd9f824197.exe

05hf271392855e4962f4d736eb701e764ad972451205c8hbe53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197 exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe
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Registry Key

HKEY_CURRENT_USER\Software\Martin Prikry\WinSCP
2\Configuration

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{FOC3E5D1-1ADE-321E-8167-68EFODE699A5}\DisplayName

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{ 90160000-008C -0000-0000-0000000FF1CE}
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0115-0409-0000-0000000FF1CE}
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\[EData\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-008C-0409-0000-0000000FF1CE}
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 90160000-0018-0409-0000-0000000FF1CE}
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\
{FOC3E5D1-1ADE-321E-8167-68EFODE6G99A5}.KB982573

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\MPlayer2\DisplayName

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{13A4EE12- 23EA-3371-91EE-EFB36DDFFF3E}

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0090-0409-0000-0000000FF1CE}

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{ 90160000-001A-0409-0000-0000000FF1CE}
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\SchedulingAgent\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{BD95A8C D-1D9F-35AD-981A-3E7925026EBB}
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0011-0000-0000-0000000FF1CE}
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 90160000-001F-040C-0000-0000000FF1CE}
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{90160000-00A1-0409-0000-0000000FF1CE}
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{33d1fd90-4274-48a1-9bc1-97e33d9c2d6f}
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 90160000-0018-0409-0000-0000000FF1CE}

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{e6e75766-da0f-4ba2-9788-6ea593ce702d}
\DisplayVersion

HKEY_LOCAL_MACHINE\Software\Microsoft\Wbem\Scripting\Defa
ult Impersonation Level

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-00A1-0409-0000-0000000F F1CE}
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 65e650ff- 30be-469d-
b63a-418d71eal765}\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{3c3aafc8-d898-43ec-998f- 965ffdac065a}
\DisplayName

Operations

access

access, read

access, read

access, read

access, read

access, read

access, read

access

access, read

access

access

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access

access, read

access, read

access, read

access, read

access, read

Parent Process Name

05hf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bdof824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bd9f824197.exe

05hf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8he53
64f1bd9f824197 exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bd9f824197.exe

05hf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197 exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bdof824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bd9f824197.exe

05hf271392855e4962f4d736eb701e764ad972451205c8hbe53
64f1bd9f824197.exe
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HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{1D8E6291- access
BOD5-35EC-8441-6616F567A0F 7}.KB2467173

05bf271392855e4962f4d736eb701e764ad972451205c8be53

64f1bd9f824197.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current 05bf271392855e49624d736eb7016764ad972451205c8be53

Version\Uninstall\{90160000-0015-0409-0000-0000000FF1CE} access, read CLEAN
\DisplayVersion 64f1bd9f824197.exe
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current access 05hbf271392855e4962f4d736eb701e764ad972451205c8be53 CLEAN
Version\Uninstall\{ 90160000-008C -0409-0000-0000000FF1CE} 64f1bd9f824197.exe
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current access 05hf271392855e4962f4d736eb701e764ad972451205¢8be53 CLEAN
Version\Uninstall\{90160000-008C-0000-0000-0000000FF1CE} 64f1bd9f824197.exe

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291- access, read gigsgéggﬁ%f;eggngm736eb701e764ad97245120508b853 CLEAN
BOD5-35EC-8441-6616F567A0F7}.KB2524860\DisplayName :

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current access 05hbf271392855e4962f4d736eb701e764ad972451205¢c8be53 CLEAN
Version\Uninstall\{9BE518E6- EC C6-35A9-88E4-87755C07200F} 64f1bd9of824197.exe
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstal\{90160000-00E2-0409-0000-0000000F F1CE} access, read 05hi271392855e4962/4d1736eb7016764ac972451205080e53 CLEAN
\DisplayVersion 64f1bd9f824197.exe
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current access 05bf271392855e4962f4d736eb701e764ad972451205c8be53 CLEAN
Version\Uninstall\{90160000- 00E 1-0409-0000-0000000FF1CE} 64f1bd9f824197.exe
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current access 05hf271392855e4962f4d736eb701e764ad972451205c8be53 CLEAN
Version\Uninstall\{FOC3E5D 1- 1ADE-321E-8167-68EFODE699A5} 64f1bd9f824197.exe
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current access 05bf271392855e4962f4d736eb701e764ad972451205c8be53 CLEAN
Version\Uninstall\{90160000-001F-0C0A-0000-0000000FF1CE} 64f1bd9f824197.exe

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ca67548a-5ebe-413a- access, read
b50c-4b9ceb6d66c6}\DisplayVersion

05bf271392855e4962f4d736eb701e764ad972451205¢8be53

64f1bd9f824197.exe CLEAN

05bf271392855e4962f4d736eb701e764ad972451205c8be53

64f1bd9f824197.exe CLEAN

HKEY_CURRENT_USER\Software\Valve\Steam access

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current 05bf271392855e49624d736eb7016764ad972451205¢8he53

Vgrsion\U ninstall\{90160000-001F-0409-0000-0000000FF1CE} access, read 641bd0f824197 exe CLEAN
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current access 05hf271392855e4962f4d736eb701e764ad972451205c8be53 CLEAN
Version\Uninstall\{OFA68574-690B-4B00-89AA-B28946231449} 64f1bd9f824197.exe

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current 05bf271392855e49624d736eb7016764ad972451205¢8be53

Versnorj\U ninstall\{4A03706F-666A-4037-7777-5F2748764D 10}\Displ access, read 641bd0f824197 exe CLEAN
ayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstal\{90160000-0019-0409-0000-0000000F F 1CE} access, read 05hi271392855e4962/4d736eb7016764ad972451 205080653 CLEAN

\DisplayName 64f1bd9f824197.exe

HKEY_LOCAL_MACHINE\SOFTWAREWicrosoft\Windows\Current

Version\Uninstall\{90160000-0018-0409-0000-0000000F F 1CE} access, read 05bi271392855e4962140736eh7016764ad972451205¢80e53

CLEAN

\DisplayVersion 64f1bd9f824197.exe
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current access 05hf271392855e4962f4d736eb701e764ad972451205c8be53 CLEAN
Version\Uninstal\lEData 64f1bd9f824197.exe

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\
{FOC3E5D1-1ADE-321E-8167-68EFODE699A5}.KB2544655\Display
Name

05bf271392855e4962f4d736eb701e764ad972451205c8be53

64f1bd9f824197.exe CLEAN

access, read

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291- access
BOD5-35EC-8441-6616F567A0F 7}.KB2151757

05bf271392855e4962f4d736eb701e764ad972451205c8he53

64f1bdof824197.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current 05bf2713928556496214d736eh7016764ad972451205¢8he53

Ve*_r5|on\U ninstall\{90160000- 00E2- 0409-0000-0000000FF1CE} access, read 64f1bd0f824197 exe CLEAN
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 90160000-00BA-0409-0000-0000000FF1CE} access, read
\DisplayName

05bf271392855e4962f4d736eb701e764ad972451205c8he53

64f1bd9f824197.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current 05bf271392855e496214d736eb7016764ad972451205¢8he53

Ve-_r5|on\U ninstall\{90160000-0117-0409-0000-0000000FF1CE} access, read 641bd0f824197 exe CLEAN
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{{2BC3BD4D- access, read
FABA-4394-93C7-9AC82A263FE2}\DisplayVersion

05bf271392855e4962f4d736eb701e764ad972451205c8be53

64f1bd9f824197.exe CLEAN
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HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows 05bf271392855e4962f4d736eb701e764ad972451205c8be53

access, read CLEAN

NT\CurrentVersion\ProductName 64f1bd9f824197.exe
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current access 05hf271392855e4962f4d736eb701e764ad972451205c8be53 CLEAN
Version\Uninstall 64f1bdof824197.exe

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current 05bf271392855e4962f4d736eb7016764ad972451205¢8be53

Version\U ni ngtaJ 1\{90160000-0016-0409-0000-0000000FF1CE} access, read 64f1bd0f824197 exe CLEAN
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current access. read 05hf271392855e4962f4d736eb701e764ad972451205¢8he53 CLEAN
Version\Uninstall\[E40\DisplayName ' 64f1bd9f824197.exe

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current 05bf2713928556496214d736eh7016764ad972451205¢8he53

Ve_rsion\U ninstall\{90160000-001B-0409-0000-0000000FF1CE} access, read 64f1bd0f824197 exe CLEAN

\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\{e6e75766-da0f-dba2-9788-6ea593ce702d) access, read 05bi271392855e4962140736eh7016764ad972451205¢80e53 CLEAN
. 64f1bd9f824197.exe

\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current access 05hf271392855e4962f4d736eb701e764ad972451205c8be53 CLEAN

Version\Uninstall\{ 90160000-001F-0409-0000-0000000FF1CE} 64f1bd9f824197.exe

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current access. read 05bf271392855e4962f4d736eb701e764ad972451205c8be53 CLEAN

Version\Uninstal\IESBAKEX\DisplayName ' 64f1bd9f824197.exe

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current 05bf271392855e496214d736eb7016764ad972451205¢8he53

V§r5|on\U ninstall\{90160000-012B-0409-0000-0000000FF1CE} access, read 64f1bd0f824197 exe CLEAN
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current access 05bf271392855e4962f4d736eb701e764ad972451205c8be53 CLEAN
Version\Uninstall\{e6e75766-da0f-4ba2-9788-6ea593ce702d} 64f1bd9f824197.exe
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current access. read 05hf271392855e4962f4d736eb701e764ad972451205c8be53 CLEAN
Version\Uninstall\DirectDrawEx\DisplayName ' 64f1bd9f824197.exe

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current 05bf271392855e4962f4d736eb701e764ad972451205c8be53

access, read CLEAN

Version\Uninstal\WIC\DisplayName 64f1bd9f824197.exe
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0011-0000-0000-0000000F F 1CE} access, read 05bf271392855e496214d736eh701€764ad972451205¢80e53 CLEAN

\DisplayVersion 64f1bd9f824197.exe

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current

Version\Uninstall\{90160000-0090-0409-0000-0000000F F 1CE} access, read 05hf271392855e496214d736eh701€764ac972451205080653

CLEAN

\DisplayVersion 64f1bd9f824197.exe
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current access. read 05hf271392855e4962f4d736eb701e764ad972451205c8he53 CLEAN
Version\Uninstall\Fontcore\DisplayName ' 64f1bd9of824197.exe

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\{ 1D8E6291- access, read 05bf271392855e4962f4d736eb701e764ad972451205c8be53

CLEAN

BOD5-35EC-8441-6616F567A0F 7} KB2549743\DisplayName 6401bdSf524197.exe
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\ access. read 05bf2713928554962f4d736eh701e764ad972451205c8be53 CLEAN
{FOC3E5D1-1ADE-321E-8167-68EFODE699A5}. KB2524860\Display J 64f1bd9f824197.exe

Name

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current 05bf271392855e496214d736eb7016764ad972451205¢8he53

V§r5|on\U ni n_sla] 1\{90160000-0117-0409-0000-0000000FF1CE} access, read 641bd0f824197 exe CLEAN
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\ access
{FOC3E5D1-1ADE-321E-8167-68EFOD E699A5}.KB2544655

05bf271392855e4962f4d736eb701e764ad972451205c8be53

64f1bd9f824197.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current 05bf271392855e496214d736eb7016764ad972451205c8be53

Vgrsion\u ninstall\{90160000-001F-0C0A-0000-0000000FF1CE} access, read 641bd0f824197 exe CLEAN
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current 05bf271392855e4962f4d736eb701e764ad972451205c8be53

VersionUninstal\WIC access 64f1bd0f824197.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\(OFAG8574-690B-4B00-89AA- access, read 05bf271392855e496214d7366b7016764a01972451205c80e53 CLEAN

B28946231449)\DisplayName 64f16d9f824197.exe
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current access 05hbf271392855e4962f4d736eb701e764ad972451205c8be53 CLEAN
Version\Uninstal\DXM_Runtime 64f1bd9f824197.exe
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current access. read 05hf271392855e4962f4d736eb701e764ad972451205¢8be53 CLEAN
Version\Uninstall\[E4Data\DisplayName ' 64f1bd9of824197.exe

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291- access gigsg;%gﬁgféegggzmd7366b70187643d97245120508b853 CLEAN
BOD5-35EC-8441-6616F567A0F 7}.KB2524860 :
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HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{ 90160000-001B-0409-0000-0000000FF1CE}

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0044-0409-0000-0000000FF 1CE}

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{90160000-0019-0409-0000-0000000FF1CE}
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000- 006E-0409-0000-0000000FF1CE}

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{FOC3E5D1-1ADE-321E-8167-68EFOD E699A5}.KB2565063

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{2BC3BD4D-
FABA-4394-93C7-9AC82A263FE2}\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\MobileOptionPack

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{90160000-001A-0409-0000-0000000FF1CE}
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 710f4c1c-
cc18-4c49-8chf-51240c89ala2}\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{90160000-0117-0409-0000-0000000FF1CE}

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0115-0409-0000-0000000FF1CE}
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{1D8E6291-
BOD5-35EC-8441-6616F567A0F 7}.KB2565063\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 710f4c1c-
cc18-4c49-8chf-51240c89ala2}\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{6913e92a-b64e-41c9-a5e6-
cef39207fe89}\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\Connection Manager\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{6913e92a-b64e-41c9-a5e6-
cef39207fe89}\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{4A03706F-666A-4037-7777-5F2748764D 10}

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{BD95A8C D-1D9F-35AD-981A-3E7925026EBB}
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{ 90160000-0016-0409-0000-0000000FF1CE}
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0015-0409-0000-0000000FF1CE}
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 90160000- 00E1-0409-0000-0000000FF1CE}
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWAREWicrosoft\Windows\Current
Version\Uninstall\{90160000-0115-0409-0000-0000000FF1CE}

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{FOC3E5D1-1ADE-321E-8167-68EFODE6G99A5}.KB982573\DisplayN
ame

Operations

access

access

access, read

access

access

access, read

access

access, read

access, read

access

access, read

access, read

access, read

access, read

access, read

access, read

access

access, read

access, read

access, read

access, read

access

access, read

Parent Process Name

05hf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bdof824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bdof824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05hf271392855e4962f4d736eb701e764ad972451205¢8hbe53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bd9f824197.exe

05hf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197 exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05hf271392855e4962f4d736eb701e764ad972451205¢8hbe53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bd9f824197.exe

05hf271392855e4962f4d736eb701e764ad972451205¢8hbe53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bdof824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197 exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8hbe53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be53
64f1bd9f824197.exe
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CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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Registry Key

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\
{FOC3E5D1-1ADE-321E-8167-68EFODE699A5}.KB2151757\Display
Name

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\Connection Manager

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 90160000- 006E-0409-0000-0000000FF1CE}
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-0015-0409-0000-0000000FF1CE}

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 90160000-001A-0409-0000-0000000FF1CE}

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-001F-040C-0000-0000000FF1CE}

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 90160000-001F-0CO0A-0000-0000000FF1CE}
\DisplayVersion

Reduced dataset

Process

Process Name

35705580001859887656.exe

05bf271392855e4962f4d736eb701e764ad972451205¢8be5364f1bd9f82
4197 .exe

23111707348706201124.exe

cmd.exe

svcservice.exe

cmd.exe

svcservice.exe
timeout.exe

choice.exe

Operations

access, read

access

access, read

access

access

access

access, read

Commandline

Parent Process Name

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197 exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8he53
64f1bd9f824197.exe

05bf271392855e4962f4d736eb701e764ad972451205c8be53
64f1bd9f824197.exe

"C:\ProgramData\35705580001859887656.exe"

"C:

\Users\RDhJOCNFevzX\Desktop\05bf271392855e4962f4d736eb701e764ad972451205c8be5364f1bdof

824197 .exe"

"C:\ProgramData\23111707348706201124.exe"

"C:\Windows\System32\cmd.exe" /c timeout /t 6 & del /f/q "C:
\Users\RDhJOCNFevzX\Desktop\05bf271392855e4962f4d736eb701e764ad972451205c80e5364f1bdof

824197.exe" & exit

"C:\Users\RDhJOCNFevzX\AppData\Roaming\telemetry\svcservice.exe"

C:\Windows\system32\cmd.exe /C choice /C Y/N /D Y /T 0 &Del C:
\ProgramData\23111707348706201124.exe

"C:\Users\RDhJOCNFevzX\AppData\Roaming\telemetry\svcservice.exe"

timeout /t 6

choice/CY/N/DY/TO

X-Ray Vision for Malware - www.vmray.com

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

Verdict

MALICIOUS
MALICIOUS

CLEAN

CLEAN
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YARA | AV

YARA (30)
Ruleset Name Rule Name Rule Description File Type File Name Classification Verdict

Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware 5/5

Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware 5/5

Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware 5/5

Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware 5/5

Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware “
Malware Vidar_A Vidar Stealer, Vidar.A variant Memory Dump - Spyware
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ENVIRONMENT

Virtual Machine Information

Name

Description
Architecture

Operating System
Kernel Version

Network Scheme Name

Network Config Name

Platform Information

Platform Version
Dynamic Engine Version
Static Engine Version

AV Exceptions Version

Link Detonation Heuristics Version

Smart Memory Dumping Rules
Version

Config Extractors Version
Signature Trust Store Version
VMRay Threat Identifiers Version

YARA Built-in Ruleset Version

Software Information

Adobe Acrobat Reader Version
Microsoft Office

Microsoft Office Version
Hangul Office

Hangul Office Version

Internet Explorer Version
Chrome Version

Firefox Version

Flash Version

Java Version

System Information

Sample Directory
Computer Name
User Domain
User Name

User Profile

Temp Directory

winl0_64 th2_en_mso02016

winl0_64_th2_en mso02016

x86 64-bit

Windows 10 Threshold 2

10.0.10586.0 (0de6dc23-8e19-4bb7-8608-d54ble6fa379)
Local Gateway

Local Gateway

2023.1.1

2023.1.1/03/30/2023 03:18
2023.1.1.0/ 2023-03-30 02:00:16
2023.1.1.6 / 2023-02-03 15:34:21

2023.1.1.18 / 2023-03-27 12:19:20

2023.1.1.6 / 2023-02-03 15:34:21

2023.1.1.18/ 2023-03-27 12:19:20
2023.1.1.7 / 2023-02-06 18:37:42
2023.1.1.19/ 2023-03-29 15:29:26

2023.1.1.18

Not installed
2016
16.0.4266.1001
Not installed
Not installed
11.0.10586.0
Not installed
Not installed
Not installed

8.0.1710.11

C:\Users\RDhJOCNFevzX\Desktop
XC64zB

XC64ZB

RDhJOCNFevzX
C:\Users\RDhJOCNFevzX

C:\Users\RDHJOC~1\AppData\Local\Temp
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System Root C:\Windows
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