
DYNAMIC ANALYSIS REPORT
#7331452

MALICIOUS

Classifications: Spyware

Threat Names: Agent Tesla v3

Verdict Reason: -

Sample Type Windows Exe (x86-32)

File Name 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe

ID #2782645

MD5 724bce9be00d521c9ae6075d50434b11

SHA1 a95a26499d30f48ca0b23e17b7273b1e6b92f8ac

SHA256 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990

File Size 567.50 KB

Report Created 2021-09-28 12:48 (UTC+2)

Target Environment win7_64_sp1_en_mso2016 | exe
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DYNAMIC ANALYSIS REPORT
#7331452

OVERVIEW

VMRay Threat Identifiers (20 rules, 60 matches)

Score Category Operation Count Classification

5/5 YARA Malicious content matched by YARA rules 1 Spyware

Rule "AgentTesla_StringDecryption_v3" from ruleset "Malware" has matched on a memory dump for (process #7)
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe.

• 

5/5 Data Collection Tries to read cached credentials of various applications 1 Spyware

Tries to read sensitive data of: SeaMonkey, Postbox, Internet Download Manager, WinSCP, Mozilla Thunderbird, Internet Explorer / E... ...TP, Ipswitch WS_FTP, Comodo IceDragon,
BlackHawk, Mozilla Firefox, TigerVNC, FileZilla, Pocomail, Opera, Microsoft Outlook, Flock.

• 

2/5 Anti Analysis Tries to detect virtual machine 3 -

(Process #1) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe reads out system information, commonly used to detect "VirtualBox" via registry. (Key is
"HKEY_LOCAL_MACHINE\SOFTWARE\Oracle\VirtualBox Guest Additions").

(Process #1) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe reads out system information, commonly used to detect "VMware" via registry. (Key is
"HKEY_LOCAL_MACHINE\SOFTWARE\VMware, Inc.\VMware Tools").

Multiple processes are possibly trying to detect a VM via rdtsc.

• 

• 

• 

2/5 Anti Analysis Tries to detect application sandbox 2 -

(Process #1) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to detect "wine" by calling GetProcAddress() on "wine_get_unix_file_name".

(Process #1) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to detect "Sandboxie" by checking for existence of module "SbieDll.dll".

• 

• 

2/5 Discovery Executes WMI query 1 -

(Process #1) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe executes WMI query: SELECT * FROM Win32_VideoController.• 

2/5 Discovery Collects hardware properties 1 -

(Process #1) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe queries hardware properties via WMI.• 

2/5 Data Collection Reads sensitive browser data 6 -

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of web browser "Opera" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of web browser "Mozilla Firefox" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of web browser "BlackHawk" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of web browser "Internet Explorer / Edge" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of web browser "Flock" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of web browser "Comodo IceDragon" by file.

• 

• 

• 

• 

• 

• 

2/5 Data Collection Reads sensitive mail data 6 -

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of mail application "Pocomail" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of mail application "Postbox" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of mail application "IncrediMail" by registry.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of mail application "Mozilla Thunderbird" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of mail application "Opera Mail" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of mail application "Microsoft Outlook" by registry.

• 

• 

• 

• 

• 

• 

2/5 Data Collection Reads sensitive application data 5 -
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Score Category Operation Count Classification

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of application "WinSCP" by registry.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of application "TightVNC" by registry.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of application "TigerVNC" by registry.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of application "Internet Download Manager" by registry.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of application "SeaMonkey" by file.

• 

• 

• 

• 

• 

2/5 Data Collection Reads sensitive ftp data 4 -

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of ftp application "FileZilla" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of ftp application "CoreFTP" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of ftp application "CoreFTP" by registry.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to read sensitive data of ftp application "Ipswitch WS_FTP" by file.

• 

• 

• 

• 

2/5 Injection Writes into the memory of a process started from a created or modified executable 1 -

(Process #1) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe modifies memory of (process #7)
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe.

• 

2/5 Injection Modifies control flow of a process started from a created or modified executable 1 -

(Process #1) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe alters context of (process #7)
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe.

• 

1/5 Mutex Creates mutex 1 -

(Process #1) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe creates mutex with name "zsyzUqlfpBEWVDBDRQl".• 

1/5 Privilege Escalation Enables process privilege 2 -

(Process #1) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe enables process privilege "SeDebugPrivilege".

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe enables process privilege "SeDebugPrivilege".

• 

• 

1/5 Hide Tracks Creates process with hidden window 3 -

(Process #1) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe starts (process #2) powershell.exe with a hidden window.

(Process #1) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe starts (process #6) schtasks.exe with a hidden window.

(Process #1) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe starts (process #7)
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe with a hidden window.

• 

• 

• 

1/5 Obfuscation Reads from memory of another process 1 -

(Process #1) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe reads from (process #7)
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe.

• 

1/5 Obfuscation Creates a page with write and execute permissions 1 -

(Process #1) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe allocates a page in a foreign process with "PAGE_EXECUTE_READWRITE" permissions,
often used to dynamically unpack code.

• 

1/5 Discovery Possibly does reconnaissance 17 -
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(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to gather information about application "Mozilla Firefox" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to gather information about application "Pocomail" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to gather information about application "Postbox" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to gather information about application "WinSCP" by registry.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to gather information about application "blackHawk" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to gather information about application "RealVNC" by registry.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to gather information about application "TightVNC" by registry.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to gather information about application "TigerVNC" by registry.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to gather information about application "Flock" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to gather information about application "SeaMonkey" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to gather information about application "Qualcomm Eudora" by registry.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to gather information about application "Foxmail" by registry.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to gather information about application "FileZilla" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to gather information about application "CoreFTP" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to gather information about application "Comodo IceDragon" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to gather information about application "WS_FTP" by file.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe tries to gather information about application "Opera Mail" by file.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

1/5 Obfuscation Resolves API functions dynamically 2 -

(Process #1) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe resolves 63 API functions by name.

(Process #7) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe resolves 52 API functions by name.

• 

• 

1/5 Execution Executes itself 1 -

(Process #1) 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe executes a copy of the sample at C:
\Users\kEecfMwgj\Desktop\94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe.

• 
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Mitre ATT&CK Matrix
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Sample Information

Analysis Information

ID #2782645

MD5 724bce9be00d521c9ae6075d50434b11

SHA1 a95a26499d30f48ca0b23e17b7273b1e6b92f8ac

SHA256 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990

SSDeep 12288:hXBNi+hBr7IUAvJZrd4r9gGrWLYaZ4daRiWLOYe0AUtXPcI7E:dBNi+hBr8UAvJ8r9gGy3kaRiWCH0Aqcl

ImpHash f34d5f2d4577ed6d9ceec516c1f5a744

File Name 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe

File Size 567.50 KB

Sample Type Windows Exe (x86-32)

Has Macros

Creation Time 2021-09-28 12:48 (UTC+2)

Analysis Duration 00:04:00

Termination Reason Timeout

Number of Monitored Processes 4

Execution Successful False

Reputation Enabled

WHOIS Enabled

Built-in AV Enabled

Built-in AV Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Number of AV Matches 0

YARA Enabled

YARA Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

Number of YARA Matches 1
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NETWORK

General

DNS

HTTP/S

0 bytes total sent

0 bytes total received

0 ports 

0 contacted IP addresses

0 URLs extracted

0 files downloaded

0 malicious hosts detected

0 DNS requests for 0 domains

0 nameservers contacted

0 total requests returned errors

0 URLs contacted, 0 servers

0 sessions, 0 bytes sent, 0 bytes received
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BEHAVIOR

Process Graph

Sample Start
#1

94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe

#2
powershell.exe

Child Process

#6
schtasks.exe

Child Process

#7
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe

Modify Memory

Modify Control Flow

Child Process
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Process #1: 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe

Dropped Files (2)

File Name File Size SHA256 YARA Match

Host Behavior

Type Count

ID 1

File Name c:\users\keecfmwgj\desktop\94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe

Command Line "C:\Users\kEecfMwgj\Desktop\94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe" 

Initial Working Directory C:\Users\kEecfMwgj\Desktop\

Monitor Start Time Start Time: 56442, Reason: Analysis Target

Unmonitor End Time End Time: 172831, Reason: Terminated

Monitor duration 116.39s

Return Code 0

PID 3612

Parent PID 1116

Bitness 32 Bit

C:\Users\kEecfMwgj\AppData\Roaming\sucEaYWuNda.exe 567.50 KB
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c
990

C:\Users\kEecfMwgj\AppData\Local\Temp\tmp4BA9.tmp 1.61 KB
ab3faafeec7b1637d81ff77438f9cbf5786a1de309ec5943d6050c4f4a0bfe
26

Registry 43

Process 3

File 29

Module 88

System 6

Window 7

Mutex 2

User 3

- 3

COM 5

- 1

- 3

- 7
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Process #2: powershell.exe

Host Behavior

Type Count

ID 2

File Name c:\windows\syswow64\windowspowershell\v1.0\powershell.exe

Command Line
"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -ExclusionPath "C:
\Users\kEecfMwgj\Desktop\94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe"

Initial Working Directory C:\Users\kEecfMwgj\Desktop\

Monitor Start Time Start Time: 154742, Reason: Child Process

Unmonitor End Time End Time: 240687, Reason: Terminated

Monitor duration 85.94s

Return Code 1

PID 3732

Parent PID 3612

Bitness 32 Bit

System 44

Module 4

File 803

Environment 28

Registry 54

- 39
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Process #6: schtasks.exe

Host Behavior

Type Count

ID 6

File Name c:\windows\syswow64\schtasks.exe

Command Line "C:\Windows\System32\schtasks.exe" /Create /TN "Updates\sucEaYWuNda" /XML "C:\Users\kEecfMwgj\AppData\Local\Temp\tmp4BA9.tmp"

Initial Working Directory C:\Users\kEecfMwgj\Desktop\

Monitor Start Time Start Time: 168513, Reason: Child Process

Unmonitor End Time End Time: 173365, Reason: Terminated

Monitor duration 4.85s

Return Code 0

PID 3816

Parent PID 3612

Bitness 32 Bit

System 2

Module 7

COM 1

File 11
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Process #7: 94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe

Injection Information (6)

Injection Type Source Process Source / Target TID Address / Name Size Success Count

Dropped Files (1)

File Name File Size SHA256 YARA Match

Host Behavior

Type Count

ID 7

File Name c:\users\keecfmwgj\desktop\94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe

Command Line "C:\Users\kEecfMwgj\Desktop\94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c990.exe"

Initial Working Directory C:\Users\kEecfMwgj\Desktop\

Monitor Start Time Start Time: 169270, Reason: Child Process

Unmonitor End Time End Time: 296560, Reason: Terminated by Timeout

Monitor duration 127.29s

Return Code Unknown

PID 3832

Parent PID 3612

Bitness 32 Bit

Modify Memory

#1: c:
\users\keecfmwgj\desktop\9
4bc5b095176ccf4991756328
7006f3efd903cac47d48e251f
4f4554ee87c990.exe

0xe20 0x400000(4194304) 0x200 1

Modify Memory

#1: c:
\users\keecfmwgj\desktop\9
4bc5b095176ccf4991756328
7006f3efd903cac47d48e251f
4f4554ee87c990.exe

0xe20 0x402000(4202496) 0x35a00 1

Modify Memory

#1: c:
\users\keecfmwgj\desktop\9
4bc5b095176ccf4991756328
7006f3efd903cac47d48e251f
4f4554ee87c990.exe

0xe20 0x438000(4423680) 0x600 1

Modify Memory

#1: c:
\users\keecfmwgj\desktop\9
4bc5b095176ccf4991756328
7006f3efd903cac47d48e251f
4f4554ee87c990.exe

0xe20 0x43a000(4431872) 0x200 1

Modify Memory

#1: c:
\users\keecfmwgj\desktop\9
4bc5b095176ccf4991756328
7006f3efd903cac47d48e251f
4f4554ee87c990.exe

0xe20 0x7efde008(2130567176) 0x4 1

Modify Control Flow

#1: c:
\users\keecfmwgj\desktop\9
4bc5b095176ccf4991756328
7006f3efd903cac47d48e251f
4f4554ee87c990.exe

0xe20 / 0xefc - 1

C:\Users\kEecfMwgj\AppData\Local\Temp\\tmpG646.tmp 567.50 KB
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c
990

Registry 109

File 117

Module 70

Window 3
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Type Count

System 7

User 2

- 25

COM 44

Environment 20
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ARTIFACTS

File

SHA256 File Names Category File Size MIME Type Operations Verdict

Filename

File Name Category Operations Verdict

94bc5b095176ccf499175632
87006f3efd903cac47d48e25
1f4f4554ee87c990

C:
\Users\kEecfMwgj\AppData\Local\Te
mp\\tmpG646.tmp, C:
\Users\kEecfMwgj\Desktop\94bc5b09
5176ccf49917563287006f3efd903cac4
7d48e251f4f4554ee87c990.exe, C:
\Users\kEecfMwgj\AppData\Roaming\
sucEaYWuNda.exe

Sample File 567.50 KB
application/
vnd.microsoft.portable-
executable

Access, Write, Delete,
Create

MALICIOUS

006a9adb3c4e3195a22c668
131855474d8fa391fa49c75f1
7cb076f6966f3f07

C:
\Users\kEecfMwgj\AppData\Local\Mic
rosoft\Windows\PowerShell\ModuleA
nalysisCache

Modified File 13.85 KB application/octet-stream Access, Write, Read, Create CLEAN

ab3faafeec7b1637d81ff7743
8f9cbf5786a1de309ec5943d
6050c4f4a0bfe26

C:
\Users\kEecfMwgj\AppData\Local\Te
mp\tmp4BA9.tmp

Dropped File 1.61 KB text/xml
Access, Write, Delete,
Create

CLEAN

C:
\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.co
nfig

Accessed File Access, Read CLEAN

C:
\Windows\Microsoft.NET\Framework\v4.0.30319\config\machine.con
fig

Accessed File Access CLEAN

C:
\Users\kEecfMwgj\Desktop\94bc5b095176ccf49917563287006f3efd90
3cac47d48e251f4f4554ee87c990.exe.config

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Roaming\sucEaYWuNda.exe Sample File Access, Write, Create CLEAN

C:
\Users\kEecfMwgj\Desktop\94bc5b095176ccf49917563287006f3efd90
3cac47d48e251f4f4554ee87c990.exe

Sample File Access, Delete CLEAN

C:\Users\kEecfMwgj\AppData\Local\Temp\tmp4BA9.tmp Dropped File
Access, Write, Delete,
Create

CLEAN

C:\Windows\SysWOW64\schtasks.exe Accessed File Access CLEAN

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe Accessed File Access CLEAN

C:\Users\kEecfMwgj\Desktop\%SystemRoot%
\system32\WindowsPowerShell\v1.0\

Accessed File Access CLEAN

C:\Windows\system32 Accessed File Access CLEAN

C:\Windows Accessed File Access CLEAN

C:\Windows\System32\Wbem Accessed File Access CLEAN

C:\Windows\System32\WindowsPowerShell\v1.0\ Accessed File Access CLEAN

C:\Program Files\WindowsPowerShell\Modules Accessed File Access CLEAN

C:\Program Files\WindowsPowerShell\Modules\Modules.psd1 Accessed File Access CLEAN

C:\Program Files\WindowsPowerShell\Modules\Modules.psm1 Accessed File Access CLEAN

C:\Program Files\WindowsPowerShell\Modules\Modules.cdxml Accessed File Access CLEAN

C:\Program Files\WindowsPowerShell\Modules\Modules.xaml Accessed File Access CLEAN

C:\Program Files\WindowsPowerShell\Modules\Modules.ni.dll Accessed File Access CLEAN

C:\Program Files\WindowsPowerShell\Modules\Modules.dll Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\PackageManagement

Accessed File Access CLEAN
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C:\Program Files\WindowsPowerShell\Modules\PowerShellGet Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\PackageManagement\1.0.0.1\Pa
ckageManagement.psd1

Accessed File Access CLEAN

C:
\Users\kEecfMwgj\AppData\Local\Microsoft\Windows\PowerShell\M
oduleAnalysisCache

Modified File Access, Write, Read, Create CLEAN

C:\Program
Files\WindowsPowerShell\Modules\PackageManagement\PackageM
anagement.psd1

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\PackageManagement\PackageM
anagement.psm1

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\PackageManagement\PackageM
anagement.cdxml

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\PackageManagement\PackageM
anagement.xaml

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\PackageManagement\PackageM
anagement.ni.dll

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\PackageManagement\PackageM
anagement.dll

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerSh
ellGet.psd1

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\PowerShellGet\PowerShellGet.p
sd1

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\PowerShellGet\PowerShellGet.p
sm1

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\PowerShellGet\PowerShellGet.c
dxml

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\PowerShellGet\PowerShellGet.x
aml

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\PowerShellGet\PowerShellGet.n
i.dll

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\PowerShellGet\PowerShellGet.dll

Accessed File Access CLEAN

C:\Users\kEecfMwgj\Documents\WindowsPowerShell\Modules Accessed File Access CLEAN

C:\Program Files (x86)\WindowsPowerShell\Modules Accessed File Access CLEAN

C:\Program Files (x86)\WindowsPowerShell\Modules\Modules.psd1 Accessed File Access CLEAN

C:\Program Files (x86)\WindowsPowerShell\Modules\Modules.psm1 Accessed File Access CLEAN

C:\Program Files (x86)\WindowsPowerShell\Modules\Modules.cdxml Accessed File Access CLEAN

C:\Program Files (x86)\WindowsPowerShell\Modules\Modules.xaml Accessed File Access CLEAN

C:\Program Files (x86)\WindowsPowerShell\Modules\Modules.ni.dll Accessed File Access CLEAN

C:\Program Files (x86)\WindowsPowerShell\Modules\Modules.dll Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\PackageManagement

Accessed File Access CLEAN

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet Accessed File Access CLEAN
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C:\Program Files
(x86)\WindowsPowerShell\Modules\PackageManagement\1.0.0.1\Pa
ckageManagement.psd1

Accessed File Access, Read CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\PackageManagement\Package
Management.psd1

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\PackageManagement\Package
Management.psm1

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\PackageManagement\Package
Management.cdxml

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\PackageManagement\Package
Management.xaml

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\PackageManagement\Package
Management.ni.dll

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\PackageManagement\Package
Management.dll

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerSh
ellGet.psd1

Accessed File Access, Read CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\en-
US\PowerShellGet.psd1

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\en\Power
ShellGet.psd1

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModul
e.psm1

Accessed File Access, Read CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSGet.Fo
rmat.ps1xml

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSGet.R
esource.psd1

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSGetMo
duleInfo.xml

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\PowerShellGet\PowerShellGet.p
sd1

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\PowerShellGet\PowerShellGet.p
sm1

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\PowerShellGet\PowerShellGet.c
dxml

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\PowerShellGet\PowerShellGet.x
aml

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\PowerShellGet\PowerShellGet.n
i.dll

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\PowerShellGet\PowerShellGet.d
ll

Accessed File Access CLEAN

C:\Windows\system32\WindowsPowerShell\v1.0\Modules Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Modules.psd
1

Accessed File Access CLEAN
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C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Modules.ps
m1

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Modules.cdx
ml

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Modules.xa
ml

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Modules.ni.d
ll

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Modules.dll

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\BitsTransfer

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\CimCmdlets

Accessed File Access CLEAN

C:\Windows\system32\WindowsPowerShell\v1.0\Modules\ISE Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.Archive

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.Diagnostics

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.Host

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.Management

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.ODataUtils

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.Security

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.Utility

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.W
SMan.Management

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\PSDesiredS
tateConfiguration

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\PSDiagnosti
cs

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\PSSchedule
dJob

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Troubleshoo
tingPack

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.Utility\Microsoft.PowerShell.Utility.psd1

Accessed File Access, Read CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.Management\Microsoft.PowerShell.Management.psd1

Accessed File Access, Read CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\BitsTransfer
\BitsTransfer.psd1

Accessed File Access, Read CLEAN
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C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.Management\en-
US\Microsoft.PowerShell.Management.psd1

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.Management\en\Microsoft.PowerShell.Management.psd1

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.Management\PSGetModuleInfo.xml

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.Management\Microsoft.PowerShell.Commands.Manageme
nt.dll

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.Management\Microsoft.PowerShell.Commands.Manageme
nt.dll\Microsoft.PowerShell.Commands.Management.dll

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\Microsoft.PowerShell.Command
s.Management

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\Microsoft.PowerShell.Command
s.Management\Microsoft.PowerShell.Commands.Management.dll

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\Microsoft.PowerShell.Comman
ds.Management

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\Microsoft.PowerShell.Comman
ds.Management\Microsoft.PowerShell.Commands.Management.dll

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.Commands.Management

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.Commands.Management\Microsoft.PowerShell.Command
s.Management.dll

Accessed File Access CLEAN

C:\Users\kEecfMwgj\AppData\Local\Temp\\tmpG646.tmp Sample File Access, Write, Create CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\BitsTransfer
\en-US\BitsTransfer.psd1

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\BitsTransfer
\en\BitsTransfer.psd1

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\BitsTransfer
\BitsTransfer.Format.ps1xml

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\BitsTransfer
\PSGetModuleInfo.xml

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\BitsTransfer
\Microsoft.BackgroundIntelligentTransfer.Management

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\BitsTransfer
\Microsoft.BackgroundIntelligentTransfer.Management.psd1

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\BitsTransfer
\Microsoft.BackgroundIntelligentTransfer.Management.psm1

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\BitsTransfer
\Microsoft.BackgroundIntelligentTransfer.Management.cdxml

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\BitsTransfer
\Microsoft.BackgroundIntelligentTransfer.Management.xaml

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\BitsTransfer
\Microsoft.BackgroundIntelligentTransfer.Management.ni.dll

Accessed File Access CLEAN
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C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\BitsTransfer
\Microsoft.BackgroundIntelligentTransfer.Management.dll

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\BitsTransfer
\Microsoft.BackgroundIntelligentTransfer.Management\Microsoft.Bac
kgroundIntelligentTransfer.Management.psd1

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\BitsTransfer
\Microsoft.BackgroundIntelligentTransfer.Management\Microsoft.Bac
kgroundIntelligentTransfer.Management.psm1

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\BitsTransfer
\Microsoft.BackgroundIntelligentTransfer.Management\Microsoft.Bac
kgroundIntelligentTransfer.Management.cdxml

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\BitsTransfer
\Microsoft.BackgroundIntelligentTransfer.Management\Microsoft.Bac
kgroundIntelligentTransfer.Management.xaml

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\BitsTransfer
\Microsoft.BackgroundIntelligentTransfer.Management\Microsoft.Bac
kgroundIntelligentTransfer.Management.ni.dll

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\Microsoft.BackgroundIntelligentT
ransfer.Management

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\Microsoft.BackgroundIntelligentT
ransfer.Management\Microsoft.BackgroundIntelligentTransfer.Manage
ment.psd1

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\Microsoft.BackgroundIntelligentT
ransfer.Management\Microsoft.BackgroundIntelligentTransfer.Manage
ment.psm1

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\Microsoft.BackgroundIntelligentT
ransfer.Management\Microsoft.BackgroundIntelligentTransfer.Manage
ment.cdxml

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\Microsoft.BackgroundIntelligentT
ransfer.Management\Microsoft.BackgroundIntelligentTransfer.Manage
ment.xaml

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\Microsoft.BackgroundIntelligentT
ransfer.Management\Microsoft.BackgroundIntelligentTransfer.Manage
ment.ni.dll

Accessed File Access CLEAN

C:\Program
Files\WindowsPowerShell\Modules\Microsoft.BackgroundIntelligentT
ransfer.Management\Microsoft.BackgroundIntelligentTransfer.Manage
ment.dll

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\Microsoft.BackgroundIntelligent
Transfer.Management

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\Microsoft.BackgroundIntelligent
Transfer.Management\Microsoft.BackgroundIntelligentTransfer.Mana
gement.psd1

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\Microsoft.BackgroundIntelligent
Transfer.Management\Microsoft.BackgroundIntelligentTransfer.Mana
gement.psm1

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\Microsoft.BackgroundIntelligent
Transfer.Management\Microsoft.BackgroundIntelligentTransfer.Mana
gement.cdxml

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\Microsoft.BackgroundIntelligent
Transfer.Management\Microsoft.BackgroundIntelligentTransfer.Mana
gement.xaml

Accessed File Access CLEAN

C:\Program Files
(x86)\WindowsPowerShell\Modules\Microsoft.BackgroundIntelligent
Transfer.Management\Microsoft.BackgroundIntelligentTransfer.Mana
gement.ni.dll

Accessed File Access CLEAN
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C:\Program Files
(x86)\WindowsPowerShell\Modules\Microsoft.BackgroundIntelligent
Transfer.Management\Microsoft.BackgroundIntelligentTransfer.Mana
gement.dll

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Ba
ckgroundIntelligentTransfer.Management

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Ba
ckgroundIntelligentTransfer.Management\Microsoft.BackgroundIntelli
gentTransfer.Management.psd1

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Ba
ckgroundIntelligentTransfer.Management\Microsoft.BackgroundIntelli
gentTransfer.Management.psm1

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Ba
ckgroundIntelligentTransfer.Management\Microsoft.BackgroundIntelli
gentTransfer.Management.cdxml

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Ba
ckgroundIntelligentTransfer.Management\Microsoft.BackgroundIntelli
gentTransfer.Management.xaml

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Ba
ckgroundIntelligentTransfer.Management\Microsoft.BackgroundIntelli
gentTransfer.Management.ni.dll

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Ba
ckgroundIntelligentTransfer.Management\Microsoft.BackgroundIntelli
gentTransfer.Management.dll

Accessed File Access CLEAN

C:
\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.co
nfig

Accessed File Access CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\CimCmdlet
s\CimCmdlets.psd1

Accessed File Access, Read CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\ISE\ISE.psd1

Accessed File Access, Read CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.Archive\Microsoft.PowerShell.Archive.psd1

Accessed File Access, Read CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.Diagnostics\Microsoft.PowerShell.Diagnostics.psd1

Accessed File Access, Read CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.Host\Microsoft.PowerShell.Host.psd1

Accessed File Access, Read CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.ODataUtils\Microsoft.PowerShell.ODataUtils.psd1

Accessed File Access, Read CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.Po
werShell.Security\Microsoft.PowerShell.Security.psd1

Accessed File Access, Read CLEAN

C:
\Windows\system32\WindowsPowerShell\v1.0\Modules\Microsoft.W
SMan.Management\Microsoft.WSMan.Management.psd1

Accessed File Access, Read CLEAN

zsyzUqlfpBEWVDBDRQl access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

X-Ray Vision for Malware - www.vmray.com 22 / 29



DYNAMIC ANALYSIS REPORT
#7331452

Registry

Registry Key Operations Parent Process Name Verdict

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
AppContext

access
powershell.exe,
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe, powershell.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\.NETFramework access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\.NETFramework\Dbg
JITDebugLaunchSetting

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\.NETFramework\Dbg
ManagedDebugger

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\HARDWARE\DEVICEMAP\Scsi\Scsi Port
0\Scsi Bus 0\Target Id 0\Logical Unit Id 0

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\HARDWARE\Description\System access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\HARDWARE\Description\System\Syste
mBiosVersion

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\HARDWARE\Description\System\VideoB
iosVersion

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Oracle\VirtualBox Guest
Additions

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\VMware, Inc.\VMware Tools access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\HARDWARE\DEVICEMAP\Scsi\Scsi Port
1\Scsi Bus 0\Target Id 0\Logical Unit Id 0

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\HARDWARE\DEVICEMAP\Scsi\Scsi Port
2\Scsi Bus 0\Target Id 0\Logical Unit Id 0

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\Disk\E
num

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\Disk\E
num\0

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Class\{4
D36E968-E325-11CE-BFC1-08002BE10318}\0000

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Class\{4
D36E968-E325-11CE-BFC1-08002BE10318}\0000\DriverDesc

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Class\{4
D36E968-E325-11CE-BFC1-08002BE10318}\0000\Settings

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Class\{4
D36E968-E325-11CE-BFC1-08002BE10318}\0000\Settings\Device
Description

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\WMIDisableCOMSecurity

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_PERFORMANCE_DATA access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe, powershell.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\InstallationType

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\HWRPortReuseOnSocketBind

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\System.Net.ServicePointManager.UseHttpPipeliningAndB
ufferPooling

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\UseHttpPipeliningAndBufferPooling

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

X-Ray Vision for Malware - www.vmray.com 23 / 29



DYNAMIC ANALYSIS REPORT
#7331452

Registry Key Operations Parent Process Name Verdict

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\System.Net.ServicePointManager.UseSafeSynchronousC
lose

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\UseSafeSynchronousClose

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\System.Net.ServicePointManager.UseStrictRfcInterimRe
sponseHandling

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\UseStrictRfcInterimResponseHandling

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\System.Uri.AllowDangerousUnicodeDecompositions

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\AllowDangerousUnicodeDecompositions

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\System.Uri.UseStrictIPv6AddressParsing

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\UseStrictIPv6AddressParsing

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\System.Uri.AllowAllUriEncodingExpansion

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\AllowAllUriEncodingExpansion

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\SchUseStrongCrypto

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\System.Net.ServicePointManager.SchSendAuxRecord

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\SchSendAuxRecord

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\SystemDefaultTlsVersions

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\System.Net.ServicePointManager.RequireCertificateEKUs

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\
v4.0.30319\RequireCertificateEKUs

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Wbem\Scripting access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Wbem\Scripting\Defa
ult Impersonation Level

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\Wbem\Scripting\Defa
ult Namespace

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\Po
werShell\ScriptBlockLogging

access powershell.exe CLEAN

HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\Po
werShell\ScriptBlockLogging

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Sessi
on Manager\Environment

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Sessi
on Manager\Environment\__PSLockdownPolicy

access, read powershell.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\PowerShell\3\PowerS
hellEngine

access powershell.exe CLEAN

HKEY_LOCAL_MACHINE\Software\Microsoft\PowerShell\3\PowerS
hellEngine\ApplicationBase

access, read powershell.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard Time

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard Time\TZI

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard Time\Dynamic
DST

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard
Time\MUI_Display

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard Time\MUI_Std

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard Time\MUI_Dlt

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\SOFTWARE\Martin Prikryl\WinSCP
2\Sessions

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\IncrediMail\Identities access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\RealVNC\
WinVNC4

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\SOFTWARE\Wow6432Node\RealVNC\
WinVNC4

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\RealVNC\vncserver access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\SOFTWARE\RealVNC\vncserver access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\RealVNC\WinVNC4 access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\SOFTWARE\RealVNC\WinVNC4 access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\ORL\WinVNC3 access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\ORL\WinVNC3 access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\TightVNC\Server access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\TightVNC\Server access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_LOCAL_MACHINE\Software\TigerVNC\Server access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\TigerVNC\Server access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\RimArts\B2\Settings access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\DownloadManager\Passwords access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\Qualcomm\Eudora\CommandLi
ne

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\Aerofox\FoxmailPreview access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\Aerofox\Foxmail\V3.1 access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\FTPWare\COREFTP\Sites\Host access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

\HKEY_CURRENT_USERSoftwareFTPWareCOREFTPSitesPort access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

\HKEY_CURRENT_USERSoftwareFTPWareCOREFTPSitesUser access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

\HKEY_CURRENT_USERSoftwareFTPWareCOREFTPSitesPW access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

\HKEY_CURRENT_USERSoftwareFTPWareCOREFTPSitesName access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Office\15.0\Outlook\Pr
ofiles\Outlook\9375CFF0413111d3B88A00104B2A6676

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN
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Process

Process Name Commandline Verdict

HKEY_CURRENT_USER\Software\Microsoft\Windows
NT\CurrentVersion\Windows Messaging
Subsystem\Profiles\Outlook\9375CFF0413111d3B88A00104B2A6676

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Windows Messaging
Subsystem\Profiles\9375CFF0413111d3B88A00104B2A6676

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375CFF0413111d3B88A00104B2A6676

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375CFF0413111d3B88A00104B2A6676\00000001

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375CFF0413111d3B88A00104B2A6676\00000001\Em
ail

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375CFF0413111d3B88A00104B2A6676\00000001\IMA
P Password

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375CFF0413111d3B88A00104B2A6676\00000001\PO
P3 Password

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375CFF0413111d3B88A00104B2A6676\00000001\HT
TP Password

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375CFF0413111d3B88A00104B2A6676\00000001\SM
TP Password

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375CFF0413111d3B88A00104B2A6676\00000002

access
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375CFF0413111d3B88A00104B2A6676\00000002\Em
ail

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375CFF0413111d3B88A00104B2A6676\00000002\IMA
P Password

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375CFF0413111d3B88A00104B2A6676\00000002\PO
P3 Password

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375CFF0413111d3B88A00104B2A6676\00000002\HT
TP Password

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375CFF0413111d3B88A00104B2A6676\00000002\SM
TP Password

access, read
94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f
4554ee87c990.exe

CLEAN

94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c
990.exe

"C:
\Users\kEecfMwgj\Desktop\94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c99
0.exe"

MALICIOUS

94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c
990.exe

"C:
\Users\kEecfMwgj\Desktop\94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c99
0.exe" 

SUSPICIOUS

powershell.exe

"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -
ExclusionPath "C:
\Users\kEecfMwgj\Desktop\94bc5b095176ccf49917563287006f3efd903cac47d48e251f4f4554ee87c99
0.exe"

CLEAN

schtasks.exe
"C:\Windows\System32\schtasks.exe" /Create /TN "Updates\sucEaYWuNda" /XML "C:
\Users\kEecfMwgj\AppData\Local\Temp\tmp4BA9.tmp"

CLEAN
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YARA / AV

YARA (1)

Ruleset Name Rule Name Rule Description File Type File Name Classification Verdict

Malware
AgentTesla_StringDecryptio
n_v3

Agent Tesla v3 string decryption Memory Dump - Spyware 5/5
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ENVIRONMENT

Virtual Machine Information

Platform Information

Anti Virus Information

Software Information

System Information

Name win7_64_sp1_en_mso2016

Description win7_64_sp1_en_mso2016

Architecture x86 64-bit

Operating System Windows 7

Kernel Version 6.1.7601.18741 (2e37f962-d699-492c-aaf3-f9f4e9770b1d)

Network Scheme Name Local Gateway

Network Config Name Local Gateway

Platform Version 4.3.0

Dynamic Engine Version 4.3.0 / 09/20/2021 03:59

Static Engine Version 4.3.0.0 / 2021-09-20 03:00:12

AV Exceptions Version 4.3.0.0 / 2021-09-20 03:00:12

Link Detonation Heuristics Version 4.3.0.4 / 2021-09-16 11:30:34

Signature Trust Store Version 4.3.0.0 / 2021-09-20 03:00:12

VMRay Threat Identifiers Version 4.3.1.7 / 2021-09-22 10:00:51

YARA Built-in Ruleset Version 4.3.0.5

Built-in AV Version AVCORE v2.2 Linux/x86_64 11.0.1.19 (March 15, 2021)

Built-in AV Database Update Release
Date

2021-09-28 08:04:18+00:00

Built-in AV Database Records 10477558

Adobe Acrobat Reader Version Not installed

Microsoft Office 2016

Microsoft Office Version 16.0.4266.1003

Hangul Office Not installed

Hangul Office Version Not installed

Internet Explorer Version 8.0.7601.17514

Chrome Version Not installed

Firefox Version Not installed

Flash Version Not installed

Java Version Not installed

Sample Directory C:\Users\kEecfMwgj\Desktop

Computer Name Q9IATRKPRH

User Domain Q9IATRKPRH
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User Name kEecfMwgj

User Profile C:\Users\kEecfMwgj

Temp Directory C:\Users\KEECFM~1\AppData\Local\Temp

System Root C:\Windows
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