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MALICIOUS Threat Names:

Sample Type

File Name

ID

MD5

SHA1

SHA256

File Size
Report Created

Target Environment

Classifications: Backdoor

NanoCore Mal/Generic-S

Gen:Variant.Cerbu.11615

Verdict Reason: -

Windows Exe (x86-32)

8222127c77b4f83832246e9ce96da7741f1352d a9d 3548ad 8b959b 2e00b54c0d.exe
#969495

4f0f86315b42b8dad8alb430d5ac084a
€50192512d5¢f87ece05a1b3974fccc652effo3b
8222127¢77b4f83832246e9ce96da7741f1352da9d3548ad8h959h2e00b54c0d
1546.50 KB

2021-09-28 15:40 (UTC+2)

winl0_64_th2_en mso02016 | exe
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DYNAMIC ANALYSIS REPORT

#2446868

OVERVIEW

VMRay Threat Identifiers (20 rules, 26 matches)

Score Category Operation Count Classification
YARA Malicious content matched by YARA rules 1 Backdoor

* Rule "NanoCoreRAT" from ruleset "RATs" has matched on a memory dump for (process #5) 8222127¢77b4f83832246e9ce96da7741f1352da9d3548ad8h959h2e00b54c0d.exe.

Antivirus Malicious content was detected by heuristic scan 1 -

« Built-in AV detected a memory dump of (process #5) 8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8h959b2e00b54c0d.exe as "Gen:Variant.Cerbu.11615".

Reputation Known malicious file 1 -

« Reputation analysis labels the sample itself as "Mal/Generic-S".

Reputation Resolves known malicious domain 1 -

« Reputation analysis labels the resolved domain "mec.sytes.net" as "Mal/HTMLGen-A".
Network Connection Performs DNS request for known DDNS domain 1 -

* (Process #5) 8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8hb959b2e00b54c0d.exe resolves host name "mec.sytes.net" of dynamic DNS provider "noip.com”.
Anti Analysis Tries to detect virtual machine 1 -

« Multiple processes are possibly trying to detect a VM via rdtsc.
Injection Writes into the memory of a process started from a created or modified executable 1 -

« (Process #1) 8222127c77b4{83832246e9ce96da7741f1352da9d3548ad8hb959b2e00b54c0d.exe modifies memory of (process #5)
8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8h959b2e00b54c0d.exe.

Injection Modifies control flow of a process started from a created or modified executable 1 -

« (Process #1) 8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8b959b2e00b54c0d.exe alters context of (process #5)
8222127¢77b4f83832246e9ce96da7741f1352da9d3548ad8h959b2e00b54c0d.exe.

Task Scheduling Schedules task 1 -

« Schedules task for command "C:\Users\RDhJOCNFevzX\AppData\Roaming\xErAccEJcQLD.exe", to be triggered by Logon.

“ Mutex Creates mutex 4 -

« (Process #1) 8222127c77b4{83832246e9ce96da7741f1352da9d3548ad8hb959b2e00b54c0d.exe creates mutex with name "Global\.net data provider for sglserver".
« (Process #1) 8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8h959b2e00b54c0d.exe creates mutex with name "ELAIITwngSefilReBsBJLauTa".
« (Process #5) 8222127c77b4{83832246e9ce96da7741f1352da9d3548ad8h959b2e00b54c0d.exe creates mutex with name "Global\{9358a53f-433c-42f5-bd3f- 14ae4da528cf} .

« (Process #5) 8222127c77b4{83832246e9ce96da7741f1352da9d3548ad80h959b2e00b54c0d.exe creates mutex with name "Global\.net clr networking".

“ Hide Tracks Creates process with hidden window 2 -
« (Process #1) 8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8h959b2e00b54c0d.exe starts (process #2) schtasks.exe with a hidden window.

« (Process #1) 8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8hb959b2e00b54c0d.exe starts (process #5)
8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8b959b2e00b54c0d.exe with a hidden window.

“ Obfuscation Reads from memory of another process 1 -

* (Process #1) 8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8h959h2e00b54c0d.exe reads from (process #5)
8222127¢77b4f83832246e9ce96da7741f1352da9d3548ad8h959b2e00b54c0d.exe.
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#2446868

Category Operation Count Classification

Score
“ Obfuscation Creates a page with write and execute permissions 1 -

« (Process #1) 8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8h959b2e00b54c0d.exe allocates a page in a foreign process with "PAGE_EXECUTE_READWRITE" permissions,
often used to dynamically unpack code.

Privilege Escalation Enables process privilege 2 -

« (Process #1) 8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8h959b2e00b54c0d.exe enables process privilege "SeDebugPrivilege".

« (Process #5) 8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8h959b2e00b54c0d.exe enables process privilege "SeDebugPrivilege".
Discovery Reads system data 1 -

« (Process #5) 8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8h959b2e00b54c0d.exe reads the cryptographic machine GUID from registry.

« (Process #5) 8222127c77b4{83832246e9ce96da7741f1352da9d3548ad8hb959b2e00b54c0d.exe enumerates running processes.

Network Connection Performs DNS request 1 -
« (Process #5) 8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8b959b2e00b54c0d.exe resolves host name "mec.sytes.net" to IP "194.5.97.210".
Network Connection Connects to remote host 2 -

“ Discovery Enumerates running processes 1 -

« (Process #5) 8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8h959b2e00b54c0d.exe accepts an incoming TCP connection from host *194.5.97.210:3259".

« (Process #5) 8222127c77b4{83832246e9ce96da7741f1352da9d3548ad8h959b2e00b54c0d.exe opens an outgoing TCP connection to host *194.5.97.210:3259".

Network Connection Tries to connect using an uncommon port 1 -

« (Process #5) 8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8b959b2e00b54c0d.exe tries to connect to TCP port 3259 at 194.5.97.210.

Execution Executes itself 1 -

« (Process #1) 8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8b959b2e00b54c0d.exe executes a copy of the sample at C:
\Users\RDhJOCNFevzX\Desktop\8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8b959h2e00b54c0d.exe.
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Mitre ATT&CK Matrix

Initial Access Execution
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Task
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Software
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Command

and Control Lnpack

Collection Exfiltration

#T1065
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Sample Information

ID #969495

MD5 4f0f86315b42b8dad8alb4a30d5ac084a

SHA1L e50192512d5cf87ece05a1b3974fccc652effo3b

SHA256 8222127c77h4f83832246e9ce96da7741f1352da9d3548ad8h959b2e00b54c0d

SSDeep 12288:jfuyM IL4xqD GHF3rzbMfOhVr0l1hwd3o+VINMzh4FmKinjIRsjr:HMy2YqgfOL4ahwdYEnMzhE
ImpHash f34d5f2d4577ed6d9ceec516c1f5a744

File Name 8222127¢77b4f83832246e9ce96da7741f1352da9d3548ad8h959b2e00b54c0d.exe

File Size 1546.50 KB

Sample Type Windows Exe (x86-32)

Has Macros \/

Analysis Information

Creation Time 2021-09-28 15:40 (UTC+2)
Analysis Duration 00:04:00

Termination Reason Timeout

Number of Monitored Processes 8

Execution Successful

Reputation Enabled

WHOIS Enabled

Built-in AV Enabled

False

v
v
v

Built-in AV Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
Number of AV Matches 1

YARA Enabled \/

YARA Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
Number of YARA Matches 1
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NETWORK

General

0 bytes total sent

0 bytes total received

1 ports 3259

2 contacted IP addresses
0 URLs extracted

0 files downloaded

0 malicious hosts detected

DNS

1 DNS requests for 1 domains
1 nameservers contacted

0 total requests returned errors

HTTPIS

0 URLs contacted, O servers

0 sessions, 0 bytes sent, 0 bytes received

DNS Requests

Type Hostname Response Code Resolved IPs CNames Verdict

A mec.sytes.net NoError 194.5.97.210
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BEHAVIOR

Process Graph

Child Process

Child Process

\/

\

Child Process

Created Scheduled Job >
Child Process

Modify Memory

#1
St S 8222127¢77b483832246€9ce960a774111352da9d3548ad8h959b2e00b54c0d.exe S CoTo
Modify Control Flow

#5
8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8b959b2e00b54c0d.exe

Child Process
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Process #1: 8222127c77b4183832246e9ce96da7741f1352da9d3548ad8b959b2e00b54c0d.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time

Unmonitor End Time

c:\users\rdhjOcnfevzx\desktop\8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8h959b2e00b54c0d.exe
"C:\Users\RDhJOCNFevzX\Desktop\8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8h959h2e00b54c0d.exe”
C:\Users\RDhJOCNFevzX\Desktop\

Start Time: 71603, Reason: Analysis Target

End Time: 199023, Reason: Terminated

Monitor duration 127.42s
Return Code 0

PID 2800
Parent PID 1636
Bitness 32 Bit
Dropped Files (2)

File Name File Size SHA256 YARA Match
C:\Users\RDhJOCNFevzX\AppData\Roaming\xErAccEJcQLD .exe 1546.50 KB 2253327077b4f8383224699ce%daﬂmﬁ1352dagd3548ad8b959b2600b x
C:\Users\RDhJOCNFevzX\AppData\Local\Temp\tmp2010.tmp 1.61KB (3)2§84672d7749c d90a1600e022350216a31bd37819583022963441¢f10 x

Host Behavior

Type Count
System 8
Module 25
Window 6
Registry 17
Mutex 43
Process 2
File 33
- 3
- 7
User 1

X-Ray Vision for Malware - www.vmray.com 10/ 24
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#2446868

Process #2: schtasks.exe

ID 2

File Name c:\windows\syswow64\schtasks.exe
Command Line "C:\Windows\System32\schtasks.exe" /Create /TN "Updates\xErAccEJcQLD" /XML "C:\Users\RDhJOCNFevzX\AppData\Local\Temp\tmp2010.tmp"
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 175406, Reason: Child Process
Unmonitor End Time End Time: 196681, Reason: Terminated
Monitor duration 21.27s

Return Code 0

PID 4808

Parent PID 2800

Bitness 32 Bit

Host Behavior

Type Count
Module 3
COM 1
File 10
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Process #4: svchost.exe

ID 4

File Name c:\windows\system32\svchost.exe

Command Line C:\Windows\system32\svchost.exe -k netsvcs
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 194224, Reason: Created Scheduled Job
Unmonitor End Time End Time: 311653, Reason: Terminated by Timeout
Monitor duration 117.43s

Return Code Unknown

PID 836

Parent PID 532

Bitness 64 Bit
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Process #5: 8222127¢c77b4183832246e9ce96da7741f1352da9d3548ad8b959b2e00b54c0d.exe

ID 5

File Name c:\users\rdhjOcnfevzx\desktop\8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8h959b2e00b54c0d.exe
Command Line "{path}"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 195940, Reason: Child Process
Unmonitor End Time End Time: 223487, Reason: Terminated
Monitor duration 27.55s

Return Code 1073807364

PID 2472

Parent PID 2800

Bitness 32 Bit

Injection Information (6)

Injection Type Source Process Source | Target TID Address | Name Size Success Count

#l:c:
\users\rdhjOcnfevzx\desktop
Modify Memory \8222127c77hb483832246€9 0x600 0x400000(4194304) 0x200 \/ 1
ce96da7741f1352da9d3548a
d8h959h2e00b54c0d.exe

#1.c:
\users\rdhjOcnfevzx\desktop
Modify Memory \8222127c77b4f83832246€9 0x600 0x402000(4202496) 0x1c800 \/ 1
ce96da7741f1352da9d3548a
d8b959b2e00b54c0d.exe

#1:c:
\users\rdhjOcnfevzx\desktop
Modify Memory \8222127c77b4f83832246e9 0x600 0x420000(4325376) 0x200 J 1
ce96da7741f1352da9d3548a
d8b959h2e00b54c0d.exe

#1:c:
\users\rdhjOcnfevzx\desktop
Modify Memory \8222127c77b4{83832246€9 0x600 0x422000(4333568) 0x15e00 \/ 1
ce96da7741f1352da9d3548a
d8b959h2e00b54c0d.exe

#l.c:
\users\rdhjOcnfevzx\desktop
Modify Memory \8222127c77hb483832246€9 0x600 0x386008(3694600) Ox4 \/ 1
ce96da7741f1352da9d3548a
d8h959h2e00b54c0d.exe

#l.c:
\users\rdhjOcnfevzx\desktop
Modify Control Flow \8222127¢c77b4f83832246€9 0x600 / Oxce0 - \/ 1
ce96da7741f1352da9d3548a
d8h959b2e00b54c0d.exe

Dropped Files (2)

File Name File Size SHA256 YARA Match

C:
\Users\RDhJOCNFevzX\AppData\R0aming\03845CB8-7441-4A2F-8C 8 bytes
OF-C90408AF5778\run.dat

5d83dbb5913fdf20100349066ec06a422feced21773dd30d3628d1a3ale5 x
d370

c:

\U' sers\RDhJOCNFevzX\AppData\R0aming\03845C B8- 7441-4A2F-8C 8 bytes 3c099e8a656f6d63978ech6dd8d4c8eacdb689bb2f748314550dc 78a05f3 x

OF-C90408AF5778\settings.bin 0d95
Host Behavior

Type Count
System 275
Module 12
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Type Count
Window 14
Registry 26
Mutex 24
Process 29
File 48
User 4
Keyboard 30

Network Behavior

Type Count
DNS 1
TCP 1
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Process #7: svchost.exe

ID 7

File Name c:\windows\system32\svchost.exe

Command Line C:\Windows\system32\svchost.exe -k netsvcs
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 255796, Reason: Created Scheduled Job
Unmonitor End Time End Time: 311653, Reason: Terminated by Timeout
Monitor duration 55.86s

Return Code Unknown

PID 864

Parent PID 528

Bitness 64 Bit
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Process #8: taskhostw.exe

ID 8

File Name c:\windows\system32\taskhostw.exe
Command Line taskhostw.exe SYSTEM

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 284610, Reason: Child Process
Unmonitor End Time End Time: 311653, Reason: Terminated by Timeout
Monitor duration 27.04s

Return Code Unknown

PID 1140

Parent PID 864

Bitness 64 Bit
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Process #10: sihost.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

10

c:\windows\system32\sihost.exe

sihost.exe

C:\Windows\system32\

Start Time: 292687, Reason: Child Process

End Time: 311653, Reason: Terminated by Timeout
18.97s

Unknown

1416

864

64 Bit
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DYNAMIC ANALYSIS REPORT

#2446868

17 /24



Process #11: taskhostw.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

11

c:\windows\system32\taskhostw.exe

taskhostw.exe

C:\Windows\system32\

Start Time: 297954, Reason: Child Process

End Time: 311653, Reason: Terminated by Timeout
13.70s

Unknown

1524

864

64 Bit
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ARTIFACTS

DYNAMIC ANALYSIS REPORT

#2446868

File
SHA256 File Names Category File Size MIME Type Operations Verdict
C:
\Users\RDhJOCNFevzX\Desktop\822
8222127c77b4f83832246e9c  2127c77b4f83832246e9ced6dar741f13 application/
€96da7741f1352da0d3548ad  520a00i3548ad8b959b2¢00b54c0d.exe,  Sample File 1546.50 KB vnd.microsoft portable- Write, Read, Create, Access
8b959h2e00b54c0d C: executable
\Users\RDhJOCNFevzX\AppData\Ro
aming\XErAccEJcQLD .exe
c:
5d83dbb5913fdf2010034906 N
6ec06a422feced21773dd30d \Usvers\RDhJOCNFesz\AppDala\Ro Dropped File 8 bytes application/octet-stream Write, Create, Access
3628d1a3a1e5d370 aming\03845CB8-7441-4A2F-8COF-
C90408AF5778\run.dat
C:
3c099e8a656f6d63978ech6d
d8d4c8eacdb689bh2f748314 \Us}ers\})Rggrng CNFevzX\AppDataiRo Dropped File 8 bytes application/octet-stream Write, Create, Access
550dc78a05f30d95 aming B8-7441-4A2F-8COF-
C90408AF5778\settings.bin
0ff264e72d7749cd90a16b0e C: Create. Read, Delete. Write.
022350a16a31hdf378195830  \Users\RDhJOCNFevzX\AppDatalloc  Dropped File 161KB textixml prebudinn vrite,
22963441cf103e30 al\Temp\tmp2010.tmp
Filename
File Name Category Operations
System Paging File Accessed File Access CLEAN
C:
\Windows\Microsoft. NET\Framework\v2.0.50727\Config\machine.co Accessed File Read, Access CLEAN
nfig
c:

\Users\R DhJOCNFevzX\Desktop\8222127c77b4f83832246e9ce96da7 Accessed File CLEAN

7411352da9d3548ad8b959b2e00b54c0d.config

Access

C:\Users\RDhJOCNFevzX\AppData\Roaming\xErAccEJcQLD .exe Sample File Write, Create, Access CLEAN
C:

\Users\RDhJOCNFevzX\Desktop\8222127c77b4f83832246e9ce96da7 Sample File Read, Access CLEAN
7411352da9d3548ad8b959b2e00b54c0d.exe

C:\Users\RDhJOCNFevzX\AppData\Local\Temp\tmp2010.tmp Dropped File gcrigtsz Read, Delete, Write, CLEAN
C:\Windows\SysWOW 64\schtasks.exe Accessed File Access CLEAN

C:
\Users\RDhJOCNFevzX\AppData\R0aming\03845C B8- 7441-4A2F-8C
OF-C90408AF5778

Accessed File Create, Access CLEAN

C:\Users\RDhJOCNFevzX\AppData\Roaming Accessed File Access CLEAN
C:\Users\RDhJOCNFevzX\AppData Accessed File Access CLEAN
C:\Users\RDhJOCNFevzX Accessed File Access CLEAN
C:\Users Accessed File Access CLEAN
c:

\Users\R DhJOCNFevzX\AppData\Roaming\03845C B8-7441-4A2F-8C CLEAN

OF-C90408AF5778\run.dat

Dropped File Write, Create, Access

C:
\Users\RDhJOCNFevzX\AppData\R0aming\03845C B8- 7441-4A2F-8C
OF-C90408AF5778\Exceptions\1.2.2.0

Accessed File Access CLEAN

C:
\Users\RDhJOCNFevzX\AppData\R0oaming\03845C B8- 7441-4A2F-8C
OF-C90408AF5778\catalog.dat

Accessed File Access CLEAN

C:
\Users\RDhJOCNFevzX\AppData\R0aming\03845C B8- 7441-4A2F-8C
OF-C90408AF5778\storage.dat

Accessed File Access CLEAN

C:
\Users\RDhJOCNFevzX\AppData\Roaming\03845C B8- 7441-4A2F-8C
OF-C90408AF5778\settings.bin

Write, Create, Access CLEAN

<
1)
=
=3

Dropped File

X-Ray Vision for Malware - www.vmray.com 19/24



File Name

C:
\Users\RDhJOCNFevzX\AppData\R0aming\03845C B8- 7441-4A2F-8C
OF-C90408AF5778\settings.bak

C:
\Users\RDhJOCNFevzX\AppData\R0aming\03845C B8- 7441-4A2F-8C
OF-C90408AF5778\Logs\RDhJOCNFevzX

C:
\Users\RDhJOCNFevzX\AppData\R0aming\03845C B8- 7441-4A2F-8C
OF-C90408AF5778\Logs

Category

Accessed File

Accessed File

Accessed File

Domain

Domain IP Address
mec.sytes.net 194.5.97.210

IP

IP Address Domains
194.5.97.210 mec.sytes.net
8.8.8.8 R

Mutex

Name Operations
Global\.net data provider for sqlserver access
ELAIITwngSefilReBsBJLauTa access
Global\{9358a53f-433c-42f5-bd3f- 14ae4da528cf} access
Global\.net clr networking access
Registry

Registry Key Operations
HKEY_LOCAL_MACHINE\Software\Microsoft.NETFramework access
HKEY_LOCAL_MACHINE\Software\Microsoft.NETFramework\Dbg

read, access

JITDebuglLaunchSetting

HKEY_LOCAL_MACHINE\Software\Microsoft.NETFramework\Dbg
ManagedDebugger

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.N
ET Data Provider for SglServer\Performance

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.N
ET Data Provider for SqlServer\Performance\Library

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.N
ET Data Provider for SglServer\Performance\lsMultiinstance

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.N
ET Data Provider for SqlServer\Performance\First Counter

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.net
data provider for sglserver\Performance

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.net
data provider for sglserver\Performance\CategoryOptions

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.net
data provider for sglserver\Performance\FileMappingSize

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.net
data provider for sglserver\Performance\Counter Names

HKEY_PERFORMANCE_DATA

read, access

access

read, access

read, access

read, access

access

read, access

read, access

read, access

access

DYNAMIC ANALYSIS REPORT

Operations

Delete, Access

Create, Access

Create, Access

Country Protocols
- DNS
Country Protocols
Netherlands DNS, TCP
- UDP, DNS

Parent Process Name

8222127c77h4f83832246e9ce96da7741f1352da9d3548ad8b
959b2e00b54c0d.exe

8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8h
959b2e00b54c0d.exe

8222127¢77h4f83832246e9ce96da7741f1352da9d3548ad8b
959b2e00b54c0d.exe

8222127¢c77b4f83832246e9ce96da7741f1352da9d3548ad8h
959b2e00b54c0d.exe

Parent Process Name

8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8h
959b2e00b54c0d.exe

8222127c77h4f83832246e9ce96da7741f1352da9d3548ad8b
959b2e00b54c0d.exe

8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8h
959b2e00b54c0d.exe

8222127¢77h4f83832246e9ce96da7741f1352da9d3548ad8b
959b2e00b54c0d.exe

8222127¢77b4f83832246e9ce96da7741f1352da9d3548ad8h
959b2e00b54c0d.exe

8222127¢77h4f83832246e9ce96da7741f1352da9d3548ad8b
959b2e00b54c0d.exe

8222127¢77b4f83832246e9ce96da7741f1352da9d3548ad8h
959b2e00b54c0d.exe

8222127¢77h4f83832246e9ce96da7741f1352da9d3548ad8b
959b2e00b54c0d.exe

8222127¢77b4f83832246e9ce96da7741f1352da9d3548ad8h
959b2e00b54c0d.exe

8222127¢77h4f83832246e9ce96da7741f1352da9d3548ad8b
959b2e00b54c0d.exe

8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8h
959b2e00b54c0d.exe

8222127¢77h4f83832246e9ce96da7741f1352da9d3548ad8b
959b2e00b54c0d.exe
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Verdict

CLEAN

CLEAN

CLEAN

Verdict

MALICIOUS

Verdict

CLEAN

CLEAN

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

20/ 24



DYNAMIC ANALYSIS REPORT

#2446868

Registry Key Operations Parent Process Name Verdict

. 8222127c77h4f83832246e9ce96da7741f1352da9d3548ad8b _
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Cryptography access 959h2600b54c0d.exe CLEAN
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Ma read. access 8222127¢77b4f83832246e9ce96da7741f1352da9d3548ad8b
chineGuid ’ 959b2e00b54c0d.exe
HKEY_LOCAL_MACHINE\Software\Microsoftt\Windows\CurrentVer access 8222127¢77h4f83832246e9ce96da7741f1352da9d3548ad8h
sion\Policies\System 959b2e00b54c0d.exe
HKEY_LOCAL_MACHINE\Software\Microsoftt\Windows\CurrentVer read. access 8222127¢77b4f83832246e9ce96da7741f1352da9d3548ad8b
sion\Policies\System\EnableLUA ! 959h2e00b54c0d.exe
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows access 8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8b
NT\CurrentVersion 959b2e00b54c0d.exe
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows read. access 8222127¢77b4f83832246e9ce96da7741f1352da9d3548ad8b
NT\CurrentVersion\InstallationType ! 959h2e00b54c0d.exe
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.N access 8222127c77b4f83832246e9ce96da7741f1352da9d3548ad8b
ET CLR Networking\Performance 959b2e00b54c0d.exe
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.N read. access 8222127¢77b4f83832246e9ce96da7741f1352da9d3548ad8b
ET CLR Networking\Performance\Library ! 959h2e00b54c0d.exe
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.N read. access 8222127c77h4f83832246e9ce96da7741f1352da9d3548ad8b
ET CLR Networking\Performance\lsMultiinstance ! 959b2e00b54c0d.exe
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.N read. access 8222127¢77b4f83832246e9ce96da7741f1352da9d3548ad8b
ET CLR Networking\Performance\First Counter ! 959h2e00b54c0d.exe
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.net access 8222127c77h4f83832246e9ce96da7741f1352da9d3548ad8b
clr networking\Performance 959b2e00b54c0d.exe
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.net read. access 8222127¢77b4f83832246e9ce96da7741f1352da9d3548ad8b
clr networking\Performance\CategoryOptions ! 959b2e00b54c0d.exe
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.net read. access 8222127c77h4f83832246e9ce96da7741f1352da9d3548ad8b
clr networking\Performance\FileMappingSize ! 959b2e00b54c0d.exe
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\.net read. access 8222127¢77b4f83832246e9ce96da7741f1352da9d3548ad8b
clr networking\Performance\Counter Names ! 959b2e00b54c0d.exe
Process
Process Name Commandline Verdict

"C:
S0z 2 TCTTbAT3832246000e960aT7411135202903548a080959020000\ Jsers\RDNIOCN FevzX\Deskiop\8222127c7 7hafB38322469ce06da7 741113520a903548a086959h260 MALICIOUS
’ 0b54c0d.exe"

8222127¢77h4f83832246e9ce96da7741f1352da9d3548ad8h959b2e00b “{path}” MALICIOUS

54c0d.exe

"C:\Windows\System32\schtasks.exe" /Create /TN "Updates\xErAccEJcQLD" /XML "C:

schtasks.exe \Users\RDhJOCNFevzX\AppData\Local\Temp\tmp2010.tmp"

svchost.exe C:\Windows\system32\svchost.exe -k netsvcs CLEAN

taskhostw.exe taskhostw.exe SYSTEM CLEAN

sihost.exe sihost.exe CLEAN

taskhostw.exe taskhostw.exe CLEAN
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YARA | AV

YARA (1)
Ruleset Name Rule Name Rule Description File Type File Name Classification Verdict
RATs NanoCoreRAT NanoCore RAT Memory Dump - Backdoor 5/5

Antivirus (1)

File Type Threat Name File Name Verdict

Memory Dump Gen:Variant.Cerbu.11615 - MALICIOUS
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ENVIRONMENT

Virtual Machine Information

Name winl0_64 th2_en_mso02016

Description winl0_64_th2_en mso02016

Architecture x86 64-bit

Operating System Windows 10 Threshold 2

Kernel Version 10.0.10586.0 (0de6dc23-8e19-4bb7-8608-d54bhle6fa379)
Network Scheme Name Local Gateway

Network Config Name Local Gateway

Platform Information

Platform Version 430

Dynamic Engine Version 4.3.0/09/20/2021 03:59
Static Engine Version 4.3.0.0/2021-09-20 03:00:12
AV Exceptions Version 4.3.0.0/ 2021-09-20 03:00:12
Link Detonation Heuristics Version 4.3.0.4/2021-09-16 11:30:34
Signature Trust Store Version 4.3.0.0/ 2021-09-20 03:00:12
VMRay Threat Identifiers Version 4.3.1.7 ] 2021-09-22 10:00:51
YARA Built-in Ruleset Version 4.3.0.5

Anti Virus Information

Built-in AV Version AVCORE v2.2 Linux/x86_64 11.0.1.19 (March 15, 2021)

Built-in AV Database Update Release

Date 2021-09-28 08:04:18+00:00

Built-in AV Database Records 10477558

Software Information

Adobe Acrobat Reader Version Not installed
Microsoft Office 2016
Microsoft Office Version 16.0.4266.1003
Hangul Office Not installed
Hangul Office Version Not installed
Internet Explorer Version 11.0.10586.0
Chrome Version Not installed
Firefox Version Not installed
Flash Version Not installed
Java Version Not installed

System Information

Sample Directory C:\Users\RDhJOCNFevzX\Desktop
Computer Name XC64ZB
User Domain XC64zB
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User Name RDhJOCNFevzX

User Profile C:\Users\RDhJOCNFevzX

Temp Directory C:\Users\RDHJOC~1\AppData\Local\Temp
System Root C:\Windows
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