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MALICIOUS Threat Names:

Sample Type

File Name

ID

MD5

SHAL

SHA256

File Size
Report Created

Target Environment

Classifications: Spyware Downloader

Trojan.GenericKkD.33943728

Verdict Reason: -

Windows Exe (x86-32)
51883d0e9ac65bb1850ce0f0a668df2a03e16bbh9500be5a6ca54f 8ff02154506.exe
#2782149

c1258ce5cdc59be3cf83f8de7a42e899
7097454adeef597a9f06839b68be559827d1ed42
51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5abcas4f8ff02154506

541.00 KB

2021-09-28 09:45 (UTC+2)

winl0_64_th2_en mso02016 | exe
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DYNAMIC ANALYSIS REPORT

#7330017

OVERVIEW

VMRay Threat Identifiers (13 rules, 73 matches)

Score

5/5

5/5

Category Operation Count Classification
YARA Malicious content matched by YARA rules 1 Spyware

* Rule "Raccoon_1_7_2"from ruleset "Malware" has matched on a memory dump for (process #1) 51883d0e9ac65bb1850ce0f0a668df2a03e16bh9500be5abeas4f8ff02154506.exe.
Data Collection Tries to read cached credentials of various applications 1 Spyware

« Tries to read sensitive data of: Internet Explorer / Edge, The Bat!, Microsoft Outlook, Internet Explorer, Exodus Cryptocurrency Wallet.

Antivirus Malicious content was detected by heuristic scan 3 -

« Built-in AV detected the sample itself as "Gen:Variant.Ulise.303789".
« Built-in AV detected the downloaded file C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\pB4pD 1I1B4sD3.zip as "Trojan.GenericKD.33943728".
« Built-in AV detected a memory dump of (process #1) 51883d0e9ac65bb1850ce0f0a668df2a03e16hhb9500be5a6ca54f8ff02154506.exe as "Generic.Andromeda.9525175B".

Data Collection Reads cryptocurrency wallet locations 1 -
« (Process #1) 51883d0e9ac65bb1850ce0f0a668df2a03e16bh9500be5a6ca54f8ff02154506.exe tries to read the cryptocurrency wallet "Exodus Cryptocurrency Wallet".
Data Collection Reads sensitive mail data 2 -

« (Process #1) 51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5abca54f8ff02154506.exe tries to read sensitive data of mail application "The Bat!" by file.

« (Process #1) 51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5abca54f8ff02154506.exe tries to read sensitive data of mail application "Microsoft Outlook™ by registry.
Data Collection Reads sensitive browser data 3 -

* (Process #1) 51883d0e9ac65bbh1850ce0f0a668df2a03e16bb9500be5Sa6eas4f8f02154506.exe tries to read sensitive data of web browser “Internet Explorer / Edge” by file.
« (Process #1) 51883d0e9ac65bh1850ce0f0a668df2a03e16bb9500be5Sa6ea54f8ff02154506.exe tries to read sensitive data of web browser "Internet Explorer / Edge” by registry.

* (Process #1) 51883d0e9ac65bbh1850ce0f0a668df2a03e16bb9500be5abea548ff02154506.exe tries to read credentials of web browser "Internet Explorer” by reading from the system's
credential vault.

Mutex Creates mutex 1 -
« (Process #1) 51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ca54f8ff02154506.exe creates mutex with name "RDhJOCNFevzX5L1M3_noturbusiness".
Discovery Reads system data 1 -
« (Process #1) 51883d0e9ac65bh1850ce0f0a668df2a03e16bb9500be5abca54f8ff02154506.exe reads the cryptographic machine GUID from registry.

Hide Tracks Creates process with hidden window 1 -
* (Process #1) 51883d0e9ac65bh1850ce0f0a668df2a03e16bb9500be5abcas48ff02154506.exe starts (process #3) cmd.exe with a hidden window.

Network Connection Downloads file 1 -

« (Process #1) 51883d0e9ac65bb1850ce0f0a668df2a03e16bh9500be5a6ca54f8ff02154506.exe downloads file via http from 185.138.164.150/1/f/GpFGKXwB3dP17Spz 7px7/
d082c8d141c843f3129d957ae6ab7a06c08e268a.

Network Connection Downloads executable 1 Downloader

« (Process #1) 51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5abca54f8ff02154506.exe downloads executable via http from 185.138.164.150//1/f/
GpFGKXwB3dP17Spz7px7/3a54e479ccf0529024529dbf058ae420212b0cOf.

Obfuscation Resolves API functions dynamically 1 -

* (Process #1) 51883d0e9ac65bbh1850ce0f0a668df2a03e16bb9500be5abca54f8ff02154506.exe resolves 266 API functions by name.
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Score Category Operation Count Classification

Execution Drops PE file 56
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« Drops file nssdom3.dll.

« Drops file pridap60.dil.

« Drops file gipcap.dll.

« Drops file softokn3.dll.

« Drops file ucrtbase.dll.

« Drops file veruntime140.dll.

« Drops file AccessibleHandler.dll.

« Drops file AccessibleMarshal.dll.

« Drops file breakpadinjector.dll.

« Drops file freebl3.dll.

« Drops file IA2Marshal.dll.

« Drops file Idap60.dll.

* Drops file Idif60.dll.

« Drops file Igpllibs.dil.

« Drops file libEGL.dII.

« Drops file MapiProxy.dll.

« Drops file mozglue.dil.

« Drops file mozMapi32.dll.

« Drops file msvcp140.dil.

« Drops file nss3.dll.

« Drops file nssckbi.dll.

« Drops file api-ms-win-core-namedpipe-|1-1-0.dil.
« Drops file api-ms-win-core-processenvironment-11-1-0.dll.
« Drops file api-ms-win-core-processthreads-11-1-0.dll.
« Drops file api-ms-win-core-processthreads-11-1-1.dll.
« Drops file api-ms-win-core-profile-11-1-0.dll.

« Drops file api-ms-win-core-rtlsupport-11-1-0.dll.

« Drops file api-ms-win-core-string-11-1-0.dll.

« Drops file api-ms-win-core-synch-11-1-0.dll.

« Drops file api-ms-win-core-synch-11-2-0.dll.

« Drops file api-ms-win-core-sysinfo-11-1-0.dll.

« Drops file api-ms-win-core-timezone-11-1-0.dIl.

« Drops file api-ms-win-core-util-11-1-0.dll.

« Drops file api-ms-win-crt-conio-11-1-0.dll.

« Drops file api-ms-win-crt-convert-11-1-0.dll.

« Drops file api-ms-win-crt-environment-11-1-0.dll.
« Drops file api-ms-win-crt-filesystem-11-1-0.dll.

« Drops file api-ms-win-crt-heap-11-1-0.dll.

« Drops file api-ms-win-crt-locale-11-1-0.dll.

« Drops file api-ms-win-crt-math-11-1-0.dll.

« Drops file api-ms-win-crt-multibyte-11-1-0.dll.

« Drops file api-ms-win-crt-private-11-1-0.dll.

« Drops file api-ms-win-crt-process-11-1-0.dll.

« Drops file api-ms-win-crt-runtime-11-1-0.dll.

« Drops file api-ms-win-crt-stdio-11-1-0.dll.

« Drops file api-ms-win-crt-string-11-1-0.dll.

« Drops file api-ms-win-crt-time-11-1-0.dll.

« Drops file api-ms-win-crt-utility-11-1-0.dll.

« Drops file api-ms-win-core-file-11-2-0.dll.

« Drops file api-ms-win-core-file-12-1-0.dll.

« Drops file api-ms-win-core-handle-11-1-0.dll.

« Drops file api-ms-win-core-heap-11-1-0.dll.

« Drops file api-ms-win-core-interlocked-11-1-0.dll.
« Drops file api-ms-win-core-libraryloader-11-1-0.dll.
« Drops file api-ms-win-core-localization-11-2-0.dll.

« Drops file api-ms-win-core-memory-11-1-0.dll.
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_ Trusted Known clean file 57
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» Embedded file "nssdbm3.dll" is a known clean file.

« Embedded file "prldap60.dll" is a known clean file.

« Embedded file "gipcap.dil" is a known clean file.

» Embedded file "softokn3.dIl" is a known clean file.

» Embedded file "ucrtbase.dll" is a known clean file.

* Embedded file "vcruntime140.dil" is a known clean file.

» Embedded file "AccessibleHandler.dll" is a known clean file.

* Embedded file "AccessibleMarshal.dll" is a known clean file.

« Embedded file "breakpadinjector.dll” is a known clean file.

» Embedded file "freebl3.dll" is a known clean file.

* Embedded file "IA2Marshal.dIl" is a known clean file.

* Embedded file “Idap60.dll" is a known clean file.

« Embedded file "Idif60.dll" is a known clean file.

» Embedded file "Igpllibs.dll" is a known clean file.

* Embedded file "libEGL.dII" is a known clean file.

« Embedded file "MapiProxy.dll" is a known clean file.

« Embedded file "mozglue.dll" is a known clean file.

« Embedded file "mozMapi32.dil" is a known clean file.

« Embedded file "msvcp140.dil" is a known clean file.

* Embedded file "nss3.dIl" is a known clean file.

« Embedded file "nssckbi.dll" is a known clean file.

« Embedded file "api-ms-win-core-namedpipe-11-1-0.dll" is a known clean file.
* Embedded file "api-ms-win-core-processenvironment-11-1-0.dll" is a known clean file.
* Embedded file "api-ms-win-core-processthreads-11-1-0.dll" is a known clean file.
« Embedded file "api-ms-win-core-processthreads-11-1-1.dll" is a known clean file.
« Embedded file "api-ms-win-core-profile-11-1-0.dll" is a known clean file.

» Embedded file "api-ms-win-core-rtlsupport-11-1-0.dil" is a known clean file.

» Embedded file "api-ms-win-core-string-11-1-0.dll" is a known clean file.

» Embedded file "api-ms-win-core-synch-11-1-0.dll" is a known clean file.

« Embedded file "api-ms-win-core-synch-11-2-0.dll" is a known clean file.

« Embedded file "api-ms-win-core-sysinfo-11-1-0.dll" is a known clean file.

« Embedded file "api-ms-win-core-timezone-11-1-0.dll" is a known clean file.

« Embedded file "api-ms-win-core-util-11-1-0.dll" is a known clean file.

« Embedded file "api-ms-win-crt-conio-11-1-0.dll" is a known clean file.

« Embedded file "api-ms-win-crt-convert-11-1-0.dll" is a known clean file.

« Embedded file "api-ms-win-crt-environment-11-1-0.dll" is a known clean file.
* Embedded file "api-ms-win-crt-filesystem-11-1-0.dll" is a known clean file.

* Embedded file "api-ms-win-crt-heap-11-1-0.dll" is a known clean file.

* Embedded file "api-ms-win-crt-locale-11-1-0.dIl" is a known clean file.

« Embedded file "api-ms-win-crt-math-11-1-0.dll" is a known clean file.

» Embedded file "api-ms-win-crt-multibyte-11-1-0.dll" is a known clean file.

» Embedded file "api-ms-win-crt-private-11-1-0.dll" is a known clean file.

» Embedded file "api-ms-win-crt-process-11-1-0.dll" is a known clean file.

« Embedded file "api-ms-win-crt-runtime-11-1-0.dll" is a known clean file.

« Embedded file "api-ms-win-crt-stdio-11-1-0.dll" is a known clean file.

« Embedded file "api-ms-win-crt-string-11-1-0.dll" is a known clean file.

« Embedded file "api-ms-win-crt-time-11-1-0.dll" is a known clean file.

« Embedded file "api-ms-win-crt-utility-11-1-0.dll" is a known clean file.

« Embedded file "api-ms-win-core-file-11-2-0.dll" is a known clean file.

« Embedded file "api-ms-win-core-file-12-1-0.dll" is a known clean file.

« Embedded file "api-ms-win-core-handle-11-1-0.dll" is a known clean file.

« Embedded file "api-ms-win-core-heap-11-1-0.dll" is a known clean file.

* Embedded file "api-ms-win-core-interlocked-11-1-0.dll" is a known clean file.
* Embedded file "api-ms-win-core-libraryloader-11-1-0.dll" is a known clean file.
« Embedded file "api-ms-win-core-localization-11-2-0.dll" is a known clean file.
» Embedded file "api-ms-win-core-memory-11-1-0.dll" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Local Low\sqglite3.dll" is a known clean file.
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Score Category Operation Count Classification
_ Trusted Executable has a trusted signature 18 -

« Executable nssdbm3.dll has a trusted signature.

« Executable prldap60.dil has a trusted signature.

« Executable gipcap.dll has a trusted signature.

« Executable softokn3.dll has a trusted signature.

« Executable AccessibleHandler.dll has a trusted signature.
« Executable AccessibleMarshal.dll has a trusted signature.
« Executable breakpadinjector.dll has a trusted signature.

« Executable freebl3.dll has a trusted signature.

« Executable IA2Marshal.dll has a trusted signature.

« Executable |dap60.dll has a trusted signature.

« Executable |dif60.dll has a trusted signature.

« Executable Igpllibs.dll has atrusted signature.

« Executable libEGL.dII has a trusted signature.

« Executable MapiProxy.dll has a trusted signature.

« Executable mozglue.dll has a trusted signature.

« Executable mozMapi32.dll has a trusted signature.

« Executable nss3.dll has a trusted signature.

« Executable nssckbi.dll has a trusted signature.

X-Ray Vision for Malware - www.vmray.com 7137
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Mitre ATT&CK Matrix

Initial Access Execution

. Privilege Defense Credential
FEREGIEE Escalation Evasion Access
. #T1081
AR LS idden Credentials in
Window 8
Files
#T1045 #T1214
Software Credentials in
Packing Registry
#T1003
Credential
Dumping
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Discovery

#T71082
System
Information
Discovery

#T1012 Query
Registry

#T71083 File
and Directory
Discovery

#T1217
Browser
Bookmark
Discovery

Lateral
Movement

#T1105
Remote File
Copy

Collection

#T1119
Automated
Collection

#T1005 Data
from Local
System

Command . .
erotd) o] Exfiltration
#T1071
Standard
Application
Layer Protocol

#T1105
Remote File
Copy

Impact
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Sample Information

ID #2782149

MD5 c1258ce5cdc59be3cf83f8de7a42e899

SHA1L 7097454adeef597a9f06839b68be559827d1ed42

SHA256 51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ca54f8ff02154506
SSDeep 12288:JIfJIGJU+v7zpNTCZDJ17zngpRtgq7Mad:GvGJIPTK+Rt8MU
ImpHash b3447¢394869d3e708c4373cd10a2b6b

File Name 51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5abeas4f8ff02154506.exe
File Size 541.00 KB

Sample Type Windows Exe (x86-32)

Has Macros \/

Analysis Information

Creation Time 2021-09-28 09:45 (UTC+2)

Analysis Duration 00:04:00

Termination Reason Timeout

Number of Monitored Processes 3

Execution Successful False

Reputation Enabled \/

WHOIS Enabled \/

Built-in AV Enabled \/

Built-in AV Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
Number of AV Matches 3

YARA Enabled \/

YARA Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
Number of YARA Matches 3
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publisher to make changes to your PC?

Program name:  51883d0e9ac65bb1850ce0f02668df2203e16bb9500be...
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File origin: Hard drive on this computer

Show details Yes
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NETWORK

General

24.88 KB total sent
3778.17 KB total received
2 ports 80, 443

2 contacted IP addresses
0 URLs extracted

2 files downloaded

0 malicious hosts detected

DNS

0 DNS requests for 0 domains
0 nameservers contacted

0 total requests returned errors

HTTPIS

4 URLs contacted, 2 servers

2 sessions, 24.88 KB sent, 3778.17 KB received

HTTP Requests

Method URL

POST 185.138.164.150/

185.138.164.150//1/
GET GpFGKXwB3dP17Spz 7px7/3a54e479ccf0529024529dbf058
ae420212b0c0f

185.138.164.150//1/fIGpFGKXwB3dP17Spz 7px7/

GET d082c8d141c843f3129d957ae6ab7a06c08e268a

GET https://t. ne/agrybirdsgamerept

Dest. IP

Dest. Port

Status Code

X-Ray Vision for Malware - www.vmray.com
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Response Size Verdict

0 bytes

0 bytes

0 bytes

0 bytes
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BEHAVIOR

Process Graph

Sample Start #1 Child Process #3 Child Process #5
P 51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ca54f8f02154506.exe cmd.exe timeout.exe
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Process #1: 51883d0e9ac65bb1850ce0f0a668df2a03e16bh9500be5a6ca54f8ff02154506.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time

Unmonitor End Time

c:\users\rdhjOcnfevzx\desktop\51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5abcas4f8ff02154506.exe

"C:\Users\RDhJOCN FevzX\Desktop\51883d0e9ac65bh1850ce0f0a668df2a03e16bb9500be5a6ca54f8ff02154506.exe”

C:\Users\RDhJOCNFevzX\Desktop\

Start Time: 62552, Reason: Analysis Target

End Time: 117683, Reason: Terminated

Monitor duration 55.13s
Return Code 0

PID 456
Parent PID 1600
Bitness 32 Bit

Dropped Files (61)
File Name

C:\Users\RDhJOCNFevzX\AppData\Local Low\sglite3.dIl

C:
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qgH3\ucrtbas
edll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5w'Y9qH 3\api-
ms-win-core-string-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH 3\MapiPr
oxy.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH 3\api-
ms-win-core-util-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\Access
ibleMarshal.dll

C:
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\mozglu
edll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api-
ms-win-crt-conio-11-1-0.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH3\api-
ms-win-crt-process-11-1-0.dll

C:\Users\RDhJOCNFevzX\AppData\L.ocal Low\uSOwV5wY9gH 3\api-
ms-win-crt-filesystem-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH 3\gipcap.
dil

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5w'Y9qH 3\api-
ms-win-core-processenvironment-11-1-0.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api-
ms-win-crt-stdio-11-1-0.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5w'Y9qH 3\api-
ms-win-core-handle-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\msvcp
140.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH 3\api-
ms-win-core-localization-11-2-0.dll

File Size

895.25 KB

1115.30 KB

17.80 KB

19.45KB

17.80 KB

25.45KB

133.95KB

18.80 KB

18.80 KB

19.80 KB

15.95KB

18.80 KB

23.80KB

17.80 KB

429.80 KB

20.30 KB

SHA256
83bc57dcf282264f2b00c21ce0339eac20fch74017¢5472c0cd0c014844
e5f7

0Obb8c77de80acfic43de59a8fd75e611cc3eb8200c69f11e94389%e8af2ce
b7a9

7670fdede524a485¢13b11a7c878015e9b0d441b7d8ebl5ca675ad6b9c9
ar3ll

bcfb0e397df40aba8c8c5dd23c13c414345decdd3d4b2df946226be97def
bf30

f7d450a0f59151bcefb98d20fcae35f76029df57138002db5651d1b6a33ad
c86

d368eb240106f87188c4f2ae30db793a2d250d9344f0e0267d4f6a58e681
52ad

a0c6630d4012ae0311ff40f4f06911bcfla23f7a4762ce219b8dffa012d188
cc

9ca21763c528584bdb4efebe914faal792c9d7360677c87e93bd7ba7bba3
672

c03124ba691h187917ba79078c66e12chf5387a3741203070ba23980aa4
71e8b

7633774effe7c0add6752ffe90104d633fc8262c87871d096¢2fc07c20018
ed2

7a589024cf0eeb59f020f91bedfe7ee0c90694c92918a467d5277574ac25
aba2

96898930ffh338dad5497be019aeladcd63c5851141169d3023e53ce4c7
a483e

b1e702b840aebe2e9244cd41512d158a43e6e9516cd2015a84eb962fa3ff
0df7

945cc64ee04b1964c 1f9fcdc3124dd83973d332f5cth696cdf128casc4chd
0e5

334e69ac9367708ce601a6f490ff227d6c20636da5222f148h25831d22e1
3d4

03ad57c24ff2cf895b5f533f0echd10266fd8634c609053cc9ch33b814ad5
do7
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DYNAMIC ANALYSIS REPORT

#7330017

File Name

C:
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH3\breakp
adinjector.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api-
ms-win-core-synch-11-2-0.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH 3\api-
ms-win-crt-heap-11-1-0.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api-
ms-win-core-libraryloader-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\IA2Mar
shal.dll

C:
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH 3\nss3.dll

C:
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH 3\prldap6
odll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api-
ms-win-crt-time-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\LocalLow\uSOwV5wY9gH3\Access
ibleHandler.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH 3\api-
ms-win-crt-private-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\mozM
api32.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH 3\api-
ms-win-core-interlocked-11-1-0.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api-
ms-win-core-rtisupport-11-1-0.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH 3\api-
ms-win-crt-convert-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\nssckb
i.dil

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH3\api-
ms-win-core-memory-|1-1-0.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api-
ms-win-core-profile-11-1-0.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH3\api-
ms-win-core-namedpipe-11-1-0.dll

C:
\Users\RDhJOCN FevzX\AppData\Local Low\uSOwV5wY9qH 3\ldap60.
dil

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH3\api-
ms-win-crt-multibyte-11-1-0.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\api-
ms-win-core-heap-11-1-0.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH3\api-
ms-win-core-file-11-2-0.dll

C:

\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH 3\l dif60.dlI

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH3\api-
ms-win-crt-environment-11-1-0.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5w'Y9qH 3\api-
ms-win-crt-locale-11-1-0.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH3\api-
ms-win-crt-runtime-11-1-0.dll

File Size

114.95 KB

18.30 KB

18.80 KB

18.30 KB

68.95 KB

1215.95 KB

23.45KB

20.30KB

120.45KB

71.30 KB

81.45KB

17.44 KB

17.30 KB

21.80 KB

328.45 KB

18.30 KB

17.30KB

17.80 KB

128.95 KB

25.80 KB

17.80KB

17.80 KB

19.95KB

18.30 KB

18.30 KB

22.30KB

SHA256

87ed943d2f06d9ca8824789405b412e770fe84454950ec 7€96105f756d85
8e52

30d99cel1d732f6¢c9cf82671e1d9088aa94e720382066h79175e2d16778a
3dadl

f5cf623bal4b017af4aec6e15eeed46c647ab6d2a5dee9d6975adc69994a
113d

bb25ccf8694d1fcfce85a7159dcf6985fdh54728d29b021ch3d14242f6590
9ce

621f38bd19f62c9ce6826d492ecdf710c00bbdcf1fb4e4815883f29f1431df
da

1989526553fd1e1e49b0fea8036822ca062d3d39c4cabda37846173d0f17
53d5

46b005817868f91cf60baal52ee96436fc6194ce9a61e93260df5037cdfa3
7a5

69885fd581641b4a680846f93c2dd21e5dd8e3ba37409783bc5h3160a91
9cb5d

ala2bb03a7cfcea8944845a8fc12974482f44b44fd20be73298ffd630f65d8
do

65ded8d2ce159b2f5569f55h2caf0e2c90f3694bd88c89de 790a15a49d83
86hb9

06ef2010b738fbe99bcdebbf162473a4ee090678bb6862eeb0d4c7a8e3f2
25bb

deccd75fc3fc2bb31338b6fe26deffbd7914c6cd6a907e76fd4931b7d1417
18¢c

2257feale71f7058439h3727ed68ef048bd91dcacd64762eb5c64a9d49df
0b57

3cc1377d495260c380e8d225e5ee889chb2ed22e79862d4278cfa898e58
e44d1

2481dalc459a2429a933d19ad6ae514bd2ae59818246ddb67b0ef44146¢
ed3ds

bb33a9e906a5863043753c44f6f8165afe4d5edb7e55efadc 7e6e1ed9077
8eca

8eb5270fa99069709c846dh38be743ala80a42aala88776131f79e1d07¢c
c4llc

€4f60f911068ab6d7f578d449ba7b5h9969f08fc683fd0ce8e2705bbf061f5

2h128b3702f8509f35cad0d657¢9a00f0487b93d70336df2298588fbacha

66abf3al1147751c95689f5bc6a259e55281ec3d06d3332dd0bad64effarl

6735

44f6df4280c8ecc9c6e609bladblfee041332d337d84679cfe0d6678ce8f29
98a

€8c499b012d0d63b7afc8bdcad2d6d996b2fci2e8b5f94cactbecIe6f33e8
a03

3aabbeOaa86ce8a91e5c49b7de577af73b9889d7f03af919f17f3f315a879
bof

c0d75d1887¢32a1b1006b3cffc29df84a0d73c435cdch404b6964bel76a6
1382

565a2eec5449eeeed68b430f2e9b92507f979174f9c9a71d0c36d58b9605
1c33

c9bbc07a033bah6a828ecc30648b501121586f6f53346b1cd0649d7b648
eab0b
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DYNAMIC ANALYSIS REPORT

#7330017

File Name

C:
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\vcrunti
mel40.dll

C:
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\nssdb
m3.dil

C:\Users\RDhJOCNFevzX\AppData\LocalLow\uSOwV5wY9qH3\api-
ms-win-crt-math-11-1-0.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api-
ms-win-core-file-12-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH 3\Igpllibs
Kelll

C:\Users\RDhJOCNFevzX\AppData\L.ocal Low\uSOwV5w'Y9qH 3\api-
ms-win-core-processthreads-11-1-1.dll

C:

\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\libEGL.

dil

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5w'Y9qH 3\api-
ms-win-crt-string-11-1-0.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH3\api-
ms-win-crt-utility-11-1-0.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5w'Y9qH 3\api-
ms-win-core-synch-11-1-0.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\api-
ms-win-core-timezone-11-1-0.dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH 3\api-
ms-win-core-processthreads-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH 3\softokn
3dll

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH 3\api-
ms-win-core-sysinfo-11-1-0.dll

C:

\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH 3\freebl 3.

dil
c:

\Users\R DhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH 3\pB4pD
1IB4sD3.zip

C:\Users\RDhJOCNFevzX\AppData\Local Low\outlook.txt
C:\Users\RDhJOCNFevzX\AppData\Local Low\yH9tY9hO9gL5

C:\Users\RDhJOCNFevzX\AppData\LocalLow\p2I3zbnAYOd.zip

Host Behavior

Type
Module

File
Environment
System
User

Mutex
Process
Registry

COoM

File Size

81.82 KB

90.45 KB

28.30 KB

17.80 KB

54.45 KB

18.30 KB

21.95KB

22.94 KB

18.30 KB

19.80 KB

17.80 KB

18.94 KB

141.45KB

18.80 KB

326.45 KB

2762.03 KB

134 bytes

998 bytes

962 bytes

SHA256

€40bb03199a2054dabfc 7a8e01d6098e91de7193619effbd0f142a7bf031c

be3987a6cd970ff570a916774eb3d4eledce675e70edac1baf5e21046856
10b0

bece7bab83a5d0ec5c¢35f0841chbf413e01ac878550fbdb34816ed55185d
cfed

€85dc081b1964b77d289aac43cc64746e7h141d036f248a731601eb98f8
27719

7f93b70257d966ealc1a6038892b19e8360aadd8e8ae58e75ebb0697h%e
a8786

91eeh842973495deh98cef0377240d2f9c3d370ac4ci513fd215857e9f265
aba

7b9fc6be34f43d39471c2add872d5b4350853db11cc66a323ef9e0c23154
2fb9

73cc56f20268bfb329ccd891822e2e70dd70fe21fc 7101deb3fa30c34a084
50c

ald1d6éb0ch0a8421d7c0d1297c4c389c95514493cd0a386b49dc517acl
b9a2b0

5dd4ccd63e6ed07ca3987ab5634ca4207d69c47c2544dfefc4193561765
2820f

24c9aa0b70e557a49dac159c825a013a71a190df5e7a837bfa047a06bba
5%ca

9dab884071b1f7d7a167f9bec94bazbee875e3365603fa29h31de286c629
7ald

25a4dae37120426ab060ebb39b7030b3e7c1093cc34b0877f223h6843b6
51871

4b704b36e1672ae02e697efd1bf46f11b42d776550ba34a90cd189f6c5¢6
1f92

9876c53134dbbec4dcca67581f53638eba3fea3al5491aa3cf2526b71032
da97

4cfada7eb51a6c0ch26283f9c86784b2h2587c59c46a5d3dcOf06cad2c55
ee97

33897¢27a1f9608d3f7f99c801fa58039911fa834c475d9b949baa3fc2d11

a40423158346592e3ea58bd92cf090802e10b3a27a024a2edabdae81083
9fcOe

Sed2a04ee48fhea224f7a2c33b7b0bcd3cadfd6h8a08775d01c7e85902b9
Oeaa

Count

332

9631

52

39

902
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DYNAMIC ANALYSIS REPORT

#7330017

Type Count
138

Network Behavior

Type Count
HTTP 4
HTTPS 1
TCP 2

X-Ray Vision for Malware - www.vmray.com 17 /37



DYNAMIC ANALYSIS REPORT

#7330017

Process #3: cmd.exe

ID 3
File Name c:\windows\syswow64\cmd.exe

cmd.exe /C timeout /T 10 /NOBREAK > Nul & Del /f /g "C:

Command Line \Users\RDhJOCNFevzX\Desktop\51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ca5418ff02154506.exe"”

Initial Working Directory C:\Users\RDhJOCNFevzX\AppData\Local Low\
Monitor Start Time Start Time: 116530, Reason: Child Process
Unmonitor End Time End Time: 132606, Reason: Terminated
Monitor duration 16.08s

Return Code 0

PID 2536

Parent PID 456

Bitness 32 Bit

Host Behavior

Type Count
Module 8
Registry 17
File 31
Environment 19
System 1
Process 1

X-Ray Vision for Malware - www.vmray.com 18 /37



DYNAMIC ANALYSIS REPORT

#7330017

Process #5: timeout.exe

ID 5

File Name c:\windows\syswow64\timeout.exe
Command Line timeout /T 10 /NOBREAK

Initial Working Directory C:\Users\RDhJOCNFevzX\AppData\Local Low\
Monitor Start Time Start Time: 120906, Reason: Child Process
Unmonitor End Time End Time: 132365, Reason: Terminated
Monitor duration 11.46s

Return Code 0

PID 8

Parent PID 2536

Bitness 32 Bit

Host Behavior

Type Count
Module 2
System 145
File 69

X-Ray Vision for Malware - www.vmray.com 19 /37



DYNAMIC ANALYSIS REPORT

#7330017

ARTIFACTS

File
SHA256

51883d0e9ac65bb1850ce0f0
a668df2a03e16bb9500be5a6
cab4f8ff02154506

Acfada7eb51a6c0ch262839
€86784b2b2587c59c46a5d3
dcOf06cad2c55ee97

33897¢27al1f9608d3f7f99c80
1fa58039911fa834c475d9b9
49baa3fc2d114d3

be3987a6cd970ff570a91677
4eb3d4eledce675e70edacl
baf5e2104685610b0

46b005817868f91cf60baa05
2ee96436fc6194cedab1e932
60df5037cdfa37ab

7a589024cf0eeh59f020f91be
4fe7ee0c90694c92918a467d
5277574ac25a5a2

25a4dae37120426ab060ebb
39b7030b3e7¢1093cc34b08
77f22306843b651871

Obb8c77de80acfoc43de59a8
fd75e611cc3eb8200c69f11e
94389e8af2ceb7a9

€40bb03199a2054dabfc7a8e
01d6098e91de7193619effhd
0f142a7bf031c14d

ala2bb03a7cfcea8944845a8
fc12974482f44b44fd20be732
98ffd630f65d8d0

d368eb240106f87188c4f2ae
30db793a2d250d9344f0e026
7d4f6a58e68152ad

87ed943d2f06d9ca88247894
05b412e770fe84454950ec7e
96105f756d858e52

9876c53134dbbec4dccab75
81f53638eba3fea3al5491aa
3cf2526h71032da97

621f38bd19f62c9ce6826d49
2ecdf710c00bbdcf1fb4e4815
883f29f1431dfda

2b128h3702f8509f35cad0d6
57¢9a00f0487b93d70336d2
29f8588fbabbad26

3aabbeOaa86ce8adle5c49b
7de577af7309889d7f03af919
17f3f315a879b0f

7f93b70257d966ealc1a6038
892b19e8360aadd8e8ae58e
75ebb0697h9ea8786

7h9fcbe34f43d39471c2add
872d5b4350853db11cc66a3
23ef9e0c231542fb9

File Names

C:
\Users\RDhJOCNFevzX\Desktop\518
83d0e9ac65bb1850ce0f0a668df2a03el
6bb9500be5a6cab4f8ff02154506.exe

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOw\V5wY9qH 3\pB4pD 1I1B4sD
3.zip

mails/outlook.txt, outlook.txt, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\outlook.txt

nssdom3.dll, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH3\nssdbm3.dll

pridap60.dil, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH 3\prldap60.dil

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH3\gipcap.dil,
gipcap.dil

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSowV5wY9qH 3\softokn3.dll,
softokn3.dll

ucrtbase.dll, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9gH3\ucrtbase.dll

veruntimel140.dil, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOw V5w Y9gH3\vcruntime140.
dil

AccessibleHandler.dll, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH3\AccessibleHa
ndler.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9gH3\AccessibleMa
rshal.dll, AccessibleMarshal.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOw V5w Y9qH 3\breakpadinjec
tor.dll, breakpadinjector.dil

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH 3\freebl3.dll,
freebl3.dll

IA2Marshal.dll, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSowV5wY9qH3\IA2Marshal.dll

Idap60.dil, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH 3\Idap60.dIl

Idif60.dll, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOw V5w Y9qH 3\l dif60.dll

Igpllibs.dll, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOw V5w Y9qH3\Igpllibs.dll

libEGL.dII, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH3\libEGL.dII

Category

Sample File

Downloaded File

Dropped File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

File Size

541.00 KB

2762.03 KB

134 bytes

90.45 KB

23.45KB

15.95 KB

141.45KB

1115.30 KB

81.82KB

120.45 KB

25.45KB

114.95KB

326.45 KB

68.95 KB

128.95 KB

19.95KB

54.45 KB

21.95KB

MIME Type

application/
vnd.microsoft.portable-
executable

application/zip

text/plain

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

X-Ray Vision for Malware - www.vmray.com

Operations

Access

Read, Write, Access, Delete,

Create

Access, Write, Read, Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

MALICIOUS

MALICIOUS

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

2
2
=
g
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SHA256

bcfb0e397df40aba8c8c5dd2
3c13c414345decdd3d4b2df9
46226be97defbf30

a0c6630d4012ae0311ff40f4f
06911bcfla23f7a4762ce219
b8dffa012d188cc

06ef2010b738fbe99bcdebbfl
62473a4ee090678hb6862ee
b0d4c7a8c3f225bb

334e69ac9367f708ce601a6f
490ff227d6c20636da5222f14
8b25831d22e13d4

1989526553fd1ele49b0feald
036822ca062d3d39c4cabda
37846173d0f1753d5

2481dalc459a2429a933d19
ad6ae514bd2ae59818246dd
b67b0ef44146ced3dd

c4f60f911068ab6d7f578d449
ba7b5h9969f08fc683fd0ce8e
2705bbf061f507

96898930ffb338da45497be0
19aeladcd63c5851141169d
3023e53cedc7a483e

9dab884071b1f7d7a167f9be
c94ba2bee875e3365603fa29
b31de286c6a97ald

91eeb842973495deb98cef03
77240d2f9c3d370ac4cf513fd
215857e9f265a6a

8eb5270fa99069709c846db3
8be743ala80a42aa1a88776
131f79e1d07cc4llc

2257feale71f705843903727
ed68ef048bd91dcacd64762e
b5c64a9d49df0b57

7670fdede524a485c13bl1a7
€878015e9b0d441b7d8eb15
ca675ad6b9c9a7311

5dd4ccd63e6ed07ca3987ab
5634cad207d69c47c2544dfe
fc41935617652820f

30d99celd732f6cocf82671e
1d9088aa94e720382066b79
175e2d16778a3dadl

4b704b36e1672ae02e697efd
1bf46f11h42d776550ba34a9
0cd189f6c5¢c61f92

File Names

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH3\MapiProxy.dll,
c:

\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH3\MapiProxy_In
Use.dll, MapiProxy_InUse.dll,
MapiProxy.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9gH3\mozglue.dll,
mozglue.dll

mozMapi32_InUse.dll, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH3\mozMapi32.dl
I,C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9gH3\mozMapi32_|
nUse.dll, mozMapi32.dll

msvecpl40dil, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH3\msvep140.dil

nss3.dll, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH3\nss3.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOw V5w Y9qH3\nssckbi.dll,
nssckbi.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9gH 3\api-ms-win-
core-namedpipe-11-1-0.dil, api-ms-
win-core-namedpipe-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOw V5w Y9gH 3\api-ms-win-
core-processenvironment-11-1-0.dll,
api-ms-win-core-processenvironment-
11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9gH3\api-ms-win-
core-processthreads-11-1-0.dll, api-
ms-win-core-processthreads-|1-1-0.dll

api-ms-win-core-processthreads-
11-1-1.dll, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOw V5w Y9qH 3\api-ms-win-
core-processthreads-11-1-1.dll

api-ms-win-core-profile-11-1-0.dll, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOw V5w Y9qH 3\api-ms-win-
core-profile-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9gH 3\api-ms-win-
core-rtisupport-11-1-0.dll, api-ms-win-
core-rtisupport-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOw V5w Y9gH 3\api-ms-win-
core-string-11-1-0.dll, api-ms-win-
core-string-11-1-0.dll

api-ms-win-core-synch-11-1-0.dll, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH 3\api-ms-win-
core-synch-11-1-0.dll

api-ms-win-core-synch-11-2-0.dll, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH 3\api-ms-win-
core-synch-11-2-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOw V5w Y9qH 3\api-ms-win-
core-sysinfo-11-1-0.dll, api-ms-win-
core-sysinfo-11-1-0.dll

Category

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

File Size

19.45KB

133.95KB

81.45KB

429.80 KB

1215.95 KB

328.45 KB

17.80 KB

18.80 KB

18.94 KB

18.30 KB

17.30KB

17.30 KB

17.80 KB

19.80 KB

18.30 KB

18.80 KB

MIME Type

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

X-Ray Vision for Malware - www.vmray.com

Operations

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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#7330017

SHA256

24c9aa0b70e557a49dac159
c825a013a71a190df5e7a837
bfa047a06bba5%ca

7d450a0f59151bcefb98d20f
cae35f76029df57138002db5
651d1b6a33adc86

9ca21763c528584hdb4efebe
914faaf792c9d7360677c87e
93bd7ba7bb43672

3cc1377d495260c380e8d22
5e5eeB89chb2ed22e79862d
4278cfa898e58e44d1

€0d75d1887c32a1b1006b3cf
fc29df84a0d73c435cdch404
b6964bel76a61382

7633774effe7c0add6752ffe9
0104d633fc8262c87871d096
c2fc07c20018ed2

f5cf623bal4b017af4aec6c15
eeed46c647ab6d2a5dee9d6
975adc69994a113d

565a2eec5449eeeed68b430f
2e9h92507f979174f9c9a71d
0c36d58h96051¢33

bece7bab83a5d0ec5¢35f084
1chbf413e01ac878550fbdb3
4816ed55185dcfed

66abf3al147751c95689f5hc
6a259e55281ec3d06d3332d
dOba464effa716735

65ded8d2ce159b2f5569f55h
2caf0e2c90f3694bd88c89de
790a15a49d8386h9

c03124ba691b187917ba790
78c66e12chf5387a37412030
70ba23980aa471e8b

c9bbc07a033bab6ag828ecc3
0648h501121586f6f53346b1
¢d0649d7b648eab0b

b1e702b840aebe2e9244cd4
1512d158a43e6€9516cd201
5a84eb962fa3ffodf7

73cc56f20268bfh329ccd89l
822e2e70dd70fe21fc7101de
b3fa30c34a08450c

69885fd581641b4a680846f9
3c2dd21e5dd8e3ba3740978
3bc5h3160a919ch5d

File Names

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH 3\api-ms-win-
core-timezone-11-1-0.dll, api-ms-win-
core-timezone-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9gH 3\api-ms-win-
core-util-11-1-0.dll, api-ms-win-core-
util-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOw V5w Y9gH 3\api-ms-win-
crt-conio-11-1-0.dll, api-ms-win-crt-
conio-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH 3\api-ms-win-
crt-convert-11-1-0.dll, api-ms-win-crt-
convert-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH3\api-ms-win-
crt-environment-11-1-0.dll, api-ms-
win-crt-environment-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOw V5w Y9qH 3\api-ms-win-
crt-filesystem-11-1-0.dll, api-ms-win-
crt-filesystem-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9gH 3\api-ms-win-
crt-heap-11-1-0.dll, api-ms-win-crt-
heap-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH 3\api-ms-win-
crt-locale-11-1-0.dll, api-ms-win-crt-
locale-11-1-0.dll

api-ms-win-crt-math-11-1-0.dll, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH3\api-ms-win-
crt-math-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOw V5w Y9gH 3\api-ms-win-
crt-multibyte-11-1-0.dll, api-ms-win-
crt-multibyte-11-1-0.dll

api-ms-win-crt-private-11-1-0.dll, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH 3\api-ms-win-
crt-private-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH3\api-ms-win-
crt-process-11-1-0.dll, api-ms-win-crt-
process-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOw V5w Y9gH 3\api-ms-win-
crt-runtime-11-1-0.dll, api-ms-win-crt-
runtime-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOw V5w Y9gH 3\api-ms-win-
crt-stdio-11-1-0.dll, api-ms-win-crt-
stdio-11-1-0.dll

api-ms-win-crt-string-11-1-0.dll, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH 3\api-ms-win-
crt-string-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOw V5w Y9qH 3\api-ms-win-
crt-time-11-1-0.dll, api-ms-win-crt-
time-11-1-0.dIl

Category

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

File Size

17.80 KB

17.80 KB

18.80 KB

21.80 KB

18.30 KB

19.80 KB

18.80 KB

18.30 KB

28.30 KB

25.80 KB

71.30 KB

18.80 KB

22.30KB

23.80 KB

22.94 KB

20.30KB

MIME Type

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable
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Operations

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

22 /37



DYNAMIC ANALYSIS REPORT
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SHA256

aldldebOcb0a8421d7c0d12
97c4c389c95514493cd0a38
6b49dc517ac1b9a2b0

€8c499b012d0d63b7afc8b4c
a42d6d996h2fcf2e8b5f94cac
fbec9e6f33e8a03

€85dc081b1964b77d289aac
43cc64746e7b141d036f248a
731601eb98f827719

945cc64ee04b1964c1f9fcde
3124dd83973d332f5¢fh696¢
df128ca5c4chbd0e5

44f6f4280c8eccIc6e609b1
adbfee041332d337d84679cf
e0d6678ce8f2998a

deccd75fc3fc2bb31338h6fe2
6deffbd7914c6cd6a907e76fd
4931b7d141718c

bb25ccf8694d1fcfce85a7159
dcf6985fdb54728d29b021ch
3d14242f65909ce

03ad57¢24ff2cf895b5f533f0e
chd10266fd8634c6h9053cc9
ch33b814ad5d97

bb33a9e906a5863043753c4
4f6f8165afe4d5edb7e55efad
c7e6eled90778eca

Sed2a04eed8fbea224f7a2c3
3b7b0bcd3ca8fd6h8a08775d
01c7e85902b90eaa

a40423158346592e3ea58hd
92cf090802e10b3a27a024a2
edabdae810839fcOe

83bc57dcf282264f2b00c21c
e0339%eac20fch7401f7c5472
c0cd0c014844e5f7

Filename

File Name

C:

File Names

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH 3\api-ms-win-
crt-utility-11-1-0.dll, api-ms-win-crt-
utility-11-1-0.dll

api-ms-win-core-file-11-2-0.dll, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5w Y9gH 3\api-ms-win-
core-file-11-2-0.dll

api-ms-win-core-file-12-1-0.dll, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9gH 3\api-ms-win-
core-file-12-1-0.dll

api-ms-win-core-handle-11-1-0.dll, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9gH 3\api-ms-win-
core-handle-11-1-0.dll

api-ms-win-core-heap-11-1-0.dll, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOw V5w Y9qH 3\api-ms-win-
core-heap-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH 3\api-ms-win-
core-interlocked-11-1-0.dll, api-ms-
win-core-interlocked-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH 3\api-ms-win-
core-libraryloader-11-1-0.dll, api-ms-
win-core-libraryloader-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOwV5wY9qH3\api-ms-win-
core-localization-11-2-0.dll, api-ms-
win-core-localization-11-2-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\uSOw V5w Y9gH 3\api-ms-win-
core-memory-I1-1-0.dll, api-ms-win-
core-memory-11-1-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\p2I3zbnAYOd.zip

System Info.txt, C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\yH9tY9hO9gL5

C:
\Users\RDhJOCNFevzX\AppData\Loc
alLow\sqlite3.dll

\UserS\R DhJOCNFevzX\Desktop\51883d0e9ac65bh1850ce0f0a668df
2a03e16bb9500be5a6eca54f8ff02154506.exe

System Paging File

C:\Users\RDhJOCNFevzX\AppData\Local Low\sglite3.dll

C:\Users\RDhJOCNFevzX\AppData\Roaming\atomic

C:\Users\RDhJOCNFevzX\AppData\Roaming\Binance

C:\Users\RDhJOCNFevzX\AppData\Roaming\Daedalus Mainnet

C:\Users\RDhJOCNFevzX\AppData\Roaming\electroncash

C:\Users\RDhJOCNFevzX\AppData\Roaming\electrum

C:\Users\RDhJOCNFevzX\AppData\Roaming\electrum-LTC

Category

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Embedded File

Dropped File

Embedded File

Downloaded File

Category

Sample File

Accessed File

Downloaded File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

File Size

18.30 KB

17.80KB

17.80 KB

17.80 KB

17.80KB

17.44 KB

18.30 KB

20.30 KB

18.30 KB

962 bytes

998 bytes

895.25 KB

MIME Type

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/zip

text/plain

application/
vnd.microsoft.portable-
executable
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Operations

Operations

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Access, Write, Delete,
Create

Read, Write, Access, Delete,
Create

Read, Write, Access, Delete,
Create

Access, Write, Delete,
Create

Access

Access

Access, Write, Delete,
Create

Access

Access

Access

Access

Access

Access

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

g
s
g

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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File Name Category Operations Verdict
C:\Users\RDhJOCNFevzX\AppData\Roaming\Ethereum Wallet Accessed File Access CLEAN
C:\Users\RDhJOCNFevzX\AppData\Roaming\Ethereum Accessed File Access CLEAN
C:\Users\RDhJOCNFevzX\AppData\Roaming\Exodus\exodus.wallet Accessed File Access CLEAN
C:\Users\RDhJOCNFevzX\AppData\Local\Blockstream Accessed File Access CLEAN
C:\Users\RDhJOCNFevzX\AppData\Roaming\Guarda Accessed File Access CLEAN
C:\Users\RDhJOCNFevzX\AppData\Roaming\Jaxx\Local Storage Accessed File Access CLEAN
C:\Users\RDhJOCNFevzX\AppData\Roaming\com.liberty.jaxx Accessed File Access CLEAN
C:\Users\RDhJOCNFevzX\Documents\Monero\wallets Accessed File Access CLEAN
C:\Users\RDhJOCNFevzX\AppData\Roaming\MyMonero Accessed File Access CLEAN
C:\Users\RDhJOCNFevzX\AppData\Local\lpassword Accessed File Access CLEAN
C:\Users\RDhJOCNFevzX\AppData\Roaming\bitwarden\data.json Accessed File Access CLEAN
C:\Users\RDhJOCNFevzX\AppData\Roaming\WalletWasabi\Client Accessed File Access CLEAN
C:\Users\RDhJOCNFevzX\AppData\Roaming\Opera Software Accessed File Access CLEAN
C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH3 Accessed File Access CLEAN
C:\Users\RDhJOCNFevzX\AppData\Roaming\discord Accessed File Access CLEAN
\CU:sers\R DhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH3\nss3.dll Embedded File é?g:tses v, beteee CLEAN
¢ . Read, Write, Access, Delete
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH3\pB4pD Downloaded File | ' ! ! CLEAN
1IB4sD3.zip Create
C:\Users\RDhJOCNFevzX\AppData\Local Low\outlook.txt Dropped File Access, Write, Read, Create CLEAN
C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\ Accessed File Access CLEAN
¢ X Access, Write, Delete
\nL11 ;fjr”S\R DhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\nssdb Embedded File Create ' ! ’ CLEAN

C: .
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH 3\prldap6 Embedded File Agcess, Write, Delete,

o.dil Create CEEAN
¢ Access, Write, Delete
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH3\gipcap. Embedded File Create ' ! ' CLEAN
dil

C: .
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH 3\softokn Embedded File Agcess, Write, Delete,

3.4l Create CLEAN
¢ Access, Write, Delete,
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH3\ucrtbas Embedded File Create ! ’ ! CLEAN
edll

C: .
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH33\verunti Embedded File Access, Write, Delete,

CLEAN
me140.dll Create
¢ Access, Write, Delete
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\Access Embedded File Creat ’ ! ' CLEAN
ibleHandler.dl reate
¢ Access, Write, Delete
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\Access Embedded File ' ! ’ CLEAN
y Create
ibleMarshal.dll
¢ Access, Write, Delete
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH3\breakp Embedded File Create ' ! ’ CLEAN
adinjector.dll

CLEAN

C: .
\Users\RDhJOCN FevzX\AppData\LocalLow\uSOwV5wY9gH3\reebl3.  Embedded File pooess, Wrte, Defete,
di
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¢ ) Access, Write, Delete
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\IA2Mar Embedded File Create ! ! ' CLEAN
shal.dll

C: .
\Users\RDhJOCNFevzX\AppDatalLocalLow\uSOwVEwY9qH3\daps0.  Embedded File Access, Write, Delete,

CLEAN
dl Create
C: . Access, Write, Delete,
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH 3\l dif60.dlI Embedded File Create CEEAN
c : : Access, Write, Delete
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH3\Igpllibs Embedded File Create ! ! ' CLEAN
dil

C: .
\Users\RDhJOCNFevzX\AppDatalLocalLow\uSOwVEwYIgHNIbEGL.  Embedded File Agcess, Write, Delete,

CLEAN
dil Create
¢ ] ’ Access, Write, Delete,
\Users\RDhJOCNFevzX\AppData\Local Low\uSOw\/5wY9qH3\MapiPr Embedded File Create ’ ’ ! CLEAN
oxy.dll
¢ Access, Write, Delete
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5w'Y9qH3\MapiPr Embedded File Create ! ! ’ CLEAN
oxy_InUse.dll
¢ ’ Access, Write, Delete
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\mozglu Embedded File Create ! ! ' CLEAN
edll

C: .
\Users\RDhJOCNFevzX\AppDatalLocalLow\uSOwVEwY9gH3mozM  Embedded File Access, Write, Delete,

CLEAN
api32.di Create
¢ Access, Write, Delete
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\mozM Embedded File Create ! ! ’ CLEAN
api32_InUse.dll

C: .
\Users\RDhJOCN FevzX\AppData\LocalLow\uSOwV5wY9gH3Amsvep  Embedded File Access, Write, Delete,

CLEAN
140.dll Create
c Access, Write, Delete
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\nssckb Embedded File Create ! ! ’ CLEAN
i.dil
C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH 3\api- ’ Access, Write, Delete,
ms-win-core-namedpipe-11-1-0.dll Embedded File Create SLEAN
C\u sgrS\R DhJOCN Fevz_X\AppData\LocaI Low\uSOwV5wY9gqH3\api- Embedded File Access, Write, Delete, CLEAN
ms-win-core-processenvironment-11-1-0.dll Create

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOw V5w Y9qH 3\api- Embedded File Access, Write, Delete,

ms-win-core-processthreads-11-1-0.dll Create CLEAN

C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api- Access, Write, Delete,

<
@
<
=

ms-win-core-processthreads-11-1-1.dll Embedded File Create CLEAN
C:\Users\RDhJOCNFevzX\AppData\lLocal Low\uSOwV5wY9gH 3\api- ) Access, Write, Delete,
ms-win-core-profile-11-1-0.dll Embedded File Create CLEAN
C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api- . Access, Write, Delete,
ms-win-core-rtisupport-11-1-0.dll Embedded File Create CLEAN
Cc\uU sgers\R DhJQCN FevzX\AppData\Local Low\uSOw V5w Y9qH 3\api- Embedded File Access, Write, Delete, CLEAN
ms-win-core-string-11-1-0.dll Create
C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api- . Access, Write, Delete,
ms-win-core-synch-11-1-0.dll Embedded File Create CLEAN
C:\Us_ers\RDhJOCNFesz\AppData\LocalLow\uSO\NV5wY9qH3\ap|- Embedded File Access, Write, Delete, CLEAN
ms-win-core-synch-11-2-0.dll Create
C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api- . Access, Write, Delete,
ms-win-core-sysinfo-11-1-0.dll Embedded File Create CLEAN
C:\Usgrs\RDh_JOCNFesz\AppData\LocalLow\uSO\NV5wY9qH3\ap|- Embedded File Access, Write, Delete, CLEAN
ms-win-core-timezone-11-1-0.dll Create
C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api- . Access, Write, Delete,
ms-win-core-util-11-1-0.dll Embedded File Create CLEAN
C:\Usgrs\RDhJ_OCNFesz\AppData\LocalLow\uSOwVSwY9qH3\ap|- Embedded File Access, Write, Delete, CLEAN
ms-win-crt-conio-11-1-0.dll Create
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C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH 3\api- ) Access, Write, Delete, _
ms-win-crt-convert-11-1-0.dll Embedded File Create CLEAN
C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH3\api- . Access, Write, Delete, _
ms-win-crt-environment-11-1-0.dll Embedded File Create CLEAN
C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gH 3\api- ) Access, Write, Delete, _
ms-win-crt-filesystem-11-1-0.dll Embedded File Create CEEAN
C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api- . Access, Write, Delete, _
ms-win-crt-heap-11-1-0.dll Embedded File Create CLEAN
Cc\uU s_ers\R DhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH 3\api- Embedded File Access, Write, Delete,
ms-win-crt-locale-11-1-0.dll Create
C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api- . Access, Write, Delete, _
ms-win-crt-math-11-1-0.dll Embedded File Create CLEAN
c:\u s_ers\R DhJQCN FevzX\AppData\Local Low\uSOwV5wY9gH 3\api- Embedded File Access, Write, Delete,
ms-win-crt-multibyte-11-1-0.dll Create
C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api- . Access, Write, Delete, _
ms-win-crt-private-11-1-0.dll Embedded File Create CLEAN
Cc\uU s_ers\R DhJOCNFevzX\AppData\Local Low\uSOw V5w Y9qH 3\api- Embedded File Access, Write, Delete,
ms-win-crt-process-11-1-0.dll Create
C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api- . Access, Write, Delete, _
ms-win-crt-runtime-11-1-0.dll Embedded File Create CLEAN
Cc\uU sgrs\R DhJ_OCN FevzX\AppData\Local Low\uSOw V5w Y9qH 3\api- Embedded File Access, Write, Delete,
ms-win-crt-stdio-11-1-0.dll Create
C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api- . Access, Write, Delete, _
ms-win-crt-string-11-1-0.dll Embedded File Create CLEAN
C:\Us_ers\RD_hJOCNFesz\AppData\LocalLow\uSOwVSWY9qH3\ap|- Embedded File Access, Write, Delete,
ms-win-crt-time-11-1-0.dll Create
C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api- . Access, Write, Delete, _
ms-win-crt-utility-11-1-0.dll Embedded File Create CLEAN
Cc\u Sfers\R D h_JOC NFevzX\AppData\Local Low\uSOwV5wY9qH 3\api- Embedded File Access, Write, Delete,
ms-win-core-file-11-2-0.dll Create
C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api- . Access, Write, Delete, _
ms-win-core-file-12-1-0.dll Embedded File Create CLEAN
Cc\u Sfers\R DhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH 3\api- Embedded File Access, Write, Delete,
ms-win-core-handle-11-1-0.dll Create
C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api- . Access, Write, Delete, _
ms-win-core-heap-11-1-0.dll Embedded File Create CLEAN
Cc\u s_ers\R D hJOC NFevzX\AppData\Local Low\uSOwV5wY9qH 3\api- Embedded File Access, Write, Delete,
ms-win-core-interlocked-11-1-0.dll Create
C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api- . Access, Write, Delete, _
ms-win-core-libraryloader-11-1-0.dll Embedded File Create SLEAN
C:\Us_erS\RDhJOC_NFi_esz\AppData\LocalLow\uSOwVSWY9qH3\ap|— Embedded File Access, Write, Delete,
ms-win-core-localization-11-2-0.dll Create
C:\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9gqH3\api- Access, Write, Delete, _
ms-win-core-memory-I1-1-0.dll Embedded File Create SLEAN
C:\Users\RDhJOCNFevzX\AppData\Local Low\yH9tY9hO9gL5 Dropped File, Embedded File E?::fewr ite, Access, Delete,
C:\Users\RDhJOCNFevzX\AppData\LocalLow\firefox_urls.txt Accessed File Access, Delete
C:\Users\RDhJOCNFevzX\AppData\LocalLow\chrome_urls.txt Accessed File Access, Delete
C:\Users\RDhJOCNFevzX\AppData\LocalLow\ie_autofill.txt Accessed File Access
C:\Users\RDhJOCNFevzX\AppData\LocalLow\ie_ftp_data.txt Accessed File Access, Delete
C:\Users\RDhJOCNFevzX\AppData\Local Low\thunderbird.txt Accessed File Access
C:\Users\RDhJOCNFevzX\AppData\LocalLow\foxmail.temp Accessed File Access, Delete
C:\Users\RDhJOCNFevzX\AppData\Roaming\Bither\address.db Accessed File Access
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C:\Users\RDhJOCNFevzX\AppData\LocalLow\wallets\ Accessed File Access
C:\Users\RDhJOCNFevzX\AppData\LocalLow\discord_files\ Accessed File Access
C:\Users\RDhJOCNFevzX\AppData\LocalLow\bitwarden\data.json Accessed File Access
C:\Users\RDhJOCNFevzX\AppData\LocalLow\_1password Accessed File Access
C:\Users\RDhJOCNFevzX\AppData\LocalLow\p2I3zbnAYOd.zip Dropped File (F;sra:g[,ewnte, Access, Delete,
C:\Users\RDhJOCNFevzX\AppData\LocalLow\CC.txt Accessed File Access, Delete
C:\Users\RDhJOCNFevzX\AppData\LocalLow\tL4IW4xN3s08 Accessed File Access, Delete
C:\Windows\SysWOW64\cmd.exe Accessed File Access
C:\Users\RDhJOCNFevzX\AppData\LocalLow Accessed File Access
Nul Accessed File Access, Create
C:\Windows\SysWOW 64\timeout.exe Accessed File Access
C:\Users\RDhJOCNFevzX\Desktop Accessed File Access
\??2\C:

\Users\RDhJOCNFevzX\Desktop\51883d0e9ac65bb1850ce0f0a668df Accessed File Access, Write
2a03e16bb9500be5a6ca54f8ff02154506.exe
URL

URL Category IP Address Country HTTP Methods Verdict

http://185.138.164.150 - 185.138.164.150 - POST CLEAN

http://185.138.164.150///f/
GpFGKXwB3dP17Spz7px7/3a54e479ccf0529024 - 185.138.164.150 - GET CLEAN
529dbf058ae420212b0cOf

http://185.138.164.150//1/f/
GpFGKXwB3dP17Spz7px7/ - 185.138.164.150 - GET CLEAN
d082c8d141c843f3129d957ae6ab7a06c08e268a

https://t. ne/agrybirdsgamerept - 149.154.167.99 - GET CLEAN

Domain

Domain IP Address Country Protocols Verdict

tme 149.154.167.99 - HTTPS
IP

IP Address Domains Country Protocols Verdict

149.154.167.99 tme United Kingdom HTTPS, DNS, TCP
185.138.164.150 - United Kingdom HTTP, TCP
Mutex

Name Operations Parent Process Name Verdict
RDhJOCNFevzX5L1IM3_noturbusiness access gi?:ﬁ?gizole&asc&?g%%me0f0a668df2a03e16bb9500be5a6ca
Registry

Registry Key Operations Parent Process Name Verdict
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Cryptography access b1 5306 00608 2203e180b9500besabea
H }_<EY7L_OCAL7M ACHINE\SOFTWARE\Microsoft\Cryptography\Ma access. read 51883d0e9ac65bh1850ce0f0a668df2a03e16bb9500be5abea
chineGuid ! 54{8ff02154506.exe
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HKEY_CURRENT_USER\Software\Microsoft\Internet access 51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ca CLEAN
Explorer\IntelliForms\Storage2 54f8ff02154506.exe
HKEY_CURRENT_USER\Software\Microsoft\Internet Account access 51883d0e9ac65bh1850ce0f0a668df2a03e16bh9500be5abea CLEAN
Manager\Accounts 54{8ff02154506.exe

. 51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
HKEY_CURRENT_USER\Identities access 5Af802154506.exe CLEAN
HKEY_LOCAL_MACHINE\Software\Microsoft\Internet Account access 51883d0e9ac65bh1850ce0f0a668df2a03e16bh9500be5abea CLEAN
Manager 54£8ff02154506.exe

HKEY_LOCAL_MACHINE\Software\Microsoft\Internet Account 51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ca

access, read CLEAN

Manager\Outlook 54f8ff02154506.exe
HKEY_CURRENT_USER\Software\Microsoft\Office\Outlook\OMI access 51883d0e9ac65bb1850ce0f0a668df2a03e16bh9500be5abea CLEAN
Account Manager\Accounts 54(8ff02154506.exe

HKEY_CURRENT_USER\Software\Microsoft\Windows

NT\CUrrentVersionWindows Messaging access 51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ca

CLEAN

Subsystem\Profiles\Microsoft Outlook Internet Settings 54f8{02154506.exe
HKEY_CURRENT_USER\Software\Microsoft\Windows access 51883d0e9ac65bb1850ce0f0a668df2a03e16bh9500be5abea CLEAN
NT\CurrentVersion\Windows Messaging Subsystem\Profiles\Outlook 54£8ff02154506.exe
HKEY_CURRENT_USER\Software\Microsoft\Office\19.0\0utlook\Pr access 51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5abea CLEAN
ofiles\Outlook 54f8ff02154506.exe
HKEY_CURRENT_USER\Software\Microsoft\Office\18.0\0utlook\Pr access 51883d0e9ac65bb1850ce0f0a668df2a03e16bh9500be5abea CLEAN
ofiles\Outlook 54f8ff02154506.exe
HKEY_CURRENT_USER\Software\Microsoft\Office\17.0\0Outlook\Pr access 51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5abea CLEAN
ofiles\Outlook 54f8ff02154506.exe
HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr access 51883d0e9ac65bb1850ce0f0a668df2a03e16bh9500be5abea CLEAN
ofiles\Outlook 54f8ff02154506.exe
HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr access 51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5abea CLEAN
ofiles\Outlook\0a0d020000000000c000000000000046 54f8ff02154506.exe
HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr access 51883d0e9ac65bb1850ce0f0a668df2a03e16bh9500be5abea CLEAN
ofiles\Outlook\13dbb0Oc8aa05101a9bb000aa002fc45a 5418ff02154506.exe
HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr access 51883d0e9ac65bh1850ce0f0a668df2a03e16bb9500be5abea CLEAN
ofiles\Outlook\2db91c5fd8470d46blaShc5efabdcae? 54f8ff02154506.exe
HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr access 51883d0e9ac65bh1850ce0f0a668df2a03e16bb9500be5a6ea CLEAN
ofiles\Outlook\3517490d76624c419a828607e2a54604 5418ff02154506.exe
HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr access 51883d0e9ac65bh1850ce0f0a668df2a03e16bb9500be5abea CLEAN
ofiles\Outlook\6¢29d51f56390b45a924h3b787013a66 54{8ff02154506.exe
HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr access 51883d0e9ac65bbh1850ce0f0a668df2a03e16bb9500be5a6ea CLEAN
ofiles\Outlook\8503020000000000c000000000000046 5418ff02154506.exe
HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr access 51883d0e9ac65bh1850ce0f0a668df2a03e16bb9500be5abea CLEAN
ofiles\Outlook\8763203907727d498bce4b981b157d7b 54{8ff02154506.exe
HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr access 51883d0e9ac65bb1850ce0f0a668df2a03e16bh9500be5abea CLEAN
ofiles\Outlook\893893ade607c44aa338ac 7df5d6cha2 5418ff02154506.exe
HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr access 51883d0e9ac65bh1850ce0f0a668df2a03e16bb9500be5abea CLEAN
ofiles\Outlook\9207f3e0a3b11019908b08002b2a56¢c2 54f8ff02154506.exe
HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr access 51883d0e9ac65bb1850ce0f0a668df2a03e16bh9500be5abea CLEAN
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676 5418ff02154506.exe
HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr access 51883d0e9ac65bh1850ce0f0a668df2a03e16bb9500be5abea CLEAN
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001 54£8ff02154506.exe

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\SM access, read
TP Email Address

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500beSabea

5418ff02154506.exe CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr 51883d0e9ac65hb1850ce0f0a668d 203 16bh9500be5a6ea

‘?’fgess‘(\g?ngLOOK\9375C FF0413111d3B88A00104B2A6676\00000001\SM access, read 5AfBff02154506.exe CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\PO access, read
P3 Server

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ca

54f8ff02154506.exe CLEAN

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr 51883d0e9ac65hb1850ce0f0a668d2a03e16bh9500be5a6ea

gfg%sg(;}lﬂ‘ 0;;1:]\33750FF0413llld3B88A0010482A6676\00000001\PO access, read 5AfBff02154506.exe CLEAN
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HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\SM
TP User Name

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\NN
TP Email Address

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\NN
TP User Name

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\NN
TP Server

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\IMA
P Server

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\IMA
P User Name

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\Em
ail

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\H T
TP User

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\H T
TP Server URL

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\PO
P3 User

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\IMA
P User

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\HT
TPMail User Name

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\H T
TPMail Server

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\SM
TP User

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\PO
P3 Password2

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\IMA
P Password2

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\NN
TP Password2

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\H T
TPMail Password2

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\SM
TP Password2

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\PO
P3 Password

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\IMA
P Password

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\NN
TP Password

Operations

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

Parent Process Name

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500beSa6ea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54(8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500beSabea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ca
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500beSabea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54£8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500beSa6ea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54(8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bh1850ce0f0a668df2a03e16bb9500be5abea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ca
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe
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DYNAMIC ANALYSIS REPORT

#7330017

Registry Key

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\H T
TP Password

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\SM
TP Password

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\PO
P3 Port

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\SM
TP Port

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000001\IMA
P Port

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\SM
TP Email Address

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\SM
TP Server

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\PO
P3 Server

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\PO
P3 User Name

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\SM
TP User Name

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\NN
TP Email Address

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\NN
TP User Name

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\NN
TP Server

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\IMA
P Server

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\IMA
P User Name

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\Em
ail

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\HT
TP User

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\HT
TP Server URL

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\PO
P3 User

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\IMA
P User

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\HT
TPMail User Name

Operations

access, read

access, read

access, read

access, read

access, read

access

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

Parent Process Name

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500beSa6ea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54(8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500beSa6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54£8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500beSa6ea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bh1850ce0f0a668df2a03e16bb9500be5abea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54(8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bbh1850ce0f0a668df2a03e16bb9500beSa6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ca
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe
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DYNAMIC ANALYSIS REPORT

#7330017

Registry Key

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\HT
TPMail Server

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\SM
TP User

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\PO
P3 Password2

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\IMA
P Password2

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\NN
TP Password2

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\HT
TPMail Password2

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\SM
TP Password2

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\PO
P3 Password

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\IMA
P Password

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\NN
TP Password

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\HT
TP Password

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\SM
TP Password

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\PO
P3 Port

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\SM
TP Port

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000002\IMA
P Port

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\SM
TP Email Address

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\SM
TP Server

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\PO
P3 Server

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\PO
P3 User Name

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\SM
TP User Name

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\NN
TP Email Address

Operations

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access

access, read

access, read

access, read

access, read

access, read

access, read

Parent Process Name

51883d0e9ac65hbb1850ce0f0a668df2a03e16bh9500be5abea

54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea

54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea

54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea

5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea

54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500beSabea

5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea

54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ca

54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea

5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea

54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500beSabea

5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea

54f8ff02154506.exe

51883d0e9ac65hbb1850ce0f0a668df2a03e16bh9500be5abea

54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea

54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea

54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea

5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea

54f8ff02154506.exe

51883d0e9ac65bbh1850ce0f0a668df2a03e16bb9500beSa6ea

5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea

54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ca

54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea

54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea

54f8ff02154506.exe
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DYNAMIC ANALYSIS REPORT

#7330017

Registry Key

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\N N
TP User Name

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\NN
TP Server

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\IMA
P Server

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\IMA
P User Name

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\Em
ail

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\HT
TP User

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\HT
TP Server URL

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\PO
P3 User

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\IMA
P User

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\HT
TPMail User Name

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\HT
TPMail Server

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\SM
TP User

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\PO
P3 Password2

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\IMA
P Password2

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\NN
TP Password2

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\H T
TPMail Password2

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\SM
TP Password2

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\PO
P3 Password

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\IMA
P Password

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\NN
TP Password

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\H T
TP Password

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\SM
TP Password

Operations

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

access, read

Parent Process Name

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500beSa6ea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54(8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500beSabea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ca
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500beSabea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54£8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500beSa6ea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54(8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bh1850ce0f0a668df2a03e16bb9500be5abea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ca
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe
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CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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Registry Key

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Outlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\PO
P3 Port

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\SM
TP Port

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\9375C FF0413111d3B88A00104B2A6676\00000003\IMA
P Port

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\dc48e7c6d33441458035ee20beefel8a

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0Outlook\Pr
ofiles\Outlook\e57f6d0b27b6134693ca7113adab34a6

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\f35¢115766b7c94ch080da6869ae8f9d

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\0utlook\Pr
ofiles\Outlook\f86ed2903a4allch57e524153480001

HKEY_CURRENT_USER\Software\Microsoft\Office\15.0\0utlook\Pr
ofiles\Outlook

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\0utl ook \Pr
ofiles\Outlook

HKEY_CURRENT_USER\Software\Microsoft\Office\13.0\0utlook\Pr
ofiles\Outlook

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows
NT\CurrentVersion\ProductName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\AddressBook

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\AddressBook\DisplayName

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstal\Connection Manager

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\Connection Manager\DisplayName

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\DirectDrawEx

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\DirectDrawEx\DisplayName

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstal\DXM_Runtime

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstal\DXM_Runtime\DisplayName

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\Fontcore

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\Fontcore\DisplayName

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\IE40

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\[E40\DisplayName

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstal\IE4Data

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\[E4Data\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstal\IESBAKEX

Operations

access, read

access, read

access, read

access

access

access

access

access

access

access

access

access, read

access

access

access, read

access

access, read

access

access, read

access

access, read

access

access, read

access

access, read

access

access, read

access
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Parent Process Name

51883d0e9ac65hbb1850ce0f0a668df2a03e16bh9500be5abea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54(8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54{8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
548ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500beSabea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54{8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500beSabea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54{8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500beSabea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54(8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500beSabea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54£8ff02154506.exe

51883d0e9ac65bh1850ce0f0a668df2a03e16bb9500be5abea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
5418ff02154506.exe

51883d0e9ac65hbb1850ce0f0a668df2a03e16bh9500be5abea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500beSa6ea
5418ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54(8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ca
54f8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54(8ff02154506.exe

51883d0e9ac65bb1850ce0f0a668df2a03e16bb9500be5a6ea
54f8ff02154506.exe
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Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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#7330017

Registry Key Operations Parent Process Name Verdict
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current access. read 51883d0e9ac65bb1850ce0f0a668df2a03e16bh9500be5abea
Version\Uninstal\lESBAKEX\DisplayName ! 54f8ff02154506.exe
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current access 51883d0e9ac65bh1850ce0f0a668df2a03e16bh9500be5abea
Version\Uninstal\lEData 54f8ff02154506.exe
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current access. read 51883d0e9ac65bb1850ce0f0a668df2a03e16bh9500be5abea
Version\Uninstall\[EData\DisplayName ! 54{8ff02154506.exe
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current access 51883d0e9ac65bh1850ce0f0a668df2a03e16bh9500be5abea
Version\Uninstall\MobileOptionPack 54£8ff02154506.exe
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current access. read 51883d0e9ac65bb1850ce0f0a668df2a03e16bh9500be5abea
Version\Uninstall\MobileOptionPack\DisplayName ! 54f8ff02154506.exe

Reduced dataset
Process
Process Name Commandline Verdict

"c:
51883d0e9ac650b18500e010a668f2203e160095000e5a6CaBAB02154 5 6r5\R DhJOCNFevzXDesktop51883d0e9ac65bb1850060/0a668d2203616bb9500be5a60aBAIBH02

Sb.exe 154506.exe"
cmd.exe /C timeout /T 10 /NOBREAK > Nul & Del /f/q"C:
cmd.exe \Users\RDhJOCNFevzX\Deskiop\51883d0e9ac65bh1850ce0f0a668d2a03e160b9500be5a6casAfaH02

154506.exe"

timeout.exe timeout /T 10 /NOBREAK CLEAN
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YARA | AV

YARA (3)

Ruleset Name Rule Name
Malware Raccoon_1 7 2
Malware Raccoon_1 7 2
Malware Raccoon_1 7 2

Antivirus (3)

File Type Threat Name

Sample File

Downloaded File

Memory Dump

Rule Description

Raccoon Stealer v1.7.2

Raccoon Stealer v1.7.2

Raccoon Stealer v1.7.2

Gen:Variant.Ulise.303789

Trojan.GenericKD.33943728

Generic.Andromeda.9525175B

DYNAMIC ANALYSIS REPORT

Classification

File Type File Name
Memory Dump - Spyware
Memory Dump - Spyware

Spyware

Memory Dump -

File Name

C:
\Users\RDhJOCNFevzX\Desktop\51883d0e9ac65bb1850ce0f0a668df
2a03e16bb9500be5abca54f8ff02154506.exe

C:
\Users\RDhJOCNFevzX\AppData\Local Low\uSOwV5wY9qH 3\pB4pD
11B4sD3.zip

X-Ray Vision for Malware - www.vmray.com

#7330017

Verdict

Verdict

MALICIOUS

MALICIOUS
MALICIOUS
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#7330017

ENVIRONMENT

Virtual Machine Information

Name winl0_64 th2_en_mso02016

Description winl0_64_th2_en mso02016

Architecture x86 64-bit

Operating System Windows 10 Threshold 2

Kernel Version 10.0.10586.0 (0de6dc23-8e19-4bb7-8608-d54bhle6fa379)
Network Scheme Name Local Gateway

Network Config Name Local Gateway

Platform Information

Platform Version 430

Dynamic Engine Version 4.3.0/09/20/2021 03:59
Static Engine Version 4.3.0.0/2021-09-20 03:00:12
AV Exceptions Version 4.3.0.0/ 2021-09-20 03:00:12
Link Detonation Heuristics Version 4.3.0.4/2021-09-16 11:30:34
Signature Trust Store Version 4.3.0.0/ 2021-09-20 03:00:12
VMRay Threat Identifiers Version 4.3.1.7 ] 2021-09-22 10:00:51
YARA Built-in Ruleset Version 4.3.0.5

Anti Virus Information

Built-in AV Version AVCORE v2.2 Linux/x86_64 11.0.1.19 (March 15, 2021)

Built-in AV Database Update Release

Date 2021-09-28 01:56:46+00:00

Built-in AV Database Records 10476967

Software Information

Adobe Acrobat Reader Version Not installed
Microsoft Office 2016
Microsoft Office Version 16.0.4266.1003
Hangul Office Not installed
Hangul Office Version Not installed
Internet Explorer Version 11.0.10586.0
Chrome Version Not installed
Firefox Version Not installed
Flash Version Not installed
Java Version Not installed

System Information

Sample Directory C:\Users\RDhJOCNFevzX\Desktop
Computer Name XC64ZB
User Domain XC64zB
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#7330017

User Name RDhJOCNFevzX

User Profile C:\Users\RDhJOCNFevzX

Temp Directory C:\Users\RDHJOC~1\AppData\Local\Temp
System Root C:\Windows
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