DYNAMIC ANALYSIS REPORT

#9715122

Classifications: -

MALICIOUS Threat Names: Mal/Generic-S

Sample Type

File Name

ID

MD5

SHA1

SHA256

File Size
Report Created

Target Environment

Verdict Reason: -

Windows Exe (x86-32)
458ad7362cfh6980b9e7eb19ab83ddc6d261bf6h057f1892267d d55c656e9686.exe
#4191303

6362(f59e775ccaddlda38cacaae58be
2¢992f5a53bbe80030604ea8f3d121eae6bb7432
458ad7362cfh6980b9e7eb19ab83ddc6d261bfEb057f1892267dd55¢656e9686

23.50 KB

2022-04-25 17:01 (UTC+2)

winl0_64_th2_en _mso2016 | exe
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DYNAMIC ANALYSIS REPORT

#9715122

OVERVIEW

VMRay Threat Identifiers (6 rules, 11 matches)

Score Category Operation Count Classification

5/5 User Data Modification Modifies Windows automatic backups 1 -

« (Process #1) 458ad7362cfh6980b9e7eb19ab83ddc6d261bf6h057f1892267dd55c656e9686.exe deletes Windows volume shadow copies.

Reputation Known malicious file 1 -

< Reputation analysis labels the sample itself as "Mal/Generic-S".

Network Connection All network connection attempts failed 1 -

« Host "v4u3zio7rhmgkzzk5jvekgojl6an3dthyxzapy3zhdhhaelnj6iicfgd.darknet.to" is unavailable.

“ Hide Tracks Creates process with hidden window 6 -

« (Process #1) 458ad7362cfh6980b9e7eb19ab83ddc6d261bf6h057f1892267dd55c656e9686.exe starts (process #2) vssadmin.exe with a hidden window.
« (Process #1) 458ad7362cfh6980b9e7eb19ab83ddc6d261bf6b057f1892267dd55c656e9686.exe starts (process #4) net.exe with a hidden window.

« (Process #1) 458ad7362cfh6980b9e7eb19ab83ddc6d261bf6b057f1892267dd55c656e9686.exe starts (process #8) taskkill.exe with a hidden window.

« (Process #1) 458ad7362cfbh6980b9e7eb19ab83ddc6d261bf6b057f1892267dd55c656e9686.exe starts (process #10) reg.exe with a hidden window.

« (Process #1) 458ad7362cfbh6980b9e7eb19ab83ddc6d261bf6b057f1892267dd55c656e9686.exe starts (process #11) reg.exe with a hidden window.

« (Process #1) 458ad7362cfh6980b9e7ebl9ab83ddc6d261bf6b057f1892267dd55c656e9686.exe starts (process #12) net.exe with a hidden window.

Persistence Installs system startup script or application 1 -

« (Process #11) reg.exe adds "C:\windows\wininit.exe" to Windows startup via registry.

Network Connection Performs DNS request 1 -

« (Process #1) 458ad7362cfh6980b9e7eb19ab83ddc6d261bf6h057f1892267dd55c656e9686.exe resolves host name
"v4u3zio7rhmgkzzk5jvekgojl6an3dthyxzapy3zhdhhaelnj6iicfqd.darknet.to" to IP "-".
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#9715122

Mitre ATT&CK Matrix

. . q Privilege Defense Credential A Lateral A Command . .
Initial Access Execution Persistence Escalation Evasion = Discovery iR Collection ervttl Caniicl] Exfiltration Impact
#T1060 .
Registry Run #T1143 Hidden #T15490 Inhibit
: ystem
Keys / Startup Window
Recovery
Folder
#T1112 Modify
Registry
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#9715122

Sample Information

ID

MD5
SHA1L
SHA256
SSDeep
ImpHash
File Name
File Size

Sample Type

Has Macros

Analysis Information

Creation Time

Analysis Duration

Termination Reason

Number of Monitored Processes

Execution Successful

Reputation Enabled
WHOIS Enabled

Built-in AV Enabled

Built-in AV Applied On

Number of AV Matches
YARA Enabled

YARA Applied On

Number of YARA Matches

#4191303

6362(f59e775ccaddlda38cacaae58be

2c992f5a53bbe80030604ea8f3d121eae6bb7432
458ad7362cfh6980b9e7eb19ab83ddc6d261bf6h057f1892267dd55c6569686
384:7XGEINMHIHEKRXfQJ/1/Im ORKun6psaJbKe8NebZ9W Tq70piY Sc:n720l1eJbsML70QY9
34d5f2d4577ed6d9ceec516c1f5a744
458ad7362cfb6980b9e7eb19ab83ddc6d261bfEb057f1892267dd55c656€9686.exe

23.50 KB

Windows Exe (x86-32)

v

2022-04-2517:01 (UTC+2)
00:03:58

Timeout

10

False

v
v
X

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

v

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
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® User Account Control

Do you want to allow this app from an unknown
publisher to make changes to your PC?

Program name:  4582d7362cfb6980b%e7eb19ab83ddc6d261bfE6b0S7f1...
Publisher: Unknown
File origin: Hard drive on this computer

Show details Yes

Change these notifications appear
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NETWORK

General

0 bytes total sent

0 bytes total received

0 ports

1 contacted IP addresses
0 URLs extracted

0 files downloaded

0 malicious hosts detected

DNS

1 DNS requests for 1 domains
1 nameservers contacted

1 total requests returned errors

HTTPIS

0 URLs contacted, O servers

0 sessions, 0 bytes sent, 0 bytes received

DNS Requests

Type Hostname Response Code Resolved IPs CNames Verdict

v4u3zio7rhmgkzzk5jvekgojl6an3dthyxzapy3zhdhhaelnj6iicf

A qd.darknet.to

NXDomain

X-Ray Vision for Malware - www.vmray.com 7122
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#9715122

BEHAVIOR

Process Graph

Child Process #16

netl.exe

Child Process

Child Process
Sample Start 458ad7362¢fh6980b9e7eb19ab83ddc6d261bf6h057f1892267dd55c656€9686.exe

Child Process

Child Process

Child Process

Child Process #17

netl.exe
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Process #1: 458ad7362cfb6980b9e7eb19ab83ddc6d261bf6b057f1892267dd55c656€9686.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time

Unmonitor End Time

c:\users\rdhjOcnfevzx\desktop\458ad7362cfh6980b9e7eb19ab83ddc6d261bf6h057f1892267dd55c656€9686.exe
"C:\Users\RDhJOCNFevzX\Desktop\458ad7362cfh6980b9e7eb19ab83ddc6d261bf6b057f1892267dd55c656e9686.exe”
C:\Users\RDhJOCNFevzX\Desktop\

Start Time: 83859, Reason: Analysis Target

End Time: 277038, Reason: Terminated by Timeout

Monitor duration 193.18s
Return Code Unknown
PID 3652
Parent PID 1184
Bitness 64 Bit
Dropped Files (1)
File Name File Size SHA256 YARA Match
CAHOW TO RECOVER ENCRYPTED FILES.txt 200 KB iz;i?Sganbek255f318138572b38lc87274db5c9b49c8eb33d96adfa6 x
Host Behavior
Type Count
User 1
System 8
Module 19
Window 3
Registry 22
File 23
Process 7
- 8
Environment 4
Keyboard 7
Network Behavior
Type Count
DNS 1
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#9715122

Process #2: vssadmin.exe

ID 2

File Name c:\windows\system32\vssadmin.exe
Command Line "C:\Windows\System32\vssadmin.exe" delete shadows /all /quiet
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 126896, Reason: Child Process
Unmonitor End Time End Time: 147503, Reason: Terminated
Monitor duration 20.61s

Return Code 2

PID 4204

Parent PID 3652

Bitness 64 Bit

X-Ray Vision for Malware - www.vmray.com 10 /22
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#9715122

Process #4: net.exe

ID 4

File Name c:\windows\system32\net.exe

Command Line "C:\Windows\System32\net.exe" stop TeamViewer /y
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 127829, Reason: Child Process
Unmonitor End Time End Time: 147676, Reason: Terminated
Monitor duration 19.85s

Return Code 2

PID 4256

Parent PID 3652

Bitness 64 Bit
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Process #5: vssadmin.exe

ID 5

File Name c:\windows\system32\vssadmin.exe
Command Line "C:\Windows\System32\vssadmin.exe" delete shadows /all /quiet
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 128216, Reason: Child Process
Unmonitor End Time End Time: 147564, Reason: Terminated
Monitor duration 19.35s

Return Code 2

PID 4268

Parent PID 3652

Bitness 64 Bit

X-Ray Vision for Malware - www.vmray.com 12 /22



DYNAMIC ANALYSIS REPORT
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Process #8: taskkill.exe

ID 8

File Name c:\windows\system32\taskkill.exe
Command Line "C:\Windows\System32\taskkill.exe" /f /im 1cv8.exe
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 129219, Reason: Child Process
Unmonitor End Time End Time: 149002, Reason: Terminated
Monitor duration 19.78s

Return Code 128

PID 4356

Parent PID 3652

Bitness 64 Bit

X-Ray Vision for Malware - www.vmray.com 13 /22
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#9715122

Process #10: reg.exe

ID 10
File Name c:\windows\system32\reg.exe

"C:\Windows\System32\reg.exe" add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server" /v fDenyTSConnections /t

Command Line REG_DWORD /d 1 /f

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 130337, Reason: Child Process
Unmonitor End Time End Time: 139866, Reason: Terminated
Monitor duration 9.53s

Return Code 0

PID 2976

Parent PID 3652

Bitness 64 Bit

Host Behavior

Type Count
Module 1
Registry 4
File 6
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#9715122

Process #11: reg.exe

ID 11

File Name c:\windows\system32\reg.exe

Command Line "C:\Windows\System32\reg.exe" ADD "HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run" /V "wininit" /t REG_SZ /F /D "C:\windows\wininit.exe"
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 131564, Reason: Child Process
Unmonitor End Time End Time: 139928, Reason: Terminated
Monitor duration 8.36s

Return Code 0

PID 4344

Parent PID 3652

Bitness 64 Bit

Host Behavior

Type Count
Module 1
Registry 4
File 6
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Process #12: net.exe

ID 12

File Name c:\windows\system32\net.exe

Command Line "C:\Windows\System32\net.exe" stop mssqlserver fy
Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 131585, Reason: Child Process
Unmonitor End Time End Time: 147293, Reason: Terminated
Monitor duration 15.71s

Return Code 2

PID 1580

Parent PID 3652

Bitness 64 Bit

X-Ray Vision for Malware - www.vmray.com 16 /22
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Process #16: netl.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

Host Behavior

Type

Module

File

16

c:\windows\system32\netl.exe
C:\Windows\system32\net1 stop TeamViewer /y
C:\Users\RDhJOCNFevzX\Desktop\

Start Time: 137535, Reason: Child Process

End Time: 147629, Reason: Terminated

10.09s

4988
4256

64 Bit

X-Ray Vision for Malware - www.vmray.com
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Process #17: netl.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

Host Behavior

Type

Module

File

17

c:\windows\system32\netl.exe
C:\Windows\system32\netl stop mssqlserver ly
C:\Users\RDhJOCNFevzX\Desktop\

Start Time: 138202, Reason: Child Process

End Time: 147249, Reason: Terminated

9.05s

2752
1580

64 Bit

X-Ray Vision for Malware - www.vmray.com
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ARTIFACTS

File

SHA256 File Names

458ad7362cfb6980b%e7eb19
ab83ddc6d261bf6b057f1892
267dd55c656e9686

C:

\Users\RDhJOCNFevzX\Desktop\458
ad7362cfb6980b9e7eb19ab83ddc6d26
1bf6b057f1892267dd55c656e9686.exe

87¢2h89a8dbe2c255f318138
572h381c87274db5c9b49c8
eb33d96adfabac5ef

C:\HOW TO RECOVER
ENCRYPTED FILES.txt

Filename
File Name
c:

\Users\R DhJOCNFevzX\Desktop\458ad7362cfh6980b9e7eb19ab83dd
¢6d261bf6b057f1892267dd55c656e9686.exe.config

C:\HOW TO RECOVER ENCRYPTED FILES.txt

C:
\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machine.
config

C:\Windows\system32\netl.exe

Domain

Domain

v4u3zio7rhmgkzzk5jvekgojl6an3dthyxzapy3zhdhhaelnj6iicf
qd.darknet.to
IP

IP Address

192.168.0.1 -

Registry
Registry Key

HKEY_LOCAL_MACHINE\Software\Microsoft.NETFramework

HKEY_LOCAL_MACHINE\Software\Microsoft.NETFramework\Dbg
JITDebuglLaunchSetting

HKEY_LOCAL_MACHINE\Software\Microsoft.NETFramework\Dbg
ManagedDebugger

HKEY_CURRENT_USER\Software\Microsoftt\Windows\CurrentVer
sion\Policies\System

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Ter
minal Server

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Ter
minal Server\fDenyTSConnections

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Run

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Run\wininit

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion

HKEY_LOCAL_MACHINE\Software\Microsoftt\Windows
NT\CurrentVersion\installationType

HKEY_CURRENT_USER

Domains

Category File Size
Sample File 2350 KB
Dropped File 2.00KB

Category

Accessed File

Dropped File

Accessed File

Accessed File

IP Address

Operations

access

access, read

access, read

access

access, create

access, write, read

access, create

access, write, read

access

access, read

access

MIME Type

application/
vnd.microsoft.portable-
executable

text/plain

Country

Country

Parent Process Name

458ad7362cfh6980b9e7eb19ab83ddc6d261bf6b0571892267

dd55c656e9686.exe

458ad7362cfh6980b9e7eb19ab83ddc6d261bf6b057f1892267

dd55c656e9686.exe

458ad7362cfh6980b9e7eb19ab83ddc6d261bf6b0571892267

dd55c656e9686.exe

reg.exe

reg.exe

reg.exe

reg.exe

reg.exe

458ad7362cfh6980b9e7eb19ab83ddc6d261bf6b0571892267

dd55c656e9686.exe

458ad7362cfb6980b9e7eb19ab83ddc6d261bf6b057f1892267

dd55c656e9686.exe

458ad7362cfh6980b9e7eb19ab83ddc6d261bf6b0571892267

dd55c656e9686.exe

X-Ray Vision for Malware - www.vmray.com

Operations

DYNAMIC ANALYSIS REPORT

#9715122

Operations Verdict

- MALICIOUS

Access, Write, Create CLEAN

Verdict

Access CLEAN

CLEAN

Access, Write, Create

Access, Read CLEAN

Access CLEAN
Protocols Verdict

DNS
Protocols Verdict

UDP, DNS CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

<
1]
=
| I
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Registry Key

HKEY_CURRENT_USER\SOFTWAREMicrosoft\Windows\Current
Version\internet Settings\Connections

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\internet Settings\Connections

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows
\CurrentVersion\Internet Settings

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\.NETFramework

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\.NETFramework\
LegacyW PAD Support

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard Time

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard Time\TZ|

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard Time\Dynamic
DST

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard
Time\MUI_Display

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard Time\MUI_Std

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Time Zones\W. Europe Standard Time\MUI_DIt

Process
Process Name

458ad7362cfb6980b9e7eb19ab83ddc6d261bf6h057f1892267dd55c656e
9686.exe

vssadmin.exe
net.exe

taskkill.exe

reg.exe

reg.exe

net.exe
netl.exe

netl.exe

Operations

access

access

access

access

access, read

access

access, read

access

access, read

access, read

access, read

Commandline

Parent Process Name

458ad7362cfh6980b9e 7eb19abB83ddc6d261bf6h057f1892267
dd55c656e9686.exe

458ad7362cfh6980b9e7eb19ab83ddc6d261bfEh057f1892267
dd55c656e9686.exe

458ad7362cfb6980b9e7eb19ab83ddc6d261bf6b057f1892267
dd55c656e9686.exe

458ad7362cfh6980b9e7eb19ab83ddc6d261bfEh057f1892267
dd55c656e9686.exe

458ad7362cfb6980b9e7eb19ab83ddc6d261bf6b057f1892267
dd55c656e9686.exe

458ad7362cfh6980b9e 7eh19abB83ddc6d261bf6h057f1892267
dd55c656e9686.exe

458ad7362cfb6980b9e7eb19ab83ddc6d261bf6b057f1892267
dd55c656e9686.exe

458ad7362cfh6980b9e 7eb19abB83ddc6d261bf6h057f1892267
dd55c656e9686.exe

458ad7362cfb6980b9e7eb19ab83ddc6d261bfEh057f1892267
dd55c656e9686.exe

458ad7362cfh6980b9e 7eb19abB83ddc6d261bf6h057f1892267
dd55c656e9686.exe

458ad7362cfb6980b9e7eb19ab83ddc6d261bfEh057f1892267
dd55c656e9686.exe

"C:
\Users\RDhJOCNFevzX\Desktop\458ad7362cfh6980b9e7eb19ab83ddc6d261bf6b057f1892267dd55¢c6

56e9686.exe"

"C:\Windows\System32\vssadmin.exe" delete shadows /all /quiet

"C:\Windows\System32\net.exe" stop TeamViewer /y

"C:\Windows\System32\taskkill.exe" /f im 1cv8.exe

"C:\Windows\System32\reg.exe" add

"HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server" /v
fDenyTSConnections /t REG_DWORD /d 1 /f

"C:\Windows\System32\reg.exe" ADD

"HKLM\SOFTWAREWMicrosoftWindows\CurrentVersion\Run" /V "wininit* t REG_SZ /F /D "C:

\windows\wininit.exe"

"C:\Windows\System32\net.exe" stop mssqlserver /y

C:\Windows\system32\netl stop TeamViewer fy

C:\Windows\system32\netl stop mssqlserver fy

X-Ray Vision for Malware - www.vmray.com

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

MALICIOUS

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

g 5
; g
- 2

CLEAN
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YARA | AV

No YARA or AV matches available.
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ENVIRONMENT

Virtual Machine Information

Name

Description
Architecture

Operating System
Kernel Version

Network Scheme Name

Network Config Name

Platform Information

Platform Version
Dynamic Engine Version
Static Engine Version

AV Exceptions Version

Link Detonation Heuristics Version

Smart Memory Dumping Rules
Version

Signature Trust Store Version
VMRay Threat Identifiers Version

YARA Built-in Ruleset Version

Software Information

Adobe Acrobat Reader Version
Microsoft Office

Microsoft Office Version
Hangul Office

Hangul Office Version

Internet Explorer Version
Chrome Version

Firefox Version

Flash Version

Java Version

System Information

Sample Directory
Computer Name
User Domain
User Name

User Profile
Temp Directory

System Root

winl0_64 th2_en_mso02016

winl0_64_th2_en mso02016

x86 64-bit

Windows 10 Threshold 2

10.0.10586.0 (0de6dc23-8e19-4bb7-8608-d54ble6fa379)
Local Gateway

Local Gateway

441

4.4.1/01/14/2022 05:06
4.4.1.0/2022-01-14 04:00:58
4.4.1.6/ 2021-12-14 15:06:27

4.4.1.16/ 2022-03-11 16:16:43

4.4.1.6/ 2021-12-14 15:06:27

4.4.1.6/2021-12-14 15:06:27
4.4.1.19/ 2022-03-31 10:55:59

4.4.1.19

Not installed
2016
16.0.4266.1003
Not installed
Not installed
11.0.10586.0
Not installed
Not installed
Not installed

Not installed

C:\Users\RDhJOCNFevzX\Desktop
XC64zB

XC64zB

RDhJOCNFevzX
C:\Users\RDhJOCNFevzX
C:\Users\RDHJOC~1\AppData\Local\Temp

C:\Windows

X-Ray Vision for Malware - www.vmray.com
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