DYNAMIC ANALYSIS REPORT

#2444578

Classifications: Spyware
MALICIOUS Threat Names: Mal/Generic-S Trojan.GenericKD.47065451

Verdict Reason: -

Sample Type Windows Exe (x86-32)

File Name 4340bclelddb5d268a010401be96435063de733a2601d158d13f56da9f20d f5d.exe
ID #968720

MD5 ec72a93f6279h16006f2196f330166ee

SHAL 74b4d4a19500d3644a6a4f523ad7d4adchlace6f

SHA256 4340bc1e1ddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d

File Size 5004.35 KB

Report Created 2021-09-28 10:37 (UTC+2)

Target Environment winl0_64_th2_en mso02016 | exe
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#24445

OVERVIEW

VMRay Threat Identifiers (16 rules, 70 matches)

Score Category Operation Count Classification
5/5 Data Collection Tries to read cached credentials of various applications 1 Spyware
« Tries to read sensitive data of: Cyberfox, Ethereum, Internet Explorer / Edge, Opera, CentBrowser, CocCoc, Amigo, Chromium, Mozill... ... ackHawk, Electron Cash Bitcoin Cash Wallet,

Electrum Bitcoin Wallet, Elements Browser, Internet Explorer, Google Chrome, The Bat!.

“ Reputation Known malicious file 1 -

« Reputation analysis labels the sample itself as "Mal/Generic-S".

“ Antivirus Malicious content was detected by heuristic scan 1 -

« Built-in AV detected the sample itself as "Trojan.GenericKD.47065451".
Data Collection Reads cryptocurrency wallet locations 4 -

« (Process #5) crystalreports.exe tries to read the cryptocurrency wallet "Ethereum* for "ETH".
« (Process #5) crystalreports.exe tries to read the cryptocurrency wallet "Electrum Bitcoin Wallet" for "BTC".
« (Process #5) crystalreports.exe tries to read the cryptocurrency wallet "Electron Cash Bitcoin Cash Wallet" for "BCH".

« (Process #5) crystalreports.exe tries to read the cryptocurrency wallet "MultiDoge DogeCoin wallet" for "DOGE".

Network Connection Uses HTTP to upload a large amount of data. 1 -

« (Process #5) crystalreports.exe uploads 135.323KB data using HTTP POST.

Hide Tracks Deletes file after execution 2 -
« (Process #1) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.exe deletes executed executable "c:
\users\rdhjOcnfevzx\appdata\local\tem p\is-3v8jg.tm p\4340bc 1e1ddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d.tmp".

« (Process #3) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d.exe deletes executed executable "c:\users\rdhjOcnfevzx\appdata\local\temphis-
kv38v.tmp\4340bc 1e1ddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d.tmp".

Data Collection Reads sensitive browser data 19 -

« (Process #5) crystalreports.exe tries to read sensitive data of web browser "Google Chrome" by file.

« (Process #5) crystalreports.exe tries to read sensitive data of web browser "Chromium" by file.

« (Process #5) crystalreports.exe tries to read sensitive data of web browser "Kometa" by file.

« (Process #5) crystalreports.exe tries to read sensitive data of web browser "Amigo" by file.

« (Process #5) crystalreports.exe tries to read sensitive data of web browser "Torch" by file.

« (Process #5) crystalreports.exe tries to read sensitive data of web browser "Orbitum™ by file.

« (Process #5) crystalreports.exe tries to read sensitive data of web browser "Comodo Dragon” by file.

« (Process #5) crystalreports.exe tries to read sensitive data of web browser "Epic Privacy Browser" by file.
« (Process #5) crystalreports.exe tries to read sensitive data of web browser "Vivaldi" by file.

« (Process #5) crystalreports.exe tries to read sensitive data of web browser "CocCoc" by file.

« (Process #5) crystalreports.exe tries to read sensitive data of web browser "Uran" by file.

« (Process #5) crystalreports.exe tries to read sensitive data of web browser "CentBrowser" by file.

« (Process #5) crystalreports.exe tries to read sensitive data of web browser "Elements Browser" by file.

« (Process #5) crystalreports.exe tries to read sensitive data of web browser "Opera" by file.

« (Process #5) crystalreports.exe tries to read sensitive data of web browser "Mozilla Firefox" by file.

« (Process #5) crystalreports.exe tries to read sensitive data of web browser "Cyberfox" by file.

« (Process #5) crystalreports.exe tries to read sensitive data of web browser "BlackHawk" by file.

« (Process #5) crystalreports.exe tries to read credentials of web browser "Internet Explorer” by reading from the system's credential vault.

« (Process #5) crystalreports.exe tries to read sensitive data of web browser "Internet Explorer / Edge" by file.
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Score Category Operation Count Classification

Data Collection Reads sensitive mail data 2 -

« (Process #5) crystalreports.exe tries to read sensitive data of mail application "Mozilla Thunderbird" by file.

« (Process #5) crystalreports.exe tries to read sensitive data of mail application "The Bat!" by file.

“ Hide Tracks Creates process with hidden window 3 -
« (Process #1) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.exe starts (process #2)
4340bc1e1ddb5d2682010401be96435063de733a2601d158d13f56dadf20df5d.tmp with a hidden window.

« (Process #3) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d.exe starts (process #4)
4340bc1e1ddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d.tmp with a hidden window.

« (Process #5) crystalreports.exe starts (process #6) cmd.exe with a hidden window.

m Discovery Possibly does reconnaissance 4 -

« (Process #5) crystalreports.exe tries to gather information about application "Mozilla Firefox" by file.
« (Process #5) crystalreports.exe tries to gather information about application "Cyberfox" by file.
« (Process #5) crystalreports.exe tries to gather information about application "blackHawk" by file.

« (Process #5) crystalreports.exe tries to gather information about application "icecat" by file.

Discovery Reads system data 1 -

« (Process #5) crystalreports.exe reads the cryptographic machine GUID from registry.

Execution Drops PE file 22 -
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Score Category Operation Count Classification
« (Process #1) 4340bclelddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.exe drops file "C:
\Users\RDHJOC~ 1\AppData\Local\Templis-3V8JG.tmp\4340hc 1e1ddb5d268a010401be96435063de733a2601d158d13f56dagf20d5d.tmp'.

* (Process #2) 4340bc1elddb5d2682010401be96435063de733a2601d158d13f56dadf20df5d.tmp drops file "C:\Users\RDHJOC~1\AppData\Local\Templis-
IOPSN.tmp\_isetup\_setup64.tmp".

* (Process #4) 4340bc1e1ddb5d2682010401be96435063de733a2601d158d13f56dadf20df5d.tmp drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-
LS2TFtmp".

« (Process #4) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d.tmp drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-
S3F12.tmp".

« (Process #4) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.tmp drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-
ATCAC.tmp".

* (Process #4) 4340bc1elddh5d268a010401be96435063de733a2601d158d13f56da9f20df5d.tmp drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-6LMC9.tmp".

* (Process #4) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.tmp drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-
B14M1.tmp".

* (Process #4) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.tmp drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-1TRILtmp".

* (Process #4) 4340bc1e1ddb5d2682010401be96435063de733a2601d158d13f56dadf20df5d.tmp drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-812MC.tmp".

* (Process #4) 4340bc1e1ddb5d2682010401be96435063de733a2601d158d13f56dadf20df5d.tmp drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-
VEM58.tmp".

« (Process #4) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.tmp drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-
RKEEO.tmp".

« (Process #4) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d.tmp drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-
192GT.tmp".

« (Process #4) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.tmp drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-
Q6KJO.tmp'".

* (Process #4) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.tmp drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-
P6R77.tmp".

* (Process #4) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.tmp drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-
EJ120.tmp".

* (Process #4) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d.tmp drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-
19Q09.tmp".

* (Process #4) 4340bc1e1ddb5d2682010401be96435063de733a2601d158d13f56dadf20df5d.tmp drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-83M4S.tmp".

« (Process #4) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d.tmp drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-
03710.tmp".

« (Process #4) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.tmp drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-
LLU2T.tmp".

« (Process #4) 4340bc1elddh5d268a010401be96435063de733a2601d158d13f56da9f20df5d.tmp drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\Filters\is-05LOQ.tmp".

* (Process #4) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.tmp drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralimageformats\is-4PN8O.tmp".

* (Process #4) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.tmp drops file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralimageformats\is-00F2U.tmp".

“ Execution Executes dropped PE file 2 -

 Executes dropped file "C:\Users\RDHJOC~1\AppData\Local\Templ\is-3V8JG.tmp\4340bc 1e1ddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d.tmp".

« Executes dropped file "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-LS2TF.tmp".

“ Execution Executes itself 1 -

« (Process #2) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d.tmp executes a copy of the sample at C:
\Users\RDhJOCN FevzX\Desktop\4340bc1e1ddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d.exe.

m Obfuscation Resolves API functions dynamically 5 -

« (Process #1) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.exe resolves 34 API functions by name.
* (Process #2) 4340bc1e1ddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d.tmp resolves 132 API functions by name.
* (Process #3) 4340bc1e1ddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d.exe resolves 34 API functions by name.
* (Process #4) 4340bc1e1ddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d.tmp resolves 143 API functions by name.

« (Process #5) crystalreports.exe resolves 144 API functions by name.

“ System Modification Creates an unusually large number of files 1 -
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« (Process #4) 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.tmp creates an above average number of files.

_ Trusted Known clean file 45 -

« File "C:\Users\RDHJOC~1\AppData\Local\Temp\is-IOPSN.tmp\_isetup\_setup64.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-S3F12.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-ATC4C.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-6LMC9.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-B14M1.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-1TRI1.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-812MC.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-VEM58.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-RKEEQ.tmp" is a known clean file.

* File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-192GT.tmp" is a known clean file.

* File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-Q6KJO.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-EJ120.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-09UFK.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-19Q09.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-83M4S.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-O3710.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralis-LLU2T.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\dat\is-FT54V.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\doc\is-HN4JH.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\doc\is-M2UB2.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\doc\is-4EFU7.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\doc\is-KED27.tmp" is a known clean file.

* File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\doc\is-QPOBH.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\Docs\is-ENONG6.tmp" is a known clean file.

* File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\Filters\is-05LOQ.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\Filters\is-1BJT9.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\Filters\is-6FJOT.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\Filters\is-500L8.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\fonts\is-MJ768.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\fonts\is-J3RJID.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\fonts\is-R2CEH.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\fonts\is-PKUKC.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralimageformats\is-4PN80O.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralimageformats\is-00F2U.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\themes\deutsch\words\is-CDUOH.tmp" is a known clean file.
« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralthemes\espanol\images\is-DV5SK.tmp" is a known clean file.
« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralthemes\french\is-JN8V7.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralthemes\frenchlis-O5I2l.tmp" is a known clean file.

* File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralthemes\french\scripts\is-P88LG.tmp" is a known clean file.
« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\themes\french\scripts\is-48EVF.tmp" is a known clean file.
« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\themes\french\words\is-BQ19F.tmp" is a known clean file.
« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\themes\french\words\is-ITEBN.tmp" is a known clean file.
« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\words\is-P8B07.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralwords\is-BCL71.tmp" is a known clean file.

« File "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extralwords\is-GNPEQ.tmp" is a known clean file.

_ Trusted File has embedded known clean URL 2 -
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« Extracted URL "http://tux4kids.alioth.debian.org" is a known clean URL.

« Extracted URL "http://alioth.debian.org/forum/?group_id=31080" is a known clean URL.
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Sample Information

ID #968720

MD5 €c72a93f6279b16006f2196f330166ee

SHA1L 74b4d4a19500d3644a6a4f523ad7d4adchlace6f

SHA256 4340bc1elddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d

SSDeep 98304:8SiwHhbbp/ga7irrDRcLAS6EOZ 354tnteH OBQNnPcMa:Np/qRv9gAZEPttRmcd
ImpHash 5a594319a0d69dbc452e748bcf05892e

File Name 4340bc1e1ddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d.exe

File Size 5004.35 KB

Sample Type Windows Exe (x86-32)

Has Macros

Analysis Information

Creation Time
Analysis Duration

Termination Reason

Number of Monitored Processes

Execution Successful

Reputation Enabled

WHOIS Enabled

Built-in AV Enabled

Built-in AV Applied On

Number of AV Matches

YARA Enabled

YARA Applied On

Number of YARA Matches

v

2021-09-28 10:37 (UTC+2)
00:03:06

All processes terminated

False

v
v
v

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

v

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
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DYNAMIC ANALYSIS REPORT

#2444578

NETWORK

General

0 bytes total sent

0 bytes total received

1 ports 80

1 contacted IP addresses
4 URLs extracted

0 files downloaded

0 malicious hosts detected

DNS

0 DNS requests for 0 domains
0 nameservers contacted

0 total requests returned errors

HTTPIS

2 URLs contacted, 1 servers

1 sessions, 0 bytes sent, 0 bytes received

HTTP Requests

Method URL Dest. IP Dest. Port Status Code Response Size Verdict
GET http://tux4kids.alioth.debian.org - - 0 bytes
GET http://alioth.debian.org/forum/?group_id=31080 - - 0 bytes
GET http:/Awww.elecard.com - - 0 bytes
GET HTTP://IWWW.MPEGLA.COM - - 0 bytes
GET http://147.135.170.166/public/sqlite3.dIl - - 0 bytes
GET 147.135.170.166/nR8HLcWioa.php - - 0 bytes
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BEHAVIOR

Process Graph
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Process #1: 4340bclelddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

Dropped Files (1)

File Name

C:

c:\users\rdhjOcnfevzx\desktop\4340bc 1e1ddb5d268a010401be96435063de733a2601d158d13f560da9f20df5d.exe

"C:\Users\RDhJOCNFevzX\Desktop\4340bc1elddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d.exe”

C:\Users\RDhJOCNFevzX\Desktop\

Start Time: 64898, Reason: Analysis Target

End Time: 115021, Reason: Terminated

50.12s

2548

1636

32 Bit

\Users\R DHJOC~1\AppData\Local\Temp\is-3V8JG.tmp\4340bcleldd
b502682010401be96435063de733a2601d158d13f56dadf20df5d.tmp

Host Behavior

Type

Module
System
Registry

File

Environment
Window

Process

File Size SHA256

5a3ccc92f7966f8a3f8d0fbc50cef8452560341f4e23¢ 769247b3cdd0818af

3119.50 KB 1

Count

53

7

12

280

X-Ray Vision for Malware - www.vmray.com
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Process #2: 4340bclelddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.tmp

ID 2
File Name c:\users\rdhjOcnfevzx\appdata\local\temp\is-3v8jg.tm p\4340bc 1e1ddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.tmp

"C:\Users\RDHJOC~1\AppData\Local\Temp\is-3V8JG.tmp\4340bc1elddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.tmp" /

Command Line SL5="$501E2,4283547,831488,C:\Users\RDhJOCNFevzX\Desktop\4340bc Le1ddh5d268a010401be96435063de 733a2601d158d13f560a9f20a5d exe”

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 101566, Reason: Child Process
Unmonitor End Time End Time: 114650, Reason: Terminated
Monitor duration 13.08s

Return Code 1

PID 3716

Parent PID 2548

Bitness 32 Bit

Dropped Files (1)

File Name File Size SHA256 YARA Match
C:\Users\RDHJOC~1\AppData\Local\Templ\is- 6.00 KB 388a796580234efc95f3b1c70ad4ch44biddc 7ba0f9203bf4902b9929b136 x
IOPSN.tmp\_isetup\_setup64.tmp : fo5

Host Behavior

Type Count
Module 188
System 101
Registry 32
File 39
- 3
Keyboard 1
Window 5
Environment 3
Process 1
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Process #3: 4340bclelddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

Dropped Files (1)

File Name

c:\users\rdhjOcnfevzx\desktop\4340bc 1e1ddb5d268a010401be96435063de733a2601d158d13f560da9f20df5d.exe

"C:\Users\RDhJOCNFevzX\Desktop\4340bc1e1ddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.exe” VERYSILENT

C:\Users\RDhJOCNFevzX\Desktop\

Start Time: 111591, Reason: Child Process

End Time: 131565, Reason: Terminated

19.97s

2416

3716

32 Bit

C:\Users\RDHJOC~1\AppData\Local\Temp\is-
KV38V.tmp\4340bc 1e1ddb5d268a010401be96435063de 733a2601d158

d13f56da9f20df5d.tmp

Host Behavior

Type

Module
System
Registry

File

Environment
Window

Process

File Size SHA256

5a3ccc92f7966f8a3f8d0fbc50cef8452560341f4e23¢ 769247b3cdd0818af

3119.50 KB 1

Count

53

7

12

280

X-Ray Vision for Malware - www.vmray.com
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Process #4: 4340bclelddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.tmp

ID 4

File Name c:\users\rdhjOcnfevzx\appdatallocal\tempis-kv38v.tmp\4340bc 1e1ddb5d268a010401be96435063de733a2601d158d13f56da9f20df5d.tmp

Command Line

"C:\Users\RDHJOC~1\AppData\Local\Templis-KV38V.tmp\4340bc 1e1ddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d.tmp" /SL5="$501EA,

4283547,831488,C:\Users\RDhJOCNFevzX\Desktop\4340bc 1e1ddb5d268a010401be96435063de733a2601d158d13f56dadf20df5d.exe” VERYSILENT

Initial Working Directory
Monitor Start Time

Unmonitor End Time

Monitor duration 17.29s
Return Code 0

PID 1004
Parent PID 2416
Bitness 32 Bit

Dropped Files (95)

File Name
C:\Users\RDHJOC~1\AppData\Local\Templ\is-
AQ3UO0.tmp\_isetup\_setup64.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-LS2TF.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-S3F12.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-1A918.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-ATC4C.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-6LMC9.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\is-B14M1.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-1TRIL.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-812MC.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-VEM58.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-RKEEO.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-192GT.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-Q6KJO.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-P6R77.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-EJ120.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-09UFK.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-19Q09.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-83M4S.tmp

C:\Users\RDhJOCNFevzX\Desktop\
Start Time: 113157, Reason: Child Process

End Time: 130445, Reason: Terminated

File Size

6.00 KB

4795.50 KB

144.00 KB

411.91 KB

179.02 KB

31.82KB

41.00 KB

93.00 KB

35.50 KB

117.94 KB

227.52 KB

178.09 KB

45.50 KB

4400.50 KB

78.76 KB

14.75KB

52.00 KB

7.01KB

SHA256

388a796580234efc95f3b1c70ad4cba4bfddc 7ba0f9203bf4902b9929b136
95

1bc4b73613228169ef7f57222ef36a6d9h3a2f3347efa2228c53dc 3083559
888

0Oa5dc4026bceebdafdddd73e3e16cc7224b2640e86a379d9afe6e5a81ce
lecdc

5ca366d8c7102434e6d8e80c30ba3b4fd99ab5082c629¢95d7870dd8f0f

72ecd276b372487af75c67877ecccOed4d15f2c07ffa7f631d8056038d0e8

23fd4daab07107bfb9fd0950c0490ba65df2fbc21680e46d9093800e38bd1
943

08336089e280805c8ac897476526f944h5868c01474806dc29f65167e9e
3ab0

31a3dded0e009827e09be2b2bec6fc033ch06c147af67fbe818ea82fd554
1be2

02b817b6db18db2dfccefdd08eed64a696e2bf326f4120ee7e93ae6aa73b
cch3

aelal179289d1ab3b406f4bb347284464123c51be50c1bcf38f2b5dd691e
065¢

500ee04865dbb7beb9474e0c2aebd6713df4407c849ec134457c7d0ca28
9faf0

8561d32e30b3dec9ffd24b1bd87e96444fd6d3d304d64f80c6d99e112411
dc48

ca717b5cf2a7b0e047aabad985c631278941c58f16e2e9650cal2c3a331f
cdaf

ec6c0f1448e3c2a27bc67c354e1315a1e9088e4e517d099f87036e 72800
84ad2

c8a3h86d6e930b21f428a3cac3cc8fha32716d16043824df886731565bfe
8a23

079952dc637dbaa9806c40a001bf5837079ade9066f8aal8c80d23507h7
e3da3

ca513f09b64f8e3dc8ee09663854adf7e4e84544133d07a3a2ef55701abfa
ddc

fb33c708c2f83¢188dc024b65ch620d7e2¢3939¢155hbc1c15dc73dccebe
256b7
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File Name File Size SHA256 YARA Match
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 3550 KB 6dc4bee625a2c5e3499e36fe7c6ff8ead92adf6aaed0c4099fdc8ef82e85h x
Extralis-O3710.tmp . 387
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 68.00 KB 3a94a8e5f9ab0eca82611f95dc78c07¢5093574c772b9c19d590f8e95919 x
Extralis-LLU2T.tmp . 1973
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 24.62 KB 7d6206d8f7da57bc2e4a69804cc5796a146af98c920bb6801bbebed335h x
Extra\dat\is-GJK3N.tmp . 09e32
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 1473 KB 1732898hcce38fc7724677f884c 7643bbalca690302831557a134e18035 x
Extra\dat\is-FT54V.tmp . c4718
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports d85fee8448f26fc990d3c54caed42cfh98c06109f2d55f645fd0490e0dc25

! 24.62 KB x

Extra\dat\is-RRGTH.tmp ba
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 7471 KB 4c825530ca79e944b63c56ed30be58ef792b4adab6f 7f38abab8c054432f x
Extraldoc\is-HN4JH.tmp . 4a86
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 4.29KB 37d3194dbd584985c5544e805e293c 3f2a8833d7ccaf0935ac867889566 x
Extraldoc\is-ONB9P.tmp : 5dch3
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 20.02 KB 07dec805477121755d2c430954701 7bbf6ae4a439c8d3925h7d928cab2ff x
Extra\doc\is-7NA29.tmp ’ eea’?
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 1478 KB 67f82e045cf7acfef853ealf426575a8359161a0a325e19f02b529a87c4b6 x
Extraldoc\is-M2UB2.tmp . c34
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 11.80 KB 83bb9eade0e5609a959e8ed34d56ab6dd7chad0d449ec22077abfd2173a x
Extra\doc\is-4EFU7.tmp . 22ed8
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports c4add274c0889e61f7f6b591c601842f9f9c3e7c17d36e4374afef4e1f899a

. 10.39KB X
Extra\doc\is-KED27.tmp
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 35.31 KB 9c8c1508e4255c98c0echffb6184c50711e32b2b150346ce2b53aa58bd5 x
Extra\doc\is-QPOBH.tmp . 749dc
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports ce243fd4a62b1b76c959ffbabec16a7a3146b2362d441ae4fof7f32fc3750d

" 4.49 KB x
Extra\doc\is-L2H4B.tmp 6¢
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 353KB 5259f91c0d622d456fa99be940184bd1eeb8ebd9d4ec28b44669bdd9817 x
Extraldoc\is-SAUJN.tmp : 6b45
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 102 KB d00691de52a7961695100061c9717e57cffaa2d390a9a25311fh67751228 x
Extraldoc\is-KCA0Q.tmp i 30d5
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 396 KB 685964chda0311a79d10b315c¢503b15a7ce3ef9ec60c62ad8ce73dba2la x
Extra\doc\is-RFJ3G.tmp . 5986b
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 08.85 KB 58045223424d936adcefc09c06f635c30alaaba0335fc5d5954h43833b53 x
Extra\Docs\is-ENONG6.tmp . fd72
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 76.00 KB 5594b08c79a4d188a674713011cd516618fa36d2f988f7d353fh3370939% x
Extra\Filters\is-05LOQ.tmp . 4062
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 62.65 KB ah5e632345d9ced4f8hch210bf6e0922a18479e0620943acd613d7b5c68f x
Extra\Filters\is-1BJT9.tmp . 473d
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\Filters\is-6FJOT.mp 88 bytes f4e0fbc265020d01aaf4f451ffd9319ab3742aeef949af 7a38260790ff6e4670 x
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 98 bytes 6¢3cefcalOc5e5676a6ef14e8cad 72f8f0allc3ded7391bl4ach24bf3d7b7 x
Extra\Filters\is-500L8.tmp Y 27c
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 97.71KB 9ac4c694374e9bdd49c74e5852a990eaf1256d92de859e6f2chc4227210 x
Extralfonts\is-MJ768.tmp ’ 2clas
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 74.80 KB 5eabd5af952385a37h83eb3821253d46542af509673add90075e 7feaf1d8 x
Extra\fonts\is-J3RJID.tmp . b453
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 56.88 KB b9920211b0e1d19b55fbef3ch602248fa8f0ff87598878769188209cbb7f6e x
Extra\fonts\is-R2CEH.tmp ’ ac
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 63.24 KB 9499f3h7446292dc164a7acdabd8b6b38ae3d94b9d092004c 1ed48dchb8 x
Extra\fonts\is-PKUKC.tmp . 3bb44
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 49,50 KB 3d5a5623cdeal823a14102a43cac78902a73840434ba0fe9447aa8f37f887 x
Extralimageformats\is-4PN8O.tmp ’ af4a
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 224.00 KB 6c8b148b4a223d9372d7b56a2bfd5af5db0abobef74c3423de8b2d4e335¢ x
Extralimageformats\is-00F2U.tmp . 3e85
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 340 bytes 440e0557¢735d1af2dc425¢5fh095f3df4b3al2bb95f65ce04cadIccddSic x
Extrathemes\czech\is-MGTB3.tmp d azd
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports 61 bytes db42c3bc77f54b145d013c395509a5496da3b5a8d4730c5f593e2835f1f2 x
Extralthemes\czech\is-5I0E7.tmp Y d7fs
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File Name

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words\is-LS313.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words\is-BGNFJ.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extrathemes\czech\words\is-7RB9C.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words\is-OQQOK.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words\is-4A640.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words\is-K8N14.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words\is-PDPG4.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\deutsch\is-TAJD8.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\deutsch\is-760Q7.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\deutsch\words\is-3B73A.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\deutsch\words\is-M1UQ1.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\deutsch\words\is-6KMPT.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\deutsch\words\is-CDUOH.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\deutsch\words\is-14M5T.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\deutsch\words\is-MTRLU.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\espanol\is-DTUGB.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\espanol\is-HRP7M.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\espanol\images\is-DV5SK.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\espanol\words\is-FVG6H.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\espanol\words\is-5N2U9.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\espanol\words\is-M94KD.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\french\is-JN8V7.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\french\is-O5I21.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\french\scripts\is-P88LG.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\french\scripts\is-48EVF.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extrathemes\french\words\is-BQ19F.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\french\words\is-J52KQ.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\french\words\is-ITEBN.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\french\words\is-039LJ.tmp

File Size SHA256 YARA Match
78 bytes 77891560cac7b7f2ed6ae01e7bfc979efc 1af6ab686c534f03ctbcaeab002 x
a3b
166 bytes 94c63c7bd4828b56a6994c28¢70c9bcebb1a6671354332febecfdda6633 x
v 67846
ac12929634fe2722a065f706992e09d36f12429de39138dadchf8able09c
231 bytes 7583 x
189 bytes 01c5b4a09727217f99997b5e9e19ee81f26346315426e9781e80d71c2a3 x
4 edlc2
260 bytes 73e6ec11601e300184a19a15bf2d123e46ee98966b9a49f4aeace731b94 x
1df13
312 bytes 7edc11f8a650e4b1bdb28bc352e43d4609c82bbd04a5c 1bbd4b10691ae0 x
b114f
357 bytes 4158f01679d9edebf87334751870106e227¢121655061a63b2f41b2721c1 x
340
347 bytes 9198fd4883326h94f1a0c 7abeedf0314f78dec4a2ac7f415e6e11c58d5d8a x
Icl
30 bytes e3f5998ed37d340074e22a6ecfcfe7f0ded18e42e93fed4768f91a767f792b x
be
041068a572c5265693a0369e79e2080055f5eddce35a80024985ed45d15
262 bytes 0a2ca x
748 bytes d55885604a0bc9ble7767adal982a4c788a03160165326caaae29207dd x
4 a47847
242 bytes 216d1522d74e45eleaBefdf164a22d72a1990f3476e1235e786419d10040 x
c259
106 KB f3afe957c497ed75e6254531f343c5c4b63b1c68ecIde552b7eca5a2f59d x
’ c7f3
454 bytes 6c0afe6326b00996fe6fabif7ec5def39fc2f77965fb6d0c4f910ef433584891 x
328 KB 9218c1ee78710fab0d37b439f2b5357a30de145345ec53719al60aeaddd x
. 40b03
5fd920d2a0c23d4eb0d5704b676e48726a50db7122e8ed2dbb740f2c 711
253 bytes 24892 x
30 bytes bad115f66d65fe3617d43911ced596d67f4e826759e9538393a48d451350 x
ef9a
111 KB 445d653649defccaddsf72b2e91cfa5ef7c39d2eb660b23f5d45d937d4eec x
) ba0
142 bytes 996de48b37c5aeeb01efb32c25b8b4845507068be844fc5e985af3e6b67f x
c746
abbd3e51aabe561d95ca78d723c4468c97ch7163a29346d9efaefe 74464
199 bytes d37dd X
239 bytes 8d4125233fd26a293f7cc8374382b9441ff2cfoc759800387d7c1414bfbb4d x
93
314 bytes €844b1474570fb7af91b16614801168a6b14ch8883dbb4a59c107f2925a2 x
db4d
29 bytes 4a3b872870116053bc40a3d552d6113eaa3c050a2d0856b0c2{86b879e0 x
d cf153
1.37KB 0b5271f60333791b776e16c321950e7e9010a4f9ad9d5cdfe7685668e5bb x
) 0334
135KB 484ca3ead7b87b0d6dd6983c19ba5e28fa365b5d4bath16a2b03706861b x
' dbb78
7907b6ded9db9e28883ecf76ccadfdd3820702cebe8f49551176aa7c0430
184 bytes 7289 x
106 bytes d398af298c3b5841d5a7abe3fh9b93ddb320984b5439af29eadbf167b3b7 x
09al
18db547c7f295223a8c9c5074bdb9ba8c 505931 1e4fc468bbc237¢9f2047
273 bytes 7d51 x
76 bytes 34468b3e540a381e7b711d58e6fd36aef209d6d9b5d0f0b724e42863f651 x

X-Ray Vision for Malware - www.vmray.com
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File Name

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\french\words\is-LRTR4.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\french\words\is-9S4S0.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\french\words\is-D3QQN.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\french\words\is-ADENH.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\words\is-ROONT.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\words\is-7HJAT.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\words\is-P8B07.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\words\is-GT6Q2.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\words\is-BCL71.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\words\is-OHM88.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\words\is-G6VUO.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\words\is-EOF5U.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\words\is-ULTLS.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\words\is-GNPEQ.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\words\is-7RCPP.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\words\is-66VNS.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\words\is-1G11J.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\words\is-6L.2DB.tmp

C:
\Users\RDhJOCNFevzX\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Crystal Reports Extra\Crystal Reports Extra.Ink

Host Behavior

Type
Module

System
Registry

File

Keyboard
Window
Environment
User

COM

Process

File Size

818 bytes

958 bytes

728 bytes

806 bytes

61 bytes

893 bytes

488 bytes

144 bytes

131 bytes

140 bytes

120 bytes

217 bytes

380 bytes

221 bytes

112 bytes

882 bytes

141KB

176 KB

1.09 KB

SHA256

cf5339d67770e9992e34400dd9c3801d7276999a28db545¢2981cd57f3ff
694a

8e6457a134e81bbh285a46ccOebeadf0603cf6dea75a08d226ea129f5¢168
471a

5527f932886ee6ef4c5547c57bdaBe8deb7e756c8a32c90f7644fc51181b
8e43

€3a4438b54217981191000fc79e36fac02d9ab99a0e0b151d0892bd163a
Ofe8f

8ch96daeObl7ac655c0dc6ae5d5c90c28fd393841a11074d59a6f10d0f22
b8c7

13ch97c43586¢2167e7487554e98850befob3fba26d7ce5cf208461b704a
4doe

7d1c0767de14b8e1836293253433496568aa9d98ef54ea0147h71e011ch
4311d

4a6b55d4e6d3cbcdc703fd6aeddd432e914abe730b30ad8e54a7c771afe
6f11f

578a87637f227ee95c41fe11d084ef4e85ch8833a270a9864ee533e4bche
25e0

78674120d90926fe8169fa676fb61b4d7d65631439da51e641bd8181db6f
8a35

3leabblaed3aa363f1332f4265915ce5d5ee738d1d7573834b592b79d18
c9838

87ceB850717850fce7785ce2bfa92d1977dbc13d4fc2718bf11ac85e04da0
€63

302fcd53959886124c7581520dd47ecafa33b68aleat6idcth8894ecOea2
c63b

55a24660ba9612c1d51af0d87a5fa78ffd14351bcad119012eabae8b9055
db1

9b16af270feed49753caefdd989461556178ed6c64438684fdc51f417d43
09a

a3806caaflbal2893a9d85c8cf12d2e890145a13a34848ffd0107¢2128¢7
dos8

a2aca8e9d7e56d37ddbf127c863b40d11c9db4a7a59347936c8448e2ec8
7cel3

fafd9879344108a0a51964df580643f97ad1b07b2bdeee54706fdf37022d79f

ecf10240886c59f4f4483ab0108410c 7f610a943094c2dab713e72aff2b65
Tbe

Count

299

YY)

966
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#24445

Process #5: crystalreports.exe

ID 5

File Name c:\users\rdhjOcnfevzx\appdata\roaming\crystal reports extra\crystalreports.exe
Command Line "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\CrystalReports.exe"
Initial Working Directory C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\

Monitor Start Time Start Time: 125745, Reason: Child Process

Unmonitor End Time End Time: 227497, Reason: Terminated

Monitor duration 101.75s

Return Code 0

PID 480

Parent PID 1004

Bitness 32 Bit

Dropped Files (1)

File Name File Size SHA256 YARA Match
. 0 bytes EggchZQBﬂ:1c149afbf4c8996fb924273641e4649b934ca495991b7852 x
Host Behavior
Type Count
Module 239
File 695
System 33
Environment 5
- 34
Mutex 1
Keyboard 2
Registry 157
User 1
Process 1
Network Behavior
Type Count
HTTP 3
TCP 1
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#24445

Process #6: cmd.exe

ID 6

File Name c:\windows\syswow64\cmd.exe

Command Line "C:\Windows\System32\cmd.exe" /c timeout /t 5 & del /f /q "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\CrystalReports.exe" & exit
Initial Working Directory C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\
Monitor Start Time Start Time: 219973, Reason: Child Process

Unmonitor End Time End Time: 240863, Reason: Terminated

Monitor duration 20.89s

Return Code 0

PID 5112

Parent PID 480

Bitness 32 Bit

Host Behavior

Type Count
Module 1
Environment 8
File 10
Process 1
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#2444578

Process #8: timeout.exe

ID 8

File Name c:\windows\syswow64\timeout.exe
Command Line timeout /t 5

Initial Working Directory C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\
Monitor Start Time Start Time: 234667, Reason: Child Process
Unmonitor End Time End Time: 240817, Reason: Terminated
Monitor duration 6.15s

Return Code 0

PID 1256

Parent PID 5112

Bitness 32 Bit

Host Behavior

Type Count
Module 2
System 75
File 52
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ARTIFACTS

File
SHA256

4340bclelddb5d268a01040
1be96435063de733a2601d1
58d13f56dadf20df5d

1bc4b73613228169ef7f5722
2ef36a6d9b3a2f3347efa2228
€53dc3b83559888

5a3ccc92f7966f8a3f8d0fbcs
0cef8452560341f4e23c 7692
47b3cdd0818af11

c2d814a34b184b7cdf10ede?
a4311ff15db99326d6dd8d32
8b53bf9e19ccf858

388a796580234efc95f3b1c7
Oad4ch44bfddc7ba0fo203bf4
902b9929b136f95

0a5dc4026bceeb4afdddd73e
3e16cc7224b2640e86a379d
9afe6e5a8lcelecdc

5ca36608c7102434e6d8e80
€30ba3b4fd99ab5082c¢629c9
5d7f870ddsf0f8a27

72ecd276b372487af75c6787
7ecccOed4d15f2c07ffa7f631
d8056038d0e8122

23fd4daab07107bfb9fd0950c
0490ba65df2fbc21680e46d9
b93800e38bd1943

08336089e280805c8ac89f74
76526f944b5868c014748b6d
€29f65167e9e3ab0

31a3dded0e009827e09be2b
2bec6fc033ch06c147af67fbe
818ea82fd5541be2

File Names

C:
\Users\RDhJOCNFevzX\Desktop\434
Obclelddb5d2682010401be96435063d
€733a2601d158d13f56dadf20df5d.exe

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extralis-
LS2TFE.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\CrystalReports.exe

C:
\Users\RDHJOC~1\AppData\Local\Te
mp\is-3V8JG.tmp\4340bclelddb5d26
8a010401be96435063de733a2601d158
d13f56da9f20df5d.tmp, C:
\Users\RDHJOC~1\AppData\Local\Te
mplis-
KV38V.tmp\4340bc1lelddb5d268a0104
01be96435063de733a2601d158d13f56
dadf20dfsd.tmp

c
\users\rdhjOcnfevzx\appdata\local\mic
rosoftwindows\inetcache\counters.dat

C:
\Users\RDHJOC~1\AppData\Local\Te
mpl\is-
IOPSN.tmp\_isetup\_setup64.tmp, C:
\Users\RDHJOC~1\AppData\Local\Te
mplis-
AQ3UO0.tmp\_isetup\_setup64.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extralis-
S3F12.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\FileHelpers.DLL

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\history.txt, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralis-1A9I8.tmp, history.txt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extralis-
ATCA4C.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extrallibbson-1.0.dll

C:
\Users\RDhJOCNFevzX\AppData\Ro

aming\Crystal Reports Extra\libffi-6.dll,
c:

\Users\RDhJOCN FevzX\AppData\Ro
aming\Crystal Reports
Extralis-6LMC9.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extralis-
B14M1.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extrallibgmodule-2.0-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extrallibgpg-
error6-0.dll, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralis-1TRILtmp

Category

Sample File

Dropped File

Dropped File

Modified File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

5004.35 KB

4795.50 KB

3119.50 KB

128 bytes

6.00 KB

144.00 KB

411.91 KB

179.02 KB

31.82KB

41.00 KB

93.00 KB

MIME Type

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/octet-stream

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/octet-stream

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable
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Operations

Read, Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Create, Read, Delete, Write,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

#24445

Verdict

MALICIOUS

MALICIOUS

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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#24445

SHA256

02b817b6db18db2dfccefddO
8eed64a696e2bf326f4120ee
7e93aebaa73bcch3

aelall79289d1ab3b406f4bb
347284464123c51be50c1bcf
38f2b5dd691e065¢

500ee04865dbb7beb9474e0
c2aebd6713df4407c849%c13
4457c7d0ca289faf0

8561d32e30b3dec9ffd24blb
d87e96444fd6d3d304d64f80
€6d99e112411dc48

ca717b5cf2a7b0e047aabad9
85c631278941c58f16e2e965
Ocal2c3a331fcdaf

ec6c0f1448e3c2a27bc67c35
4e1315a1€9088e4e517d099f
87036€728b084ad2

c8a3bB86d6e930b21f428a3ca
c3cc8fbd32716d16043824df
886731565hfe8a23

079952dc637dbaad806c40a
001bf5837079ade9066f8aal
8c80d23507h7e3da3

ca513f09b64f8e3dc8ee0966
3854adf7e4e84544133d07a3
azef55701abfad4c

fb33c708c2f83c188dc024b6
5ch620d7e2c3939c155hc1c
15dc73dccebe256b7

6dc4bee625a2c5e3499e36fe
7c6ff8ead92adf6aae40c4099
fdc8ef82e85h387

File Names

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralis-812MC.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extrallibgthread-2.0-0.dll

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extrallibintl-8.dll, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extralis-
VEM58.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extralis-
RKEEO.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extrallibmongoc-1.0.dll

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extrallibnettle-4-6.dll, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extralis-
192GT.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extrallibogg-0.dll, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extralis-
Q6KJO.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extrallibssl-40.dll, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extralis-
P6R77.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extralis-
EJ120.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extrallibtasn1-6.dll

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\License.txt, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralis-09UFK.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\Microsoft.ReportViewer.Proces
singObjectModel.dll, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extralis-
19Q09.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralis-83M4S.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extraimingwm10.dll

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\pthreadGC2.dll, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extralis-
03710.tmp

Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

35.50 KB

117.94 KB

227.52 KB

178.09 KB

45.50 KB

4400.50 KB

78.76 KB

14.75 KB

52.00 KB

7.01KB

35.50 KB

MIME Type

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

text/plain

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable
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Operations

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

g
s
g

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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SHA256

3a94a8e5f9ab0eca82611f95
dc78c07c5093574c772b9c1
9d590f8e959191973

7d6206d8f7da57bc2e4a6980
4cc5796a146af98c920bb680
1bbebe4335b09e32

1732898bcce38fc 772467718
84c7643bbalca6903028315
57a134e18035c4718

d85fee8448f26fc990d3c54ca
ed42cffh98c06109f2d55f645f
d0490e0dc25ba

4c825530ca79e944b63c56e
d30be58ef792b4adab6f7f38a
bah8c054432f4a86

37d3194dbd584985c5544e8
05e293c3f2a8833d7ccaf093
5ac8678895665dch3

07dec805477121755d2c430
9547017bbf6ae4ad39c8d392
5b7d928cab2ffeea?

67f82e045cf7acfef853ealf42
6575a8359161a0a325e19f02
b529a87c4b6c34

83bb9eade0e5609a959%8ed
34d56ab6dd7chad0d449ec2
2077abfd2173a22ed8

c4add274c0889e61f7f6b591
€601842f9f9c3e7c17d36e43
T4afef4e1f899a50

9c8c1508e4255c98c0echffb
6184c50711e32b2b150346¢
e2h53aa580d5749dc

File Names

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extraltsharkdecode.dll, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extralis-
LLU2T.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\dat\enc.ico, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\dat\is-
GJIK3N.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\dat\is-
FT54V.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\dat\ico48.ico

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\dat\PDF_32x32.ico, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\dat\is-
RRGTH.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\doc\ABOUT-NLS, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\doc\is-
HN4JH.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\doc\is-9NB9P.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\doc\AUTHORS

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\doc\ChangeLog, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\doc\is-7NA29.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\doc\is-
M2uUB2.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\doc\COPYING

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\doc\is-4EFU7.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\doc\howtotheme.html

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\doc\INSTALL, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\doc\is-
KED27.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\doc\is-
QPOBH.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\doc\lesson_scripting_reference.
html

Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

68.00 KB

24.62 KB

14.73KB

24.62 KB

74.71 KB

4.29 KB

29.02KB

14.78 KB

11.80 KB

10.39KB

35.31 KB

MIME Type

application/

vnd.microsoft.portable-

executable

image/vnd.microsoft.icon

image/vnd.microsoft.icon

image/vnd.microsoft.icon

text/plain

text/plain

text/plain

text/plain

text/html

text/plain

text/html

X-Ray Vision for Malware - www.vmray.com

Operations

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

g
s
g

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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DYNAMIC ANALYSIS REPORT

#24445

SHA256

ce243fd4a62b1b76c959ffhab
ecl6a7a3146b2362d441ae4f
9f7f32fc3750d6¢

5259f91c0d622d456fa99be9
40184bd1eeb8ebddddec28b
44669bdd98176b45

d00691de52a796169510006
1c9717e57cffaa2d390a9a25
311fb6775122830d5

685964chda0311a79d10b31
5c503h15a7ce3ef9ec60c62a
d8ce73dba21a5986b

58045223424d936adcefc09¢c
06f635c30alaaba0335fc5d5
954b43833b53fd72

5594b08c79a4d188a674713
011cd516618fa36d2f988f7d3
53fb3370939a4062

ab5e632345d9ced4f8bch210
bf6e0922a18479e0620943ac
d613d7b5c68f473d

f4e0fbc265020d01aaf4f451ff
d9319ab3742aeef949af7a38
260790ff6e4670

6c3cefcalOc5e5676a6ef14e
8cad72f8f0allc3ded7391b1
4ach24bf3d7b727c

9ac4c694374e9bdd49c74e5
852a990eaf12560d92de859e6
f2chc42272102c1a5

5ea6d5af952385a37b83eb38
21253d46542af509673add90
075e7feaf1d8b453

b9920211b0e1d19b55fhef3c
b602248fa8f0ff87598878769
188209chb7f6eac

File Names

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\doc\is-
L2H4B.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\doc\OFL

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\doc\is-
SAUJN.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\doc\README

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\doc\TODO, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\doc\is-
KCAO0Q.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\doc\TuxType_port_Mac.txt, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\doc\is-
RFJ3G.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\Docs\is-
ENONG6.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\Docs\Quick Start.pdf

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\Filters\LC.dll, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\Filters\is-05LOQ.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\Filters\is-1BJT9.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\Filters\License.rtf

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\Filters\is-6FJOT.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\Filters\register.cmd

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\Filters\unregister.cmd, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\Filters\is-500L8.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\fonts\Kedage-n.ttf, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\fonts\is-
MJ768.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\fonts\is-
J3RJD.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\fonts\lohit_hi.ttf

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\fonts\lohit_pa.ttf, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\fonts\is-
R2CEH.tmp

Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

4.49 KB

3.53KB

1.02 KB

3.96 KB

98.85 KB

76.00 KB

62.65 KB

88 bytes

98 bytes

97.71 KB

74.80 KB

56.88 KB

MIME Type

text/plain

text/plain

text/plain

text/plain

application/pdf

application/

vnd.microsoft.portable-

executable

text/rtf

text/plain

text/plain

font/sfnt

font/sfnt

font/sfnt

X-Ray Vision for Malware - www.vmray.com

Operations

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

g
s
g

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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DYNAMIC ANALYSIS REPORT

#24445

SHA256

9499f3h7446292dc164a7acd
abd8b6b38ae3d94b9d09200
4cled48dchb83bb44

3d5a5623cdea823a14102a4
3cac78902a73840434ba0fe9
4472a8f37f887af4a

6c8b148b4a223d9372d7b56
a2bfd5af5db0ab9bef74c3423
de8b2d4e335c3e85

440e0557c735d1af2dc425¢c5
h095f3df4b3a12bh95f65ce0
4cad9ccddsfca2d

db42c3bc77f54b145d013c39
5509a5496da3h5a8d4730c5f
593e2835f1f2d7f5

77891560cac7b7f2ed6ae0le
7hfc979efc1af6ab686c534f0
3cfbcaeab002a3b

94c63c7bd4828b56a6994c2
8c70c9bcebblab671354332f
ebccfdda663367846

ac129a9634fe2722a065f706
992e09d3612429de39138da
4cbf8able09¢7583

01c5b4a09727217f99997b5e
9e19ee81f26346315426e978
1e80d71c2a3edlc2

73e6ec11601e300184a19al
5bf2d123e46ee98966h9a49f
4aeace731b941df13

File Names

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\fonts\lohit_ta.ttf, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\fonts\is-
PKUKC.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralimageformats\qgif4.dil, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralimageformats\is-4PN8O.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralimageformats\gjpeg4.dil, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralimageformats\is-00F2U.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\czech\keyboard.Ist, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\czech\is-MGTB3.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\czech\is-5I0E7.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\czech\settings.txt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\themes\czech\words\abeceda.txt,
c:

\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\czech\words\is-
LS313.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\czech\words\prsty.txt,
c:

\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\themes\czech\words\is-
BGNFJ.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\czech\words\rostliny.txt,
C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\czech\words\is-7RB9C.
tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\czech\words\is-
OQQOK.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\czech\words\slova2.txt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\czech\words\is-4A640.t
mp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\czech\words\slova3.txt

Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

63.24 KB

49.50 KB

224.00 KB

340 bytes

61 bytes

78 bytes

166 bytes

231 bytes

189 bytes

260 bytes

MIME Type

font/sfnt

application/
vnd.microsoft.portable-
executable

application/
vnd.microsoft.portable-
executable

text/plain

text/plain

text/plain

text/plain

text/plain

text/plain

text/plain

X-Ray Vision for Malware - www.vmray.com

Operations

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

27 146



DYNAMIC ANALYSIS REPORT

#24445

SHA256

7edc11f8a650e4b1bdb28bc3
52e43d4609c82bbd04a5¢1b
bd4b10691ae0b114f

4158f01679d9edebf8733475
1870106€227¢121655061a6
3b2f41b2721c1f340

9198fd4883326h94f1a0c7a6
ccdf0314f78dec4a2ac7f415e
6el1c58d5d8alcl

e3f5998ed37d340074e22a6e
cfcfe7f0ded18e42e93fed476
8f91a767f792bbe

041068a572c526569320369
€79e2080055f5eddce35a800
24985ed45d150a2c4

d55885604a0bcOble7767ad
a1982a4c788a03160165326
caaae29207ddd47847

216d1522d74e45elea8efdfl
64a22d72a1990f3476e1235e
786419d10040c259

f3afe957c497ed75e6254531f
343c5c4b63b1c68ec9de552
b7eca5a2f59dc7f3

6c0afe6326b00996fe6fabff7e
c5def39fc2f77965fb6d0c4foL
0ef433584891

File Names

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\themes\czech\words\slovad4.txt,
C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\czech\words\is-
K8N14.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\czech\words\is-
PDPG4.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\czech\words\slova5.txt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\deutsch\is-TAIJD8.tmp,
C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\themes\deutsch\keyboard.Ist

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\deutsch\is-760Q7.tmp,
C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\deutsch\settings.txt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\deutsch\words\is-3B73A
tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\themes\deutsch\words\kurz2-3-
mit.txt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\deutsch\words\is-
M1UQL.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\themes\deutsch\words\kurz2-3.t
Xt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\deutsch\words\lang7-8-
mit.txt, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\deutsch\words\is-6KMP
T.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\deutsch\words\is-
CDUOH.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\deutsch\words\lang7-8.t
Xt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\deutsch\words\is-
14AM5T.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\themes\deutsch\words\mittel4-6-
mit.txt

X-Ray Vision for Malware - www.vmray.com

Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

312 bytes

357 bytes

347 bytes

30 bytes

262 bytes

748 bytes

242 bytes

1.06 KB

454 bytes

MIME Type

text/plain

text/plain

text/plain

text/plain

text/plain

text/plain

text/plain

text/plain

text/plain

Operations

Write, Create, Delete,

Access

Write, Create, Delete,

Access

Write, Create, Delete,

Access

Write, Create, Delete,

Access

Write, Create, Delete,

Access

Write, Create, Delete,

Access

Write, Create, Delete,

Access

Write, Create, Delete,

Access

Write, Create, Delete,

Access

Verdict

CLEAN

CLEAN
CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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DYNAMIC ANALYSIS REPORT

#24445

SHA256

9218c1ee78710fab0d37b439
f2b5357a30de145345ec5371
9a160aeadd440b03

5fd920d2a0c23d4eb0d5704b
676e48726a50db7122e8ed2
dbb740f2c71144822

bad115f66d65fe3617d43911
ced596d67f4e826759e95383
93a48d451350ef9a

445d653649defccaddsf72b2
e91cfabef7c39d2eb660b23f5
d45d937d4eechbal

996de48b37c5aeeb0lefb32c
25h8h4845507068be844fc5e
985af3e6b67fc746

abbd3e51aabe561d95ca78d
723c4468c97ch7163a29346
d9efaefe74464d37dd

8d4125233fd26a293f7cc837
4382b9441ff2cf9c 759800387
d7c1414bfbb493

€844b1474570fb7af91b1661
4801168a6b14ch8883dbb4a
59¢107f2925a2db4d

4a3b872870116053bc40a3d
552d6113eaa3c050a2d0856
b0c2f86b879e0cf153

0b5271f60333791b776e16c3
21950e7e9010a4f9ad9d5cdf
€7685668e5bb0334

File Names

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\themes\deutsch\words\is-
MTRLU.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports

Extra\themes\deutsch\words\mittel4-6.

txt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\espanol\keyboard.Ist

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\espanol\settings.txt, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\espanol\is-HRP7M.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\espanol\images\map.pn
g,C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\espanoliimages\is-
DV5SK.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\espanol\words\words1.t
xt, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\espanol\words\is-
FVG6H.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\espanol\words\is-5N2U
9.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\espanol\words\words2.t
Xt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\themes\espanol\words\is-
M94KD.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\espanol\words\words3.t
Xt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\french\keyboard.!st, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\french\is-JN8V7.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\french\is-O5I2l.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\french\settings.txt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\french\scripts\les_jours
_de_la_semaine.xml, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\french\scripts\is-
P88LG.tmp

X-Ray Vision for Malware - www.vmray.com

Extralthemes\espanol\is-DTUGB.tmp,

Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

3.28KB

253 bytes

30 bytes

1.11KB

142 bytes

199 bytes

239 bytes

314 bytes

29 bytes

1.37KB

MIME Type

text/plain

text/plain

text/plain

image/png

text/plain

text/plain

text/plain

text/plain

text/plain

text/ntml

Operations

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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DYNAMIC ANALYSIS REPORT

#24445

SHA256

484ca3ea97b87b0d6dd6983
c19ba5e28fa365b5d4bath16
a2b03706861bdbb78

7907b6ded9db9e28883ecf76
cca4fdd3820702cebe8f4955
1176aa7c04307489

d398af298c3b5841d5a7abe3
fb9b93ddb320984b5439af29
eadbf167b3b709al

18db547c7f295223a8c9c507
4bdb9ba8c5059311e4fc468b
bc237c9f20477d51

34f468b3e540a381e7b711d5
8e6fd36aef209d6d9b5d0fob7
2442863651483

cf5339d67770e9992e34400d
d9c3801d7276999a28db545
€2981cd57f3ff694a

8e6457a134e81bb285a46cc
Oebeadf0603cf6dea75a08d2
26ea129f5c168471a

5527f932886ee6ef4c5547¢c5
7hda8e8deb7e756c8a32c90f
7644fc51181b8e43

€3a4438b54217981191000fc
79e36fac02d9ab99a0e0b151
d0892bd163a0fe8f

8ch96daeObl7ac655c0dc6a
e5d5c90c28fd393841a11074
d59a6f10d0f22b8c7

File Names

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\french\scripts\is-48EVF.
tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\french\scripts\les_mois
_de_|_annee.xml

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\french\words\fingers.txt,
C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\french\words\is-
BQ19F.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\french\words\is-
J52KQ.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\themes\french\words\months.txt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\french\words\is-
ITEBN.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\themes\french\words\names.txt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\themes\french\words\is-039LJ.t
mp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\french\words\weekdays.
txt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\french\words\is-
LRTR4.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\french\words\words1.txt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\themes\french\words\words2.txt,
C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\french\words\is-9S4S0.t
mp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\french\words\words3.txt,
C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\french\words\is-
D3QQN.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralthemes\french\words\is-
ADENH.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\themes\french\words\words4.txt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extrawords\is-
ROONT.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\words\alphabet.txt
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Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

1.35KB

184 bytes

106 bytes

273 bytes

76 bytes

818 bytes

958 bytes

728 bytes

806 bytes

61 bytes

MIME Type

text/html

text/plain

text/plain

text/plain

text/plain

text/plain

text/plain

text/plain

text/plain

text/plain

Operations

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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SHA256

13ch97c43586c2167€74875
54e98850befob3fba26d7ce5
cf208461b704a4d0e

7d1c0767de14b8e18362932
53433496568aa9d98ef54ea0
147b71e011cb4311d

4a6b55d4e6d3chcdc703fd6a
eddd432e914abe730b30ad8
eb4a7c771afe6f11f

578a87637f227ee95c41fell
d084ef4e85ch8833a2702986
4ee533edbchc25e0

78674120d9b926fe8169fa67
6fb61b4d7d65631439da51e6
41bd8181db6f8a35

3lea6bhlaed3aa363f1332f42
65915ce5d5ee738d1d75738
34b592b79d18c9838

87ceB850717850fce7785ce2
bfa92d1977dbc13d4fc2718bf
11ac85e04da0e63

302fcd53959886124¢ 758152
0dd47ecafa33b68alea66fdct
b8894ec9ea2c63b

f55a24660ba9612c1d51af0d
87ab5fa78ffd14351bcad11901
2eabae8h9055dbl

9b16af270fee449753caefdd9
89461556178ed6¢c6{4438684
fdc51f417d4309a

a3806caaflbal2893a9d85c8
cf12d2e890145a13a34848ffd
0107c2128c7d058

File Names

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\words\animals.txt, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\words\is-7HJAT.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\words\astronomy.txt, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\words\is-
P8BO7.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\words\is-
GT6Q2.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\words\colors.txt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\words\is-
BCL7l.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\words\fingers.txt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\words\is-
OHM88.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\words\fruit.txt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\words\geography.txt, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\words\is-
G6VUO.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\words\is-
EOF5U.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\words\numbers.txt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\words\is-
ULTLS.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\words\plants.txt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\words\shapes.txt, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports Extra\words\is-
GNPEQ.tmp

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\words\is-7RCPP.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\words\trees.txt

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\words\is-66VNS.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\words\words1.txt
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Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

893 bytes

488 bytes

144 bytes

131 bytes

140 bytes

120 bytes

217 bytes

380 bytes

221 bytes

112 bytes

882 bytes

MIME Type

text/plain

text/plain

text/plain

text/plain

text/plain

text/plain

text/plain

text/plain

text/plain

text/plain

text/plain

DYNAMIC ANALYSIS REPORT

Operations

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

Write, Create, Delete,
Access

#24445

g
s
g

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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#24445

SHA256 File Names
C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extralwords\is-1G11J.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\words\words2.txt

a2acaBe9d7e56d37ddbf127c
863b40d11c9db4a7a593479
36c8448e2ec87cell

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\words\is-6L.2DB.tmp, C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Crystal Reports
Extra\words\words3.txt

fafd9879344108a0a5196df58
b643f97ad1b07b2bdeee5470
6fdf37022d79f09

C:
\Users\RDhJOCNFevzX\AppData\Ro
aming\Microsoft\Windows\Start

ecf10240886¢59f4f4483ab01
08410c7f610a943094c2dab7

13e72aff2b657be Menu\Programs\Crystal Reports
Extra\Crystal Reports Extra.Ink
Filename
File Name
C:

\Users\RDhJOCNFevzX\Desktop\4340bc1elddb5d268a010401be964
35063de733a2601d158d13f56dadf20df5d.exe

C:\Users\RDHJOC~1\AppData\Local\Temp

C:\Users\RDHJOC~1\AppData\Local\Temp\is-3V8JG.tmp

C:
\Users\RDHJOC~1\AppData\Local\Temp\is-3V8JG.tmp\4340bcleldd
b5d268a010401be96435063de733a2601d158d13f56da9f20df5d.tmp
C:\Users\RDHJOC~1\AppData\Local\Temp\is-IOPSN.tmp

C:\Users\RDHJOC~1\AppData\Local\Temp\is-IOPSN.tmp\_isetup

C:\Users\RDHJOC~1\AppData\Local\Temp\is-
IOPSN.tmp\_isetup\_setup64.tmp

C:\Users\RDHJOC~1\AppData\Local\Templis-KV38V.tmp

C:\Users\RDHJOC~1\AppData\Local\Temp\is-
KV38V.tmp\4340bc 1e1ddb5d268a010401be96435063de733a2601d158
d13f56dagf20df5d.tmp

C:\Users\RDHJOC~1\AppData\Local\Temp\is-AQ3U0.tmp
C:\Users\RDHJOC~1\AppData\Local\Templis-AQ3U0.tmp\_isetup

C:\Users\RDHJOC~1\AppData\Local\Temp\is-
AQ3UO0.tmp\_isetup\_setup64.tmp

C\
C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra
C:\Users\RDhJOCNFevzX\AppData\Roaming

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\CrystalReports.exe

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-LS2TF.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\FileHelpers.DLL

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-S3F12.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralhistory.txt

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-1A918.tmp

Category

Dropped File

Dropped File

Dropped File

Category

Sample File

Accessed File

Accessed File

Dropped File

Accessed File

Accessed File

Dropped File

Accessed File

Dropped File

Accessed File

Accessed File

Dropped File

Accessed File

Accessed File

Accessed File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

141 KB

1.76 KB

1.09KB

MIME Type

text/plain

text/plain

application/x-ms-shortcut

X-Ray Vision for Malware - www.vmray.com

Operations Verdict

Write, Create, Delete,
Access

CLEAN

Write, Create, Delete,
Access

CLEAN

Delete, Access

CLEAN

Operations Verdict
Read, Access CLEAN
Access CLEAN
Create, Delete, Access CLEAN

Write, Create, Delete,

Access CLEAN
Create, Delete, Access CLEAN
Create, Delete, Access CLEAN

Write, Create, Delete,

Access CLEAN

Create, Delete, Access CLEAN

Write, Create, Delete,

Access CLEAN
Create, Delete, Access CLEAN
Create, Delete, Access CLEAN

Write, Create, Delete,

Access CEEAN
Access CLEAN
Create, Access CLEAN
Access CLEAN
Write, Create, Access CLEAN

Write, Create, Delete,
Access

CLEAN
Write, Create, Access CLEAN

Write, Create, Delete,
Access

CLEAN
Write, Create, Access CLEAN

Write, Create, Delete,
Access

CLEAN
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File Name

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\llibbson-1.0.dll

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-ATC4C.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\libffi-6.dll

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-6LMC9.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extrallibgmodule-2.0-0.dll

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-B14M1.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extrallibgpg-error6-0.dil

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-1TRIL.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extrallibgthread-2.0-0.dll

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-812MC.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\libintl-8.dll

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-VEM58.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extrallibmongoc-1.0.dll

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-RKEEO.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\libnettle-4-6.dll

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-192GT.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extrallibogg-0.dil

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-Q6KJO.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\libssl-40.dll

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-P6R77.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extrallibtasn1-6.dll

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-EJ120.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\License.txt

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-09UFK.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\Microsoft.ReportViewer.ProcessingObjectModel.dll

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-19Q09.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\mingwm10.dlI

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-83M4S.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\pthreadGC2.dIl

Category

Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File

Dropped File

X-Ray Vision for Malware - www.vmray.com

Operations

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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File Name

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralis-O3710.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\tsharkdecode.dll

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\is-LLU2T.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\dat\enc.ico

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\dat\is-GJK3N.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\dat

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\dat\ico48.ico

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\dat\is-FT54V.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\dat\PDF_32x32.ico

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\dat\is-RRGTH.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\doc\ABOUT-NLS

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extraldoc\is-HN4JH.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\doc

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\doc\AUTHORS

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\doc\is-ONBI9P.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\doc\ChangelLog

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extraldoc\is-7NA29.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\doc\COPYING

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extraldoc\is-M2UB2.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\doc\howtotheme.htm|

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\doc\is-4EFU7.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\doc\INSTALL

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\doc\is-KED27.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\doc\lesson_scripting_reference.html

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\doc\is-QPOBH.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\doc\OFL

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\doc\is-L2H4B.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\doc\README

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extraldoc\is-SAUJN.tmp

Category

Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Accessed File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Accessed File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File

Dropped File

X-Ray Vision for Malware - www.vmray.com

Operations
Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Create, Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Create, Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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File Name

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\doc\TODO

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extraldoc\is-KCA0Q.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\doc\TuxType_port_Mac.txt

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\doc\is-RFJ3G.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\Docs\Quick Start.pdf

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\Docs\is-ENONG6.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\Docs

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\Filters\LC.dll

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\Filters\is-05LOQ.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\Filters

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\Filters\License.rtf

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\Filters\is-1BJT9.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\Filters\register.cmd

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\Filters\is-6FJOT.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\Filters\unregister.cmd

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\Filters\is-500L8.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\fonts\Kedage-n.ttf

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\fonts\is-MJ768.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\fonts

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\fonts\lohit_hi.ttf

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\fonts\is-J3RJID.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\fonts\lohit_pa.ttf

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\fonts\is-R2CEH.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\fonts\lohit_ta.ttf

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\fonts\is-PKUKC.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\imageformats\qgif4.dll

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralimageformats\is-4PN8O.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extra\imageformats

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralimageformats\gjpeg4.dil

Category

Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Accessed File
Dropped File
Dropped File
Accessed File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Accessed File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Dropped File
Accessed File

Dropped File
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Operations

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Create, Access

Write, Create, Access

Write, Create, Delete,
Access

Create, Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Create, Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Create, Access

Write, Create, Access

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extraiimageformats\is-00F2U.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\keyboard.Ist

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extrathemes\czech\is-MGTB3.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\settings.txt

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czechlis-5I0E7.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words\abeceda.txt

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words\is-LS313.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words\prsty.txt

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words\is-BGNFJ.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words\rostliny.txt

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words\is-7RBIC.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words\slova2.txt

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words\is-OQQOK.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words\slova3.txt

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words\is-4A640.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words\slovad.txt

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words\is-K8N 14.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words\slovab.txt

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\czech\words\is-PDPG4.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\deutsch\keyboard.Ist

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\deutsch\is-TAJD8.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\deutsch

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\deutsch\settings.txt

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\deutsch\is-760Q7.tmp

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\deutsch\words\kurz2-3-mit.txt

C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports
Extralthemes\deutsch\words\is-3B73A.tmp

Category

Dropped File

Dropped File

Dropped File

Accessed File

Accessed File

Dropped File

Dropped File

Dropped File

Dropped File

Accessed File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Accessed File

Dropped File

Dropped File

Dropped File

Dropped File
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Operations
Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Create, Access

Create, Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Create, Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Create, Access

Write, Create, Access

Write, Create, Delete,
Access

Write, Create, Access

Write, Create, Delete,
Access

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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(E:;\ttrf\g;\sez@]gfs'\c‘E\ev‘\l/é:é\?ppl)atam oaming\Crystal Reports Accessed File Create, Access
s AR ACTya RS prcppe i s Crete et
oo Aot rICH S REs e e Wi, Creae cces
s RONCNF e XADAAROMINGCIYSa RS e e st Crete et
e emrgCry s REras e e Wi, Create cces
CsSRONICNE e AOAAREMNICIS RS g i e crea e
v oL aaeen nICHSEIRERS  proppaaie st o Do
e mermeoceh Ao ndCrSIRER  proppaaie e, Cree Do
e Yo osmrdCHYSRERs e e st o Do

Reduced dataset

URL

URL Category IP Address Country HTTP Methods Verdict
http://tux4kids.alioth.debian.org - - - GET CLEAN
http://alioth.debian.org/forum/?group_id=31080 - - - GET
http://www.elecard.com - - - GET
http:/Aww.mpegla.com - - - GET
http://147.135.170.166/public/sglite3.dll - 147.135.170.166 - GET
http://147.135.170.166/NR8HLcWioa.php - 147.135.170.166 - POST, GET
Domain

Domain IP Address Country Protocols Verdict
tux4kids.alioth.debian.org - - HTTP CLEAN

IP

IP Address Domains Country Protocols Verdict

147.135.170.166 - France HTTP, TCP
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Registry
Registry Key Operations Parent Process Name
4340bc1e1ddb5d268a010401be96435063de733a2601d158d
13f56dadf20df5d.exe,
HKEY_CURRENT_USER\Software\Embarcadero\Locales access 4340bc 1e1ddb5d268a010401be96435063de733a2601d158d CLEAN
13f56da9f20df5d.tmp
4340bc1e1ddb5d268a010401be96435063de733a2601d158d
13f56dagf20df5d.exe,
HKEY_LOCAL_MACHINE\Software\Embarcadero\Locales access 43400 1e1ddb5a268010401be96435063de733a2601d158d CLEAN
13f56da9f20df5d.tmp
4340bc1e1ddb5d268a010401be96435063de733a2601d158d
13f56dadf20df5d.exe,
HKEY_CURRENT_USER\Software\CodeGear\Locales access 4340bc 1e1ddb5d268a010401be96435063de733a2601d158d CLEAN
13f56dadf20df5d.tmp
4340bc1e1ddb5d268a010401be96435063de733a2601d158d
13f56dadf20df5d.exe,
HKEY_LOCAL_MACHINE\Software\CodeGear\Locales access 43400 1e1ddb5d2682010401be96435063de733a2601d158d CLEAN
13f56da9f20df5d.tmp
4340bc1e1ddb5d268a010401be96435063de733a2601d158d
13f56dadf20df5d.exe,
HKEY_CURRENT_USER\Software\Borland\Locales access 4340bc1e1ddb5d2682010401be96435063de733a2601d158d CLEAN
13f56da9f20df5d.tmp
4340bc1elddb5d268a010401be96435063de733a2601d158d
: 13f56dadf20df5d.exe,
HKEY_CURRENT_USER\Software\Borland\Delphi\Locales access 4340bc 1e1ddb5d268a010401be96435063de733a2601d158d CLEAN
13f56dadf20df5d.tmp
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows access 4340bc1e1ddb5d268a010401be96435063de733a2601d158d CLEAN
NT\CurrentVersion\FontSubstitutes 13f56da9f20df5d.tmp
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows read. access 4340bc1e1ddb5d268a010401be96435063de733a2601d158d CLEAN
NT\CurrentVersion\FontSubstitutes\M S Shell Dig 2 ! 13f56da9f20df5d.tmp
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVer 4340bc1e1ddb5d268a010401be96435063de733a2601d158d
it — access CLEAN
sion 13f56da9f20df5d.tmp
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVer read. access 4340bc1e1ddb5d268a010401be96435063de733a2601d158d CLEAN
sion\ProgramFilesDir ’ 13f56dadf20df5d.tmp
HKEY_LOCAL_MACHINE\Software\Microsoftt\Windows\CurrentVer read. access 4340bc1e1ddb5d268a010401be96435063de733a2601d158d CLEAN
sion\CommonFilesDir ! 13f56da9f20df5d.tmp

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoftWindows crystalreports.exe,

B access 4340bc1e1ddb5d268a010401be96435063de733a2601d158d CLEAN
NT\CurrentVersion 13f56da0f20df5d.tmp
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows read. access 4340bc1e1ddb5d268a010401be96435063de733a2601d158d CLEAN
NT\CurrentVersion\RegisteredOwner ! 13f56da9f20df5d.tmp

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows 4340bc1e1ddb5d268a010401be96435063de733a2601d158d

<
)
]
=]

NT\CurrentVersion\RegisteredOrganization read, access 13f56da9f20df5d.tmp CLEAN
HKEY_CURRENT_USER\Software\Microsoftt\Windows\CurrentVer access 4340bc1e1ddb5d268a010401be96435063de733a2601d158d CLEAN
sion\Uninstall{DAOF288F-5C28-4E0D-8B00-DF9766E2D54F} _is1 13f56da9f20df5d.tmp
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Ses access 4340bc1elddb5d2682010401be96435063de733a2601d158d CLEAN
sion Manager 13f56da9f20df5d.tmp
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Ses read, access 4340bc1e1ddb5d268a010401be96435063de733a2601d158d CLEAN
sion Manager\PendingFileRenameOperations ! 13f56da9f20df5d.tmp
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Ses read, access 4340bc1elddb5d2682010401be96435063de733a2601d158d CLEAN
sion Manager\PendingFileRenameOperations2 ! 13f56da9f20df5d.tmp
HKEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION\System\C al c
entralProcessono access crystalreports.exe LEAN
HKEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION\System\C

entralProcessor\0\ProcessorNameString read, access crystalreports.exe CLEAN
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows

NT\CUrrentVersion\ProductName read, access crystalreports.exe CLEAN
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Cryptography access crystalreports.exe CLEAN
cHh}?ri%\lngAL_M ACHINE\SOFTWARE\Microsoft\Cryptography\Ma read, access crystalreports.exe CLEAN
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current access crystalreports.exe CLEAN

Version\Uninstall
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HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current

Version\Uninstal\AddressBook access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\AddressBook\DisplayName read, access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current

Version\Uninstall\Connection Manager access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstal\Connection Manager\DisplayName read, access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current

Version\Uninstall\DirectDrawEx access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\DirectDrawEx\DisplayName read, access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current

Version\Uninstal\DXM_Runtime access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstal\DXM_Runtime\DisplayName read, access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\Fontcore access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\Fontcore\DisplayName read, access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstal\IE40 access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstal\IE40\DisplayName read, access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\lE4Data access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstal\IE4Data\DisplayName read, access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstal NIESBAKEX access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

VersionUninstalNESBAKEX\DisplayName read, access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstal\IEData access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\[EData\DisplayName read, access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\MobileOptionPack access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Windows\Current

Version\Uninstall\MobileOptionPack\DisplayName read, access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\MPlayer2 access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Windows\Current

Version\Uninstal\MPlayer2\DisplayName read, access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\SchedulingAgent access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\SchedulingAgent\DisplayName read, access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstal\WIC access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current

Version\Uninstall\WIC\DisplayName read, access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\UninstalI\{OFA68574- 690B-4B00-89AA-B28946231449) access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{OFA68574-690B-4B00-89AA- read, access crystalreports.exe CLEAN
B28946231449}\DisplayName
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HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{OFA68574-690B-4B00-89AA- read, access crystalreports.exe CLEAN
B28946231449}\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

VersionUninstall\{ L3AAEE12-23EA-3371-91EE- EFB36DDFFF3E} access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{13A4EE12- 23EA-3371-91EE-EFB36DDFFF3E} read, access crystalreports.exe CLEAN
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{{13A4EE12-23EA-3371-91EE-EFB36DDFFF3E} read, access crystalreports.exe CLEAN
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291- access crystalreports.exe CLEAN
BOD5-35EC-8441-6616F567A0F 7}.KB2151757

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoftt\Windows\Current
Version\Uninstall\{1D8E6291- read, access crystalreports.exe CLEAN
BOD5-35EC-8441-6616F567A0F 7}.KB2151757\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291- access crystalreports.exe CLEAN
BOD5-35EC-8441-6616F567A0F 7}.KB2467173

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{1D8E6291- read, access crystalreports.exe CLEAN
BOD5-35EC-8441-6616F567A0F7}.KB2467173\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{{1D8E6291- access crystalreports.exe CLEAN
BOD5-35EC-8441-6616F567A0F 7}.KB2524860

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291- read, access crystalreports.exe CLEAN
BOD5-35EC-8441-6616F567A0F7}.KB2524860\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291- access crystalreports.exe CLEAN
BOD5-35EC-8441-6616F567A0F 7}.KB2544655

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291- read, access crystalreports.exe CLEAN
BOD5-35EC-8441-6616F567A0F 7}.KB2544655\DisplayName

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{ 1D8E6291- access crystalreports.exe CLEAN
BOD5-35EC-8441-6616F567A0F 7}.KB2549743

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{{1D8E6291- read, access crystalreports.exe CLEAN
BOD5-35EC-8441-6616F567A0F 7}.KB2549743\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291- access crystalreports.exe CLEAN
BOD5-35EC-8441-6616F567A0F 7}.KB2565063

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{{1D8E6291- read, access crystalreports.exe CLEAN
BOD5-35EC-8441-6616F567A0F 7}.KB2565063\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291- access crystalreports.exe CLEAN
BOD5-35EC-8441-6616F567A0F 7}.KB982573

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{ 1D8E6291- read, access crystalreports.exe CLEAN
BOD5-35EC-8441-6616F567A0F 7}.KB982573\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\{2BC3BD4D-FABA-4394-93C 7-9ACB2A263FE2} access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{2BC3BD4D- read, access crystalreports.exe CLEAN
FABA-4394-93C7-9AC82A263FE2}\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{2BC3BD4D- read, access crystalreports.exe CLEAN
FABA-4394-93C7-9AC82A263FE2}\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\{33d1fd90-4274-48a1-9bc1-97e33d9c2d6f} access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{33d1fd90-4274-48a1-9bc1-97e33d9c2d6f} read, access crystalreports.exe CLEAN
\DisplayName

<
@
<
=
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HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{33d1fd90-4274-48a1-9bc1-97e33d9c2d6f} read, access crystalreports.exe CLEAN
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\{3c3aafc8-de9s-43ec-998f- 965ffdac065a) access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{3c3aafc8-d898-43ec-998f- 965ffdac065a} read, access crystalreports.exe CLEAN
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 3c3aafc8-d898-43ec-998f- 965ffdac065a} read, access crystalreports.exe CLEAN
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\UninstalI\{65e650ff-30be-469d-b63a- 418d71eal 765} access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 65e650ff-30be-469d- read, access crystalreports.exe CLEAN
b63a-418d71eal765}\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ 65e650ff-30be-469d- read, access crystalreports.exe CLEAN
b63a-418d71eal765}\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current

Version\Uninstal\{6913e92a- b6de-41c9-a5e6-cef392071e89) access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{6913e92a-b64e-41c9-a5e6- read, access crystalreports.exe CLEAN
cef39207fe89}\DisplayName

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{6913e92a-b64e-41c9-a5e6- read, access crystalreports.exe CLEAN
cef39207fe89}\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

VersionUninstall\{710fAc 1c-cc18-4c49-8chf-51240c89%1a2) access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{710f4c1c- read, access crystalreports.exe CLEAN
cc18-4c49-8chf-51240c89ala2}\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{710f4c1c- read, access crystalreports.exe CLEAN
cc18-4c49-8cbf-51240c89ala2}\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\UninstalI\{90160000-008C-0000-0000- 0000000F F1CE} access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-008C-0000-0000-0000000FF1CE} read, access crystalreports.exe CLEAN
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-008C-0000-0000-0000000FF1CE} read, access crystalreports.exe CLEAN
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current

Version\UninstalI\{90160000-008C-0409-0000-0000000F F1CE} access crystalreports.exe CEEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-008C-0409-0000-0000000FF1CE} read, access crystalreports.exe CLEAN
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{90160000-008C-0409-0000-0000000FF1CE} read, access crystalreports.exe CLEAN
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\UninstalI\{9BE518E6- ECC6-35A9-88E4-87755C07200F ) access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{{9BE518E6- EC C6-35A9-88E4-87755C07200F} read, access crystalreports.exe CLEAN
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoftiWindows\Current
Version\Uninstall\{9BE518E6-EC C6-35A9-88E4-87755C07200F} read, access crystalreports.exe CLEAN
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

VersionUninstal\{B175520C-86A2-35A7-8619-86D C 37968889} access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\ read, access crystalreports.exe CLEAN
{B175520C-86A2-35A7-8619-86D C379688B9}\DisplayName
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HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\ read, access crystalreports.exe CLEAN
{B175520C-86A2-35A7-8619-86D C379688B9}\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\{BD95ASC D- 1D9F-35AD-981A- 3E7925026EB8} access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{BD95A8CD-1D9F-35AD-981A-3E7925026EBB} read, access crystalreports.exe CLEAN
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{BD95A8CD-1D9F-35AD-981A-3E7925026EBB} read, access crystalreports.exe CLEAN
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\{ca67548a-5ebe-413a-b50c-4b9ceh6d66e6} access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ca67548a-5ebe-413a- read, access crystalreports.exe CLEAN
b50c-4b9ceb6d66c6}\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{ca67548a-5ebe-413a- read, access crystalreports.exe CLEAN
b50c-4b9ceb6d66¢6}\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current

Version\Uninstal|\{e6e75766-da0f- 4ba2-9788-6ea593ce702d} access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{e6e75766-da0f-4ba2-9788-6ea593ce702d} read, access crystalreports.exe CLEAN
\DisplayName

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\{e6e75766-da0f-4ba2-9788-6ea593ce702d} read, access crystalreports.exe CLEAN
\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstal\{FOC3E5D 1- 1ADE- 321E-8167-68EFODE6I9AS} access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\ read, access crystalreports.exe CLEAN
{FOC3E5D1-1ADE-321E-8167-68EFODE6G99A5}H DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\ read, access crystalreports.exe CLEAN
{FOC3E5D1-1ADE-321E-8167-68EFODE699A5}HDisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\ access crystalreports.exe CLEAN
{FOC3E5D1-1ADE-321E-8167-68EFODE699A5}.KB2151757

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\
{FOC3E5D1-1ADE-321E-8167-68EFODE699A5}.KB2151757\Display
Name

read, access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\ access crystalreports.exe CLEAN
{FOC3E5D1-1ADE-321E-8167-68EFODE699A5}.KB2467173

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{FOC3E5D1-1ADE-321E-8167-68EFODEG99A5}.KB2467173\Display
Name

read, access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoftiWindows\Current
Version\Uninstall\ access crystalreports.exe CLEAN
{FOC3E5D1-1ADE-321E-8167-68EFODE699A5}.KB2524860

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{FOC3E5D1-1ADE-321E-8167-68EFODE699A5}.KB2524860\Display
Name

read, access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\ access crystalreports.exe CLEAN
{FOC3E5D1-1ADE-321E-8167-68EFODE699A5}.KB2544655

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\

{FOC3E5D1-1ADE-321E-8167-68EF0D E699A5}. KB2544655\Display
Name

read, access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\ access crystalreports.exe CLEAN
{FOC3E5D1-1ADE-321E-8167-68EFODE699A5}.KB2549743
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HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\
{FOC3E5D1-1ADE-321E-8167-68EFODE699A5}.KB2549743\Display
Name

read, access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\ access crystalreports.exe CLEAN
{FOC3E5D1-1ADE-321E-8167-68EFODE699A5} KB2565063

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\
{FOC3E5D1-1ADE-321E-8167-68EFODE699A5}.KB2565063\Display
Name

read, access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\ access crystalreports.exe CLEAN
{FOC3E5D1-1ADE-321E-8167-68EFODE699A5}.KBI82573

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\

{FOC3E5D1-1ADE-321E-8167-68EF0DE699A5}. KB982573\DisplayN
ame

read, access crystalreports.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstal\(F8CFEB22-A2E7-3971-9EDA-4B11EDEFC 185} access crystalreports.exe CEEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{F8CFEB22- read, access crystalreports.exe CLEAN
A2E7-3971-9EDA-4B11EDEFC185}\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{F8CFEB22- read, access crystalreports.exe CLEAN
A2E7-3971-9EDA-4B11EDEFC185}\DisplayVersion
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Process
Process Name Commandline Verdict
"C:
gﬂ’ggﬁgmdb5d2683010401b696435063de73332601d158d13f56dagfz \Users\RDhJOCNFevzX\Desktop\d340bclelddb5d268a010401be96435063de733a2601d1581356da MALICIOUS
: 9f20df5d.exe”
crystalreports.exe "C:\Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\CrystalReports.exe" MALICIOUS

"C:

4340bc1e1ddb5d268a010401be96435063de733a2601d158d13f56da9(2 <o 5\ R DRIOC N FevzX\Deskiop\d340be 1e1ddb5d268a010401he96435063de 733226011580 1315608

0df5d.exe 9f20df5d.exe” VERYSILENT
"C:
\Users\RDHJOC~1\AppData\Local\Temp\is-3V8JG.tmp\4340bc1elddb5d268a010401be96435063de7
os0hce1ddb5a268a010401e964350630e733a2601d158A131560852  3307601115801315609120cH50. mp' /SLB="$501E2,4283547,831488,C: CLEAN
mp \Users\RDhJOCNFevzX\Desktop\4340bclelddb5d268a010401be96435063de733a2601d15813156da
9f20df5d.exe”

"C:\Users\RDHJOC~1\AppData\Local\Templ\is-
KV38V.tmp\4340bc 1elddb5d268a010401be96435063de 733a2601d158d13f56dadf20df5d.tmp" /

4340bc1e1d0b502682010401be964350630e733a260101580130560a9%2 o' "ge 1L n 4opces7 631488 - EIERN

0df5d.tmp \Users\RDhJOCNFevzX\Desktop\4340bc1e1ddb5d268a010401be96435063de733a2601d158d13f56da
9f20df5d.exe" /VERYSILENT
cmd.exe "C:\Windows\System32\cmd.exe" /c timeout /t 5 & del /f/q "C: CLEAN
. \Users\RDhJOCNFevzX\AppData\Roaming\Crystal Reports Extra\CrystalReports.exe" & exit
timeout.exe timeout /t 5 CLEAN
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Antivirus (1)
File Type Threat Name File Name Verdict
C:
Sample File Trojan.GenericKD 47065451 \Users\RDhJOCNFevzX\Desktop\4340bc 1e1ddb5d268a010401be964

35063de733a2601d158d13f56da9f20df5d.exe
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ENVIRONMENT

Virtual Machine Information

Name winl0_64 th2_en_mso02016

Description winl0_64_th2_en mso02016

Architecture x86 64-bit

Operating System Windows 10 Threshold 2

Kernel Version 10.0.10586.0 (0de6dc23-8e19-4bb7-8608-d54bhle6fa379)
Network Scheme Name Local Gateway

Network Config Name Local Gateway

Platform Information

Platform Version 430

Dynamic Engine Version 4.3.0/09/20/2021 03:59
Static Engine Version 4.3.0.0/2021-09-20 03:00:12
AV Exceptions Version 4.3.0.0/ 2021-09-20 03:00:12
Link Detonation Heuristics Version 4.3.0.4/2021-09-16 11:30:34
Signature Trust Store Version 4.3.0.0/ 2021-09-20 03:00:12
VMRay Threat Identifiers Version 4.3.1.7 ] 2021-09-22 10:00:51
YARA Built-in Ruleset Version 4.3.0.5

Anti Virus Information

Built-in AV Version AVCORE v2.2 Linux/x86_64 11.0.1.19 (March 15, 2021)

Built-in AV Database Update Release

Date 2021-09-28 01:56:46+00:00

Built-in AV Database Records 10476967

Software Information

Adobe Acrobat Reader Version Not installed
Microsoft Office 2016
Microsoft Office Version 16.0.4266.1003
Hangul Office Not installed
Hangul Office Version Not installed
Internet Explorer Version 11.0.10586.0
Chrome Version Not installed
Firefox Version Not installed
Flash Version Not installed
Java Version Not installed

System Information

Sample Directory C:\Users\RDhJOCNFevzX\Desktop
Computer Name XC64ZB
User Domain XC64zB
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User Name RDhJOCNFevzX

User Profile C:\Users\RDhJOCNFevzX

Temp Directory C:\Users\RDHJOC~1\AppData\Local\Temp
System Root C:\Windows
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