DYNAMIC ANA

SIS REPORT
#12773741

Classifications: Ransomware

MALICIOUS Threat Names: Mal/Generic-S

Sample Type

File Name

ID

MD5

SHA1

SHA256

File Size
Report Created

Target Environment

Verdict Reason: -

Windows Exe (x86-32)

34¢1121937¢35h39h654428¢f 3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe
#6775961

25a54e24e9126fba91cch92143136e9f
27e0e9a39d77a59374b79d31e150ad50a5¢c622c9
34c1121937¢35b39b654428cf3fc6bl6e3e2eed03clcchefc77183d1749ebade

69.50 KB

2023-01-24 22:30 (UTC+1)

win7_64_spl_en_mso02016 | exe
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DYNAMIC ANALYSIS REPORT

#127737

OVERVIEW

VMRay Threat Identifiers (13 rules, 139 matches)

Score Category Operation Count Classification
5/5 User Data Modification Modifies Windows automatic backups 2 -

« (Process #4) cmd.exe deletes Windows volume shadow copies.

« (Process #16) cmd.exe deletes Windows volume shadow copies.

55 User Data Modification Appends the same extension to many filenames 1 Ransomware

« Renames 80 files by appending the extension ".id[8443a5af- 2250].[wewillhelpyou@qq.com].adage”.

Reputation Known malicious file 1 -

« Reputation analysis labels the sample itself as Mal/Generic-S.

Privilege Escalation Creates elevated child process 1 -

« (Process #10) 34c1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe creates (process #14)
34¢1121937¢35h39b654428cf3fc6b16e3e2eed03c1cchefc77183d1749ebadce.exe with elevated privileges.

“ Mutex Creates mutex 9 -

« (Process #1) 34c1121937c35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe creates mutex with name "Global\22508443A5AF00".
« (Process #1) 34c1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe creates mutex with name "Global\22508443A5AF01".
« (Process #2) 34c1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe creates mutex with name "Global\22508443A5AF00".
« (Process #10) 34c1121937c¢35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe creates mutex with name "Global\22508443A5AF01".
* (Process #10) 34c1121937¢35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe creates mutex with name "Global\22508443A5AF00".
* (Process #12) 34c1121937¢35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe creates mutex with name “Global\22508443A5AF01".
* (Process #11) 34c1121937¢35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe creates mutex with name "Global\22508443A5AF01".
* (Process #13) 34c1121937¢35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe creates mutex with name "Global\22508443A5AF01".

* (Process #14) 34c1121937¢35h39b654428¢f3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe creates mutex with name "Global\22508443A5AF01".

“ Hide Tracks Creates process with hidden window 3 -
« (Process #1) 34c1121937c35h39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe starts (process #2)
34c1121937¢35b39b654428cf3fc6b16e3e2eed03c1cchefc77183d1749ebadc.exe with a hidden window.
« (Process #1) 34c1121937¢35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe starts (process #3) cmd.exe with a hidden window.

« (Process #14) 34c1121937¢35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe starts (process #15) cmd.exe with a hidden window.

“ Persistence Installs system startup script or application 10 -
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Score Category Operation Count Classification

« (Process #2) 34¢1121937c35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe adds "C:
\Users\kEecfMwgj\AppData\Local\34c1121937c35b39b654428cf3fc6bl6e3e2eed03c1cchefc77183d1749ebadc.exe to Windows startup via registry.

* (Process #2) 34c1121937¢35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe adds “c:\users\keecfmwgj\appdata\roaming\microso... ...ndows\start
menu\programs\startup\34c1121937c35b39h654428cf3fc6b16e3e2eed03c1cchefc77183d1749ebadc.exe” to Windows startup folder.

* (Process #2) 34c1121937c¢35h39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe adds "“c:\programdata\microsoftiwindows\start
menu\programs\startup\34c1121937c35hb39b654428cf3fc6b16e3e2eed03c1cchefc77183d1749ebadc.exe” to Windows startup folder.

« (Process #1) 34c1121937c35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe adds "C:
\Users\kEecfMwgj\AppData\Local\34c1121937c35b39h654428cf3fc6b16e3e2eed03c1cchefc77183d1749ebadc.exe” to Windows startup via registry.

« (Process #1) 34c1121937c35h39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe adds “c:\users\keecfmwgj\appdata\roaming\microso... ...ndows\start
menu\programs\startup\34c1121937c¢35h39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe” to Windows startup folder.

« (Process #1) 34c1121937¢35h39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe adds “c:\programdata\microsoftiwindows\start
menu\programs\startup\34c1121937c¢35hb39b654428cf3fc6b16e3e2eed03c1cchefc 77183d1749ebadce.exe” to Windows startup folder.

« (Process #14) 34c1121937¢35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe adds “c:\users\keecfmwgj\appdata\roaming\micros... ...ndows\start
menu\programs\startup\34c1121937¢35hb39b654428cf3fc6b16e3e2eed03c1cchefc 77183d1749ebadce.exe” to Windows startup folder.

« (Process #14) 34c1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe adds “c:\programdata\microsoftiwindows\start
menu\programs\startup\34c1121937¢35b39b654428cf3fc6b16e3e2eed03c1cchefc77183d1749ebadc.exe” to Windows startup folder.

* (Process #10) 34c1121937c35b39b654428¢f3fc6b16e3e2eed03c1cchefc77183d1749ebadc.exe adds "c:\users\keecfmwgj\appdata\roaming\micros... ...ndows\start
menu\programs\startup\34c1121937c35b39h654428cf3fc6b16e3e2eed03c1cchefc77183d1749ebadc.exe” to Windows startup folder.

* (Process #10) 34c1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe adds "c:\programdata\microsoftiwindows\start
menu\programs\startup\34c1121937c35h39b654428cf3fc6b16e3e2eed03c1cchefc77183d1749ebadc.exe” to Windows startup folder.

“ Obfuscation Reads from memory of another process 4 -

« (Process #3) cmd.exe reads from (process #5) netsh.exe.
« (Process #4) cmd.exe reads from (process #6) vssadmin.exe.
* (Process #15) cmd.exe reads from (process #17) netsh.exe.

« (Process #16) cmd.exe reads from (process #18) vssadmin.exe.

“ Discovery Enumerates running processes 3 -

* (Process #1) 34c1121937¢35h39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe enumerates running processes.
« (Process #10) 34c1121937¢35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe enumerates running processes.

« (Process #14) 34c1121937¢35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadce.exe enumerates running processes.

“ Hide Tracks Changes folder appearance 3 -

« (Process #1) 34c1121937¢35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe changes the appearance of folder "\WAC:\
$Recycle.Bin\S-1-5-21-4219442223-4223814209- 3835049652- 1000".

« (Process #1) 34c1121937c35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe changes the appearance of folder "\WAC:\Program Files\Common Files\Microsoft
Shared\Stationery".

« (Process #1) 34c1121937¢35h39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe changes the appearance of folder "\WAC:\Program Files".

User Data Modification Uses encryption API 1 -

« (Process #1) 34c1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe uses above average number of encryption APIs.

System Modification Modifies application directory 100 -
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« (Process #1) 34c1121937¢35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebade.exe modifies "WAC:\Program Files\Common
Files\EycKgld_ulVGhuCKmRKk2.png.id[8443A5AF-2250].[wewillhelpyou@qq.com].adage".

* (Process #1) 34c1121937c¢35h39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "WAC:\Program Files\Common Files\Microsoft Shared\ink\en-U S\boxed-
delete.avi".

« (Process #1) 34c1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "\WAC:\Program Files\Common Files\Microsoft
Shared\ink\FlickAnimation.avi.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage”.

« (Process #1) 34c1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "\WAC:\Program Files\Common Files\Microsoft Shared\ink\FlickAnimation.avi".

« (Process #1) 34c1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadce.exe modifies "\WAC:\Program Files\Common Files\Microsoft
Shared\ink\hwrukim.dat.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage”.

« (Process #1) 34c1121937¢35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "\WAC:\Program Files\Common Files\Microsoft Shared\ink\hwrukim.dat".

« (Process #1) 34c1121937¢35h39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadce.exe modifies "\WAC:\Program Files\Common Files\Microsoft
Shared\ink\hwruksh.dat.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage".

« (Process #1) 34¢1121937¢35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadce.exe modifies "WAC:\Program Files\Common Files\Microsoft Shared\ink\hwruksh.dat".

« (Process #1) 34¢1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadce.exe modifies "\WAC:\Program Files\Common Files\Microsoft
Shared\ink\hwrusalm.dat.id[8443A5AF-2250].[wewillhelpyou@qq.com].adage".

« (Process #1) 34c1121937c35b39b654428cf3fc6bl6e3e2eed03clcchefc77183d1749ebadc.exe modifies "\WAC:\Program Files\Common Files\Microsoft Shared\ink\hwrusalm.dat".

* (Process #1) 34c1121937¢35h39b654428cf3fc6bl6e3e2eed03clcchefc77183d1749ebadc.exe modifies "WAC:\Program Files\Common Files\Microsoft
Shared\ink\hwrusash.dat.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage".

« (Process #1) 34c1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "\WAC:\Program Files\Common Files\Microsoft Shared\ink\hwrusash.dat".

« (Process #1) 34c1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "\WAC:\Program Files\Common Files\Microsoft
Shared\Stationery\Desktop.ini.id[8443A5AF-2250].[wewillhelpyou@dqg.com].adage”.

« (Process #1) 34c1121937c35h39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadce.exe modifies "WAC:\Program Files\Common Files\o9nleU.bmp.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage".

« (Process #1) 34c1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadce.exe modifies "\WAC:\Program Files\Common
Files\PXzW VbDzjHOIV50.png.id[8443A5AF-2250].[wewillhel pyou@qg.com].adage".

* (Process #1) 34c1121937¢35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadce.exe modifies "\WAC:\Program Files\desktop.ini.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage".

« (Process #1) 34¢1121937c35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "\WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Performance\Title_Page.wm\v.id[8443A5AF-2250].[wewillhelpyou@dqq.com].adage".

« (Process #1) 34c1121937c35b39b654428¢f3fc6bl6e3e2eed03clcchefc77183d1749ebadc.exe modifies "\WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Performance\Title_Page.wmv".

* (Process #1) 34c1121937¢35h39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Performance\Title_Page_PAL.wmv.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage".

« (Process #1) 34c1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "\WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Performance\Title_Page PALwmv".

« (Process #1) 34c1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "\WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsMainBackground.wmv.id[8443A5AF-2250].[wewillhelpyou@qq.com].adage".

« (Process #1) 34c1121937¢35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadce.exe modifies "\WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsMainBackground.wmv".

« (Process #1) 34c1121937¢35b39h654428cf3fc6b16e3e2eed03c1cchefc77183d1749ebadc.exe modifies "\WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsMainBackground_PAL.wm\v.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage".

« (Process #1) 34¢1121937c35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "\WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsMainBackground_PAL.wmv".

* (Process #1) 34c1121937¢35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsMainToN otesBackground.wmv.id[8443A5AF - 2250].[wewillhelpyou@qq.com].adage".

* (Process #1) 34c1121937¢35h39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsMainToN otesBackground.wmv".

« (Process #1) 34c1121937c35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "\WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsMainToN otesBackground_PAL.wmv.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage".

« (Process #1) 34c1121937c35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "\WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsMainToN otesBackground_PAL.wmv".

« (Process #1) 34c1121937¢35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadce.exe modifies "\WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsMainToScenesBackground.wmv.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage".

« (Process #1) 34c1121937¢35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "\WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsMainToScenesBackground.wmv".

« (Process #1) 34¢1121937c35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "\WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsMainToScenesBackground PAL.wmv.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage".

« (Process #1) 34c1121937c35b39b654428¢f3fc6bl6e3e2eed03clcchefc77183d1749ebadce.exe modifies "\WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsMainToScenesBackground _PAL.wmv".

* (Process #1) 34c1121937¢35h39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsNotesBackground.wmv.id[8443A5AF-2250].[wewillhelpyou@dqg.com].adage”.

« (Process #1) 34c1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "\WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsNotesBackground.wmv".

« (Process #1) 34c1121937¢35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "\WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsNotesBackground_PAL.wmv.id[8443A5AF-2250].[wewillhelpyou@qq.com].adage".

« (Process #1) 34c1121937¢35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadce.exe modifies "\WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsNotesBackground_PAL.wmv".

« (Process #1) 34c1121937¢35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadce.exe modifies "\WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsScenesBackground.wmv.id[8443A5AF-2250].[wewillhelpyou@dqq.com].adage”.

« (Process #1) 34¢1121937c35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "\WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsScenesBackground.wmv".

* (Process #1) 34c1121937¢35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsScenesBackground_PAL.wmv.id[8443A5AF-2250].[wewillhelpyou@qq.com].adage".

* (Process #1) 34c1121937¢35h39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe modifies "WAC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsScenesBackground_PAL.wmv".

« (Process #1) 34c1121937c35b39h654428cf3fc6b16e3e2eed03c1cchefc77183d1749ebadc.exe modifies "WAC:\Program Files\Javaljre1.8.0_171\bin\server\Xusage.txt.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage". X-Ray Vision tor Malware - www.vmray.com 4 /51
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Score Category Operation Count Classification
System Modification Creates an unusually large number of files 1 -

« (Process #1) 34¢1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe creates an above average number of files.
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Mitre ATT&CK Matrix

Privilege Defense Credential Lateral Command

Initial Access Execution Persistence Eeefirtam et e Discovery e e Collection ot Gt Exfiltration Impact
#T1060 -
Registry Run #T1143 Hidden STy HIAA90Imhibit
i Process System
Keys / Startup Window
Discovery Recovery
Folder
#T1486 Data
#T1112 Modify e
Registry
Impact
#T71036

Masquerading
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Sample Information

ID #6775961

MD5 25a54e24e9126fhad1cch92143136e9f

SHA1L 27e0e9a39d77a59374b79d31e150ad50a5c622¢9

SHA256 34¢1121937¢35b390654428¢f3fc6bl6e3e2eed03clcchefc77183d1749ebade

SSDeep 1536:BkGB8nHbKUVryEISpi8jCZGcgDKIKnr8dM4CW Yi:BFBMHRVrAjCZmKenr89CW
ImpHash ©€6984e72559f94ba7deb365bcd2bee8a

File Name 34c1121937¢35b39h654428cf3fc6b16e3e2eed03clcchefc 77183d1749ebadc.exe

File Size 69.50 KB

Sample Type Windows Exe (x86-32)

Has Macros v

Analysis Information

Creation Time 2023-01-24 22:30 (UTC+1)

Analysis Duration 00:02:11

Termination Reason Maximum binlog size reached

Number of Monitored Processes 16

Execution Successful False

Reputation Enabled v

WHOIS Enabled v

Built-in AV Enabled x

Built-in AV Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
Number of AV Matches 0

YARA Enabled v

YARA Applied On Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
Number of YARA Matches 0
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unknown publisher to make changes to this computer?
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File origin: Hard drive on this computer

) Show details

Change when these notifications appear
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NETWORK

General

519.76 KB total sent
430.81 KB total received
1 ports 445

1 contacted IP addresses
0 URLs extracted

0 files downloaded

0 malicious hosts detected

DNS

0 DNS requests for 0 domains
0 nameservers contacted

0 total requests returned errors

HTTPIS

0 URLs contacted, O servers

0 sessions, 0 bytes sent, 0 bytes received
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DYNAMIC ANALYSIS REPORT

#12773741

BEHAVIOR

Process Graph

Child Process #17

netsh.exe

#15
cmd.exe

Child Process

Child Process

#4
34¢1121937¢c3539b654428cf3fc6b16e3e2eed03c1cchefc77183d1749ebadc.exe

#
34¢1121937¢35h39b654428cf3fc6b16e3e2eed03ccebefc77183d1749ebadc. exe

Child Process
Child Process

#11
34¢1121937¢35b39b654: 6b16e3e2eed03clccbefc77183d1749ebadc.exe

Reboot #1

#12
c35b39b654428cf3fc6b16e3e2eed03cLcchef

#2
34¢1121937¢35b39b654428¢f3fc6b16e3e2eed03c1cebefc77183d1749ebadc.exe

#
341121937¢35h39b654428cf3fc6b16e3e2eed03ccebefc77183d1749ebadc.
Child Process

Child Process Child Process

1 #3
et 34c1121937c35b39b654428¢ e3e2eed03c: 7183d1749ebadc.exe cmd.exe

Child Process

Child Process RPC Server

| ChidProcess

#
cmd.exe
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DYNAMIC ANALYSIS REPORT

#12773741

Process #1: 34c1121937c35b39b654428cf3fc6b16e3e2eed03clcchcfc77183d1749ebadc.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time

Unmonitor End Time

c:\users\keecfmwgj\desktop\34c1121937c35b39h654428cf3fc6b16e3e2eed03c 1cchefc77183d1749ebadc.exe

"C:\Users\kEecfMwgj\Desktop\34c1121937c35hb39b654428¢f3fc6b16e3e2eed03c1cchefc77183d1749ebadc.exe™

C:\Users\kEecfMwgj\Desktop\

Start Time: 31475, Reason: Analysis Target

End Time: 69334, Reason: Terminated

Monitor duration 37.86s
Return Code 1073807364
PID 3776
Parent PID 1888
Bitness 32 Bit

Dropped Files (104)

File Name

\AC:\MSOCache\All
Users\{90160000-00BA-0409-0000-0000000F F1CE}-
C\GrooveMUI.xml.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\lib\images\cursors\win32_MoveDrop32x32.gi
f.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\?\C:\MSOCache\All
Users\{90160000-0019-0409-0000-0000000FF1CE}-
C\PublisherMUI.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2AC:\Program Files\Microsoft Office\Office16\1033\Mso Example Intl
Setup File A.txt.id[8443A5AF-2250].[wewillhelpyou@dqg.com].adage

\AC:\MSOCache\All
Users\{90160000-0115-0409-0000-0000000FF1CE}-
C\branding.xml.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\2AC:\MSOCache\All
Users\{90160000-00E1-0409-0000-0000000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\lib\jvm.hprof.txt.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\?C:\MSOCache\All
Users\{90160000-0018-0409-0000-0000000FF1CE}-
C\PowerPointMUI.msi.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All

Users\{90160000-0116-0409- 1000-0000000FF1CE}-
C\Office64MUISet.xml.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\Welcome.htm|.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\A\C:\Program
Files\Javaljre1.8.0_171\libimages\cursors\win32_LinkDrop32x32.gif.i
d[8443A5AF-2250].[wewillhelpyou@qq.com].adage

\AC:\MSOCache\All
Users\{90160000-0011-0000-0000-0000000FF1CE}-
Closetup.dll.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\?C:\MSOCache\All
Users\{90160000-0016-0409-0000-0000000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\WAC:\MSOCache\All
Users\{90160000-0011-0000-0000-0000000F F1CE}-
Chsetup.dil.id[8443A5AF-2250] [wewillhelpyou@qgq.com].adage

File Size

1.35KB

418 bytes

1.88 KB

386 bytes

328.67 KB

2.24KB

4.38KB

3100.27 KB

1.27KB

1.17KB

434 bytes

10240.00 KB

2.67 KB

593.94 KB

SHA256

b7a8fae07c9db3f385e88c34fe2c 1e5c99e47hfc 78a5178b49afcfe3d950f1
47

faa06e5d54ade372d58(6124c58f3c96f5993b2b86143adbh967ddd306db6
edc6

4b489bdc6de785675c5de881b274f0a79f6ff91f723c0fd465chded065c0d
3ab

91e305b0cf2c439856477dedf2e654e18302a09eb83cd1095482b495bag
2e190

c6e5e1b3bb59a4a375a8dcf259e7aa98957cd022ec7d2b9490870b25f6¢
23d3f

4b1fe95d4a945584091947e5404ea649c05ce747a04724b97547dc50e0b
53b4c

c0e557ac122fc280c15ea419a5ec39bfcal30ec82dab89333361638c9f3b
06b2

dd54e255683302bbaf575e6e5df809f5476680b395397ecad0ea56594f6a5
a429

2d0a1f96864d2c3db5d64e6a0b26hdd9faadbba7328acha3facc7771563
1d58

9704a2f80f5ee74cbc3dba73e3005fc6ff3bd9a9d3d34f3746878ea41a634
33a

3f5bf377d258907a41bab80257934baa88950924e8215hb820630c 23959
b540

46280bc5468ffcadeblaalbe4da69141c578511400357489b6a2ba2dbl7?
28cdd

200143c5b806f1c6f0e24b77a6cf6e5423001453e5e8ae12d8621268a0e4
7c16

b3aa2c60c78f5e7782cc385490dc49a4d501¢c650fbc19ac4f2f1300dc540
dsbs
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DYNAMIC ANALYSIS REPORT

#12773741

File Name

\\?\C:\Program Files\Microsoft Office\Office16\1033\Mso Example Intl
Setup File B.txt.id[8443A5AF-2250].[wewillhelpyou@qq.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\lib\images\cursors\win32_CopyNoDrop32x32
.gif.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All

Users\{90160000-0116-0409- 1000-0000000FF1CE}-
C\Office64MUI.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\bin\server\Xusage.txt.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\lib\images\cursors\win32_LinkNoDrop32x32.
gif.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\?\C:\MSOCache\All
Users\{90160000-0115-0409-0000-0000000FF1CE}-
C\OfficeMUI.xml.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000-0011-0000-0000-0000000FF1CE}-
C\Office64WW.msi.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\AC:\MSOCache\All
Users\{90160000-0011-0000-0000-0000000FF1CE}-
C\ProPsWW.cab.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\2AC:\MSOCache\All
Users\{90160000-0011-0000-0000-0000000FF1CE}-
Close.exe.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000-00BA-0409-0000-0000000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].[wewillhelpyou@qqg.com].adage

\?\C:\MSOCache\All
Users\{90160000-00A1-0409-0000-0000000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000-001B-0409-0000-0000000FF1CE}-
C\WordMUI.xml.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\\2\C:\Program Files\Common
Files\PXzW\VbDzjHOIV50.png.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\Program Files\Common
Files\EycKgld_ulVGhuCKmRk2.png.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\AC:\MSOCache\All
Users\{90160000-0011-0000-0000-0000000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].[wewillhelpyou@qq.com].adage

\2AC:\MSOCache\All
Users\{90160000-0115-0409-0000-0000000FF1CE}-
C\OfficeMUISet.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000- 00E2-0409-0000-0000000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].[wewillhel pyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000-0116-0409- 1000-0000000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\Program Files\Reference
Assemblies\Microsoft\Framework\v3.0\RedistList\FrameworkList.x
ml.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\Program Files\Common Files\Microsoft
Shared\Stationery\Desktop.ini.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\AC:\Program Files\Java\jre1.8.0_171\lib\deploy\splash_11@2x-
lic.gif.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\lib\images\cursors\win32_CopyDrop32x32.gif
.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

File Size

386 bytes

434 bytes

2.11KB

1.63KB

434 bytes

5.39 KB

4620.27 KB

10240.00 KB

198.41 KB

1.85KB

2.36 KB

2.30 KB

38.96 KB

74.00 KB

27.38KB

1.27KB

2.64 KB

3.30KB

7.22 KB

898 bytes

12.22 KB

434 bytes

SHA256

8eebfdfc86ef7ebea2lef3312de5aad87414fbc64b9587dba2673bff2c8c9a
70

65cd37e81b5cdaf50039ec8d708c8455225ad5d5949385adec6fdc1234e
e3d14

66e00a3ef790eaa85342a88723be1a97fe69f5d0840a8cf70b1d4b4b9400
4de2

c52fa973be5ec3a8553f54h5687cfead3be5e57b8fd089ea23d2bbdfob787
Oe7

8c294b7edf043ee719edcc3796f363aea2d431eelc2db09b54260c45280
b3122

€109ch56dd1d27cce7a3eba04f2dceefal5d85b0aff7d350d8923b47c4cl
e471

969ce0c61bc817e6340d1f09366df5dcfod100e9e4d01b24ba5913f6755df
918

8cf828796a32d97c7c89c3fe989ca8ee51cbebe8a2a7d0a6970dd29591b
1ab68

b2de199ea42e748adf21cba5060c27c38354bf73d71026dc109d8895774
d4022

1a221cbbe81e313392f6179e374008312d876a4b24a33a6d7c2bef066ce
582da

423cd9178bla64a79659ea8ch44bf4410e9afd536b288882d63h3e5f6c24

00cOcbcdd53d6f664bb4d4bd82e9fa00fadfhb1f983446732cedadelablia
1e5

b0e2fe1014a47060cch6fb5648e64725f2a3f518db2b414f19e62eed22a0a
ce0

37d3bb622e177537945073aecc12c01dc9h8098845f2e36e2e845¢8818e
361cf

04357036f0c 7fe413596b36afc90414b15ae5de789fe172bd8c6dc9f569c8
elb

598cd6fa7925a6a0b50ff55ee9ab462f2560d074a6f241104d4e9b74da62a
5la

88576a3518367cfe0bb52a6609d8863150b5c866655cd88d8a07f0aeas 3
a430

7cdac29a27b8b5d014727520173989f1cef40b679b61551ccafa329ec7ff6
2ac

5h30f94205h5d2ce385d811d0ac134db3cec79ed5837h443053880c2383
fba3d

3e068024d49151d033734780ch37154ef43da5h5h0eb1b4d5975a5029f4
96c41

9e267237ed9a3de1225df641bfcd1283fcd9b5f9330032e0ee180a0cOcdl
e254

574c72b06272e104b9c95f9192236cch5a47cddbd3359250b0cbbOcafcO
6¢cbd
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DYNAMIC ANALYSIS REPORT

#12773741

File Name

\A\C:\Program
Files\Java\jre1.8.0_171\THIRDPARTYLICENSEREADME.txt.id[8443
ABAF-2250].[wewillhelpyou@qg.com].adage

\2AC:\MSOCache\All
Users\{90160000-0115-0409-0000-0000000FF1CE}-
C\pss10r.chm.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\Program Files\Microsoft
Office\Office16\OneNote\SendToOneNote-
PipelineConfig.xml.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2AC:\MSOCache\All
Users\{90160000-002C-0409-0000-0000000F F1CE}-
C\Setup.xml.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000-0018-0409-0000-0000000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].[wewillhelpyou@qq.com].adage

\?C:\MSOCache\All
Users\{90160000-0011-0000-0000-0000000FF1CE}-
C\Office64WW.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2AC:\MSOCache\All
Users\{90160000-0044-0409-0000-0000000FF1CE}-
C\InfoPathMUI.xml.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\AC:\MSOCache\All
Users\{90160000-0011-0000-0000-0000000FF1CE}-
C\PidGenX.dll.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\?\C:\MSOCache\All
Users\{90160000-0011-0000-0000-0000000FF1CE}-
C\ProPlusWW.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

c:\msocache\all users\{ 90160000-0016-0409-0000-0000000ff1ce}-
c\excellr.cab.id[8443a5af-2250].[wewillhelpyou@dqg.com].adage

\?\C:\MSOCache\All
Users\{90160000-0018-0409-0000-0000000FF1CE}-
C\PowerPointMU1.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000-0090-0409-0000-0000000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

c:\msocache\all users\{90160000-001a-0409-0000-0000000ff1ce}-
c\outlookmui.msi.id[8443a5af-2250].[wewillhelpyou@qg.com].adage

\2C:\Program Files\Reference
Assemblies\Microsoft\Framework\v3.0\WinFXList.xm|.id[8443A5AF-2
250].[wewillhelpyou@dqg.com].adage

\AC:\MSOCache\All
Users\{90160000-0117-0409-0000-0000000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].[wewillhelpyou@qqg.com].adage

\?C:\MSOCache\All
Users\{90160000-002C-0409-0000-0000000FF1CE}-
C\Proof.fr\Proof.xm|.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2AC:\MSOCache\All
Users\{90160000-0117-0409-0000-0000000FF1CE}-
C\AccessMUISet.xml.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\AC:\MSOCache\All
Users\{90160000-0018-0409-0000-0000000FF1CE}-
C\PptLR.cab.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\\2\C:\Program Files\Microsoft
Office\Office16\OneNote\SendToOneNote-
manifest.ini.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\Program Files\Java\jre1.8.0_171\lib\deploy\splash_11-
lic.gif.id[8443A5AF-2250].[wewillhelpyou@qq.com].adage

\?C:\MSOCache\All
Users\{90160000-0016-0409-0000-0000000FF 1CE}-
C\ExcelMUI.msi.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

File Size

142.05 KB

14.50 KB

802 bytes

6.17 KB

2.27KB

5.13KB

144 KB

1244.83 KB

16.96 KB

6402.59 KB

1.88 KB

2.02KB

3532.27 KB

2.77 KB

2.77KB

1.88 KB

1.27KB

6930.48 KB

642 bytes

7.88KB

3100.27 KB

SHA256

a0995ccaed3749addaffOfedead6dad23c27¢37e0c9030633bd609fd7075
4807

d23f64cbb8803d08857f440bb18486596ef1a21e544cd35e55f4ecdleell
4b8a

e294895381070bb769018225f5c9d98f33507790169a293cd39c1ccOacl
2f57

012df0a6170b7761749b8613163767h2e6f64d94f57edd3e4d98ee8d4b4 1

b339ee96d06d171334ch31b18563908fdbcddeb728054c82e28c1d8ce70
08aa4

2f95187bc3f10d4faB1f4466e05efh8d924€9853a78451c9c944f948d0054
c6d

19c6bd387h0e8df89c71b0042c65h8a22ae645d8d09aec7c4157179300d
59913

98f25ad5ee9366d79329a9eb7719dbf332f1f308468da271aa21b0803a3d
a634

3e67fb43acca040c086a2043d0e7e39¢c 754328e6f7abfécdc199b34afef83
324

7elaabh82e4aad599ad98614d84faabad7h9b0526932cfe8d4ebhbcar634
cfg82

55a526535h994{6845c0060bd98e6e57ebade80d88835a98cab21fc7d5c
3c8c7

8aefc19745867e40400b31c9158b5127e3a6118227f409b4528bed57633
fcad

€010fd78c4574ad2407d481514ae8df71942b9867f04318cd0ead0373a59
13b9

bd83274c¢1333cabadadc21d38823837354d4c50cd12c0880b96a54c824
3316b0

32ffa3bc06afa71b041b22d224d825111132e4ea7612e16c5d3c4025a2bb
fo12

8d31c79a5a20ac24edab811d2fadOecedc52d52d74dele0dbd285e06b3e
do88a

be30d31e89e62c93d898c670ac25633e29ab658d8763112d100bb9bate
6c4960

a4a78fb5ce3b6a786442bc61ab958d0778eb3ae87d1403ad1f184efel6e8
3e86

cc3375b5cdfc 720d0d97a88666f90f1411b7662bde58cfe73d30d83789¢9
871c

€1592a2466b975ea73fb400chf72345ed8bddad123b945ba82a4c 756508
aad5e

895e08eb029e4008023d4ff13110d83615fd7e7913a868609b0012773ca
e58
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DYNAMIC ANALYSIS REPORT

#12773741

File Name

\?\C:\Program Files\Common Files\o9nleU.bmp.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000-0011-0000-0000-0000000FF1CE}-
C\ProPsWW2.cab.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\lib\images\cursors\invalid32x32.gif.id[8443A5
AF-2250].[wewillhelpyou@qg.com].adage

c:\programdata\microsoftiwindows\start
menu\programs\startup\34c1121937c35b39b654428cf3fc6bl6e3e2eed
03clccbcfc77183d1749ebadc.exe

\AC:\MSOCache\All
Users\{90160000-00A1-0409-0000-0000000FF1CE}-
C\OneNoteMUI.xml.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\?C:\MSOCache\All
Users\{90160000-001B-0409-0000-0000000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\Program Files\Microsoft
Office\Office16\OneNote\SendToOneNote.ini.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\AC:\Program Files\Microsoft
Office\Office16\1033\officeinventoryagentfallback.xml.id[8443A5AF-22
50].[wewillhelpyou@qg.com].adage

\AC:\Program Files\Microsoft
Office\Office16\1033\officeinventoryagentlogon.xml.id[8443A5AF- 2250
].[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000-0117-0409-0000-0000000FF1CE}-C\Access.en-
us\branding.xml.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\2C:\
$Recycle.Bin\S-1-5-21-4219442223-4223814209- 3835049652- 1000\d
esktop.ini.id[8443A5AF-2250].[wewillhelpyou@qq.com].adage

\AC:\MSOCache\All
Users\{90160000-0090-0409-0000-0000000FF1CE}-
C\DCFMUI.xml.id[8443A5AF-2250].[wewillhelpyou@dqg.com].adage

\AC:\MSOCache\All
Users\{90160000-0011-0000-0000-0000000FF1CE}-
C\setup.exe.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\WAC\MSOCache\All
Users\{90160000-00E1-0409-0000-0000000F F1CE}-
C\OSMMUI.xml.id[8443A5AF-2250] [wewillhelpyou@dgq.com].adage

\AC:\MSOCache\All
Users\{90160000-012B-0409-0000-0000000FF1CE}-
C\LyncMUI.xml.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\?C:\MSOCache\All
Users\{90160000-002C-0409-0000-0000000F F1CE}-
C\Proof.en\Proof.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000-0011-0000-0000-0000000FF1CE}-
C\OWOW64WW.cab.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

c:\msocache\all users\{90160000-001a-0409-0000-0000000ff1ce}-
c\outlklr.cab.id[8443a5af- 2250].[wewillhelpyou@qq.com].adage

\2AC:\MSOCache\All
Users\{90160000-002C-0409-0000-0000000FF1CE}-
C\Proof.es\Proof.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\README.txt.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\A\C:\Program
Files\Javaljre1.8.0_171\lib\images\cursors\win32_MoveNoDrop32x3
2.gif.id[8443A5AF-2250].[wewillhelpyou@gqq.com].adage

c:\msocache\all users\{ 90160000-001b-0409-0000-0000000ff1ce}-
c\wordlr.cab.id[8443a5af-2250].[wewillhel pyou@qg.com].adage

File Size

52.55 KB

10240.00 KB

418 bytes

69.50 KB

2.02KB

2.96 KB

354 bytes

3.60KB

3.52KB

328.67 KB

386 bytes

1.42KB

231.44 KB

1.35KB

144 KB

1.77KB

10240.00 KB

4683.47 KB

1.88KB

290 bytes

434 bytes

6976.77 KB

SHA256

bbeabdf761a88156583ff5651cd7cc09cb3d0829e13cc05ac576e40fc 78b
1707

48d13089b65ebdc84e807301e9348b6515bd869b0630e1a39e 79611382
d59a7f

baa68efb0528b2eaaf44893da2d3b1c8edObachf9a02a9731615716d84a3
fféc

34¢1121937¢35hb39hb654428cf3fc6b16e3e2eed03c1cchefc77183d174%
badc

7bc3187d55841c9e1a344c0936554fe8ha2fleded4al2f7d90c92f09cdf64
6b5

233ae0e8ch87222b8585¢10241c7e151326cd8cceb7eelc8b72318f47d3
939d9

5f82ac871321ef483998hb64858193760028723ef6a8afd379264182b4c97f

bfc45d379fac92436e1579ca080690eb4a3a937hbf6ef4528f4cdfe583d1af8
53

873a4b751f9b0b144f0ffa7decc07b4f002731f636574f8d522ec85b9393e2
ef

fbaa24f5e36427d11calb7f7c1d71faac3efal4c022a527e21923b2e241fb
ae5

644cab5ch7h7202cadf248168abad91e68cd60c18d9f432135ca3136693
dodg7

df88ffdd3e6207766ebb7f1451eab377740a669dfc5a64adda882ab708fc9
587

ffc7259bfe8b0alblec11a3a937cddf44a5a5aa88e354h74993a0a2774c4
ee98

2fde5aec58d7d1897417187d716a6da8f24129b8073a0984b3320d9681d
ee867

€2b5943591f004ed5005a71cd408f87513ec61defb864f1b0dect3eflach6

3e2a6d33ff41ccc130df47557402ca8eb668520d691e50f62856ee4a3c 19
1252

€3e89647dc4546e3465800d88b63120981094fca3f5d2c500457a0338¢d7
25100

0a1d5a29f3981a871953b033e3473bff634be681ecc164781132f853f3ef8
a68

1balclch33b46ch86eefde3dite5f0ce84c57620639917496abed4chl5e8
1906

9209d9e5095¢11e3835bddac9fef25bf40dd4b8h27b32f5e7846458da74b
b9a3

819c557c9f1a2ec7bef2d02868ae20eeb691d3cdb58264240383375ab90
ars77?

ed68d37598af56da6c0d5d9c189¢992827a0c20597d726faf99e65f094d3
0204
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#12773741

File Name

\?C:\MSOCache\All
Users\{90160000-0019-0409-0000-0000000FF 1CE}-
C\PubLR.cab.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\WAC\MSOCache\All
Users\{90160000-002C-0409-0000-0000000F F1CE}-
C\Proofing.xml.id[8443A5AF-2250].wewillhelpyou@qg.com].adage

\AC:\BOOTSECT.BAK.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2AC:\MSOCache\All
Users\{90160000-0011-0000-0000-0000000FF1CE}-
C\ProPlusWW.msi.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\lib\deploy\splash@2x.gif.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\?\C:\MSOCache\All
Users\{90160000-0019-0409-0000-0000000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\2\C:\Boot\BOOTSTAT.DAT.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\?C:\MSOCache\All
Users\{90160000-0117-0409-0000-0000000FF1CE}-C\Access.en-
us\AccessMUI.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2AC:\MSOCache\All
Users\{90160000-0019-0409-0000-0000000FF1CE}-
C\PublisherMUI.msi.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\Program
Files\Java\jre1.8.0_ 171\THIRDPARTYLICENSEREADME-
JAVAFX.txt.id[8443A5AF- 2250].[wewillhelpyou@dqq.com].adage

\?\C:\MSOCache\All
Users\{90160000-0044-0409-0000-0000000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000- 001A-0409-0000-0000000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\2\C:\Program Files\Microsoft Office\Office16\Mso Example Setup
File A.txt.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000-0115-0409-0000-0000000FF1CE}-
C\setup.chm.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000-012B-0409-0000-0000000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].[wewillhelpyou@qqg.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\lib\deploy\fficext.zip.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\AC:\MSOCache\All
Users\{90160000-0011-0000-0000-0000000F F 1CE}-C\pkeyconfig-
office.xrm-ms.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\lib\deploy\splash.gif.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000-0016-0409-0000-0000000FF1CE}-
C\ExcelMUI.xml.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000-001A-0409-0000-0000000FF1CE}-
C\OutlookMUI.xml.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\AC:\MSOCache\All
Users\{90160000-0115-0409-0000-0000000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\Program Files\desktop.ini.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

File Size

4246.42 KB

1.25KB

8.25KB

10240.00 KB

15.16 KB

2.00 KB

64.25 KB

1.66 KB

3120.27 KB

104.56 KB

2.00 KB

4.02 KB

354 bytes

81.10KB

1.89KB

14.06 KB

576.96 KB

8.63 KB

1.99 KB

3.02KB

8.53KB

418 bytes

SHA256

16ef8452d4ab4f1b0db4d8dc1b012f6386d5544b3c96752897a99ac8b16f
4ca9

bf31b1f506432631c6¢1dd8015d32490a2adb64a438100e1d167578a923
e633f

473241d06d855f78ae00a9bb01ch4fc67e26fc50c4666024158aebd1909
Oaa7

8992d8b629a865h71€526769575825b65d9916dbcffehad9486807bfc8le
d7c2

08727d69fb4766cb427d59f72f94f81110501f598fc6¢167262337fd59b544
e6

26edfe7d02b84614f44595bf613855a6e16690939h1325867b0567a4585f
916b

8af420h9c9480fdbf171ac634a2c533b82d7d31f4dfh7460ccd13ccc103f2
b2a

9875d80db7e8b6273085bf3c43h9e85656{6993eafbc7aa7e72181316000
258a

0519b124cclc3bfa328aafd3ee4cOcdaadfecaad954fd23e7d62bc6ec641f5
375

b045d7b8290a087c4b73527ef02504f8844010c 105a815542eaea2f5305d
8864

6c38b5445cfcfGababble93b35a31e60411f8d2cfabbd6389f36db7b9b58¢c
b88

aa0289930edabafe811ffa3b3202c7f2a179760377a1c511f896787chf6a3
25e

¢5819ce4fh64823f4aa440779400a2d7e7d8b16bad96f419ec0671f602e5
69a0

072b0bbac42ed2f4b0blba8a2bd77f1ddd37030b80b638360chded24a36
3c5h7

67928ce83fdafa37358cc98f68c616ch84befdald5fdael6712fe877ca85a
1le

b3b8c740e85948ed72c3e2c432b5157bf17e7ca502b3f2917e2dd66358a
21490

060d8a86eeeb2c0c5ddf49c041dfb8ch26a0429f02dbdb36¢h3ec40f3053
5d63

7be5574931ecad08e8180a2d9bfbdadc6e3f01735caef942400ed1555f48
1b22

4c8484acfc006a6eace38621189974b88c915b9229a87f1bea242b27040
0d5h7

e7a2411b3fe068ec329c4eb5f30c3914e32aae7bb0a4d18808b0d0df0010
1062

47a7270b14887720e4ec5dfdb4920c98eehbc47131cbbdeacee36e2b6142
62772

5cab509a3a56bff787d1607de4a574c54fcth37cdae192d2ff1e9224ddedd
76f
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DYNAMIC ANALYSIS REPORT

#127737

File Name File Size SHA256 YARA Match
c:\msocache\all users\{90160000-001b-0409-0000-0000000ff1ce}- 3116.25 KB dadca6480830d96ch672each228cc8ceb52039be3844d28be9606b41a7 *®
c\wordmui.msi.id[8443a5af- 2250].[wewillhelpyou@qg.com].adage . d71b2c

\AC:\MSOCache\All

Users\{90160000- 00E2-0409-0000-0000000FF1CE}- 167KB 1a5c08265ee9592cf0666e 7be3c5a86edef6fblbh277359048220e932f238 x
C\OSMUXMUI.xml.id[8443A5AF-2250]. : 6799
[wewillhelpyou@qq.com].adage

}lﬁ\gs:\g\?g\?gaog71\lib\tz db.dat Id[BA43ABAF-2250] 10360 KB gzﬁ?:ecglwsC111461028d99f45d6af10984c948d30e2e8137d272b35d %
[wewillhelpyou@qg.com].adage

Host Behavior

Type Count
System 62
Module 37
File 6211
Environment 1

- 365
Mutex 41
Process 1243
Registry 20

- 6

- 10
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DYNAMIC ANALYSIS REPORT

#12773741

Process #2: 34¢1121937c¢35b39b654428cf3fc6bl6e3e2eed03clccbcfc77183d1749ebadc.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time

Unmonitor End Time

c:\users\keecfmwgj\desktop\34c1121937¢35b39h654428c3fc6b16e3e2eed03c 1cchefc77183d1749ebadc . exe
"C:\Users\kEecfMwgj\Desktop\34c1121937c35hb39b654428¢f3fc6b16e3e2eed03c1cchefc77183d1749ebadc.exe™
C:\Windows\system32\

Start Time: 36311, Reason: Child Process

End Time: 68919, Reason: Terminated

Monitor duration 32.61s
Return Code 1073807364
PID 3800
Parent PID 3776
Bitness 32 Bit
Dropped Files (2)
File Name File Size SHA256 YARA Match
C:
\Users\kEecfMwgj\AppDatalLocal\34c1121937c35h390654428¢13(c6b  69.50 KB 34c1121937¢350390654426c13icEb16e3e2eed03c1cchelc77183d174% o

badc

16e3e2eed03clcchefc77183d1749ebadc.exe

Host Behavior

Type

System
Module
File

Environment

Mutex

Registry

e3b0c44298fc1c149afbf4c8996fh92427ae41e46490934cad495991b7852

0 bytes 1855

Count

32
28

1362
133

28

19
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DYNAMIC ANALYSIS REPORT

#12773741

Process #3: cmd.exe

ID 3

File Name c:\windows\system32\cmd.exe
Command Line "C:\Windows\system32\cmd.exe"
Initial Working Directory C:\Users\kEecfMwgj\Desktop\
Monitor Start Time Start Time: 41204, Reason: Child Process
Unmonitor End Time End Time: 68806, Reason: Terminated
Monitor duration 27.60s

Return Code 1073807364

PID 3876

Parent PID 3776

Bitness 64 Bit

Host Behavior

Type Count
Module 3
File 120
Environment 5
Process 2
- 1
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DYNAMIC ANALYSIS REPORT

#12773741

Process #4: cmd.exe

ID 4

File Name c:\windows\system32\cmd.exe
Command Line "C:\Windows\system32\cmd.exe"
Initial Working Directory C:\Users\kEecfMwgj\Desktop\
Monitor Start Time Start Time: 41212, Reason: Child Process
Unmonitor End Time End Time: 68950, Reason: Terminated
Monitor duration 27.74s

Return Code 1073807364

PID 3884

Parent PID 3776

Bitness 64 Bit

Host Behavior

Type Count
Module 3
File 98
Environment 5
Process 2
- 1
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DYNAMIC ANALYSIS REPORT

#12773741

Process #5: netsh.exe

ID 5

File Name c:\windows\system32\netsh.exe
Command Line netsh advfirewall set currentprofile state off
Initial Working Directory C:\Users\kEecfMwgj\Desktop\

Monitor Start Time Start Time: 41985, Reason: Child Process
Unmonitor End Time End Time: 68773, Reason: Terminated
Monitor duration 26.79s

Return Code 1073807364

PID 3924

Parent PID 3876

Bitness 64 Bit

Host Behavior

Type Count
System 18
Module 49
Registry 23
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DYNAMIC ANALYSIS REPORT

#12773741

Process #6: vssadmin.exe

ID 6

File Name c:\windows\system32\vssadmin.exe
Command Line vssadmin delete shadows /all /quiet
Initial Working Directory C:\Users\kEecfMwgj\Desktop\
Monitor Start Time Start Time: 41997, Reason: Child Process
Unmonitor End Time End Time: 68948, Reason: Terminated
Monitor duration 26.95s

Return Code 1073807364

PID 3932

Parent PID 3884

Bitness 64 Bit
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DYNAMIC ANALYSIS REPORT

#12773741

Process #7: vssvc.exe

ID 7

File Name c:\windows\system32\vssvc.exe
Command Line C:\Windows\system32\vssvc.exe

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 44878, Reason: RPC Server
Unmonitor End Time End Time: 163477, Reason: Terminated by timeout
Monitor duration 118.60s

Return Code Unknown

PID 3956

Parent PID 3932

Bitness 64 Bit

Host Behavior

Type Count

System 3
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DYNAMIC ANALYSIS REPORT

#12773741

Process #10: 34¢c1121937c35b39hb654428cf3fc6b16e3e2eed03clcchcfc77183d1749ebadc.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

Host Behavior

Type

System
Module
File

Environment

Mutex
Process

Registry

10

c:\users\keecfmwgj\appdatallocal\34c1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe

"C:\Users\kEecfMwgj\AppData\Local\34c1121937¢35b39h654428cf3fc6b16e3e2eed03c 1cchefc77183d1749ebadc.exe”

C:\Windows\system32\

Start Time: 131665, Reason: Autostart

End Time: 163477, Reason: Terminated by timeout
31.81s

Unknown

1876

1788

32 Bit

Count

47
33

821

178
56
33

16
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DYNAMIC ANALYSIS REPORT

#12773741

Process #11: 34c1121937c¢35b39h654428cf3fc6b16e3e2eed03clcchcfc77183d1749ebadc.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

Host Behavior

Type

System
Module
File

Environment

Mutex

11

c:\users\keecfmwgj\appdatallocal\34c1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc77183d1749ebadc.exe
"C:\Users\kEecfMwgj\AppData\Local\34c1121937¢35b39h654428cf3fc6b16e3e2eed03c 1cchefc77183d1749ebadc.exe”
C:\Windows\system32\

Start Time: 131776, Reason: Autostart

End Time: 133598, Reason: Terminated

1.82s

1884
1788

32 Bit

Count
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DYNAMIC ANALYSIS REPORT

#12773741

Process #12: 34c1121937c35b39h654428cf3fc6b16e3e2eed03clcchcfc77183d1749ebadc.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

Host Behavior

Type

System
Module
File

Environment

Mutex

12

c:\programdata\microsoft\windows\start menu\programs\startup\34c1121937c¢35b39h654428cf3fc6b16e3e2eed03clcchefc 77183d1749ebadc.exe
"C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup\34c1121937c35b39b654428cf3fc6b16e3e2eed03c 1cchefc 77183d1749ebadce.exe”
C:\Windows\system32\

Start Time: 131816, Reason: Autostart

End Time: 133243, Reason: Terminated

1.43s

1896
1788

32 Bit

Count
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DYNAMIC ANALYSIS REPORT

#12773741

Process #13:34c1121937c35b39hb654428cf3fc6bl6e3e2eed03clcchcfc77183d1749ebadc.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

Host Behavior

Type

System
Module
File

Environment

Mutex

13

c:\users\keecfmwgj\appdata\roaming\microsoftiwindows\start
menu\programs\startup\34c1121937c35b39b654428cf3fc6h16e3e2eed03c1cchefc77183d1749ebadce.exe

"C:\Users\kEecfMwgj\AppData\Roaming\Microsoft\Windows\Start

Menu\Programs\Startup\34c1121937c¢35b39b654428cf3fc6b16e3e2eed03c1cchefc 77183d1749ebadce.exe”

C:\Windows\system32\
Start Time: 131857, Reason: Autostart
End Time: 133430, Reason: Terminated

1.57s

1904
1788

32 Bit

Count
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DYNAMIC ANALYSIS REPORT

#127737

Process #14:34c1121937c¢35b39hb654428cf3fc6b16e3e2eed03clcchcfc77183d1749ebadc.exe

ID 14
File Name c:\users\keecfmwgj\appdatallocal\34c1121937c35b39h654428cf3fc6b16e3e2eed03c1cchefc77183d1749ebadc.exe
Command Line "C:\Users\kEecfMwgj\AppData\Local\34c1121937¢35b39h654428cf3fc6b16e3e2eed03c 1cchefc77183d1749ebadc.exe”

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 138172, Reason: Child Process
Unmonitor End Time End Time: 163477, Reason: Terminated by timeout
Monitor duration 25.30s

Return Code Unknown

PID 1896

Parent PID 1876

Bitness 32 Bit

Dropped Files (3)

File Name File Size

\AC:\Program Files\Common Files\Microsoft
Shared\OFFICE16\Cultures\OFFICE.ODF.id[8443A5AF-2250]. 0 bytes
[wewillhelpyou@qq.com].adage

\AC:\Program Files\Common Files\Microsoft

Shared\OFFICE16\Cultures\OFFICE.ODF Obytes

\\\C:\Program Files (x86)\Common Files\microsoft
shared\OFFICE16\DataModel\Cartridges\orcl7.xsl.id[8443A5AF-2250 0 bytes
1.[wewillhelpyou@qg.com].adage

Host Behavior

Type

System
Module
File

Environment

Mutex

Registry

Process

SHA256

€3b0c44298fc1c149afbf4c8996fh92427ae41e46490934ca495991b7852
b855

e3b0c44298fc1c149afbf4c8996fh92427ae41e46490934cad495991b7852
b855

€3b0c44298fc1c149afbf4c8996f092427ae41e46490934ca495991b7852
b855

Count

61

28

8088

359

23

16

818

10
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DYNAMIC ANALYSIS REPORT

#12773741

Process #15: cmd.exe

ID 15

File Name c:\windows\system32\cmd.exe

Command Line "C:\Windows\system32\cmd.exe"

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 138646, Reason: Child Process
Unmonitor End Time End Time: 163477, Reason: Terminated by timeout
Monitor duration 24.83s

Return Code Unknown

PID 768

Parent PID 1896

Bitness 64 Bit

Host Behavior

Type Count
Module 3
File 116
Environment 5
Process 2
- 1
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Process #16: cmd.exe

ID 16

File Name c:\windows\system32\cmd.exe

Command Line "C:\Windows\system32\cmd.exe"

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 138677, Reason: Child Process
Unmonitor End Time End Time: 163477, Reason: Terminated by timeout
Monitor duration 24.80s

Return Code Unknown

PID 820

Parent PID 1896

Bitness 64 Bit

Host Behavior

Type Count
Module 3
File 94
Environment 5
Process 2
- 1
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Process #17: netsh.exe

ID 17

File Name c:\windows\system32\netsh.exe

Command Line netsh advfirewall set currentprofile state off
Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 139281, Reason: Child Process
Unmonitor End Time End Time: 163477, Reason: Terminated by timeout
Monitor duration 24.20s

Return Code Unknown

PID 1784

Parent PID 768

Bitness 64 Bit

Host Behavior

Type Count
System 17
Module 46
Registry 23
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Process #18: vssadmin.exe

ID 18

File Name c:\windows\system32\vssadmin.exe
Command Line vssadmin delete shadows /all /quiet

Initial Working Directory C:\Windows\system32\

Monitor Start Time Start Time: 139309, Reason: Child Process
Unmonitor End Time End Time: 163477, Reason: Terminated by timeout
Monitor duration 24.17s

Return Code Unknown

PID 1804

Parent PID 820

Bitness 64 Bit
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ARTIFACTS

File

SHA256

34¢1121937¢35h39b654428
cf3fc6b16e3e2eed03clcchef
€77183d1749ebadc

b7a8fae07c9db3f385e88c34f
e2c1e5c99e47bfc78a5178b4
9afcfe3d950f147

faa06e5d54ade372d58f6124
€58f3c96f5993b2b86143adb
967ddd306db6edc6

4b489hbdc6de785675c5de88
1b274f0a79f6ff91f723c0fd46
5chded065c0d3ab

91e305b0cf2c439856477ded
2e654e18302a09eb83cd109
5482b495ba92e190

c6e5elb3bb59ad4a375a8dcf2
59e7aa98957cd022ec7d2b9
490870b25f6¢23d3f

4b1fe95d4a945584b91947e5
404ea649c05ce747a04724b
97547dc50e0b53b4c

c0e557ac122fc280c15ea419
abec39bfcal30ec82dab8933
3361638c9f3b06b2

dd54e255683302bbaf575e6e
5df809f5476680395397eca4
0ea56594f6a5a429

f2d0a1fo6864d2c3db5d64e6
a0b26bdd9faadbba7328acha
3facc77715631d58

9704a2f80f5ee74cbc3dba73
e3005fc6ff3bd9add3d34f374
6878ea41a63433a

3f5bf377d258907a41bab802
57934baaB88950924e8215h8
20630c2f3959eb540

File Names

C:
\Users\kEecfMwgj\AppData\Local\34c
1121937¢35h39h654428cf3fc6h16e3e2
eed03clcchcfc77183d1749ebadc.exe,
c:\programdata\microsoft\wi...
...AppData\Roaming\Microsoftt\Windo
ws\Start
Menu\Programs\Startup\34c1121937c
35b39b654428¢f3fc6bl6e3e2eed03clc
chcfc77183d1749ebadc.exe

\2C:\MSOCache\All
Users\{90160000-00BA-0409-0000-00
00000FF1CE}-
C\GrooveMUI.xml.id[8443A5AF-2250]
[wewillhelpyou@qq.com].adage

\2\C:\Program
Files\Java\jre1.8.0_171\lib\images\cur
sors\win32_MoveDrop32x32.gif.id[844
3A5AF-2250].
[wewillhelpyou@qq.com].adage

\2C:\MSOCache\All
Users\{90160000-0019-0409-0000-00
00000FF1CE}-
C\PublisherMUI.xml.id[8443A5AF-22
50].[wewillhelpyou@qg.com].adage

\AC:\Program Files\Microsoft
Office\Office16\1033\Mso Example Intl
Setup File A.txt.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2\C:\MSOCache\All
Users\{90160000-0115-0409-0000-00
00000FF1CE}-
Clbranding.xml.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2AC:\MSOCache\All
Users\{90160000-00E1-0409-0000-00
00000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\AC:\Program
Files\Javaljre1.8.0_171\lib\jvm.hprof.t
xt.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2C:\MSOCache\All
Users\{90160000-0018-0409-0000-00
00000FF1CE}-
C\PowerPointMUI.msi.id[8443A5AF-2
250].[wewillhelpyou@qg.com].adage,
c:\msocache\all
users\{90160000-0018-0409-0000-000
0000ff1ce}-
c\powerpointmui.msi.id[8443a5af-225
0].[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000-0116-0409-1000-00
00000FF1CE}-
C\Office64MUISet.xml.id[8443A5AF-2
250].[wewillhelpyou@qgq.com].adage

\2\C:\Program
Files\Java\jre1.8.0_171\Welcome.html|
id[B443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2\C:\Program
Files\Javaljrel.8.0_171\lib\images\cur
sors\win32_LinkDrop32x32.gif.id[8443
ASAF-2250].
[wewillhelpyou@qg.com].adage

Category

Sample File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

69.50 KB

1.35KB

418 bytes

1.88 KB

386 bytes

328.67 KB

2.24KB

4.38 KB

3100.27 KB

1.27KB

1.17KB

434 bytes

MIME Type

application/
vnd.microsoft.portable-
executable

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Read, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

MALICIOUS

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

2
2
=
g
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SHA256

46280bc5468ffcadeblaalbe
4da69141c57851140035748
9b6a2ba2dh1728cdd

200143c5b806f1c6f0e24b77
a6cf6e5423001453e5e8ae12
d8621268a0e47c16

b3aa2c60c78f5e7782cc3854
90dc49a4d501c650fbc19acd
2f1300dc540d8b5

8eebfdfc86ef7e6eazlef3312
de5aad87414fbc64b9587dba
2673bff2c8c9a70

65cd37e81b5cdaf50039%ec8d
708c8455225ad505949385a
dec6fdc1234ee3d14

66e00a3ef790eaa85342a887
23be1a97fe69f5d0840a8cf70
b1d4b4b94004de2

c52fa973be5ec3a8553f54h5
687cfead3be5e57b8fd08%ea
23d2bbdf9b7870e7

8c294h7edf043ee719edcc37
96f363aea2d431eelc2db09b
54260c45280h3122

e109ch56dd1d27cce7a3eba
04f2dceefal5d85h0aff7d350
d8923b47c4cled71

969ce0c61bc817e6340d1f09
366df5dcfod100e9e4d01b24
ba5913f6755df918

8cf828796a32d97c7c89c3fe
989caBee51c6e6e8a2a7d0a
6970dd29591b1ab68

b2de199ead2e748adf21cha5
060c27c38354bf73d71026dc
109d8895774d4022

1a221cbbe81e313392f6179%
374008312d876a4b24a33a6
d7c2bef066ce582da

File Names

\2C:\MSOCache\All
Users\{90160000-0011-0000-0000-00
00000FF1CE}-
C\osetup.dll.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage, c:
\msocache\all
users\{90160000-0011-0000-0000-000
0000ff1ce}-
c\osetup.dll.id[8443a5af-2250].
[wewillhelpyou@qq.com].adage

\\2AC:\MSOCache\All
Users\{90160000-0016-0409-0000-00
00000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2C:\MSOCache\All
Users\{90160000-0011-0000-0000-00
00000FF1CE}-
C\setup.dil.id[8443A5AF-2250)].
[wewillhelpyou@qg.com].adage

\AC:\Program Files\Microsoft
Office\Office16\1033\Mso Example Intl
Setup File B.txt.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\lib\images\cur
sors\win32_CopyNoDrop32x32.gif.id[
8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2C:\MSOCache\All
Users\{90160000-0116-0409- 1000-00
00000FF1CE}-
C\Office64MUI.xml.id[8443A5AF-225
0].[wewillhelpyou@qg.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\bin\server\Xus
age.Ixt.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2\C:\Program
Files\Java\jre1.8.0_171\lib\images\cur
sors\win32_LinkNoDrop32x32.gif.id[8
443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2C:\MSOCache\All
Users\{90160000-0115-0409-0000-00
00000FF1CE}-
C\OfficeMUI.xml.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2C:\MSOCache\All
Users\{90160000-0011-0000-0000-00
00000FF1CE}-
C\Office64WW.msi.id[8443A5AF-225
0].[wewillhelpyou@qq.com].adage, c:
\msocache\all
users\{90160000-0011-0000-0000-000
0000ff1ce}-
c\office64ww.msi.id[8443a5af-2250].
[wewillhelpyou@qq.com].adage

\2C:\MSOCache\All
Users\{90160000-0011-0000-0000-00
00000FF1CE}-
C\ProPsWW.cab.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage, c:
\msocache\all
users\{90160000-0011-0000-0000-000
0000ff1ce}-
c\propsww.cab.id[8443a5af- 2250].
[wewillhelpyou@qq.com].adage

\2C:\MSOCache\All
Users\{90160000-0011-0000-0000-00
00000FF1CE}-
C\ose.exe.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2AC:\MSOCache\All
Users\{90160000-00BA-0409-0000-00
00000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

10240.00 KB

2.67KB

593.94 KB

386 bytes

434 bytes

2.11KB

1.63KB

434 bytes

5.39KB

4620.27 KB

10240.00 KB

198.41 KB

1.85KB

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream
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Operations

Access, Create, Read, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Read, Write

Access, Create, Read, Write

Access, Create, Write

Access, Create, Write

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

g
s
g

CLEAN

CLEAN

CLEAN

CLEAN
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SHA256

423cd9178b1a64a7965%ea8
ch44bf4410e9afd536h28888
2d63b3e5f6c2421ab

00cOchedd53d6f664bbad4bd
82e9fa00fadfbb1f983446732
cedadelabldales

bOe2fe1014a47060cch6fb56
48e64725f2a3f518db2b414f1
9e62eed22alace0

37d3bb622e177537945073a
ecc12c01dc9bB8098845f2e36
e2e845e8818e361cf

04357036f0c 7fe413596b36af
€90414b15ae5de789fe172bd
8c6dc9af569c8elb

598cd6fa7925a6a0b50ff55ee
9ab462f2560d074a6f241104
d4e9b74da62a51a

88576a3518367cfeObb52a66
09d8863150b5c866655cd88
d8a07f0aea5f3a430

7cdac29a27b8hb5d01472752
0173989f1cef40b679b61551
ccafa329ec7ff62ac

5b30f94205h5d2ce385d811d
Oac134db3cec79ed5837b44
3b53880c2383fba3d

3e068024d49151d03373478
0cb37154ef43da5h5b0eb1bd
d5975a5029f496c41

9e267237ed9a3de1225df641
bfcd1283fcd9b5f9330032e0e
e180a0cOcd1e254

574c72b06272e104b9c9f5f9
192236cch5a47cddbd33592
50b0cbbOcafc06chd

a0995ccaed3749a4daffOfe9e
a46dad23c27¢37e0c903063
3bd609fd70754807

d23f64chb8803d08857f440b
b18486596efla21e544cd35e
55f4ecdleell4b8a

fe294895381070bb 76901822
5f5c9d98f33507790169a293
cd39clccOacl2f57

012df0a617b7761749b8613
163767b2e6f64d94f57edd3e
4d98ee8d4h41483

File Names

\2C:\MSOCache\All
Users\{90160000-00A1-0409-0000-00
00000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2AC:\MSOCache\All
Users\{90160000-001B-0409-0000-00
00000FF1CE}-
C\WordMUl.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\Program Files\Common
Files\PXzWVbDzjHOIV50.png.id[8443
ABAF-2250].
[wewillhelpyou@qq.com].adage

\\2\C:\Program Files\Common
Files\EycKgld_ulVGhuCKmRKk2.png.i
d[8443A5AF-2250).
[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000-0011-0000-0000-00
00000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2\C:\MSOCache\All
Users\{90160000-0115-0409-0000-00
00000FF1CE}-
C\OfficeMUISet.xml.id[8443A5AF-225
0].[wewillhelpyou@qg.com].adage

\\2\C:\MSOCache\All
Users\{90160000-00E2-0409-0000-00
00000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2C:\MSOCache\All
Users\{90160000-0116-0409- 1000-00
00000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\Program Files\Reference
Assemblies\Microsoft\Framework\v3.
O\RedistList\FrameworkList.xml.id[84
43A5AF-2250].
[wewillhelpyou@qg.com].adage

\2C:\Program Files\Common
Files\Microsoft
Shared\Stationery\Desktop.ini.id[8443
ABAF-2250].
[wewillhelpyou@qq.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\lib\deploy\spla
sh_11@2x-lic.gif.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\lib\images\cur
sors\win32_CopyDrop32x32.gif.id[844
3A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\THIRDPART
YLICENSEREADME.txt.id[8443A5AF
-2250].[wewillhelpyou@qg.com].adage

\\2\C:\MSOCache\All
Users\{90160000-0115-0409-0000-00
00000FF1CE}-
C\pss10r.chm.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2AC:\Program Files\Microsoft
Office\Office16\OneNote\SendToOneN
ote-
PipelineConfig.xml.id[8443A5AF-2250
].[wewillhelpyou@dqg.com].adage

\2AC:\MSOCache\All
Users\{90160000-002C-0409-0000-00
00000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

2.36 KB

2.30KB

38.96 KB

74.00 KB

27.38KB

1.27KB

2.64KB

3.30KB

7.22KB

898 bytes

12.22 KB

434 bytes

142.05 KB

14.50 KB

802 bytes

6.17 KB

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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SHA256

b339ee96d06d171334ch31b
18563908fdbcddeb728054c8
2e28c1d8ce7008aad

2f95187bc3f10d4fa81f4466e
05efb8d924€9853a78451c9c
944£948d0054c6d

19c6bd387h0e8df89c71b004
2c65b8a22ae645d8d09aec?
€4157179300d59913

98f25ad5ee9366d79329a9%h
7719dbf332f1f308468da271a
a21b0803a3da634

3e67fh43acca040c086a2043
d0e7e39c754328e6f7abfécd
c199h34afef83324

7elaa5h82e4aad599ad9861
4d84faa5ad7b9b0526932cfe
8d4e6bca7634cf882

55a52653509946845c0060b
d98ebe57ebade80d88835a9
8cab21fc7d5c3c8c7

8aefc19745867e40400b31c9
158b5127e3a6f118227f409b
4528bed57633fc44

e010fd78c4574ad2407d4815
14ae8df71942b9867f04318c
d0ea90373a5913b9

bd83274c1333cabadadc21d
38823837354d4c50cd12c08
80b96a54¢8243316b0

32ffa3bc06afa71b041b22d22
4d825111132e4ea7612e16c
5d3c4025a2bbf012

8d31c79a5a20ac24edab811
d2fadOecedc52d52d74de1e0
dbd285e06h3ed088a

be30d31e89e62c93d898c67
0ac25633e29ab658d876311
2d100bb9ba6e6c4960

File Names

\2C:\MSOCache\All
Users\{90160000-0018-0409-0000-00
00000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2C:\MSOCache\All
Users\{90160000-0011-0000-0000-00
00000FF1CE}-
C\Office64WW.xm|.id[8443A5AF-225
0].[wewillhelpyou@qq.com].adage

\2\C:\MSOCache\All
Users\{90160000-0044-0409-0000-00
00000FF1CE}-
C\InfoPathMU1.xm|.id[8443A5AF-2250
].[wewillhelpyou@qq.com].adage

\\2\C:\MSOCache\All
Users\{90160000-0011-0000-0000-00
00000FF1CE}-
C\PidGenX.dIl.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2C:\MSOCache\All
Users\{90160000-0011-0000-0000-00
00000FF1CE}-
C\ProPlusWW.xml.id[8443A5AF-2250
].[wewillhelpyou@qg.com].adage

c:\msocache\all
users\{90160000-0016-0409-0000-000
0000fflce}-
c\excellr.cab.id[8443a5af-2250].
[wewillhelpyou@qg.com].adage, \2\C:
\MSOCache\All
Users\{90160000-0016-0409-0000-00
00000FF1CE}-
C\ExcelLR.cab.id[8443A5AF-2250].
[wewillhelpyou@dqg.com].adage

\2C:\MSOCache\All
Users\{90160000-0018-0409-0000-00
00000FF1CE}-
C\PowerPointMUI.xml.id[8443A5AF-2
250].[wewillhelpyou@qg.com].adage

\2\C:\MSOCache\All
Users\{90160000-0090-0409-0000-00
00000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

c:\msocache\all
users\{90160000-001a-0409-0000-000
0000ff1ce}-
c\outlookmui.msi.id[8443a5af-2250].
[wewillhelpyou@qg.com].adage, \\C:
\MSOCache\All
Users\{90160000-001A-0409-0000-00
00000FF1CE}-
C\OutlookMUI.msi.id[8443A5AF-2250
][wewillhelpyou@qq.com].adage

\AC:\Program Files\Reference
Assemblies\Microsoft\Framework\v3.
O\WinFXList.xml.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2C:\MSOCache\All
Users\{90160000-0117-0409-0000-00
00000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2C:\MSOCache\All
Users\{90160000-002C-0409-0000-00
00000FF1CE}-
C\Proof.fr\Proof.xml.id[8443A5AF-225
0].[wewillhelpyou@qq.com].adage

\2C:\MSOCache\All
Users\{90160000-0117-0409-0000-00
00000FF1CE}-
C\AccessMUISet.xml.id[8443A5AF-22
50].[wewillhelpyou@qg.com].adage

Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

2.27KB

5.13KB

1.44KB

1244.83 KB

16.96 KB

6402.59 KB

1.88KB

2.02KB

3532.27 KB

2.77KB

2.77KB

1.88KB

1.27KB

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Read, Write

Access, Create, Write

Access, Create, Write

Access, Create, Read, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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DYNAMIC ANALYSIS REPORT

#127737

SHA256

ada78fb5ce3b6a786442bc61
ab958d0778eb3ae87d1403a
d1f184efe16e83e86

cc3375b5cdfc720d0d97a886
66f90f1411b7662bde58cfe73
d30d83789c9871c

€1592a2466h975ea73fb400c
bf72345ed8bdda4123b945ba
82a4c75e508aa45e

895e08eb029e4008023d4ff1
3f110d83615fd7e7913a8686
09b0012773cae58

bbeabdf761a88156583ff5651
cd7cc09ch3d0829e13cc05a
¢576e40fc78b17b7

48d13089b65ebdc84e80730
1e9348h6515bd869b0630el
a39e79611382d59a7f

baab68efb0528h2eaaf44893d
a2d3blc8edObachf9a02a973
1615716d84a3fféc

7hc3187d55841c9ela344c0
936554fe8bazflededdal2f7d
90c92f09cdf646b5

233ae0e8ch87222b8585¢10
241c7e151326cd8cceb7eel
€8h72318f47d3939d9

5f82ac871321ef483998b648
58193760028723ef6a8afd37
9264{82b4c97fdof

bfc45d379fac92436e1579ca
080690eb4a3a937bf6ef4528f
4cdfe583d1af853

873a4b751f9b0b144f0ffa7de
cc07b4f002731f636574f8d52
2ec85h9393e2ef

fbaa24f5e36427d11calb7f7c
1d71faac3efa04c022a527e2
1923b2e241fbae5

644cab5ch7b7202cadf24816
8abad91e68cd60c18d9f4321
35ca3136693d0d87

File Names

\2C:\MSOCache\All
Users\{90160000-0018-0409-0000-00
00000FF1CE}-
C\PptLR.cab.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage, c:
\msocache\all
users\{90160000-0018-0409-0000-000
0000ff1ce}-
c\pptlr.cab.id[8443a5af-2250].
[wewillhelpyou@qq.com].adage

\AC:\Program Files\Microsoft
Office\Office16\OneNote\SendToOneN
ote-manifest.ini.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\lib\deploy\spla
sh_11-lic.gif.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2C:\MSOCache\All
Users\{90160000-0016-0409-0000-00
00000FF1CE}-
C\ExcelMUL.msi.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage, c:
\msocache\all
users\{90160000-0016-0409-0000-000
0000ff1ce}-
c\excelmui.msi.id[8443a5af-2250].
[wewillhelpyou@qg.com].adage

\AC:\Program Files\Common
Files\o9nleU.bmp.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2AC:\MSOCache\All
Users\{90160000-0011-0000-0000-00
00000FF1CE}-

C\ProPsWW 2.cab.id[8443A5AF-2250]
[wewillhelpyou@qq.com].adage, c:
\msocache\all
users\{90160000-0011-0000-0000-000
0000ff1ce}-
c\propsww?2.cab.id[8443a5af-2250].
[wewillhelpyou@qq.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\lib\images\cur
sors\invalid32x32.gif.id[8443A5AF-225
0].[wewillhelpyou@qg.com].adage

\AC:A\MSOCache\All
Users\{90160000-00A1-0409-0000-00
00000FF1CE}-
C\OneNoteMU1.xml.id[8443A5AF-225
0].[wewillhelpyou@qg.com].adage

\2C:\MSOCache\All
Users\{90160000-001B-0409-0000-00
00000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\AC:\Program Files\Microsoft
Office\Office16\OneNote\SendToOneN
ote.ini.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2C:\Program Files\Microsoft
Office\Office16\1033\officeinventoryag
entfallback.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\Program Files\Microsoft
Office\Office16\1033\officeinventoryag
entlogon.xm|.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\\2\C:\MSOCache\All
Users\{90160000-0117-0409-0000-00
00000FF1CE}-C\Access.en-
us\branding.xml.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2C:\
$Recycle.Bin\S-1-5-21-4219442223-42
23814209-3835049652- 1000\desktop.i
Ni.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

6930.48 KB

642 bytes

7.88 KB

3100.27 KB

52.55 KB

10240.00 KB

418 bytes

2.02 KB

2.96 KB

354 bytes

3.60 KB

3.52 KB

328.67 KB

386 bytes

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream
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Operations

Access, Create, Read, Write

Access, Create, Write

Access, Create, Write

Access, Create, Read, Write

Access, Create, Write

Access, Create, Read, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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DYNAMIC ANALYSIS REPORT

#12773741

SHA256

df88ffdd3e6207766ebb7f145
1eah377740a669dfc5a64add
a882ab708fc9587

ffc7259bfe8b0albleclla3a9
37cddf44aba5aaB8e354b749
93a0a2774c4ee98

2fdeSaec58d7d1897417187d
716a6da8f24129b8073a0984
b3320d9681dee867

©€2h5943591f004ed5005a71¢c
d408f87513ec61defb864f1b0
decf3eflach6659

3e2a6d33ff41ccc130df47557
402ca8eb668520d691e50f62
856ee4a3c191252

€3e89647dc4546e34658bd8
80b63120981094fca3f5d2c50
0457a0338cd725100

0ald5a29f3981a871953b033
€3473bff634be68lecc16478
1132f853f3efB8a68

1balclch33b46ch86eefde3d
f6c5f0ce84c5762d63991749
6abed4ch15e81906

9209d9e5095¢11e3835hdda
c9fef25bf40dd4b8b27b32f5e
7846458da74bb9a3

819c557c9fla2ec7bef2d028
68ae20eeb691d3cdb582642
40383375ab90a7577

ed68d37598af56da6c0d5d9c
189c992827a0c20597d726fa
f99e65f094d30204

16ef8452d4ab4f1b0db4d8dc
1b012f6386d5544b3c967528
97a99ac8h16f4cad

File Names

\2C:\MSOCache\All
Users\{90160000-0090-0409-0000-00
00000FF1CE}-
C\DCFMUI.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2AC:\MSOCache\All
Users\{90160000-0011-0000-0000-00
00000FF1CE}-
C\setup.exe.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2\C:\MSOCache\All
Users\{90160000-00E1-0409-0000-00
00000FF1CE}-
C\OSMMUI.xm|.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\\2\C:\MSOCache\All
Users\{90160000-012B-0409-0000-00
00000FF1CE}-
C\LyncMUILxm.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2C:\MSOCache\All
Users\{90160000-002C-0409-0000-00
00000FF1CE}-
C\Proof.en\Proof.xm|.id[8443A5AF-22
50].[wewillhelpyou@qg.com].adage

\2C:\MSOCache\All
Users\{90160000-0011-0000-0000-00
00000FF1CE}-
C\OWOW64WW.cab.id[8443A5AF-22
50].[wewillhelpyou@qg.com].adage, c:
\msocache\all
users\{90160000-0011-0000-0000-000
0000fflce}-
c\owow64ww.cab.id[8443a5af-2250].
[wewillhelpyou@dqg.com].adage

c:\msocache\all
users\{90160000-001a-0409-0000-000
0000ff1ce}-
c\outlkir.cab.id[8443a5af-2250].
[wewillhelpyou@qg.com].adage, \A\C:
\MSOCache\All
Users\{90160000-001A-0409-0000-00
00000FF1CE}-
C\OutlkLR.cabh.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\AC:A\MSOCache\All
Users\{90160000-002C-0409-0000-00
00000FF1CE}-
C\Proof.es\Proof.xml.id[8443A5AF-22
50].[wewillhelpyou@qg.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\README.txt.i
d[8443A5AF-2250).
[wewillhelpyou@qq.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\lib\images\cur
sors\win32_MoveNoDrop32x32.gif.id[
8443A5AF-2250].
[wewillhelpyou@qq.com].adage

c:\msocache\all
users\{90160000-001b-0409-0000-000
0000ff1ce}-
c\wordir.cab.id[8443a5af-2250].
[wewillhelpyou@qg.com].adage, \AC:
\MSOCache\All
Users\{90160000-001B-0409-0000-00
00000FF1CE}-
C\WordLR.cab.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2C:\MSOCache\All
Users\{90160000-0019-0409-0000-00
00000FF1CE}-
C\PubLR.cab.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage, c:
\msocache\all
users\{90160000-0019-0409-0000-000
0000ff1ce}-

c\publr.cab.id[8443a5af- 2250].
[wewillhelpyou@qq.com].adage

Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

142 KB

231.44 KB

1.35KB

144 KB

1.77KB

10240.00 KB

4683.47 KB

1.88KB

290 bytes

434 bytes

6976.77 KB

4246.42 KB

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Read, Write

Access, Create, Read, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Read, Write

Access, Create, Read, Write

Verdict

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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DYNAMIC ANALYSIS REPORT

#127737

SHA256

bf31b1f506432631c6c1dd80
15d32490a2adb64a438100e
1d167578a923e633f

473241d06d855f78ae00a%b
b01cb4fc67e26fc50c466602
4158aebd19090aa7

8992d8b629a865b71e52676
9575825b65d9916dbcffebas
9486807bfc81ed7c2

08727d69fb4766ch427d59f7
2f94f81110501598fc6c1672
62337fd59b544e6

26edfe7d02b84614f44595bf6
13855a6e16690939b132586
7b0567a4585f916b

8af420b9c9480fdbf171ac634
a2c533h82d7d31f4dfb7460c
cd13ccc103f2b2a

9875d80db7e8b6273085bf3c
43b9e85656f6993eafhc 7aa7
€72181316000258a

0519b124cclc3bfa328aafd3
eedcOcdaadfecaadd54fd23e
7d62bc6c641f5375

b045d7b8290a087c4b73527
ef02504f8844010c105a8155
42eaea2f530508864

6c38b5445cfcf6ababbled3b
35a31e60411f8d2cfabbd638
9f36db7b9b58ch88

aa0289930edabafe811ff93b3
202c7f2a179760377alc511f
896787cbf6a325e

¢5819ce4fh64823f4aa44077
9400a2d7e7d8b16ba996f419
ec0671f602e569a0

072b0bbac42ed2f4bOblbada
2bd77f1ddd37030b80b63836
Ocbded24a363c5b7

67928ce83fdafa37358cc98f6
8c616ch84befdal45fdael67
12fe877ca85alle

b3b8c740e85948ed72c3e2c
432b5157bf17e7ca502b3f29
17e2dd66358a2149%b

File Names

\2C:\MSOCache\All
Users\{90160000-002C-0409-0000-00
00000FF1CE}-
C\Proofing.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2AC:
\BOOTSECT.BAK.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2\C:\MSOCache\All
Users\{90160000-0011-0000-0000-00
00000FF1CE}-
C\ProPlusWW.msi.id[8443A5AF-2250
].lwewillhelpyou@qg.com].adage, c:
\msocache\all
users\{90160000-0011-0000-0000-000
0000fflce}-
c\proplusww.msi.id[8443a5af-2250].
[wewillhelpyou@qg.com].adage

\2C:\Program
Files\Java\jre1.8.0_171\lib\deploy\spla
sh@2x.gif.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2C:\MSOCache\All
Users\{90160000-0019-0409-0000-00
00000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2C:
\Boot\BOOTSTAT.DAT.id[8443A5AF-22
50].[wewillhelpyou@qq.com].adage

\2\C:\MSOCache\All
Users\{90160000-0117-0409-0000-00
00000FF1CE}-C\Access.en-
us\AccessMUI.xml.id[8443A5AF-2250
].[wewillhelpyou@qq.com].adage

\2AC:\MSOCache\All
Users\{90160000-0019-0409-0000-00
00000FF1CE}-
C\PublisherMUI.msi.id[8443A5AF-22
50].[wewillhelpyou@qg.com].adage, c:
\msocache\all
users\{90160000-0019-0409-0000-000
0000ff1ce}-
c\publishermui.msi.id[8443a5af- 2250].
[wewillhelpyou@qq.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\THIRDPART
YLICENSEREADME-
JAVAFX.txt.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2C:\MSOCache\All
Users\{90160000-0044-0409-0000-00
00000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2AC:\MSOCache\All
Users\{90160000-001A-0409-0000-00
00000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2C:\Program Files\Microsoft
Office\Office16\Mso Example Setup
File A.txt.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2C:\MSOCache\All
Users\{90160000-0115-0409-0000-00
00000FF1CE}-
C\setup.chm.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000-012B-0409-0000-00
00000FF1CE}-
C\Setup.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\lib\deploy\ffice
xt.zip.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

Category

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

Dropped File

File Size

1.25KB

8.25KB

10240.00 KB

15.16 KB

2.00KB

64.25 KB

1.66 KB

3120.27 KB

104.56 KB

2.00 KB

4.02KB

354 bytes

81.10KB

1.89KB

14.06 KB

MIME Type

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream
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Operations

Access, Create, Write

Access, Create, Write

Access, Create, Read, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Read, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

Access, Create, Write

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

g
s
g

CLEAN
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DYNAMIC ANALYSIS REPORT

#127737

SHA256 File Names Category File Size MIME Type Operations
\2C:\MSOCache\All
060d8a86eeeb2c0c5ddf49c0 Users\{90160000-0011-0000-0000-00
41dfb8ch26a0429f02dbdb36 00000FF1CE}-C\pkeyconfig- Dropped File 576.96 KB application/octet-stream Access, Create, Write CLEAN
ch3ec40f30535d63 office.xrm-ms.id[8443A5AF-2250].

[wewillhelpyou@qg.com].adage

\AC:\Program
Files\Java\jre1.8.0_171\lib\deploy\spla
sh.gif.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

7be5574931ecad08e8180a2
d9bfedadc6e3f01735caefo42
400ed1555f481b22

Dropped File 8.63 KB application/octet-stream Access, Create, Write CLEAN

\2\C:\MSOCache\All
4c8484acfc006a6eace38621 Users\{90160000-0016-0409-0000-00
189974b88c915h9229a87f1b 00000FF1CE}- Dropped File 1.99 KB application/octet-stream Access, Create, Write CLEAN
€a242h270400d5b7 C\ExcelMUI.xml.id[8443A5AF-2250].

[wewillhelpyou@qq.com].adage

\2AC:\MSOCache\All
e7a2411b3fe068ec329c4eb5 Users\{90160000-001A-0409-0000-00
f30c3914e32aae7bb0a4d188 00000FF1CE}- Dropped File 3.02KB application/octet-stream Access, Create, Write CLEAN
08b0d0df00101062 C\OutlookMUI.xml.id[8443A5AF-2250

].[wewillhelpyou@dqg.com].adage

\2C:\MSOCache\All
47a7270b14887720edec5dfd  Users\{90160000-0115-0409-0000-00
b4920c98eebc47131cbbdea 00000FF1CE}- Dropped File 8.53 KB application/octet-stream Access, Create, Write CLEAN
eee36e2b614262772 C\Setup.xml.id[8443A5AF-2250].

[wewillhelpyou@qg.com].adage

5cab509a3a56bff787d1607d \AC:\Program
e4a574c54fcfb37cdae192d2f Files\desktop.ini.id[8443A5AF-2250]. Dropped File 418 bytes application/octet-stream Access, Create, Write CLEAN
fle9224ddedd76f [wewillhelpyou@qq.com].adage

c:\msocache\all
users\{90160000-001b-0409-0000-000
0000ff1ce}-
c\wordmui.msi.id[8443a5af-2250].

da4cab480830d96eh67 2eac [wewillhelpyou@dqg.com].adage, \2\C:
b228cc8ceh52039be3844d2 \MSOCacEZ\AII ad- -adage, WAL Dropped File 3116.25 KB application/octet-stream Access, Create, Read, Write CLEAN
8begs0ebalardribe Users\{90160000-0018-0409-0000-00

00000FF1CE}-

C\WordMUI.msi.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\\2\C:\MSOCache\All
1a5c08265ee9592cf0666e7h Users\{90160000-00E2-0409-0000-00
e3c5aB6edef6fb1b277359b4 00000FF1CE}- Dropped File 1.67KB application/octet-stream Access, Create, Write CLEAN
8220e932f2386799 C\OSMUXMUI.xml.id[8443A5AF-225

0].[wewillhelpyou@qg.com].adage

\2C:\Program
Files\Javaljrel.8.0_171\lib\tzdb.dat.id[
8443A5AF-2250].
[wewillhelpyou@qg.com].adage

€72b3ec91975¢111461028d
99f45d6af10984c948d30e2e
8137d272h35d591f5

Dropped File 103.69 KB application/octet-stream Access, Create, Write CLEAN

g
s
g

Filename

File Name Category Operations

c:\msocache\all users\{90160000-001b-0409-0000-0000000ff1ce}-

c\wordmui.msi.id[8443a5af-2250].[wewillhelpyou@qg.com].adage Accessed File, Dropped File Access, Create, Read, Write MALICIOUS

\AC:\MSOCache\All
Users\{90160000-0018-0409-0000-0000000FF1CE}-
C\PowerPointMUI.msi.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

Accessed File, Dropped File Access, Create, Read, Write MALICIOUS

c:\program files\common files\microsoft
shared\office16\csi.dll.id[8443a5af-2250]. Accessed File Access, Create, Read, Write MALICIOUS
[wewillhelpyou@qq.com].adage

\AC:\Program Files\Common Files\Microsoft
Shared\OfficeSoftwareProtectionPlatform\OSPPOBJS.DLL.id[8443A5 Accessed File Access, Create, Read, Write MALICIOUS
AF-2250].[wewillhelpyou@dqq.com].adage

\AC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsScenesBackground_PALwmv  Accessed File
.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

Access, Create, Delete,

N MALICIOUS
Write

\\2\C:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsMainBackground_PAL.wmv.id  Accessed File
[8443A5AF-2250].[wewillhelpyou@qg.com].adage

Access, Create, Delete,

Write MALICIOUS

c:\msocache\all users\{ 90160000-0117-0409-0000-0000000ff1ce}-
c\access.en-us\acclr.cab.id[8443a5af-2250]. Accessed File Access, Create, Read, Write MALICIOUS
[wewillhelpyou@qq.com].adage

<
)
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File Name

\?C:\MSOCache\All
Users\{90160000-00E2-0409-0000-0000000FF1CE}-
C\OSMUXMUI.cab.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\Program Files\DVD Maker\OmdProject.dll.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\AC:\Program Files\Common Files\Microsoft
Shared\OFFICE16\Cultures\OFFICE.ODF.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\Program Files\Common Files\Microsoft
Shared\ink\hwrusalm.dat.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

c:\msocache\all users\{ 90160000-001b-0409-0000-0000000ff1ce}-
c\wordlr.cab.id[8443a5af-2250].[wewillhel pyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000-0019-0409-0000-0000000FF1CE}-
C\PublisherMUI.msi.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\Program Files\DVD Maker\Pipeline.dIl.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

c:\msocache\all users\{90160000-001a-0409-0000-0000000ff1ce}-
cloutlkir.cab.id[8443a5af-2250].[wewillhel pyou@qg.com].adage

c:\msocache\all users\{ 90160000-00ba-0409-0000-0000000ff1ce}-
c\groovemui.msi.id[8443a5af-2250].[wewillhel pyou@qg.com].adage

\?\C:\MSOCache\All
Users\{90160000-002C-0409-0000-0000000FF1CE}-
C\Proof.es\Proof.msi.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2C:\Program Files\DVD
Maker\Shared\DvdStyles\Performance\Title_Page PAL.wmv.id[8443
ABAF-2250].[wewillhelpyou@dqg.com].adage

\AC:\MSOCache\All
Users\{90160000-0019-0409-0000-0000000FF1CE}-
C\PubLR .cab.id[8443A5AF - 2250].[wewillhelpyou@qg.com].adage

\\\C:\Boot\Fonts\jpn_boot.ttf.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

c:\msocache\all users\{ 90160000-001a-0409-0000-0000000ff1ce}-
c\outlookmui.msi.id[8443a5af-2250].[wewillhelpyou@qg.com].adage

c:\program files\common files\microsoft
shared\ink\inkobj.dll.id[8443a5af-2250].[wewillhelpyou@qq.com].adage

\AC:\MSOCache\All
Users\{90160000-0011-0000-0000-0000000FF1CE}-
C\OWOW64WW.cab.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

c:\program files\windows
nt\tabletextservice\tabletextservicesimplifiedquanpin.txt.id[8443a5af- 22
50].[wewillhelpyou@qg.com].adage

\2C:\Program Files\Common Files\Microsoft
Shared\OFFICE16\Ms040UIwin32client.dll.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

c:\msocache\all users\{ 90160000-002c-0409-0000-0000000ff1ce}-
c\proof.fr\proof.msi.id[8443a5af- 2250].[wewillhel pyou@qg.com].adage

\AC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsNotesBackground_PAL.wmv.i
d[8443A5AF-2250].[wewillhelpyou@qq.com].adage

c:\program files\common files\microsoft
shared\officesoftwareprotectionplatform\osppsvc.exe.id[8443a5af-225
0].[wewillhelpyou@qq.com].adage

\?C:\MSOCache\All
Users\{90160000-0115-0409-0000-0000000FF1CE}-
C\OfficeLR.cab.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

c:\program files\dvd maker\dvdmaker.exe.id[8443a5af-2250].
[wewillhelpyou@qq.com].adage
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Category

Accessed File

Accessed File

Accessed File, Dropped File

Accessed File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File

Accessed File, Dropped File

Accessed File

Accessed File

Accessed File

Accessed File, Dropped File

Accessed File

Accessed File, Dropped File

Accessed File

Accessed File, Dropped File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Operations

Access, Create, Read, Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS

Access, Create, Delete,

N MALICIOUS
Write

Access, Create, Delete,

Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access, Create, Read, Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access, Create, Read, Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS

Access, Create, Read, Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS

Access, Create, Read, Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS

Access, Create, Read, Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access, Create, Read, Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access, Create, Read, Write MALICIOUS

Access, Create, Delete,
Write

<
)
)
<
=)

MALICIOUS
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File Name

c:\program files\common files\microsoft
shared\ink\hwrusash.dat.id[8443a5af- 2250].
[wewillhelpyou@qg.com].adage

c:\boot\fonts\chs_boot.ttf.id[8443a5af-2250].
[wewillhelpyou@qq.com].adage

\\2\C:\Program Files\Common Files\Microsoft
Shared\OFFICE16\Mso30win32client.dll.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\Program Files\Common Files\Microsoft
Shared\ink\hwruksh.dat.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

c:\msocache\all users\{ 90160000-012b-0409-0000-0000000ff1ce}-
c\lyncmui.cab.id[8443a5af-2250].[wewillhelpyou@qg.com].adage

c:\program files\dvd
maker\shared\dvdstyles\sports\sportsmaintonotesbackground.wmv.id
[8443a5af-2250].[wewillhelpyou@qg.com].adage

c:\program files\common files\microsoft
shared\ink\micaut.dll.id[8443a5af-2250].
[wewillhelpyou@qq.com].adage

c:\msocache\all users\{90160000-0016-0409-0000-0000000ff1ce}-
c\excellr.cab.id[8443a5af- 2250].[wewillhelpyou@qq.com].adage

\2C:\Program Files\Common Files\Microsoft
Shared\OFFICE16\CMigrate.exe.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\\2\C:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsMainToScenesBackground_P
AL.wmv.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\2AC:\MSOCache\All
Users\{90160000-0016-0409-0000-0000000FF1CE}-
C\ExcelMUI.msi.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000-0011-0000-0000-0000000FF1CE}-
C\Office64WW.msi.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\?\C:\MSOCache\All
Users\{90160000-002C-0409-0000-0000000F F1CE}-
C\Proof.en\Proof.msi.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All

Users\{90160000- 00A1-0409-0000-0000000FF1CE}-
C\OneNoteMU|.msi.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\AC:\MSOCache\All
Users\{90160000-0044-0409-0000-0000000FF1CE}-
C\InfLR.cab.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

c:\program files (x86)\common files\microsoft
shared\office16\1033\ado210.chm.id[8443a5af- 2250].
[wewillhelpyou@qq.com].adage

c:\program files\dvd
maker\shared\dvdstyles\performancel\titie_page.wmv.id[8443a5af-225
0].[wewillhelpyou@qq.com].adage

\?\C:\MSOCache\All
Users\{90160000-0011-0000-0000-0000000FF1CE}-
C\ProPlusWW.msi.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\2AC:\MSOCache\All
Users\{90160000-0011-0000-0000-0000000FF1CE}-
Closetup.dll.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

c:\msocache\all users\{90160000-0090-0409-0000-0000000ff1ce}-
c\dcfmui.msi.id[8443a5af-2250].[wewillhelpyou@qg.com].adage

c:\programdata\microsoftiwindows\start
menu\programs\startup\34c1121937c35b39b654428cf3fc6bl6e3e2eed
03clccbefc77183d1749ebadc.exe

c:\program files\dvd
maker\shared\dvdstyles\sports\sportsmaintoscenesbackground.wmv.
id[8443a5af-2250].[wewillhelpyou@qqg.com].adage
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Category

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File, Dropped File

Accessed File

Accessed File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File

Accessed File, Dropped File

Accessed File

Operations

Access, Create, Delete,

Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS

Access, Create, Read, Write MALICIOUS

Access, Create, Delete,
Write

MALICIOUS

Access, Create, Read, Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access, Create, Read, Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access, Create, Read, Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access, Create, Write MALICIOUS

Access, Create, Delete,

N MALICIOUS
Write

<
@
]
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Q
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c:\program files\common files\microsoft
shared\filters\visfilt.dll.id[8443a5af-2250].
[wewillhelpyou@qg.com].adage

c:\program files\windows
nt\tabletextservice\tabletextservicesimplifiedzhengma.txt.id[8443a5af- 2
250].[wewillhelpyou@qq.com].adage

\AC:\MSOCache\All
Users\{90160000-002C-0409-0000-0000000FF1CE}-
C\Proof.fr\Proof.cab.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

c:\program files\dvd
maker\shared\dvdstyles\sports\sportsnotesbackground.wmv.id[8443a
5af-2250].[wewillhelpyou@qg.com].adage

\AC:\Program Files\Common Files\Microsoft
Shared\ink\FlickAnimation.avi.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\?C:\MSOCache\All
Users\{90160000-0018-0409-0000-0000000FF 1CE}-
C\PptLR.cab.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

c:\users\keecfmwgj\appdata\roaming\microsoft\windows\start
menu\programs\startup\34c1121937c35b39b654428cf3fc6bl6e3e2eed
03clccbefc77183d1749%ebadc.exe

\AC:\MSOCache\All
Users\{90160000-0044-0409-0000-0000000FF1CE}-
C\InfoPathMUI.msi.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

C:
\Users\kEecfMwgj\Desktop\34c1121937c35b39b654428cf3fc6b16e3e
2eed03cl1cchefc77183d1749ebadc.exe

\AC:\Program Files\Common Files\Microsoft
Shared\OFFICE16\Ms099Lwin32client.dll.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\\\C:\Boot\Fonts\cht_boot.tif.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000-0117-0409-0000-0000000FF1CE}-C\Access.en-
us\AccessMUI.msi.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\AC:\Program Files\Common Files\Microsoft
Shared\Filters\offfiltx.dll.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

\AC:\Program Files\DVD Maker\OmdBase.dll.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

c:\msocache\all users\{ 90160000-0115-0409-0000-0000000ff1ce}-
c\officemui.msi.id[8443a5af-2250].[wewillhelpyou@qg.com].adage

c:\program files\common files\microsoft
shared\ink\hwruklm.dat.id[8443a5af- 2250].
[wewillhelpyou@qq.com].adage

c:\program files\common files\microsoft
shared\ink\mraut.dll.id[8443a5af-2250].[wewillhelpyou@qg.com].adage

c:\program files\common files\microsoft
shared\officesoftwareprotectionplatform\osppcext.dll.id[8443a5af- 2250
].[wewillhelpyou@qq.com].adage

c:\msocache\all users\{ 90160000-002c-0409-0000-0000000ff1ce}-
c\proof.es\proof.cab.id[8443a5af-2250].[wewillhelpyou@cqq.com].adage

\?\C:\MSOCache\All
Users\{90160000-002C-0409-0000-0000000FF1CE}-
C\Proof.en\Proof.cab.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

c:\msocache\all users\{ 90160000-00a1-0409-0000-0000000ff1ce}-
c\onotelr.cab.id[8443a5af- 2250].[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All
Users\{90160000-012B-0409-0000-0000000FF1CE}-
C\LyncMUI.msi.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

c:\program files\dvd
maker\shared\dvdstyles\sports\sportsscenesbackground.wmv.id[8443
abaf-2250].[wewillhelpyou@qg.com].adage

X-Ray Vision for Malware - www.vmray.com

Category

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File, Dropped File

Accessed File, Dropped File

Accessed File

Accessed File, Sample File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Operations

Access, Create, Read, Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS

Access, Create, Read, Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access, Create, Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access MALICIOUS
Access, Create, Read, Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access, Create, Read, Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS

Access, Create, Read, Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access, Create, Read, Write MALICIOUS
Access, Create, Read, Write MALICIOUS

Access, Create, Delete,

Write MALICIOUS
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\\2\C:\Program Files\DVD

Maker\Shared\DvdStyles\Sports\SportsMainToN otesBackground_PA Accessed File Access, Create, Delete,

MALICIOUS

L.wmv.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage Write

\?\C:\MSOCache\All

Users\{90160000-0011-0000-0000-0000000FF 1CE}- Accessed File, Dropped File Access, Create, Read, Write MALICIOUS
C\ProPsWW.cab.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\MSOCache\All

Users\{90160000-0116-0409-1000-0000000F F1CE}- Accessed File Access, Create, Read, Write MALICIOUS

C\OWOWB4LR .cab.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

\2C:\Program Files\Common Files\Microsoft
Shared\OFFICE16\Ms020win32client.dll.id[8443A5AF-2250]. Accessed File Access, Create, Read, Write MALICIOUS
[wewillhelpyou@qq.com].adage

\2\C:\Boot\Fonts\kor_boot.ttf.id[8443A5AF-2250]. Accessed File Access, Create, Delete,

[wewillhelpyou@qg.com].adage Write MECICIONS

\?\C:\MSOCache\All
Users\{90160000-0011-0000-0000-0000000FF1CE}-
C\ProPsWW2.cab.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

Accessed File, Dropped File Access, Create, Read, Write MALICIOUS

\2C:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\SportsMainBackground.wmv.id[8443 Accessed File
ASAF-2250].[wewillhelpyou@qq.com].adage

Access, Create, Delete,

Write MALICIOUS

\AC:\Program Files\DVD Maker\PipeTran.dll.id[8443A5AF-2250]. Access, Create, Delete,

[wewillhelpyou@qg.com].adage Accessed File Write MACICIONS
C:
\Users\kEecfMwgj\AppDatallLocal\34¢1121937¢35h39b654428cf3fc6b Accessed File, Dropped File Access, Create, Write MALICIOUS

16e3e2eed03clcchefc77183d1749ebadc.exe

\AC:\Program Files\Common Files\Microsoft
Shared\ink\tabskb.dl|.id[8443A5AF-2250]. Accessed File Access CLEAN
[wewillhelpyou@qq.com].adage

\AC:\Program Files\Windows
Sidebar\Gadgets\Weather.Gadget\images\38.png.id[8443A5AF-2250]. Accessed File Access CLEAN
[wewillhelpyou@qq.com].adage

\AC:\Program Files\Common
Files\System\msadc\msadcf.dll.id[8443A5AF-2250]. Accessed File Access CLEAN
[wewillhelpyou@qq.com].adage

\AC:\Program Files\Windows

NT\TableTextService\TableTextServiceYi.txt Accessed File Access CLEAN

\AC:\Program Files\DVD
Maker\Shared\DvdStyles\SpecialOccasion\NavigationUp_SelectionS Accessed File Access CLEAN
ubpicture.png.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\AC:\Program Files\Windows

Sidebar\Gadgets\SlideShow.Gadget\images\prev_rest.png Accessed File Access, Write CEEAN

\AC:\Program Files\Common Files\System\msadc\en-
US\msadcfr.dll.mui.id[8443A5AF-2250]. Accessed File Access CLEAN
[wewillhelpyou@qq.com].adage

\AC:\Program Files\Windows

Sidebar\Gadgets\Currency.Gadget\images\add_over.png Accessed File Access CEEAN

\A\C:\Program Files\Common Files\System\msadc\msdarem.dl| Accessed File Access CLEAN

\AC:\Program Files\Common Files\Microsoft
Shared\Stationery\To_Do_List.emf.id[8443A5AF-2250]. Accessed File Access CLEAN
[wewillhelpyou@qq.com].adage

\AC:\Program Files\DVD
Maker\Shared\DvdStyles\Sports\highlight.png.id[8443A5AF-2250]. Accessed File Access CLEAN
[wewillhelpyou@qq.com].adage

\AC:\Program Files\DVD
Maker\Shared\DvdStyles\Travel\passport_mask_right.png.id[8443A5 Accessed File Access CLEAN
AF-2250].[wewillhelpyou@qg.com].adage

\\A\C:\Program Files\Common Files\Microsoft
Shared\M SInfo\msinfo32.exe.id[8443A5AF-2250]. Accessed File Access CLEAN
[wewillhelpyou@qg.com].adage

\AC:\Program Files\Common Files\Microsoft Shared\ink\nl-

NL\tipresx.dil.mui Accessed File Access CLEAN
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\?C:\MSOCache\All
Users\{90160000-0117-0409-0000-0000000FF1CE}-C\Access.en- Accessed File Access, Delete, Read CLEAN

us\AccessMUI.xml

\2C:\Program Files (x86)\Common Files\microsoft

shared\OFFICE16\DataModel\Cartridges\orcl7.xsl Accessed File Access, Read CLEAN

\W2AUNC\192.168.0.1\documents\ydACID.jpg Accessed File Access CLEAN

\AC:\Program Files\DVD
Maker\Shared\DvdStyles\circle_glass_Thumbnail.bmp.id[8443A5AF-2  Accessed File Access CLEAN
250].[wewillhelpyou@qq.com].adage

\W2\UNC\192.168.0.1\documents\m2U 2YIUMt.gif.id[8443A5AF-2250].

[wewillhelpyou@qq.com].adage Accessed File Access CLEAN

\AC:\Program Files\Windows
Sidebar\Gadgets\Clock.Gadgetiimages\diner_settings.png.id[8443A5A Accessed File Access CLEAN
F-2250].[wewillhelpyou@qq.com].adage

\AC:\MSOCache\All
Users\{90160000-00BA-0409-0000-0000000FF1CE}-
C\GrooveMUI.xml.id[8443A5AF-2250].
[wewillhelpyou@qq.com].adage

Accessed File, Dropped File Access, Create, Write CLEAN

\AC:\Program Files\Windows

Sidebar\Gadgets\Weather.Gadgetimages\3.png Accessed File Access CLEAN

\WAC:\MSOCache\All
Users\{90160000-00A1-0409-0000-0000000FF1CE}- Accessed File, Dropped File Access, Create, Write CLEAN
C\Setup.xml.id[8443A5AF-2250].[wewillhelpyou@qq.com].adage

\\AC:\Program Files\Common Files\Microsoft
Shared\Stationery\Stars.htm.id[8443A5AF-2250]. Accessed File Access CLEAN
[wewillhelpyou@qg.com].adage

\AC:\Program Files\DVD

Maker\Shared\DvdStyles\HueCycle\1047x576black png Accessed File Access CEEAN

\AC:\Program Files\Common Files\Microsoft

Shared\VSTOWstoee90.tlh Accessed File Access, Delete, Read CLEAN

\AC:\Program Files\Windows

Sidebar\Gadgets\Weather.Gadgetimages\9.png Accessed File Access CLEAN

\\A\C:\Program Files\Windows
Sidebar\Gadgets\R SSFeeds.Gadgetiimages\rssLogo.gif.id[8443A5AF Accessed File Access CLEAN
-2250].[wewillhelpyou@dqg.com].adage

\AC:\Program Files\Windows
Sidebar\Gadgets\SlideShow.Gadget\images\pause_hov.png.id[8443A5 Accessed File Access CLEAN
AF-2250].[wewillhelpyou@gqg.com].adage

\W2AUNC\192.168.0.1\documents\AhwQOJysH9.jpg Accessed File Access CLEAN

\AC:\Program Files\Windows
Sidebar\Gadgets\Weather.Gadget\images\undocked_black_moon- Accessed File Access CLEAN
new_partly-cloudy.png

\W2AUNC\192.168.0.1\documents\fUgAWUSkZ 3EbpCZ5Rvs. gif Accessed File Access CLEAN

\AC:\Program Files\Windows
Sidebar\Gadgets\R SSFeeds.Gadget\logo.png.id[8443A5AF-2250]. Accessed File Access CLEAN
[wewillhelpyou@qq.com].adage

\AC:\Program Files\Windows
Sidebar\Gadgets\Weather.Gadget\images\docked_black_few- Accessed File Access CLEAN
showers.png.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\\2\C:\Program Files\DVD

Maker\Shared\DvdStyles\ResizingPanels\bandwidth.png Accessed File Access CLEAN

\AC:\Program Files\Windows
Sidebar\Gadgets\R SSFeeds.Gadgetiimages\buttonDown_On.png.id[8 Accessed File Access CLEAN
443A5AF-2250].[wewillhelpyou@qq.com].adage

\\2\C:\Program Files\DVD
Maker\Shared\DvdStyles\Travel\travel.png.id[8443A5AF-2250]. Accessed File Access CLEAN
[wewillhelpyou@qg.com].adage

\AC:\Program Files\Windows

Sidebar\Gadgets\Weather.Gadgetimages\5.png Accessed File Access CLEAN

\AC:\Program Files\DVD Accessed File Access, Create, Delete,

Maker\Shared\DvdStyles\Sports\SportsNotesBackground_PAL.wmv Write CEEAN
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\AC:\Program Files\Common Files\Microsoft Shared\ink\en-

USyeinavi Accessed File Access CLEAN

\AC:\Program Files\Common
Files\System\ado\msadox.dll.id[8443A5AF-2250]. Accessed File Access CLEAN
[wewillhelpyou@qq.com].adage

\\2\C:\Program Files\Windows
Sidebar\Gadgets\Weather.Gadget\images\undocked_gray_thunderstor Accessed File Access CLEAN
m.png

\AC:\MSOCache\All

Users\{90160000-0115-0409-0000-0000000FFICE}-C\OffSetl R cap ~ ~ccessedFile Access, Delete, Read CLEAN

\W2AUNC\192.168.0.1\documents\B2EjwcG.xIs Accessed File Access CLEAN

\\PAUNC\192.168.0.1\documents\AhsbCQy.csv.id[8443A5AF-2250].

[wewillhelpyou@qg.com].adage Accessed File Access CLEAN

\AC:\Program Files\DVD Maker\Shared\DvdStyles\Travel\btn-next-

static.png.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage Accessed File Access CEEAN

\AC:\Program Files\Java\jre1.8.0_171\Welcome.html Accessed File Access, Delete, Read CLEAN
\?
\UNC\192.168.0.1\documents\d9y1S5edel HUosqR.png.id[8443A5AF- Accessed File Access CLEAN

2250].[wewillhelpyou@qq.com].adage

\AC:\Program Files\Windows
Sidebar\Gadgets\Weather.Gadget\images\39.png.id[8443A5AF-2250]. Accessed File Access CLEAN
[wewillhelpyou@qq.com].adage

\AC:\Program Files\Common Files\Microsoft Shared\ink\en-
US\boxed-correct.avi.id[8443A5AF-2250]. Accessed File Access CLEAN
[wewillhelpyou@qq.com].adage

\2C:\Program Files\DVD
Maker\Shared\DvdStyles\SpecialOccasion\SpecialNavigationUp_Butt ~ Accessed File Access CLEAN
onGraphic.png.id[8443A5AF-2250].[wewillhelpyou@qg.com].adage

\\2\C:\Program Files\Java\jre1.8.0_171\bin\dcpr.dll Accessed File Access, Delete, Read CLEAN

\\2\C:\Program Files\DVD
Maker\Shared\DvdStyles\circleround_glass.png.id[8443A5AF-2250]. Accessed File Access CLEAN
[wewillhelpyou@qq.com].adage

\\2\UNC\192.168.0.1\documents\PbngOtEevfYiPYev3.flv Accessed File Access CLEAN

\?\C:\MSOCache\All
Users\{90160000-0011-0000-0000-0000000FF1CE}-
C\ProPlusWW.xml.id[8443A5AF-2250].
[wewillhelpyou@qg.com].adage

Accessed File, Dropped File Access, Create, Write CLEAN

\AC:\Program Files\DVD
Maker\Shared\DvdStyles\Vignette\whiteband.png.id[8443A5AF-2250]. Accessed File Access CLEAN
[wewillhelpyou@qq.com].adage

\W2AUNC\192.168.0.1\documents\VQa7D 2f\vy ShxsM .xIsx Accessed File Access CLEAN
\?
\UNC\192.168.0.1\documents\rSvaT PcyuRZ .avi.id[8443A5AF-2250]. Accessed File Access CLEAN

[wewillhelpyou@qq.com].adage

\AC:\Program Files\Common Files\Microsoft Shared\ink\he-

IL\tipresx.dil.mui Accessed File Access CLEAN

\AC:\Program Files\DVD Maker\Shared\DvdStyles\Pets\Pets_btn-
previous-static.png.id[8443A5AF-2250]. Accessed File Access CLEAN
[wewillhelpyou@qq.com].adage

\AC:\Program Files\Java\jre1.8.0_171\bin\api-ms-win-crt-
environment-11-1-0.dI|.id[8443A5AF-2250]. Accessed File Access, Create, Write CLEAN
[wewillhelpyou@qq.com].adage

\\?
\UNC\192.168.0.1\documents\2XXFjQNQ26X8W c.swf.id[8443A5AF-2  Accessed File Access CLEAN
250].[wewillhelpyou@dqg.com].adage

\W2AUNC\192.168.0.1\documents\qW CrNc.m4a.id[8443A5AF-2250].

[wewillhelpyou@qg.com].adage Accessed File Access CLEAN

\?
\UNC\192.168.0.1\documents\nXMaDbExzV3GNxn.rtf.id[8443A5AF-2  Accessed File Access CLEAN
250].[wewillhelpyou@qg.com].adage
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File Name

\\2\C:\Program Files\Windows
Sidebar\Gadgets\R SSFeeds.Gadgetiimages\rssLogo.gif

\AC:\Program Files\DVD
Maker\Shared\DvdStyles\Vignette\vignettemask25.png

Reduced dataset

Mutex
Name

Global\22508443A5AF00

Global\22508443A5AF01

Registry

Registry Key

HKEY_CURRENT_USER\Software\MicrosofttWindows\CurrentVer
sion\Explorer\User Shell Folders\Startup

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVer
sion\Explorer\User Shell Folders\Common Startup

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\NetSh

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVer
sion\Run

HKEY_CURRENT_USER\Software\MicrosofttWindows\CurrentVer
sion\Run\34c1121937c35b39b654428c3fc6b16e3e2eed03clcchefc771
83d1749ebadc

HKEY_LOCAL_MACHINE\Software\Microsoftt\Windows\CurrentVer
sion\Explorer\User Shell Folders

HKEY_CURRENT_USER\Software\Microsoftt\Windows\CurrentVer
sion\Run

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVer
sion\Explorer\User Shell Folders\Common Startup

HKEY_LOCAL_MACHINE\Software\Microsoftt\Windows\CurrentVer
sion\Run\34c1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc771
83d1749ebadc

HKEY_CURRENT_USER\Software\Microsoftt\Windows\CurrentVer
sion\Explorer\User Shell Folders

Process

Process Name

34¢1121937c35b390654428cf3fc6b16e3e2eed03clcchefc77183d174%
badc.exe

34c1121937c35b39h654428cf3fc6b16e3e2eed03c1ccbefc77183d174%
badc.exe

34¢1121937¢35h39h654428cf3fc6h16e3e2eed03c 1cchefc 77183d1749%
badc.exe

34c1121937¢35b39h654428cf3fc6b16e3e2eed03clccbefc77183d174%
badc.exe

34c1121937¢35b390654428cf3fc6b16e3e2eed03c1cchefc 77183d174%
badc.exe

34¢1121937c35b39b654428cf3fc6b16e3e2eed03c1cchefc77183d1749e
badc.exe

34c1121937c35b39h654428cf3fc6b16e3e2eed03c1cchefc77183d174%
badc.exe

Category Operations
Accessed File Access
Accessed File Access

Operations Parent Process Name
34¢1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc 77

access, delete 183d1749ebadc.exe

34c1121937¢35b39h654428cf3fc6b16e3e2eed03clcchefc 77

access, delete 183d1749ebadc.exe

Operations Parent Process Name
34c1121937¢35b39h654428cf3fc6h16e3e2eed03c1cchefc 77

access, read 183d1749ebadc.exe

34¢1121937¢35b39b654428cf3fc6b16e3e2eed03clcchefc 77

access, read 183d1749ebadc.exe

access netsh.exe

34¢1121937¢35b39h654428cf3fc6b16e3e2eed03clcchefc 77

access 183d1749ebadc.exe

34c1121937¢35b39b654428cf3fc6b16e3e2eed03c1cchefc 77

access, write 183d1749ebadc.exe

34¢1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc 77

access 183d1749ebadc. exe

34c1121937¢35b39h654428cf3fc6h16e3e2eed03clcchefc 77

access 183d1749ebadc.exe

34¢1121937c35b39h654428cf3fc6b16e3e2eed03clcchefc 77

access, read 183d1749ebadc. exe

34c1121937¢35b39h654428cf3fc6b16e3e2eed03clcchefc 77

access, write 183d1749ebadc.exe

34¢1121937c35b39b654428cf3fc6b16e3e2eed03c1cchefc 77

access 183d1749ebadc. exe

Commandline

"C:
\Users\kEecfMwgj\Desktop\34c1121937c35b39h654428cf3fc6b16e3e2eed03clcchefc77183d1749eba
dc.exe"

"C:
\Users\kEecfMwgj\Desktop\34c1121937¢35b39b654428cf3fc6b16e3e2eed03c1cchefc77183d1749eba
dc.exe"

"C:
\Users\kEecfMwgj\AppData\Local\34¢1121937¢35b39b654428cf3fc6b16e3e2eed03clcchefc77183d17
49ebadc.exe"

"C:
\Users\kEecfMwgj\AppData\Local\34c1121937c35b39b654428cf3fc6b16e3e2eed03c1cchefc77183d17
49ebadc.exe”

"C:\ProgramData\Microsoft\Windows\Start
Menu\Programs\Startup\34c1121937¢35b39b654428cf3fc6b16e3e2eed03c 1cchefc77183d1749ebadc.e
xe"

"C:\Users\kEecfMwgj\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\34c1121937c35b39b654428¢f3fc6b16e3e2eed03c1cchefc77183d1749ebadc.e
xe"

"C:
Users\kEecfMwgj\AppData\Local\34c1121937c35b39b654428cf3fc6b16e3e2eed03clcchefc77183d17
49ebadc.exe"
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MALICIOUS
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Process Name Commandline Verdict
cmd.exe "C:\Windows\system32\cmd.exe"
cmd.exe "C:\Windows\system32\cmd.exe"

netsh.exe netsh advfirewall set currentprofile state off CLEAN

vssadmin.exe vssadmin delete shadows /all /quiet CLEAN

cmd.exe "C:\Windows\system32\cmd.exe" CLEAN

netsh.exe netsh advfirewall set currentprofile state off CLEAN

vssadmin.exe vssadmin delete shadows /all /quiet CLEAN

Vssve.exe C:\Windows\system32\vssvc.exe CLEAN

cmd.exe "C:\Windows\system32\cmd.exe" CLEAN

X-Ray Vision for Malware - www.vmray.com 48 /51



DYNAMIC ANALYSIS REPORT

#12773741

YARA | AV

No YARA or AV matches available.
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ENVIRONMENT

Virtual Machine Information

Name

Description
Architecture

Operating System
Kernel Version

Network Scheme Name

Network Config Name

Platform Information

Platform Version
Dynamic Engine Version
Static Engine Version

AV Exceptions Version

Link Detonation Heuristics Version

Smart Memory Dumping Rules
Version

Config Extractors Version
Signature Trust Store Version
VMRay Threat Identifiers Version

YARA Built-in Ruleset Version

Software Information

Adobe Acrobat Reader Version
Microsoft Office

Microsoft Office Version
Hangul Office

Hangul Office Version

Internet Explorer Version
Chrome Version

Firefox Version

Flash Version

Java Version

System Information

Sample Directory
Computer Name
User Domain
User Name

User Profile

Temp Directory

win7_64_spl_en_ms02016

win7_64_spl_en_mso2016

x86 64-bit

Windows 7

6.1.7601.18741 (2e37f962-d699-492c-aaf3-f9f4e9770b1d)
Local Gateway

Local Gateway

471

4.7.1/11/21/2022 04:40
4.7.1.0/2022-11-21 03:00:41
4.7.2.20/ 2022-12-15 11:43:19

4.7.2.20/ 2022-12-15 11:43:19

4.7.2.20/ 2022-12-15 11:43:19

4.7.2.22/ 2023-01-05 11:05:11
4.7.2.21/ 2023-01-03 15:44:56
4.7.2.23/ 2023-01-07 18:36:42

47221

Not installed
2016
16.0.4266.1001
Not installed
Not installed
8.0.7601.17514
Not installed
Not installed
Not installed

8.0.1710.11

C:\Users\kEecfMwgj\Desktop
QIIATRKPRH

QIIATRKPRH

kEectMwgj
C:\Users\kEecfMwgj

C:\Users\KEECFM~1\AppData\Local\Temp
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System Root C:\Windows
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