DYNAMIC ANALYSIS REPORT

#7332163

Classifications: Spyware
MALICIOUS Threat Names: Trojan.GenericKDZ.76753 Gen:Variant.Mikey.113998

Verdict Reason: -

Sample Type Windows DLL (x86-64)

File Name 27f32618162b8a522f c5fh8fb832848ach 724cf2ac0c03b8488b2c405c582d6a.exe.dll
ID #2782904

MD5 fe213638baba7c73e9addd779b4f078a

SHAL €463b86c2e573569643c5e24668bd291d7c2e6b0

SHA256 27f32618162b8a522fc5fbh8fb832848ach724cf2ac0c03b8488b2c405¢582d6a

File Size 1896.00 KB

Report Created 2021-09-28 14:04 (UTC+2)

Target Environment winl0_64_th2_en mso02016 | exe
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DYNAMIC ANALYSIS REPORT

#7332163

OVERVIEW

VMRay Threat Identifiers (9 rules, 67 matches)

Score Category Operation Count Classification
“ Antivirus Malicious content was detected by heuristic scan 9 -

« Built-in AV detected the sample itself as "Trojan.GenericKDZ.76753".

« Built-in AV detected a memory dump of (process #2) bglgnff.exe as "Gen:Variant.Mikey.113998".

« Built-in AV detected a memory dump of (process #7) bglgnff.exe as "Gen:Variant.Mikey.113998".

« Built-in AV detected a memory dump of (process #9) bglgnff.exe as "Gen:Variant.Mikey.113998".

« Built-in AV detected a memory dump of (process #10) explorer.exe as "Trojan.GenericKDZ.76753".
* Built-in AV detected a memory dump of (process #12) bglgnff.exe as "Gen:Variant.Mikey.113998".

« Built-in AV detected a memory dump of (process #11) bglgnff.exe as "Gen:Variant.Mikey.113998".

« Built-in AV detected a memory dump of (process #23) bglgnff.exe as "Gen:Variant.Mikey.113998".

« Built-in AV detected a memory dump of (process #32) bglgnff.exe as "Gen:Variant.Mikey.113998".

“ Injection Modifies control flow of another process 2 -

* (Process #2) bglgnff.exe alters context of (process #10) explorer.exe.

* (Process #8) bglgnff.exe alters context of (process #10) explorer.exe.

Discovery Reads installed applications 1 Spyware

« Reads installed programs by enumerating the SOFTWARE registry key.

Masquerade Creates a new process from a system binary 1 -

« (Process #10) explorer.exe creates a new explorer.exe process.

m Discovery Reads system data 25 -
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Score Category Operation Count Classification

« (Process #2) bglgnff.exe reads the Windows installation date from registry.
« (Process #3) bglgnff.exe reads the Windows installation date from registry.
« (Process #4) bglgnff.exe reads the Windows installation date from registry.
« (Process #5) bglgnff.exe reads the Windows installation date from registry.
« (Process #6) bglgnff.exe reads the Windows installation date from registry.
« (Process #9) bglgnff.exe reads the Windows installation date from registry.
« (Process #7) bglgnff.exe reads the Windows installation date from registry.
« (Process #8) bglgnff.exe reads the Windows installation date from registry.
« (Process #10) explorer.exe reads the Windows installation date from registry.
« (Process #12) bglgnff.exe reads the Windows installation date from registry.
« (Process #13) bglgnff.exe reads the Windows installation date from registry.
« (Process #15) bglgnff.exe reads the Windows installation date from registry.
« (Process #18) bglgnff.exe reads the Windows installation date from registry.
« (Process #28) bglgnff.exe reads the Windows installation date from registry.
« (Process #22) bglgnff.exe reads the Windows installation date from registry.
« (Process #23) bglgnff.exe reads the Windows installation date from registry.
« (Process #25) bglgnff.exe reads the Windows installation date from registry.
« (Process #24) bglgnff.exe reads the Windows installation date from registry.
* (Process #26) bglgnff.exe reads the Windows installation date from registry.
« (Process #27) bglgnff.exe reads the Windows installation date from registry.
« (Process #29) bglgnff.exe reads the Windows installation date from registry.
« (Process #30) bglgnff.exe reads the Windows installation date from registry.
« (Process #31) bglgnff.exe reads the Windows installation date from registry.
« (Process #32) bglgnff.exe reads the Windows installation date from registry.

« (Process #33) bglgnff.exe reads the Windows installation date from registry.

“ Mutex Creates mutex 23 -

« (Process #2) bglgnff.exe creates mutex with name "{0aa26147-58aa-e888-6782-4bac88c336hd}".

« (Process #3) bglgnff.exe creates mutex with name "{0aa26147-58aa-e888-6782-4bac88c336bd}".

« (Process #2) bglgnff.exe creates mutex with name "{54137ce8-d76d-e7fc-dec3-c85f290e5b98}".

« (Process #4) bglgnff.exe creates mutex with name "{0aa26147-58aa-e888-6782-4bac88c336bd}".

« (Process #5) bglgnff.exe creates mutex with name "{0aa26147-58aa-e888-6782-4bac88c336hd}".

« (Process #6) bglgnff.exe creates mutex with name "{0aa26147-58aa-e888-6782-4bac88c336hd}".

« (Process #9) bglgnff.exe creates mutex with name "{0aa26147-58aa-e888-6782-4bac88c336hd}".

« (Process #7) bglgnff.exe creates mutex with name "{0aa26147-58aa-e888-6782-4bac88c336hd}".

« (Process #8) bglgnff.exe creates mutex with name "{0aa26147-58aa-e888-6782-4bac88c336hd}".

« (Process #10) explorer.exe creates mutex with name "{0aa26147-58aa-e888-6782-4bac88c336hd}".
« (Process #10) explorer.exe creates mutex with name "{298ddcca-efe5-2f07-cbb5-e91e37797537}".
« (Process #10) explorer.exe creates mutex with name "{2fb46568-32c9-06dc-d0b5-flab83aee93b}".
« (Process #10) explorer.exe creates mutex with name "{0d9f601a- 1a9d- 9a0d- 3d48- 16d30afad3e9}".
* (Process #10) explorer.exe creates mutex with name "{e8353f60-b296-77d3-712c-682bf3e23f29}".
* (Process #10) explorer.exe creates mutex with name "{25390bbd-f8e2-0cdc-c922-ea2f65111ff1}".

« (Process #10) explorer.exe creates mutex with name "{3efe96e0- aada-6cdc-4854-db5a860aa498} .
« (Process #10) explorer.exe creates mutex with name "{8cd92000-a2e9-Obbf-6791-44a791672317}".
« (Process #10) explorer.exe creates mutex with name "{e697b08b-6228-db49- 1b5f-122d452e86b1}".
« (Process #10) explorer.exe creates mutex with name "{ea720e57-a909-68bf-bb82-d7494178e686}".
« (Process #10) explorer.exe creates mutex with name "{968a82d1-6e17-5aa6-4019-4b7c4a7ad5c0}".
« (Process #10) explorer.exe creates mutex with name "{b8dc3007-fec7-4edb-a8ee-3957381ccel6}".
« (Process #10) explorer.exe creates mutex with name "{16770ch7-b91c-ef6e-eOce-9944b6f847e9}".

« (Process #8) bglgnff.exe creates mutex with name "{54137ce8-d76d-e7fc-dec3-c85f290e5b98}".
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Score Category Operation Count Classification
Obfuscation Reads from memory of another process 2

« (Process #2) bglgnff.exe reads from (process #10) explorer.exe.

« (Process #8) bglgnff.exe reads from (process #10) explorer.exe.

Crash A monitored process crashed

« (Process #10) explorer.exe crashed.
« (Process #11) bglgnff.exe crashed.

« (Process #8) bglgnff.exe crashed.

Obfuscation Resolves API functions dynamically

« (Process #10) explorer.exe resolves 26 API functions by name.
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Sample Information

ID

MD5
SHA1L
SHA256
SSDeep
ImpHash
File Name
File Size

Sample Type

Has Macros

Analysis Information

Creation Time

Analysis Duration

Termination Reason

Number of Monitored Processes

Execution Successful

Reputation Enabled
WHOIS Enabled

Built-in AV Enabled

Built-in AV Applied On

Number of AV Matches
YARA Enabled

YARA Applied On

Number of YARA Matches

#2782904

fe213638baba7c73e9addd779b4f078a

e463b86c2e573569643c5e24668bd291d7c2e6b0
2732618162b8a522fc5th8fh832848ach724cf2ac0c03b8488b2c405¢582d6a
12288:RVIOW/THIPLIICm3W1YxJ9yK5IQIPEIOlidGAWilgm5QqOnB6wt4AenZ 1:gfP7fW sK5z9A+W GAW +V5SB6C t4bnb
6668be91e2c948h183827f040944057f

2732618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405c582d6a.exe.dl|

1896.00 KB

Windows DLL (x86-64)

v

2021-09-28 14:04 (UTC+2)
00:03:58

Timeout

43

False

v
v
v

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files

v

Sample Files, PCAP File, Downloaded Files, Dropped Files, Modified Files, Memory Dumps, Embedded Files
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® User Account Control

Do you want to allow this app from an unknown
publisher to make changes to your PC?

Program name:  bGIQnfF.exe
Publisher: Unknown

File origin: Hard drive on this computer

Show details Yes

Change when these notifications appear
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Screenshots truncated
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#7332163

NETWORK

General

0 bytes total sent

0 bytes total received

0 ports

0 contacted IP addresses
0 URLs extracted

0 files downloaded

0 malicious hosts detected

DNS

0 DNS requests for 0 domains
0 nameservers contacted

0 total requests returned errors

HTTPIS

0 URLs contacted, O servers

0 sessions, 0 bytes sent, 0 bytes received
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BEHAVIOR

Process Graph
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DYNAMIC ANALYSIS REPORT

#7332163

Process #1: bglgnff.exe

ID 1
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢c582d6a.exe.dll” ffel="C:
\Users\RDHJOC~1\AppData\Local\Temp\tmpg6gave7z" /s

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 83827, Reason: Analysis Target
Unmonitor End Time End Time: 321866, Reason: Terminated by Timeout
Monitor duration 238.04s

Return Code Unknown

PID 4080

Parent PID 1600

Bitness 64 Bit

Host Behavior

Type Count
Module 14
File 6
Environment 1
Process 35
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DYNAMIC ANALYSIS REPORT

#7332163

Process #2: bglgnff.exe

ID 2
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc 5th8fh832848ach724cf2ac0c03b8488b2c405c582d6a.exe.dll” /n_id=CreateXmIReader

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 114691, Reason: Child Process
Unmonitor End Time End Time: 253360, Reason: Terminated
Monitor duration 138.67s

Return Code 0

PID 3340

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 38
File 118
System 36
Environment 2
Registry 779
Mutex 6
Process 2
- 47
- 32
- 118

X-Ray Vision for Malware - www.vmray.com 12 /68



DYNAMIC ANALYSIS REPORT
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Process #3: bglgnff.exe

ID 3
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d6a.exe.dll” /
fn_id=CreateXmIReader InputWithEncodingCodePage

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 119411, Reason: Child Process
Unmonitor End Time End Time: 140472, Reason: Terminated
Monitor duration 21.06s

Return Code 0

PID 3212

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 28
File 117
System 6
Environment 2
Registry 789
Mutex 7
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Process #4: bglgnff.exe

ID 4
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line \Users\RDHJOC~1\Desktop\27f32618162h8a522fc5b8h832848ach724cf2ac0c03b8488b2c405c582d6a.exe.dll” /in_id=CreatexmIReaderInputwithEncodingName

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 122094, Reason: Child Process
Unmonitor End Time End Time: 152049, Reason: Terminated
Monitor duration 29.95s

Return Code 0

PID 3288

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 28
File 117
System 6
Environment 2
Registry 789
Mutex 7
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Process #5: bglgnff.exe

ID 5
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5h8fh832848ach724cf2ac0c03hb8488b2c405c582d6a.exe.dll” /in_id=CreateXmIWriter

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 125548, Reason: Child Process
Unmonitor End Time End Time: 163906, Reason: Terminated
Monitor duration 38.36s

Return Code 0

PID 1556

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 28
File 117
System 6
Environment 2
Registry 789
Mutex 7
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Process #6: bglgnff.exe

ID 6
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d6a.exe.dll” /
fn_id=CreateXmIWriterOutputWithEncodingCodePage

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 128882, Reason: Child Process
Unmonitor End Time End Time: 166627, Reason: Terminated
Monitor duration 37.74s

Return Code 0

PID 2508

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 28
File 117
System 6
Environment 2
Registry 788
Mutex 7
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Process #7: bglgnff.exe

ID 7
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fb8h832848ach724cf2ac0c0308488b2c405c582d6a.exe.dll” /in_id=CreateXmIWriterOutputWithEncodingName

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 135296, Reason: Child Process
Unmonitor End Time End Time: 173354, Reason: Terminated
Monitor duration 38.06s

Return Code 0

PID 1992

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 28
File 117
System 6
Environment 2
Registry 786
Mutex 7
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Process #8: bglgnff.exe

ID 8
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line \Users\RDHJOC~1\Desktop\27132618162b8a522fc5hafh832848ach724cf2ac0c0308488h2c405c582d6a.exe.dll” /n_id=CreateXmlIReader /fn_args="0"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 143620, Reason: Child Process
Unmonitor End Time End Time: 289163, Reason: Crashed
Monitor duration 145.54s

Return Code 1114

PID 1828

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 43
File 118
System 8
Environment 2
Registry 786
Mutex 6
Process 2
- 54
- 1
- 104
Window 1
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Process #9: bglgnff.exe

ID 9
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d6a.exe.dll” /
fn_id=CreateXmIReaderInputWithEncodingCodePage /fn_args="0"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 152051, Reason: Child Process
Unmonitor End Time End Time: 172229, Reason: Terminated
Monitor duration 20.18s

Return Code 0

PID 3804

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 28
File 117
System 6
Environment 2
Registry 786
Mutex 7
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Process #10: explorer.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

10

c:\windows\explorer.exe
C:\Windows\Explorer.EXE
C:\Windows\system32\

Start Time: 161310, Reason: Injection
End Time: 321866, Reason: Crashed
160.56s

Unknown

1600

18446744073709551615

64 Bit

Injection Information (124)

Injection Type

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Source Process

Source | Target TID

#2:c:
\users\rdhjOcnfevzx\desktop ~ Ox550 / 0x644
\bglgnff.exe

#2:C:
\users\rdhjOcnfevzx\desktop 0x550 / 0x684
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop 0x550 / 0x688
\bglgnff.exe

#2.c:
\users\rdhjOcnfevzx\desktop 0x550/ 0x68c
\bglgnff.exe

#2:C:
\users\rdhjOcnfevzx\desktop 0x550 / 0x69¢c
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop 0x550 / Ox6a4
\bglgnff.exe

#2:C:
\users\rdhjOcnfevzx\desktop 0x550 / Ox6a8
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop 0x550 / Ox6b4
\bglgnff.exe

#2.c:
\users\rdhjOcnfevzx\desktop 0x550 / 0x6b8
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop 0x550 / 0x6c8
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop 0x550 / 0x6d0
\bglgnff.exe

#2:C:
\users\rdhjOcnfevzx\desktop 0x550 / 0x6d4
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop 0x550/ 0x6f0
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop 0x550/ 0x710
\bglgnff.exe
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Address | Name

0x7ffb28ba4f00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

0x7ffh28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

Ox7fh28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

0x7ff028ba4f00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

0x7ffb28ba4f00(1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

Size

Success

v

A S S S SN SN SN SN NSNS s

Count
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Injection Type

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Source Process

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2.c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2.c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2.c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2.c.
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2.c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

Source | Target TID

0x550 / 0x728

0x550 / 0x73c

0x550 / 0x75¢

0x550/ 0x764

0x550 / 0x768

0x550/ 0x774

0x550 / 0x7a8

0x550 / 0x7b4

0x550 / Oxa9c

0x550 / 0xb94

0x550 / 0xbf8

0x550 / Oxbfc

0x550 / 0x8b0

0x550 / 0x5d4

0x550 / 0x8bc

0x550 / 0x928

0x550 / Oxdec

0x550 / 0xe08

0x550 / Oxf8c

0x550 / 0x624

0x550 / 0xc20

0x550 / 0x304

X-Ray Vision for Malware - www.vmray.com

Address /| Name
0x7ffb28badf00(1407166968
17408)

0x7ffh28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

OX7ffh28badf00(1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

0X7ff28ba4f00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

0x7ffb28ba4f00(1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

0x7ffh28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

OX7fh28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

Ox7ffh28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

Ox7fb28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

Size

Success

v

R Y T N N U U N S S T T U N N N R R N NN

Count

21/68



DYNAMIC ANALYSIS REPORT

#7332163

Injection Type

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Source Process

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2.c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2.c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2.c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2.c.
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2.c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

Source | Target TID

0x550 / Oxab0

0x550 / 0x2a8

0x550 / 0x514

0x550 / 0x1250

0x550 / 0x1274

0x550 / 0x12f4

0x550 / 0x134c

0x550 / 0x1378

0x550 / 0x564

0x550 / 0x688

0x550 / 0x688

0x550 / 0x688

0x550 / 0x688

0x550/ 0x688

0x550 / 0x688

0x550 / 0x688

0x550 / 0x688

0x550 / 0x688

0x550 / 0x688

0x550 / 0x688

0x550 / 0x688

0x550 / 0x688

X-Ray Vision for Malware - www.vmray.com

Address /| Name
0x7ffb28badf00(1407166968
17408)

0x7ffh28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

OX7ffh28badf00(1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

0X7ff28ba4f00(1407166968
17408)

Ox7ffb28bab580(140716696
843648)

0x7ffb2623ce60(140716653
399648)

Ox7ffh2623ce60(140716653
399648)

Ox7fh2623ce60(140716653
399648)

0x71fh2623ce60(140716653
399648)

Ox7ffh2623ce60(140716653
399648)

0x7ff02623ce60(140716653
399648)

Ox7ffh2623ce60(140716653
399648)

Ox7ffh2623ce60(140716653
399648)

Ox7ffh2623ce60(140716653
399648)

Ox7fh2623ce60(140716653
399648)

0x7fb2623ce60(140716653
399648)

Ox7ffh2623ce60(140716653
399648)

Size

Success

v

R Y T N N U U N S S T T U N N N R R N NN

Count

22 /68



DYNAMIC ANALYSIS REPORT

#7332163

Injection Type

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Source Process

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2.c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2.c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2.c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#2.c.
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8: c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8.c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8: ¢
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8.C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

Source | Target TID

0x550 / 0x688

0x550 / 0x688

0x550 / 0x688

0x550 / 0x688

0x550 / 0x688

0x550 / 0x688

0x550 / 0x688

0x550 / 0x688

0x550 / 0x688

0x550 / 0x688

0x550 / 0x688

0x550 / 0x688

0x550 / 0x688

0x550/ 0x688

0xc54 / 0x644

0xc54 / 0x684

0xc54 / 0x688

0xc54 / 0x68c

0xc54 / 0x69¢c

0xc54 / Ox6a4

0xc54 / 0x6a8

0xc54 / 0x6b4

X-Ray Vision for Malware - www.vmray.com

Address /| Name
0x7ffb2623ce60(140716653
399648)

0x71fh2623ce60(140716653
399648)

Ox7fh2623ce60(140716653
399648)

0x7ffb2623ce60(140716653
399648)

0x7ffb28bab580(140716696
843648)

Ox7ffh2623ce60(140716653
399648)

Ox7ffh2623ce60(140716653
399648)

Ox7ffh2623ce60(140716653
399648)

0x7ffh2623ce60(140716653
399648)

Ox7fh2623ce60(140716653
399648)

0x7ffb2623ce60(140716653
399648)

Ox7ffh2623ce60(140716653
399648)

Ox7fh2623ce60(140716653
399648)

0x71fh2623ce60(140716653
399648)

Ox7ffb28badf00( 1407166968
17408)

OX7fh28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

Ox7ffh28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

Ox7fb28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

Size

Success

v

R Y T N N U U N S S T T U N N N R R N NN

Count

23/68



DYNAMIC ANALYSIS REPORT

#7332163

Injection Type

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Source Process

#8:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8.C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8: c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8.C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8: ¢
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8.c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8: ¢
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8: c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8: c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8.c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8:cC:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8.c.
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8: c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8.c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8: ¢
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8.C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

Source | Target TID

0xc54 / 0x6b8

0xc54 / 0x6¢8

0xc54 / 0x6d0

0xc54 / 0x6d4

0xc54 / 0x6f0

0xc54 /0x710

0xc54 / 0x728

0xc54 / 0x73c

0xc54 / 0x75¢

0xc54 / 0x764

0xc54 / 0x768

0xc54 / 0x774

0xc54 / 0x7a8

0xc54 / 0x7b4

0xc54 / 0xa9c

0xc54 / 0xb94

0xc54 / 0xbf8

0xc54 / Oxbfc

0xc54 / 0x8b0

0Oxc54 / 0x5d4

0xc54 / 0x8bc

0xc54 / 0x928

X-Ray Vision for Malware - www.vmray.com

Address /| Name
0x7ffb28badf00(1407166968
17408)

0x7ffh28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

OX7ffh28badf00(1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

0X7ff28ba4f00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

0x7ffb28ba4f00(1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

0x7ffh28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

OX7fh28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

Ox7ffh28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

Ox7fb28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

Size

Success

v

R Y T N N U U N S S T T U N N N R R N NN

Count

24 /68



DYNAMIC ANALYSIS REPORT

#7332163

Injection Type

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Modify Control Flow

Source Process

#8:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8.C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8: c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8.C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8: ¢
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8.c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8: ¢
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8: c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8: c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8.c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8:cC:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8.c.
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8: c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8.c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8: ¢
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8.C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8:c:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

#8:C:
\users\rdhjOcnfevzx\desktop
\bglgnff.exe

Source | Target TID

0xc54 / Oxdec

0xc54 / 0xe08

0xc54 / 0xf8c

Oxc54 / 0x624

0xc54 / 0xc20

0xc54 / 0x304

0xc54 / Oxab0

0xc54 / 0x2a8

Oxc54 / 0x514

0xc54 / 0x1250

Oxc54 / 0x1274

0Oxc54 / 0x12f4

0xc54 / 0x134c

Oxc54 / 0x1378

0xc54 / 0x2e8

0xc54 / Oxffc

0xc54 / Oxad4

0xc54 / 0x14c

0xc54 / 0x13ac

0xc54 / 0xe98

0xc54 / 0x13h0

0xc54 / 0x3a8

X-Ray Vision for Malware - www.vmray.com

Address /| Name
0x7ffb28badf00(1407166968
17408)

0x7ffh28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

OX7ffh28badf00(1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

0X7ff28ba4f00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

0x7ffb28ba4f00(1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

Ox7ffh28badf00( 1407166968
17408)

0x7ffh28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

OX7fh28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

Ox7ffh28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

Ox7fb28badf00(1407166968
17408)

Ox7ffb28badf00( 1407166968
17408)

Size

Success

v

R Y T N N U U N S S T T U N N N R R N NN

Count

25/68
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#7332163

Dropped Files (4)

File Name File Size SHA256 YARA Match
€641ff8107a4197ded9f558d1891e716811e9a7f109f14e876f5a8394844d
- 53 bytes P x
5a79e93669f5ee38c4b46b682c43ffef1ef473283a218c4e655ccd2e6hb187
- 142 KB ) ) 4
R 142KB Aclél539de34f31d879717f63fcf0b4804b322&e7630 7e60d4b0e2a2a61a7805 x
34034fa56619ffaed7dal7dd9a2b25628ca9ee22b53d7aaec87b347ff7940
- 142 KB oh ) 4
Host Behavior
Type Count
Module 42
File 109
System 184
Process 18
Registry 8898
Environment 1
- 17
Mutex 162
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Process #11: bglqnff.exe

ID 11
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line >;J sers\R DOH JOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405c582d6a.exe.dll” /fn_id=CreateXmIReader InputWithEncodingName
n_args="0"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 165638, Reason: Child Process

Unmonitor End Time End Time: 278184, Reason: Crashed

Monitor duration 112.55s

Return Code 1114

PID 3740

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 32
File 112
System 1
Environment 1
Window 1
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DYNAMIC ANALYSIS REPORT

#7332163

Process #12: bglqnff.exe

ID 12
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line \Users\RDHJOC~1\Desktop\27132618162b8a522fc5fhafb832848ach724cf2ac0c0308488h2c405c582d6a.exe.dll” /n_id=CreateXmlIWriter /in_args="0"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 210336, Reason: Child Process
Unmonitor End Time End Time: 270291, Reason: Terminated
Monitor duration 59.95s

Return Code 0

PID 604

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 27
File 112
System 1
Environment 2
Registry 226
Mutex 4
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DYNAMIC ANALYSIS REPORT

#7332163

Process #13: bglqnff.exe

ID 13
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d6a.exe.dll” /
fn_id=CreateXm|Writer OutputWithEncodingCodePage /fn_args="0"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 252375, Reason: Child Process
Unmonitor End Time End Time: 287232, Reason: Terminated
Monitor duration 34.86s

Return Code 0

PID 4116

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 27
File 112
System 1
Environment 2
Registry 226
Mutex 4
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Process #14: werfault.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

14
c:\windows\system32\werfault.exe
C:\Windows\system32\WerFault.exe -u -p 1600 -s 7636
C:\Windows\system32\

Start Time: 253386, Reason: Child Process

End Time: 321866, Reason: Terminated by Timeout
68.48s

Unknown

3424

1600

64 Bit
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DYNAMIC ANALYSIS REPORT

#7332163

Process #15: bglqnff.exe

ID 15
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line >;J sers\R DOH JOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03hb8488b2c405¢582d6a.exe.dll” /fin_id=CreateXmIWriter OutputWithEncodingName
n_args="0"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 259740, Reason: Child Process

Unmonitor End Time End Time: 292215, Reason: Terminated

Monitor duration 32.48s

Return Code 0

PID 888

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 27
File 112
System 1
Environment 2
Registry 226
Mutex 4
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DYNAMIC ANALYSIS REPORT

#7332163

Process #16: bglgnff.exe

ID 16
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line >;J sers\R DOH JOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405c582d6a.exe.dll” /fn_id=CreateXmIReader InputWithEncodingName
n_args="0"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 262052, Reason: Child Process

Unmonitor End Time End Time: 275726, Reason: Terminated

Monitor duration 13.67s

Return Code 259

PID 4192

Parent PID 3740

Bitness 64 Bit
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Process #17: werfault.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

17

c:\windows\system32\werfault.exe

C:\Windows\system32\WerFault.exe -u -p 3740 -s 356

C:\Windows\system32\

Start Time: 262159, Reason: Child Process

End Time: 275700, Reason: Terminated

13.54s

4196

3740

64 Bit
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DYNAMIC ANALYSIS REPORT

#7332163

Process #18: bglqnff.exe

ID 18
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line \Users\RDHJOC~1\Desktop\27132618162b8a522fc5hafh832848ach724cf2ac0c0308488h2c405c582d6a.exe.dll” /n_id=CreateXmlIReader /fn_args="1"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 267606, Reason: Child Process
Unmonitor End Time End Time: 301230, Reason: Terminated
Monitor duration 33.62s

Return Code 0

PID 1188

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 27
File 112
System 1
Environment 2
Registry 226
Mutex 4
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Process #19: werfault.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

19

c:\windows\system32\werfault.exe

C:\Windows\system32\WerFault.exe -u -p 1828 -s 676

C:\Windows\system32\

Start Time: 271176, Reason: Child Process

End Time: 284621, Reason: Terminated

13.45s

2668

1828

64 Bit
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DYNAMIC ANALYSIS REPORT

#7332163

Process #20: bglgnff.exe

ID 20
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line \Users\RDHJOC~1\Desktop\27132618162b8a522fc5hafh832848ach724cf2ac0c0308488h2c405c582d6a.exe.dll” /n_id=CreateXmlIReader /fn_args="0"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 271309, Reason: Child Process
Unmonitor End Time End Time: 285078, Reason: Terminated
Monitor duration 13.77s

Return Code 259

PID 2688

Parent PID 1828

Bitness 64 Bit
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DYNAMIC ANALYSIS REPORT

#7332163

Process #21: explorer.exe

ID

File Name

Command Line

Initial Working Directory
Monitor Start Time
Unmonitor End Time
Monitor duration

Return Code

PID

Parent PID

Bitness

21

c:\windows\explorer.exe

C:\Windows\Explorer.EXE

C:\Windows\system32\

Start Time: 272298, Reason: Child Process

End Time: 321866, Reason: Terminated by Timeout
49.57s

Unknown

4328

1600

64 Bit
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DYNAMIC ANALYSIS REPORT

#7332163

Process #22: bglqnff.exe

ID 22
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d6a.exe.dll” /
fn_id=CreateXmIReaderInputWithEncodingCodePage /fn_args="1"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 274593, Reason: Child Process
Unmonitor End Time End Time: 307545, Reason: Terminated
Monitor duration 32.95s

Return Code 0

PID 4364

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 27
File 112
System 1
Environment 2
Registry 226
Mutex 4
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DYNAMIC ANALYSIS REPORT

#7332163

Process #23: bglqnff.exe

ID 23
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line >;J sers\R D1H JOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405c582d6a.exe.dll” /fn_id=CreateXmIReader InputWithEncodingName
n_args="1"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 278475, Reason: Child Process

Unmonitor End Time End Time: 310760, Reason: Terminated

Monitor duration 32.28s

Return Code 0

PID 4772

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 27
File 112
System 1
Environment 2
Registry 226
Mutex 4
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DYNAMIC ANALYSIS REPORT

#7332163

Process #24: bglgnff.exe

ID 24
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line \Users\RDHJOC~1\Desktop\27132618162b8a522fc5hafb832848ach724cf2ac0c03b8488h2c405c582d6a.exe.dll” /n_id=CreateXmlIWriter /in_args="1"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 281309, Reason: Child Process
Unmonitor End Time End Time: 313722, Reason: Terminated
Monitor duration 3241s

Return Code 0

PID 4036

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 27
File 112
System 1
Environment 2
Registry 226
Mutex 4
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DYNAMIC ANALYSIS REPORT

#7332163

Process #25: bglqnff.exe

ID 25
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d6a.exe.dll” /
fn_id=CreateXm|Writer OutputWithEncodingCodePage /fn_args="1"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 282423, Reason: Child Process
Unmonitor End Time End Time: 313048, Reason: Terminated
Monitor duration 30.62s

Return Code 0

PID 4636

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 27
File 112
System 1
Environment 2
Registry 226
Mutex 4
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DYNAMIC ANALYSIS REPORT

#7332163

Process #26: bglqnff.exe

ID 26
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line >;J sers\R D1H JOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03hb8488b2c405¢582d6a.exe.dll” /fin_id=CreateXmIWriter OutputWithEncodingName
n_args="1"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 282732, Reason: Child Process

Unmonitor End Time End Time: 314093, Reason: Terminated

Monitor duration 31.36s

Return Code 0

PID 4664

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 27
File 112
System 1
Environment 2
Registry 226
Mutex 4
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DYNAMIC ANALYSIS REPORT

#7332163

Process #27: bglqnff.exe

ID 27
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5h8h832848ach724cf2ac0c030b8488h2c405¢582d6a.exe.dll” /in_id=CreateXmlIReader /fin_args="Install"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 283385, Reason: Child Process
Unmonitor End Time End Time: 314912, Reason: Terminated
Monitor duration 31.53s

Return Code 0

PID 3880

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 27
File 112
System 1
Environment 2
Registry 226
Mutex 4
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DYNAMIC ANALYSIS REPORT

#7332163

Process #28: bglqnff.exe

ID 28
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d6a.exe.dll” /
fn_id=CreateXmIReaderInputWithEncodingCodePage /fn_args="Install"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 284824, Reason: Child Process
Unmonitor End Time End Time: 305248, Reason: Terminated
Monitor duration 20.42s

Return Code 0

PID 2608

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 27
File 112
System 1
Environment 2
Registry 226
Mutex 4
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DYNAMIC ANALYSIS REPORT

#7332163

Process #29: bglqnff.exe

ID 29
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d6a.exe.dll” /fn_id=CreateXmlIReader InputWithEncodingName
[fn_args="Install"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\
Monitor Start Time Start Time: 288786, Reason: Child Process
Unmonitor End Time End Time: 316830, Reason: Terminated
Monitor duration 28.04s

Return Code 0

PID 3124

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 27
File 112
System 1
Environment 2
Registry 226
Mutex 4
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DYNAMIC ANALYSIS REPORT

#7332163

Process #30: bglqnff.exe

ID 30
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5h8he32848ach724cf2ac0c03hb8488b2c405¢582d6a.exe.dll” /in_id=CreateXmIWriter /fin_args="Install"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 295369, Reason: Child Process
Unmonitor End Time End Time: 321866, Reason: Terminated by Timeout
Monitor duration 26.50s

Return Code Unknown

PID 2060

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 27
File 112
System 1
Environment 2
Registry 226
Mutex 3
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DYNAMIC ANALYSIS REPORT

#7332163

Process #31: bglqnff.exe

ID 31
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d6a.exe.dll” /
fn_id=CreateXmIWriter OutputWithEncodingCodePage /fn_args="Install"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 300773, Reason: Child Process
Unmonitor End Time End Time: 321866, Reason: Terminated by Timeout
Monitor duration 21.09s

Return Code Unknown

PID 4020

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 27
File 112
System 1
Environment 2
Registry 226
Mutex 3
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DYNAMIC ANALYSIS REPORT

#7332163

Process #32: bglqnff.exe

ID 32
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03h8488b2c405¢582d6a.exe.dll” /fn_id=CreateXmIWriter OutputWithEncodingName
[fn_args="Install"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 303953, Reason: Child Process
Unmonitor End Time End Time: 321866, Reason: Terminated by Timeout
Monitor duration 17.91s

Return Code Unknown

PID 3532

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 27
File 112
System 1
Environment 2
Registry 226
Mutex 3
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DYNAMIC ANALYSIS REPORT

#7332163

Process #33: bglqnff.exe

ID 33
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fb832848ach724cf2ac0c03b8488b2c405¢582d6a.exe.dll" /fn_id=CreateXmIReader /fn_args="Defaultinstall"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 304925, Reason: Child Process
Unmonitor End Time End Time: 321866, Reason: Terminated by Timeout
Monitor duration 16.94s

Return Code Unknown

PID 372

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 27
File 112
System 1
Environment 2
Registry 226
Mutex 3

X-Ray Vision for Malware - www.vmray.com 49 /68



DYNAMIC ANALYSIS REPORT

#7332163

Process #34: bglgnff.exe

ID 34
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d6a.exe.dll” /
fn_id=CreateXmIReader InputWithEncodingCodePage /fn_args="Defaultinstall"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 306498, Reason: Child Process
Unmonitor End Time End Time: 321866, Reason: Terminated by Timeout
Monitor duration 15.37s

Return Code Unknown

PID 2564

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 27
File 112
System 1
Environment 2
Registry 192
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DYNAMIC ANALYSIS REPORT

#7332163

Process #35: bglqnff.exe

ID 35
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d6a.exe.dll” /fn_id=CreateXmlIReader InputWithEncodingName
[fn_args="DefaultInstall"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 309649, Reason: Child Process
Unmonitor End Time End Time: 321866, Reason: Terminated by Timeout
Monitor duration 12.22s

Return Code Unknown

PID 1484

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 26
File 112
Environment 1
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DYNAMIC ANALYSIS REPORT

#7332163

Process #36: bglqnff.exe

ID 36
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d6a.exe.dll" /fn_id=CreateXmlIWriter /fn_args="Defaultinstall"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 313050, Reason: Child Process
Unmonitor End Time End Time: 321866, Reason: Terminated by Timeout
Monitor duration 8.82s

Return Code Unknown

PID 3548

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 26
File 112
Environment 1
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DYNAMIC ANALYSIS REPORT

#7332163

Process #37: bglqnff.exe

ID 37
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d6a.exe.dll” /
fn_id=CreateXmIWriter OutputWithEncodingCodePage /fn_args="Defaultinstall"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 314842, Reason: Child Process
Unmonitor End Time End Time: 321866, Reason: Terminated by Timeout
Monitor duration 7.02s

Return Code Unknown

PID 1036

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 26
File 112
Environment 1
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DYNAMIC ANALYSIS REPORT

#7332163

Process #38: bglqnff.exe

ID 38
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03h8488b2c405¢582d6a.exe.dll” /fn_id=CreateXmIWriter OutputWithEncodingName
[fn_args="DefaultInstall"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 317660, Reason: Child Process
Unmonitor End Time End Time: 321866, Reason: Terminated by Timeout
Monitor duration 4.21s

Return Code Unknown

PID 1244

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 26
File 112
Environment 1
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DYNAMIC ANALYSIS REPORT

#7332163

Process #39: bglqnff.exe

ID 39
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405c582d6a.exe.dll” /in_id=CreateXmlReader /fn_args="127.0.0.1"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 318026, Reason: Child Process
Unmonitor End Time End Time: 321866, Reason: Terminated by Timeout
Monitor duration 3.84s

Return Code Unknown

PID 1752

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 26
File 112
Environment 1
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Process #40: bglgnff.exe

ID 40
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d6a.exe.dll” /
fn_id=CreateXmIReaderInputWithEncodingCodePage /fn_args="127.0.0.1"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 318853, Reason: Child Process
Unmonitor End Time End Time: 321866, Reason: Terminated by Timeout
Monitor duration 3.01s

Return Code Unknown

PID 2976

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 15
File 8
Environment 1
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Process #41: bglgnff.exe

ID 41
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d6a.exe.dll” /fn_id=CreateXmlIReader InputWithEncodingName
/fn_args="127.0.0.1"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 319260, Reason: Child Process
Unmonitor End Time End Time: 321866, Reason: Terminated by Timeout
Monitor duration 2.61s

Return Code Unknown

PID 1164

Parent PID 4080

Bitness 64 Bit

Host Behavior

Type Count
Module 15
File 29
Environment 1
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Process #42: bglqnff.exe

ID 42
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:

Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405c582d6a.exe.dll” /fn_id=CreateXmlWriter /fn_args="127.0.0.1"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 319760, Reason: Child Process
Unmonitor End Time End Time: 321866, Reason: Terminated by Timeout
Monitor duration 211s

Return Code Unknown

PID 4764

Parent PID 4080

Bitness 64 Bit
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Process #43: bglgnff.exe

ID 43
File Name c:\users\rdhjOcnfevzx\desktop\bglgnff.exe

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
Command Line \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d6a.exe.dll” /
fn_id=CreateXmIWriterOutputWithEncodingCodePage /fn_args="127.0.0.1"

Initial Working Directory C:\Users\RDhJOCNFevzX\Desktop\

Monitor Start Time Start Time: 320271, Reason: Child Process
Unmonitor End Time End Time: 321866, Reason: Terminated by Timeout
Monitor duration 1.59s

Return Code Unknown

PID 4964

Parent PID 4080

Bitness 64 Bit
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ARTIFACTS

File

SHA256

27f32618162b8a522fc5fh8fh
832848ach724cf2ac0c03b84
88h2c405c582d6a

€641ff8107a4197ded9f558d1
891e716811e9a7f109f14e87
6f5a8394844dc34

5a79e93669f5ee38c4b46b68
2c43ffeflef473283a218c4e6
55ccd2e6b187364

4459de34f31d879717f63fcfO
b48c4b322ee763c7e60d4b0
e2a2a61a7805cf43

34034fa56619ffaed7dal7dd9
a2bh25628caee22b53d7aae
c87h347ff7940e1b

Filename

File Name

File Names

C:
\Users\RDhJOCNFevzX\Desktop\27f3
2618162h8a522fc5fh8fh832848ach724
cf2ac0c03b8488h2c405c582d6a.exe.dll,
C:
\Users\RDHJOC~1\Desktop\27f32618
162h8a522fc5fh8fb832848ach724cf2ac
0c03b8488b2c405c582d6a.exe.dll

c
\users\rdhjOcnfevzx\appdata\roaming\
microsoft\crypto\rsa\s-1-5-21-156025
8661-3990802383-1811730007-1000\3
d3578a85286f88c6cd9d151e4412949
03845ch8-7441-4a2f-8c0f-
€90408af5778

c
\users\rdhjOcnfevzx\appdata\roaming\
microsoft\crypto\rsa\s-1-5-21-156025
8661-3990802383-1811730007-1000\3
d3578a85286f88c6cd9d151e4412949
03845ch8-7441-4a2f-8c0f-
€90408af5778

c
\users\rdhjOcnfevzx\appdata\roaming\
microsoft\crypto\rsa\s-1-5-21-156025
8661-3990802383-1811730007-1000\3
d3578a85286f88c6cd9d151e4412949
03845ch8- 7441-4a2f-8c0f-
€90408af5778

c:
\users\rdhjOcnfevzx\appdata\roaming\
microsoft\crypto\rsa\s-1-5-21-156025
8661-3990802383-1811730007-1000\3
d3578a85286f88c6cd9d151e4412949
03845ch8-7441-4a2f-8c0f-
€90408af5778

C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe

C:\Users\RDHJOC~1\AppData\Local\Temp\tmpg6gave7z

c:

\U sers\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach72
4cf2ac0c03b8488b2c405c582d6a.exe.dll

System Paging File

C:\Windows\Explorer.EXE

IP

IP Address

127.0.0.1

Mutex

Name

Domains

Category

Sample File

Dropped File

Dropped File

Dropped File

Dropped File

Category

Accessed File

Accessed File

Accessed File

Accessed File

Accessed File

Operations

{0aa26147-58aa-e888-6782-4bac88c336hd}

{54137ce8-d76d-e7fc-dec3-c85290e5098}

{298ddcca-efe5-2f07-chb5-e91e37797537}

{2fb46568-32c9-06dc-d0b5-flab83aee93b}

{0d9f601a- 1a9d-9a0d- 3d48- 16d30afad3e9}

access

access

access

access

access

File Size

1896.00 KB

53 bytes

142 KB

142 KB

142 KB

MIME Type

application/
vnd.microsoft.portable-
executable

application/octet-stream

application/octet-stream

application/octet-stream

application/octet-stream

Country

Parent Process Name

bglgnff.exe

bglgnff.exe

explorer.exe

explorer.exe

explorer.exe

X-Ray Vision for Malware - www.vmray.com
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Operations

Operations

Access

Access, Read

Access, Read

Access

Access

Protocols

#7332163

Verdict

MALICIOUS

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN

g < 2
=S g =

CLEAN

CLEAN

CLEAN

CLEAN

CLEAN
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Name Operations Parent Process Name Verdict

{e8353f60-b296-77d3-712c-682bf3e23f29} access explorer.exe CLEAN

{25390bhd-f8e2-0cdc-c922-ea2f65111ff1} access explorer.exe CLEAN

{3efe96e0-aada-6cdc-4854-db5a860aa498} access explorer.exe CLEAN

{8cd92000-a2e9-0bbf-6791-44a791672317} access explorer.exe CLEAN

{e697b08b-6228-db49- 1b5f- 122d452e86b1} access explorer.exe CLEAN

{ea720e57-a909-68bf-bb82-d7494178e686} access explorer.exe CLEAN

{968a82d1-6e17-5aa6-4019-4b7c4a7ad5cO} access explorer.exe CLEAN

{b8dc3007-fec7-4edb-a8ee-3957381ccel6} access explorer.exe CLEAN

{16770cb7-h91c-ef6e-e0ce-9944b6f847e9} access explorer.exe CLEAN

Registry

Registry Key Operations Parent Process Name Verdict
- access, create bglgnff.exe, explorer.exe CLEAN
HKEY_LOCAL_MACHINE access bglgnff.exe CLEAN
HKEY_LOCAL_MACHINE\SOFTWARE access bglgnff.exe CLEAN
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft access bglgnff.exe CLEAN
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows NT access bglgnff.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows

NT\CurrentVersion access bglgnff.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows

NT\CurrentVersion\installDate access, read bglanff.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows access bglgnff.exe CLEAN

C KEY_LOCAL_MACHINE\SOFTWAREWMicrosoftWindows\Current access bolqnff.exe CLEAN
‘ersion
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\EnableLUA access, read bglgnff.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current

Version\ConsentPromptBehaviorAdmin access, read bglanff.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\PromptOnSecureDesktop access, read bglanff.exe CLEAN

Ugi?gﬁkgﬁgtghﬂ ACHINE\SOFTWAREMicrosoft\Windows\Current access bglqn.exe G
C;EI#\.S&Q;I&C& :rInN E\SOFTWAREMicrosoftt\Windows\Current access bylqnff.exe G
\H/gr?gﬁkgoﬁQLEEQQC;;LN\EEESEELY\/{\AR EMicrosoftWindows\Current access, read bglgnff.exe, explorer.exe CLEAN
[KELLOCANACHNESOPTUAMEMTodt NSO s e

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Policies\System\PromptOnSecureDesktop

access, read bglgnff.exe, explorer.exe CLEAN
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\internet Explorer access explorer.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Internet

Exploren\Version access, read explorer.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\InstallDate access, read explorer.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\InstallDate access, read explorer.exe CLEAN

HKEY_CURRENT_USER access explorer.exe CLEAN
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Registry Key Operations Parent Process Name Verdict

HKEY_CURRENT_USER\SOFTWARE access explorer.exe CLEAN
HKEY_CURRENT_USER\SOFTWARE\Microsoft access explorer.exe CLEAN
HKEY_CURRENT_USER\SOFTWAREMicrosoft\Windows access explorer.exe CLEAN

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\Current

. access explorer.exe CLEAN
Version

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\Current

Version\Explorer access explorer.exe CLEAN

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\Current
Version\Explorer\CLSID\{ABEF8FF5-5E25-CC62- access, create explorer.exe CLEAN
E6D8-05FBE04DAAOF}\ShellFolder

HKEY_CURRENT_USER\SOFTWAREMicrosoft\Windows\Current

Version\installDate access, read explorer.exe CLEAN

HKEY_CURRENT_USER\SOFTWAREWMicrosoft\Windows\InstallD

ate access, read explorer.exe CLEAN

HKEY_CURRENT_USER\SOFTWAREMicrosoft\Windows\Current
Version\Explorer\CLSID\{5CFB38CB-4922-AAF5-9C1E- access explorer.exe CLEAN
F3F5A6338105}\ShellFolder

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\Current
Version\Explorer\CLSID\{5CFB38CB-4922-AAF5-9C1E-
F3F5A6338105}\ShellFolder\{2EBD0087- 1DFC-8C46-
ABCB-5FCBAG8633AF}

access, write explorer.exe CLEAN

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\Current
Version\Explorer\CLSID\{ABEF8FF5-5E25-CC62-
E6D8-05FBE04DAAOF}\ShellFolder\{7B8BFF1F-31E3-A3B3-05EE-
EEB6CD5285B1}

access, write explorer.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows

NT\nstallDate access, read explorer.exe CLEAN

HKEY_CURRENT_USER\SOFTWAREWicrosoft\installDate access, read explorer.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Windows\Current

Version\Uninstall access explorer.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\AddressBook access explorer.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current

Version\Uninstall\Connection Manager access explorer.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstal\DirectDrawEx access explorer.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstal\DXM_Runtime access explorer.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\Fontcore access explorer.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current

Version\Uninstal\IE40 access explorer.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\IE4Data access explorer.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current

Version\Uninstal \IESBAKEX access explorer.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\EData access explorer.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current

Version\Uninstal\MobileOptionPack access explorer.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\MPlayer2 access explorer.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\ProPlusRetail - en-us access explorer.exe CLEAN
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current access. read explorer.exe CLEAN
Version\Uninstall\ProPlusRetail - en-us\DisplayName ' p :

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current
Version\Uninstall\ProPlusRetail - en-us\DisplayVersion

access, read explorer.exe CLEAN
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HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current

Version\Uninstall\SchedulingAgent access explorer.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstal\WIC access explorer.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current

Version\UninstalI\{ D8E6291- BOD5-35EC-8441- 6616F 56 7A0F 7} access explorer.exe CEEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{{1D8E6291- access, read explorer.exe CLEAN
BOD5-35EC-8441-6616F567A0F 7}\DisplayName

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{1D8E6291- access, read explorer.exe CLEAN
BOD5-35EC-8441-6616F567A0F 7}\DisplayVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Uninstall\{37B8F9C 7-03F B-3253-8781-2517C99D 7C00} access explorer.exe CLEAN

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current
Version\Uninstall\{37B8F9C 7-03FB-3253-8781-2517C99D7C00}\Dis access, read explorer.exe CLEAN
playName

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\Current

Version\Uninstall\{37B8F9C 7-03FB-3253-8781-2517C99D 7C00}\Dis access, read explorer.exe CLEAN
playVersion

Process

Process Name Commandline Verdict
explorer.exe C:\Windows\Explorer.EXE

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dlI="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488h2c405¢582d CLEAN
6a.exe.dl" ffel="C:\Users\RDHJOC~1\AppData\Local\Temp\tmpg6gave7z" /s

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dlI="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d CLEAN
6a.exe.dll" /fn_id=CreateXmIReader

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dlI="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488h2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmIReaderInputWithEncodingCodePage

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dIl="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5h8fh832848ach724cf2ac0c03b8488b2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmIReaderInputWithEncodingName

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dlI="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d CLEAN
6a.exe.dll" /fn_id=CreateXm|Writer

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dlI="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fb8fh832848ach724cf2ac0c03b8488h2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmIWriterOutputWithEncodingCodePage

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dlI="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\2732618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488hb2c405¢582d CLEAN
6a.exe.dll" /fn_id=CreateXmIWriterOutputWithEncodingName

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fbh8fh832848ach724cf2ac0c03b8488h2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmlIReader /fn_args="0"

"C:\Users\RDhJOCNFevzX\Desktop\bGlQnfF.exe" /dIl="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\2732618162h8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d CLEAN
6a.exe.dll" /fn_id=CreateXmIReaderInputWithEncodingCodePage /fn_args="0"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dlI="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5h8fh832848ach724cf2ac0c03h8488b2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmIReaderInputWithEncodingName /fn_args="0"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488h2c405¢582d CLEAN
6a.exe.dll" /fin_id=CreateXm|Writer /fn_args="0"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dlI="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmIWriter OutputWithEncodingCodePage /fn_args="0"

werfault.exe C:\Windows\system32\WerFault.exe -u -p 1600 -s 7636 CLEAN
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Process Name Commandline

"C:\Users\RDhJOCNFevzX\Desktop\bGlQnfF.exe" /dII="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5h8fh832848ach724cf2ac0c03b8488b2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmIWriterOutputWithEncodingName /fn_args="0"

werfault.exe C:\Windows\system32\WerFault.exe -u -p 3740 -s 356 CLEAN

"C:\Users\RDhJOCNFevzX\Desktop\bGlQnfF.exe" /dII="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488h2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmIReader /fn_args="1"

werfault.exe C:\Windows\system32\WerFault.exe -u -p 1828 -s 676 CLEAN

"C:\Users\RDhJOCNFevzX\Desktop\bGlQnfF.exe" /dII="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488h2c405¢582d CLEAN
6a.exe.dll" /fn_id=CreateXmIReaderInputWithEncodingCodePage /fn_args="1"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dlI="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488h2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmIReaderInputWithEncodingName /fn_args="1"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488h2c405¢582d CLEAN
6a.exe.dll" /fin_id=CreateXm|Writer /fn_args="1"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dlI="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03h8488b2c405¢582d CLEAN
6a.exe.dll" /fn_id=CreateXm|WriterOutputWithEncodingCodePage /fn_args="1"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488h2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmIWriterOutputWithEncodingName /fn_args="1"

"C:\Users\RDhJOCNFevzX\Desktop\bGlQnfF.exe" /dII="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5h8fh832848ach724cf2ac0c03b8488b2c405c582d CLEAN
6a.exe.dll" /in_id=CreateXm|Reader /fn_args="Install"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dlI="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmIReaderInputWithEncodingCodePage /fn_args="Install"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dlI="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488h2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmIReaderInputWithEncodingName /fn_args="Install"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dlI="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d CLEAN
6a.exe.dll" /fn_id=CreateXm|Writer /fn_args="Install"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488h2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmIWriter OutputWithEncodingCodePage /fn_args="Install"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\2732618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488b2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmI|WriterOutputWithEncodingName /fn_args="Install"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488h2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmIReader /fn_args="Defaultinstall"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488h2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmIReaderInputWithEncodingCodePage /fn_args="Defaultinstall"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dlI="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488h2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmIReaderInputWithEncodingName /fn_args="DefaultInstall"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dlI="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488h2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmIWriter /fn_args="Defaultinstall"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dlI="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\2732618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488hb2c405¢582d CLEAN
6a.exe.dll" /fn_id=CreateXm|WriterOutputWithEncodingCodePage /fn_args="Defaultinstall"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dlI="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488h2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmIWriterOutputWithEncodingName /fn_args="Defaultinstall"

"C:\Users\RDhJOCNFevzX\Desktop\bGlQnfF.exe" /dIl="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5h8fh832848ach724cf2ac0c03b8488b2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmIReader /fn_args="127.0.0.1"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dlI="C:
bglgnff.exe \Users\RDHJOC~1\Desktop\27f32618162b8a522fc5fh8fh832848ach724cf2ac0c03b8488h2c405¢582d CLEAN
6a.exe.dll" /in_id=CreateXmIReaderInputWithEncodingCodePage /fn_args="127.0.0.1"
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g
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Process Name Commandline Verdict

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
bglqnff.exe \Users\RDHJOC~ 1\Desktop\27f32618162b8a522fc5hefb832848ach24cr2ac0c0308488b2c405¢582d
6a.exe.dll" /fn_id=CreateXmIReaderInputWithEncodingName /fn_args="127.0.0.1"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dII="C:
bglqnff.exe \Users\RDHJOC~1\Desktop\27f32618162h8a522/c5hefb832848ach724ci2ac0c0308488b2c405¢582d
6a.exe.dll" /fn_id=CreateXm|Writer /fn_args="127.0.0.1"

"C:\Users\RDhJOCNFevzX\Desktop\bGIQnfF.exe" /dlI="C:
bglqnff.exe \Users\RDHJOC~ 1\Desktop\27f32618162b8a522fc5hefbe32848ach24c2ac0c0308488h2c405c582d!
6a.exe.dll" /in_id=CreateXmIWriterOutputWithEncodingCodePage /fn_args="127.0.0.1"
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YARA | AV

Antivirus (9)

File Type Threat Name File Name Verdict

C:
Sample File Trojan.GenericKDZ.76753 \Users\RDhJOCNFevzX\Desktop\2732618162b8a522c5(bafh832848
ach724cf2ac0c03b8488h2c405c582d6a.exe.dll

Memory Dump Gen:Variant.Mikey.113998 -
Memory Dump Gen:Variant.Mikey.113998 -
Memory Dump Gen:Variant.Mikey.113998 -
Memory Dump Trojan.GenericKDZ.76753 -
Memory Dump Gen:Variant.Mikey.113998 -
Memory Dump Gen:Variant.Mikey.113998 -
Memory Dump Gen:Variant.Mikey.113998 -
Memory Dump Gen:Variant.Mikey.113998 -
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ENVIRONMENT

Virtual Machine Information

Name winl0_64 th2_en_mso02016

Description winl0_64_th2_en mso02016

Architecture x86 64-bit

Operating System Windows 10 Threshold 2

Kernel Version 10.0.10586.0 (0de6dc23-8e19-4bb7-8608-d54bhle6fa379)
Network Scheme Name Local Gateway

Network Config Name Local Gateway

Platform Information

Platform Version 430

Dynamic Engine Version 4.3.0/09/20/2021 03:59
Static Engine Version 4.3.0.0/2021-09-20 03:00:12
AV Exceptions Version 4.3.0.0/ 2021-09-20 03:00:12
Link Detonation Heuristics Version 4.3.0.4/2021-09-16 11:30:34
Signature Trust Store Version 4.3.0.0/ 2021-09-20 03:00:12
VMRay Threat Identifiers Version 4.3.1.7 ] 2021-09-22 10:00:51
YARA Built-in Ruleset Version 4.3.0.5

Anti Virus Information

Built-in AV Version AVCORE v2.2 Linux/x86_64 11.0.1.19 (March 15, 2021)

Built-in AV Database Update Release

Date 2021-09-28 08:04:18+00:00

Built-in AV Database Records 10477558

Software Information

Adobe Acrobat Reader Version Not installed
Microsoft Office 2016
Microsoft Office Version 16.0.4266.1003
Hangul Office Not installed
Hangul Office Version Not installed
Internet Explorer Version 11.0.10586.0
Chrome Version Not installed
Firefox Version Not installed
Flash Version Not installed
Java Version Not installed

System Information

Sample Directory C:\Users\RDhJOCNFevzX\Desktop
Computer Name XC64ZB
User Domain XC64zB
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User Name RDhJOCNFevzX

User Profile C:\Users\RDhJOCNFevzX

Temp Directory C:\Users\RDHJOC~1\AppData\Local\Temp
System Root C:\Windows
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